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Abst r act

Segnment Routing (SR) can be used to steer packets through a network
using the IPv6 or MPLS data pl ane, enploying the source routing
par adi gm

An SR Path can be derived froma variety of mechani snms, including an
| GP Shortest Path Tree (SPT), explicit configuration, or a Path
Conput ati on El enent (PCE).

Since SR can be applied to both MPLS and | Pv6 data pl anes, a PCE
shoul d be able to compute an SR Path for both MPLS and | Pv6 data

pl anes. The Pat h Conputation El enent Comuni cati on Protocol (PCEP)
ext ensi on and nechani sns to support SR-MPLS have been defined. This
docunent outlines the necessary extensions to support SR for the |Pv6
data pl ane within PCEP.
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I nt roduction

As defined in [ RFC8402], Segnent Routing (SR) architecture allows the
source node to steer a packet through a path indicated by an ordered

list of instructions, called "segnents". A segnment can represent any
i nstruction, topological or service based, and it can have a senantic
|l ocal to an SR node or global within an SR domai n.

[ RFC5440] describes Path Conputation El enent Conmuni cati on Protoco
(PCEP) for communication between a Path Conputation Cient (PCC) and
a PCE or between a pair of PCEs. A PCE or a PCC operating as a PCE
(in a hierarchical PCE environnent) conputes paths for MPLS Traffic
Engi neering Label Sw tched Paths (MPLS-TE LSPs) based on various
constraints and optim zation criteria.

[ RFC8231] specifies extensions to PCEP that allow a stateful PCE to
conmput e and recommend network paths in conpliance with [ RFC4657] and
defines objects and TLVs for MPLS-TE LSPs. Stateful PCEP extensions
provi de synchroni zation of LSP state between a PCC and a PCE or
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between a pair of PCEs, del egation of LSP control, reporting of LSP
state froma PCCto a PCE, and controlling the setup and path routing
of an LSP froma PCE to a PCC. Stateful PCEP extensions are intended
for an operational nodel in which LSPs are configured on the PCC, and
control over themis delegated to the PCE

A mechanismto dynamically initiate LSPs on a PCC based on the
requests froma stateful PCE or a controller using stateful PCE is
specified in [RFC8281]. As per [RFC8664], it is possible to use a
stateful PCE for computing one or nore SR-TE paths taking into
account various constraints and objective functions. Once a path is
computed, the stateful PCE can initiate an SR-TE path on a PCC using
PCEP extensions specified in [ RFC8281] and the SR-specific PCEP

ext ensions specified in [ RFC8664].

[ RFC8664] specifies PCEP extensions for supporting an SR-TE LSP for
the MPLS data plane. This docunent extends [ RFC8664] to support SR
for the IPv6 data plane. Additionally, using procedures described in
this document, a PCC can request an SRv6 path fromeither a stateful
or stateless PCE. This specification relies on the PATH SETUP- TYPE
TLV and procedures specified in [ RFC8408].

Thi s specification provides a nechanismfor a network controller
(acting as a PCE) to instantiate candi date paths for an SR Policy
onto a head-end node (acting as a PCC) using PCEP. For nore
information on the SR Policy architecture, see [RFC9256], which
applies to both SR-MPLS and SRv6.
1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here.

Ter mi nol ogy

Thi s docunent uses the following terns defined in [ RFC5440]: PCC,
PCE, PCEP, PCEP Peer.

Thi s docunent uses the following ternms defined in [ RFC8051]: St at eful
PCE, Del egati on.

Further, the following terns are used in the docunent:
MBD: Maxi mum SI D Depth

PST: Path Setup Type

SR:  Segnent Routing

SID: Segnent Identifier

SRv6: Segnent Routing over |Pv6 data pl ane

SRH: | Pv6 Segnment Routing Header [RFC8754]

SRv6 path: [|Pv6 Segnent List (Alist of 1Pv6 SIDs representing a
path in IPv6 SR domain in the context of this document.)

Further, note that the term"LSP" used in the PCEP specifications
woul d be equivalent to an SRv6 path (represented as a |list of SRv6
segnments) in the context of supporting SRv6 in PCEP.

Overvi ew of PCEP Operation in SRv6 Networks
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Basi ¢ operations for PCEP speakers are built on [ RFC8664].

In PCEP nessages, route information is carried in the Explicit Route
oj ect (ERO, which consists of a sequence of subobjects. [RFC8664]
defined a new ERO subobj ect denoted by "SR-ERO subobject” that is
capable of carrying a SID as well as the identity of the node/

adj acency represented by the SID for SR-MPLS. SR-capabl e PCEP
speakers can generate and/or process such an ERO subobject. An ERO
cont ai ni ng SR- ERO subobj ects can be included in the PCEP Path

Conput ati on Reply (PCRep) message defined in [ RFC5440], the PCEP LSP
Initiate Request nmessage (PClnitiate) defined in [ RFC3281], as well
as in the PCEP LSP Update Request (PCUpd) and PCEP LSP State Report
(PCRpt) nessages defined in [ RFC8231]. [RFC8664] al so defines a new
Reported Route Object (RRO), called "SR-RRO', to represent the SID
list that was applied by the PCC, which is the actual path taken by
the LSP in SR MPLS net work.

The SRv6 paths conputed by a PCE can be represented as an ordered
list of SRv6 segnents. This docunent defines new subobjects
"SRv6- ERO' and "SRv6-RRO' in the ERO and the RRO, respectively, to
carry the SRv6 SID. SRv6-capabl e PCEP speakers MJST be able to
generate and/or process these subobjects.

When a PCEP session between a PCC and a PCE is established, both PCEP
speakers exchange their capabilities to indicate their ability to
support SRv6-specific functionality as described in Section 4.1.1.

In summary, this document defines:

* a new PCEP capability for SRv6,

* a new subobj ect SRv6-ERO i n ERO

* a new subobject SRv6-RRO in RRO and

* a new Path Setup type (PST) [RFC8408], carried in the PATH SETUP-
TYPE and PATH- SETUP- TYPE- CAPABI LI TY TLVs.

Qperation Overview

In SR networks, an SR source node [ RFC8754] steers a packet into an
SR Policy resulting in a segnent |ist.

When SR | everages the I Pv6 data plane (i.e., SRv6), the PCEP
procedures and nechani sns are extended in this docunent.

Thi s docunent describes the extension to support SRv6 in PCEP. A PCC
or PCE indicates its ability to support SRv6 during the PCEP session
initialization phase via a new SRv6- PCE- CAPABI LI TY sub-TLV (see
details in Section 4.1.1).

SRv6- Speci fi c PCEP Message Extensions

As defined in [RFC5440], a PCEP nessage consists of a comon header
foll owed by a variabl e-1ength body made up of nmandatory and/or
optional objects. This docunment does not require any changes in the
format of PCReq and PCRep nessages specified in [ RFC5440], the
PClnitiate nmessage specified in [ RFC8281], or PCRpt and PCUpd
messages specified in [ RFC8231]. However, PCEP nessages pertai ning
to SRv6 MUST include PATH SETUP-TYPE TLV in the Request Paraneters
(RP) or Stateful PCE Request Paraneters (SRP) object to clearly
identify that SRv6 is intended.

oj ect Formats
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The OPEN Obj ect
1. The SRv6 PCE Capability sub-TLV

Thi s docunent defines a new Path Setup Type (PST) [ RFC8408] for SRv6,
as foll ows:

PST=3: Path is set up using SRv6.

A PCEP speaker indicates its support of the function described in
this docurment by sendi ng a PATH SETUP- TYPE- CAPABI LI TY TLV in the OPEN
object with this new PST (value 3) included in the PST |ist.

This docunent al so defines the SRv6- PCE- CAPABI LI TY sub-TLV. PCEP
speakers use this sub-TLV to exchange infornation about their SRv6
capability. |f a PCEP speaker includes PST=3 in the PST list of the
PATH- SETUP- TYPE- CAPABI LI TY TLV, then it MJST al so include the SRv6-
PCE- CAPABI LI TY sub-TLV insi de the PATH SETUP- TYPE- CAPABI LI TY TLV.

For further error handling, please see Section 5.

The format of the SRv6-PCE- CAPABI LI TY sub-TLV is shown in Figure 1.

0 1 2 3
01234567890123456789012345678901
i T s T i T S S I S i (T S S S e S

| Type=27 | Length

i S TR b i T S e R T E R R
Reserved | Fl ags | N
B T o i i s o e e e ik e R S
MBD- Type | MSD- Val ue | MBD- Type | MSD- Val ue
B S S e i S S T A S S S S S S i S S
11
B S i i s S i ik i h
MSD- Type | MSD-Val ue | Paddi ng |
B s o e e s T S S bt o o S N N S

+
I
+
I
+
I

~

I
+
I
+
/
+
I
+

Fi gure 1: SRv6- PCE- CAPABI LI TY Sub- TLV For mat

The code point for the TLV type is 27, and the format is conpliant
with the PCEP TLV format defined in [RFC5440]. That is, the sub-TLV
is conmposed of 2 octets for the type, 2 octets specifying the |ength,
and a Value field. Wen set to 27, the Type field identifies the
SRv6- PCE- CAPABI LI TY sub-TLV, and the presence of the sub-TLV

i ndi cates the support for the SRv6 paths in PCEP. The Length field
defines the Iength of the value portion in octets. The sub-TLV is
padded to 4-octet alignnent, and padding is not included in the
Length field. The (MsSD Type, MSD-Val ue) pairs are OPTIONAL. The
nunber of (MSD- Type, MSD-Val ue) pairs can be deternined by the Length
field of the TLV.

The val ue is conprised of:

* Reserved: 2 octets; this field MJUST be set to 0 on transmn ssion
and ignored on receipt.

* Flags: 2 octets; one bit is currently assigned in Section 8.6
- Nbit (bit position 14): A PCC sets this flag bit to 1 to
indicate that it is capable of resolving a Node or Adjacency
Identifier (NAI) to an SRv6- Sl D.

- Unassigned bits MJST be set to 0 on transm ssion and ignored on
recei pt

* A pair of (MSD Type, MSD- Val ue): Where MSD Type (1 octet) is as per
the 1GP MsD Type registry created by [ RFC8491] and popul ated with



SRv6 MSD types as per [RFC9352], and where MsD-Value (1 octet) is
as per [RFC8491].

The SRv6 MSD i nformation advertised via SRv6- PCE- Capability sub-TLV
conveys the SRv6 capabilities of the PCEP speaker al one. However,
when it comes to the conputation of an SR Policy for the SRv6 data
pl ane, the SRv6 MSD capabilities of the internmedi ate SRv6 Endpoi nt
node and the tail-end node al so need to be considered to ensure those
m dpoints are able to correctly process their segnents and for the
tail-end to dispose of the SRv6 encapsul ation. The SRv6 MsSD
capabilities of other nodes might be | earned as part of the topol ogy
information via the Border Gateway Protocol - Link State (BGP-LS)

[ RFC9514] or via PCEP if the PCE al so happens to have PCEP sessions
with those nodes.

It is recommended that the SRv6 MSD information not be included in
t he SRv6- PCE- Capability sub-TLV in depl oynents where the PCE is able
to obtain this via | GP/BGP-LS as part of the topol ogy information.

4.2. The RP/SRP hj ect

Thi s docunent defines a new Path Setup Type (PST=3) for SRv6. In
order to indicate that the path is for SRv6, any RP or SRP object
MUST i ncl ude the PATH SETUP-TYPE TLV as specified in [ RFC8408], where
PST is set to 3.

4.3. ERO

In order to support SRv6, a new "SRv6- ERO' subobject is defined for
inclusion in the ERO

4.3.1. SRv6- ERO Subobj ect
An SRv6- ERO subobject is formatted as shown in Figure 2.

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| L] Type=40 | Length | NT | Fl ags | VI T| F| S
I S i o T s S S S e s s T
Reserved | Endpoi nt Behavi or |
i T o T T i T A S S S T

|
SRv6 SID (conditional) |
(128-bit) I

I

B s o T o i R R S i ik i Sh SRR N S
NAI (variabl e, conditional) /1
i T o T i e S S S i S e S

SID Structure (conditional) |
R s i o e i ol S e S e T ik ik T S e T S T S

~

I
+
|
I
I
I
+
/
+-
I

I

+-
Fi gure 2: SRv6- ERO Subobject Format

The fields in the SRv6- ERO subobject are as follows:

* The "L" flag: Indicates whether the subobject represents a | oose
hop (see [RFC3209]). |If this flag is set to zero, a PCC MUST NOT
overwite the SID value present in the SRv6- ERO subobj ect.

O herwi se, a PCC MAY expand or replace one or nore SID values in
the received SRv6- ERO based on its local policy.

* Type: Indicates the content of the subobject, i.e., when the field
is set to 40, the subobject is an SRv6- ERO subobject representing
an SRv6 SID.



Length: Contains the total length of the subobject in octets. The
Length MJUST be at |east 24 and MUST be a nultiple of 4. An

SRv6- ERO subobj ect MJUST contain at |east one of an SRv6-SID or an
NAI. The S and F bits in the Flags field indicates whether the
SRv6-SI D or NAI fields are absent.

NAI Type (NT): Indicates the type and format of the NAI contai ned
in the object body, if any are present. |If the F bit is set to
one (see below), then the NT field has no neaning and MJST be

i gnored by the receiver. This docunent creates a new PCEP

SRv6- ERO NAI Types registry in Section 8.2 and all ocates the
fol |l owi ng val ues:

- |If NT value is 0, the NAI MJST NOT be incl uded.

- When NT value is 2, the NAl is as per the "I Pv6 node ID' fornmat
defined in [ RFC8664], which specifies an |IPv6 address. This is
used to identify the owner of the SRv6 ldentifier. This is
optional, as the LOC (the locator portion) of the SRv6 SID
serves a simlar purpose (when present).

- \When NT value is 4, the NAl is as per the "IPv6 adjacency"
format defined in [ RFC8664], which specify a pair of |Pv6
addresses. This is used to identify the I Pv6 adjacency and
used with the SRv6 Adj - Sl D.

- Wen NT value is 6, the NAIl is as per the "link-local |Pv6
addresses” format defined in [ RFC8664], which specify a pair of
(gl obal 1Pv6 address, interface ID) tuples. It is used to
identify the 1Pv6 adjacency and used with the SRv6 Adj-SID

Flags: Used to carry additional information pertaining to the
SRv6-SID. This docunent defines the following flag bits. The
other bits MIST be set to zero by the sender and MJST be ignored
by the receiver. This document creates a new registry SRv6- ERO
Flag Field registry in Section 8.3 and allocates the foll ow ng
val ues.

- S Wien this bit is set to 1, the SRv6-SID value in the
subobj ect body is absent. In this case, the PCC is responsible
for choosing the SRv6-SID value, e.g., by looking up in the SR
DB using the NAI that, in this case, MJST be present in the
subobject. If the Sbit is set to 1, then the F bit MJST be
set to zero.

- F: Wien this bit is set to 1, the NAl value in the subobject
body is absent. The F bit MJST be set to 1 if NI=0; otherw se,
it MIST be set to zero. The S and F bits MJST NOT both be set
to 1.

- T:. Wien this bit is set to 1, the SID Structure value in the
subobj ect body is present. The T bit MJST be set to 0 when the
Sbhit isset tol. |If the T bhit is set when the S bit is set,
the T bit MJST be ignored. Thus, the T bit indicates the
presence of an optional 8-byte SID Structure when SRv6 SID is
included. The SID Structure is defined in Section 4.3.1.1

- V. The "SID verification" bit usage is as per Section 5.1 of
[ RFC9256]. If a PCC "Verification fails" for a SID, it MJST
report this error by including the LSP- ERROR-CODE TLV with LSP
Error-value "SID Verification fails" in the LSP object in the
PCRpt nessage to the PCE

Reserved: MUST be set to zero while sending and ignored on
receipt.



* Endpoint Behavior: A 16-bit field representing the behavior
associated with the SRv6 SIDs. This information is optional, but
providing it is recomended whenever possible. It could be used
for maintainability and di agnostic purposes. |f behavior is not
known, val ue "OxFFFF" as defined in the "SRv6 Endpoi nt Behavi ors”
registry is used [ RFC8986] .

* SRv6 SID: SRv6 ldentifier is a 128-bit value representing the SRv6
segnent .

* NAI: The NAlI associated with the SRv6-SID. The NAlI’'s fornat
depends on the value in the NT field and is described in
[ RFC8664] .

At | east one SRv6-SID or the NAI MJST be included in the SRv6- ERO
subobj ect, and both MAY be incl uded.

4,.3.1.1. SID Structure

The SID Structure is an optional part of the SR ERO subobject, as
described in Section 4.3.1

[ RFC8986] defines an SRv6 SID as consisting of LOC: FUNCT: ARG where a
| ocator (LOC) is encoded in the L nost significant bits of the SID
followed by F bits of function (FUNCT) and A bits of argunents (ARG .
A locator may be represented as B:N where Bis the SRv6 SID | ocator

bl ock (I Pv6 prefix allocated for SRv6 SIDs by the operator) and Nis
the identifier of the parent node instantiating the SID called

"l ocat or node".

The SID Structure is formatted as shown in Figure 3.
0 1 2 3

01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| LB Length | LN Length | Fun. Length | Arg. Length
el i I e i it T e e e e i i T o S e e S e T R R
| Reserved | Fl ags |

T S S R i i SR SR ok i
Figure 3: SID Structure Format

Wher e:

* LB Length: 1 octet; SRv6 SID Locator Block length in bits

* LN Length: 1 octet; SRv6 SID Locator Node length in bits

* Fun. Length: 1 octet; SRv6 SID Function length in bits

* Arg. Length: 1 octet; SRv6 SID Argunents length in bits

The sumof all four sizes in the SID Structure nmust be |ess than or

equal to 128 bits. |If the sumof all four sizes advertised in the

SID Structure is larger than 128 bits, the correspondi ng SRv6 SID

MUST be considered invalid and a PCErr nessage with Error-Type = 10

("Reception of an invalid object") and Error-value = 37 ("lnvalid

SRv6 SID Structure") is returned.

* Reserved: MJIST be set to zero while sending and i gnored on
receipt.

* Flags: Currently no flags are defined.

* Unassigned bits nust be set to zero while sending and ignored on



receipt.

The SRv6 SID Structure provides the detail ed encodi ng i nformati on of
an SRv6 SID, which is helpful in the use cases that require the SRv6
SID structure to be known. Wen a PCEP speaker receives the SRv6 SID
and its structure information, the SRv6 SID can be parsed based on
the SRv6 SID Structure and/or possible local policies. The SRv6 SID
Structure could be used by the PCE for ease of operations and

moni toring. For exanple, this information could be used for
validation of SRv6 SIDs being instantiated in the network and checked
for conformance with the SRv6 SID allocation scheme chosen by the
operator as described in Section 3.2 of [RFC8986]. 1In the future,
PCE might also be utilized to verify and automate the security of the
SRv6 donmain by provisioning filtering rules at the domai n boundaries
as described in Section 5 of [RFC8754]. The details of these
potential applications are outside the scope of this docunent.

4.3.1.2. Oder of the Optional Fields

The optional elenents in the SRv6- ERO subobject, i.e., SRv6 SID, NAI,
and the SID Structure, MJST be encoded in the order as depicted in
Figure 2. The presence or absence of each of themis indicated by
the respective flags, i.e., Sflag, F flag, and T flag.

In order to ensure future conpatibility, any optional elenents added
to the SRv6- ERO subobject in the future nust specify their order and
request that the Internet Assigned Nunbers Authority (1 ANA) allocate
a flag to indicate their presence fromthe subregistry created in
Section 8. 3.

4.4. RRO

In order to support SRv6, a new "SRv6- RRO' subobject is defined for
inclusion in the RRO

4.4.1. SRv6- RRO Subobj ect

A PCC reports an SRv6 path to a PCE by sending a PCRpt nessage, per

[ RFC8231]. The RRO on this nessage represents the SID list that was
applied by the PCC, that is, the actual path taken. The procedures

of [RFC8664] with respect to the RRO apply equally to this

speci fication w thout change.

An RRO contains one or nore subobjects called "SRv6- RRO subobj ects",
whose format is shown in Figure 4.

0 1 2 3
01234567890123456789012345678901
B S S e i S S T A S S S S S S i S S
Type=40 | Lengt h | NT | FI ags | V| T| F| S
B S S i i i i T T a ik S S S S S
Reserved | Endpoi nt Behavi or |
B T e R et e s o o S e R e

I
SRv6 Sl D( optional) |
(128-hit) I

I

i S T S e S S i i S S S
NAlI (vari abl e) 11
B S S T b o o o e S i ot S e i S S

~

I
SID Structure (optional) |

+
I
+
I
+
I
|
I
I
+
/
+
|
I
o T e i i A S

Fi gure 4: SRv6- RRO Subobj ect For mat
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The format of the SRv6- RRO subobject is the same as that of the
SRv6- ERO subobj ect but without the L flag.

The V flag has no neaning in the SRv6-RRO and is ignored on receipt
at the PCE

The ordering of SRv6- RRO subobjects by PCC in PCRpt nessage remains
as per [RFC8664].

The ordering of optional elenments in the SRv6- RRO subobject is the
sane as described in Section 4.3.1.2.

Pr ocedur es
1. Exchanging the SRv6 Capability

A PCC indicates that it is capable of supporting the head-end
functions for SRv6 by including the SRv6- PCE- CAPABI LI TY sub-TLV in
the Open message that it sends to a PCEE A PCE indicates that it is
capabl e of conputing SRv6 paths by including the SRv6- PCE- CAPABI LI TY
sub-TLV in the Qpen nmessage that it sends to a PCC

If a PCEP speaker receives a PATH SETUP- TYPE- CAPABI LI TY TLV with a
PST |ist containing PST=3, but the SRv6-PCE- CAPABI LI TY sub-TLV is
absent, then the PCEP speaker MJST send a PCErr nessage with Error-
Type = 10 ("Reception of an invalid object") and Error-Value = 34
("M ssing PCE-SRv6- CAPABI LI TY sub-TLV') and MJST then cl ose the PCEP
session. |f a PCEP speaker receives a PATH SETUP- TYPE- CAPABI LI TY TLV
with an SRv6- PCE- CAPABI LI TY sub-TLV, but the PST |ist does not
contain PST=3, then the PCEP speaker MJST ignore the SRv6- PCE-
CAPABI LI TY sub- TLV.

In case the MBD-Type in the SRv6- PCE- CAPABI LI TY sub-TLV received by
the PCE does not correspond to one of the SRv6 MsD types, the PCE
MUST respond with a PCErr nessage (Error-Type = 1 ("PCEP session
establishnent failure") and Error-Value = 1 ("reception of an invalid
Open message or a non Open nessage.")).

Note that the (MsD-Type, MSD Val ue) pair exchanged via the SRv6- PCE-
CAPABI LI TY sub-TLV indicates the SRv6 SID inposition limt for the
sender PCC node only. However, if a PCE | earns these via alternate
mechani sms, e.g., routing protocols [RFC9352], then it ignores the
val ues in the SRv6- PCE- CAPABI LI TY sub-TLV. Furthernore, whenever a
PCE | earns any other SRv6 MSD types that may be defined in the future
via alternate nmechanisns, it MJST use those val ues regardl ess of the
val ues exchanged i n the SRv6- PCE- CAPABI LI TY sub- TLV.

During path computation, a PCE nust consider the MSD information of
all the nodes along the path instead of only the MSD information of
the ingress PCC since a packet may be dropped on any node in a
forwardi ng path because of the SID depth exceeding the MsSD of the
node. The MSD capabilities of all SR nodes along the path can be

| earned as part of the topology information via | G/ BGP-LS or via
PCEP if the PCE al so happens to have PCEP sessions with those nodes.

A PCE MUST NOT send SRv6 paths that exceed the SRv6 MSD capabilities
of the PCC. |If a PCC needs to nodify the SRv6 MSD val ue signal ed via
the Open nmessage, it MJUST cl ose the PCEP session and re-establish it
with the new value. |If the PCC receives an SRv6 path that exceeds
its SRv6 MSD capabilities, the PCC MIST send a PCErr nmessage with
Error-Type = 10 ("Reception of an invalid object") and Error-val ue =
40 (" Unsupported nunber of SRv6- ERO subobjects").

The N flag and (MsSD- Type, MSD- Val ue) pair inside the SRv6- PCE-
CAPABI LI TY sub-TLV are neani ngful only in the Open nessage sent to a
PCE. As such, the flags MJST be set to zero and a (MSD- Type, MSD-



Val ue) pair MJST NOT be present in the SRv6- PCE- CAPABI LI TY sub-TLV in
an Open nessage sent to a PCC. Simlarly, a PCC MIJST ignore flags
and any (MsD- Type, MSD-Val ue) pair in a received Open nessage. |If a
PCE receives multiple SRv6- PCE- CAPABI LI TY sub-TLVs in an Open
message, it processes only the first sub-TLV received.

5.2. ERO Processing

The processing of ERO remai ns unchanged in accordance with both
[ RFC5440] and [ RFC8664] .

5.2.1. SRv6 ERO Validation

If a PCC does not support the SRv6 PCE Capability and thus cannot
recogni ze the SRv6- ERO or SRv6- RRO subobjects, it should respond
according to the rules for a mal forned obj ect as described in

[ RFC5440] .

On receiving an SRv6-ERO, a PCC MIUST validate that the Length field,
the S bit, the F bit, the T bit, and the NT field are consistent, as
fol |l ows:

* |f NI=0, the F bit MJUST be 1, the S bit MJST be zero, and the
Length MUST be 24.

* |f NT=2, the F bit MJST be zero. |If the Sbit is 1, the Length
MUST be 24; otherw se, the Length MJST be 40.

* |f NI=4, the F bit MJST be zero. |If the Sbit is 1, the Length
MJUST be 40; otherw se, the Length MJUST be 56

* |f NT=6, the F bit MJST be zero. |If the Sbit is 1, the Length
MUST be 48; otherwi se, the Length MJST be 64.

* |f the T bit is 1, then the S bit MJST be zero.

If a PCC finds that the NT field, Length field, S bit, F bit, and T
bit are not consistent, it MJST consider the entire ERO invalid and
MUST send a PCErr nessage with Error-Type = 10 ("Reception of an
invalid object") and Error-value = 11 ("Ml forned object").

If a PCC does not recognize or support the value in the NT field, it
MJST consider the entire ERO invalid and send a PCErr nessage with
Error-Type = 10 ("Reception of an invalid object") and Error-val ue =
41 (" Unsupported NAI Type in the SRv6- ERQ SRv6- RRO subobject").

If a PCC receives an SRv6- ERO subobject in which the S and F bits are
both set to 1 (that is, both the SID and NAI are absent), it MJST
consider the entire EROinvalid and send a PCErr nmessage with Error-
Type = 10 ("Reception of an invalid object") and Error-value = 42
("Both SID and NAI are absent in the SRv6- ERO subobject").

If a PCC receives an SRv6- ERO subobject in which the S bit is set to
1 and the F bit is set to zero (that is, the SIDis absent and the
NAI is present), but the PCC does not support NAlI resolution, it MJST
consider the entire EROinvalid and send a PCErr nessage with Error-
Type = 4 ("Not supported object") and Error-value = 4 ("Unsupported
paraneter").

If a PCC detects that the subobjects of an ERO are a mi xture of
SRv6- ERO subobj ects and subobj ects of other types, then it MJST send
a PCErr nmessage with Error-Type = 10 ("Reception of an invalid
object") and Error-value = 43 ("ERO m xes SRv6- ERO subobjects with
ot her subobj ect types").

In case a PCEP speaker receives an SRv6- ERO subobj ect, when the PST



is not set to 3 or SRv6-PCE- CAPABI LI TY sub- TLV was not exchanged, it
MUST send a PCErr nessage with Error-Type = 19 ("Invalid Operation")
and Error-value = 19 ("Attenpted SRv6 when the capability was not
advertised").

If a PCC receives an SRv6 path that exceeds the SRv6 MSD
capabilities, it MJST send a PCErr nessage with Error-Type = 10
("Reception of an invalid object") and Error-value = 40 ("Unsupported
nunber of SRv6- ERO subobjects”) as per [ RFC8664].

5.2.2. Interpreting the SRv6- ERO

The SRv6- ERO contai ns a sequence of subobjects. According to

[ RFC9256], each SRv6- ERO subobject in the sequence identifies a
segnent that the traffic will be directed to, in the order given

That is, the first subobject identifies the first segnent the traffic
will be directed to, the second SRv6- ERO subobj ect represents the
second segment, and so on

5.3. RRO Processing

The syntax-checking rules that apply to the SRv6- RRO subobj ect are
identical to those of the SRv6- ERO subobject, except as noted bel ow.

If a PCEP speaker receives an SRv6- RRO subobject in which both SRv6
SI D and NAI are absent, it MJST consider the entire RROinvalid and
send a PCErr nessage with Error-Type = 10 ("Reception of an invalid
object") and Error-value = 35 ("Both SID and NAl are absent in
SRv6- RRO subobj ect").

If a PCE detects that the subobjects of an RRO are a m xture of
SRv6- RRO subobj ects and subobj ects of other types, then it MJST send
a PCErr nmessage with Error-Type = 10 ("Reception of an invalid
object") and Error-value = 36 ("RRO m xes SRv6- RRO subobjects with
ot her subobj ect types").

The nechani sm by which the PCC |l earns the path is outside the scope
of this docunent.

6. Security Considerations

The Security Considerations described in [RFC5440], Section 2.5 of
[ RFC6952], [RFC8231], [RFCB281], [RFC8253], and [ RFC8664] are
applicable to this specification

Note that this specification enables a network controller to
instantiate an SRv6 path in the network. This creates an additiona
vul nerability if the security mechani snms of [RFC5440], [RFC8231], and
[ RFC8281] are not used. |If there is no integrity protection on the
session, then an attacker could create an SRv6 path that may not be
subjected to the further verification checks. Further, the MsD field
in the Open nessage coul d di scl ose node forwardi ng capabilities if

sui tabl e security mechani sns are not in place. Hence, securing the
PCEP session using Transport Layer Security (TLS) [RFC8253] is
RECOMVENDED.

7. Manageability Considerations
Al'l manageability requirements and considerations listed in
[ RFC5440], [RFC8231], [RFC8281], and [ RFC8664] apply to PCEP protoco
extensions defined in this docunent. 1In addition, requirenents and
considerations listed in this section apply.

7.1. Control of Function and Policy

A PCEP inplementation SHOULD al |l ow t he operator to configure the SRv6



8.

capability. Further, a policy to accept NAl only for the SRv6 SHOULD
be all owed to be set.

.2. Information and Data Mbdel s

The PCEP YANG nodule is out of the scope of this docunent; it is
defined in other docunents, for exanple, [PCEP-YANG. An augnented
YANG nodul e for SRv6 is also specified in [ PCEP- SRv6- YANG t hat

all ows for SRv6 capability and MSD configurations as well as to
moni tor the SRv6 paths set in the network.

.3. Liveness Detection and Mnitoring

Mechani sns defined in this docunent do not inply any new |iveness
detection and nonitoring requirenents in addition to those already
listed in [ RFC5440] .

.4. Verify Correct Operations

Verification of the nmechanisns defined in this docunent can be built
on those already listed in [ RFC5440], [RFC8231], and [ RFC8664].

.5. Requirenents on Qther Protocols

Mechani sns defined in this docunent do not inply any new requirenments
on ot her protocols.

.6. Inpact on Network Operations

Mechani sns defined in [ RFC5440], [RFC8231], and [ RFC8664] al so apply
to PCEP extensions defined in this docunent.

| ANA Consi der ati ons

.1. PCEP ERO and RRO Subobj ects

Thi s docunent defines a new subobject type for the PCEP Explicit
Rout e hject (ERO and a new subobject type for the PCEP Reported
Route hject (RRO. These have been registered in the "Resource
Reservation Protocol (RSVP) Paranmeters" registry group as shown
bel ow.

| ANA has all ocated the foll owi ng new subobject in the "Subobject type
- 20 EXPLICIT_ROUTE - Type 1 Explicit Route" registry:

B el e oo e s s

| Value | Description |

B el oo °)

| 40 | SRv6- ERO (PCEP-specific) |

+------- e T I +
Table 1

| ANA has all ocated the foll owi ng new subobject in the "Subobject type
- 21 ROUTE_RECORD - Type 1 Route Record"” registry:

S Pttty et e e el

| Value | Description |

[ ool s

| 40 | SRv6- RRO (PCEP-specific) |

+------- T +
Table 2

2. New SRv6- ERO NAI Type Registry



| ANA has created the "PCEP SRv6- ERO NAI Types" registry within the
"Pat h Computation El ement Protocol (PCEP) Nunbers" registry group to
manage the 4-bit NT field in the SRv6- ERO subobject. The
registration policy is I ETF Review [ RFC8126]. | ANA has registered
the values in Table 3.

[ bbbl st e e
| Value | Description | Reference |
=4 - ——————————————+d———————————+
| O | NAI is absent | RFC 9603 |
I ' S T +
| 2 | NAI is an | Pv6 node |ID. | RFC 9603 |
R, o e e e e e e e e e e aa o - R +
| 4 | NAI is an | Pv6 adjacency with | RFC 9603 |
| | gl obal |Pv6 addresses. | |
L TS IR +
| 6 | NAI is an | Pv6 adjacency with | RFC 9603 |
| | link-local |Pv6 addresses. | |
R, o e e e e e e e e e e aa o - R +
Tabl e 3

8.3. New SRv6-ERO Fl ag Regi stry
| ANA has created the "SRv6-ERO Flag Field" registry within the "Path
Conput ati on El enent Protocol (PCEP) Nunbers" registry group to nanage
the 12-bit Flag field of the SRv6- ERO subobject. New values are to
be assigned by Standards Action [RFC8126]. Each registration should
include the follow ng information:
* Bit (counting frombit O as the nmpost significant bit)
* Description
* Reference

The foll owi ng values are defined in this docunent:

F =t —————————+d———————————+
| Bit | Description | Reference |
E bl oo oo oo s s s e g
| 8 | SID Verification (V) | RFC 9603 |
+----- T I F--- - - - +
| 9 | SID Structure is present (T) | RFC 9603 |
+----- I T T I I +
| 10 | NAI is absent (F) | RFC 9603 |
+----- R T I I A N I +
| 11 | SIDis absent (S | RFC 9603 |
+----- T I F--- - - - +

Tabl e 4
8.4. LSP-ERROR- CODE TLV
Thi s docunment defines a new value in "LSP-ERROR-CODE TLV Error Code

Field" registry within the "Path Conputation El enent Protocol (PCEP)
Nunbers" regi stry group.

[ ool oo ooy e e e e o)
| Value | Meaning | Reference |
B e el ooy e
| 10 | SID Verification fails | RFC 9603 |
+------- I T e e +

Table 5



8.5. PATH SETUP- TYPE- CAPABI LI TY Sub-TLV Type Indicators

I ANA mai ntai ns the "PATH SETUP- TYPE- CAPABI LI TY Sub-TLV Type
Indicators" registry within the "Path Conputation El ement Protocol
(PCEP) Nunbers" registry group to manage the type indicator space for
sub- TLVs of the PATH SETUP- TYPE- CAPABI LI TY TLV. | ANA has registered
the foll ow ng val ue:

=4 - ——————————{———————————+
| Value | Meaning | Reference |
[ ool ool oo o}
| 27 | SRv6- PCE- CAPABI LI TY | RFC 9603 |
+------- B F--- - - - +

Table 6

8.6. SRv6 PCE Capability Fl ags
| ANA has created the "SRv6 Capability Flag Field" registry within the
"Pat h Computation El ement Protocol (PCEP) Nunbers" registry group to
manage the 16-bit Flag field of the SRv6- PCE- CAPABI LI TY sub-TLV. New
val ues are to be assigned by Standards Action [RFC8126]. Each
registration should include the follow ng information:
* Bit (counting frombit O as the nmpost significant bit)
* Description

* Reference

The following value is defined in this docunent.

F =t —————————+d———————————+
| Bit | Description | Reference |
E bl oo oo oo s s s e g
| 14 | Node or Adjacency ldentifier | RFC 9603 |
| | (NAI') is supported (N | |
+----- I T i F-- - - - +

Table 7
8.7. New Path Setup Type
[ RFC8408] created the "PCEP Path Setup Types" registry within the

"Pat h Conmputation El ement Protocol (PCEP) Nunbers" registry group.
I ANA has allocated the follow ng val ue:

[ ool oo ool e ]

| Value | Description | Reference |

[ el sl el

| 3 | Traffic engineering path | RFC 9603 |

| | is set up using SRv6. | |

+----- - I I I I +
Tabl e 8

8.8. ERROR njects

| ANA has all ocated the followi ng Error-values in the "PCEP- ERROR
oj ect Error Types and Val ues" registry within the "Path Conputation
El ement Protocol (PCEP) Nunbers" registry group:
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invalid object | sub-TLV |

| 35: Both SID and NAlI are absent |
| in SRv6-RRO subobj ect |

| 36: RRO m xes SRv6- RRO subobjects |
| with other subobject types |

| 37: Invalid SRv6 SID Structure |

| SRv6- ERO subobj ects |

| 41: Unsupported NAI Type in the |
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I
I
I
I
I
I
I
I
I
| | 40: Unsupported number of |
I
I
I
I
I
I
I
|
| | with other subobject types |

B e +
| I'nvalid | 19: Attenpted SRv6 when the |
| Operation | capability was not advertised |

e e e o e e e e e e e e e e e e e o m o +
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