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Abst r act

Segnment Routing over |Pv6 (SRv6) uses | Pv6 as the underlying data

pl ane. Thus, Segnent ldentifiers (SIDs) used by SRv6 can resenble

| Pv6 addresses and behave |ike themwhile exhibiting slightly
different behaviors in sone situations. This docunment explores the
characteristics of SRv6 SIDs and focuses on the relationship of SRv6
SIDs to the I Pv6 Addressing Architecture. This docunment all ocates
and nakes a dedicated prefix available for SRv6 SIDs.
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and how to provide feedback on it may be obtained at
https://ww. rfc-editor.org/info/rfc9602
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I nt roducti on

Segnment Routing over |Pv6 (SRv6) [ RFC8754] uses | Pv6 as the
underlying data plane. |In SRv6, SR source nodes initiate packets
with a Segnment ldentifier (SID) in the Destination Address of the

| Pv6 header, and SR segnent endpoi nt nodes process a | ocal segnent
present in the Destination Address of an |IPv6 header. Thus, SIDs in
SRv6 can, and do, appear in the Destination Address of |Pv6 datagrans
by design. This document explores the characteristics of SRv6 SIDs
and focuses on the relationship of SRv6 SIDs to the | Pv6 Addressing
Architecture [ RFC4291]. This docunent allocates and nmakes a

dedi cated prefix available for SRv6 SI Ds.

Ter mi nol ogy

The following terns are used as defined in [ RFC8402].

* Segnent Routing (SR
* SR Donai n

*  Segnent

*  Segnent ldentifier (SID)
*  SRv6

* SRv6 SID

The following terns are used as defined in [ RFC8754].
* Segment Routing Header (SRH)

* SR Source Node

* Transit Node
* SR Segnent Endpoi nt Node

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

SRv6 SIDs and the |1 Pv6 Addressing Architecture

[ RFC8754] defines the Segrment List of the SRH as a contiguous array
of 128-bit |1 Pv6 addresses; further, it states that each of the
elements in this list are SIDs. But all of these elenments are not
necessarily nmade equal. Sonme of these elements may represent a | oca
interface as described in Section 4.3 of [RFC8754] as "A FIB entry
that represents a local interface, not locally instantiated as an
SRv6 SID'. It follows that not all the SIDs that appear in the SRH
are SRv6 SIDs as defined by [ RFC8402].
As stated above, the non-SRv6-SID el enents that appear in the SRH SID
list are sinply I Pv6 addresses assigned to |local interfaces, and they
need to conformto [RFC4291]. So, the follow ng discussions are
applicable solely to SRv6 SIDs that are not assigned to |oca

i nterfaces.

One of the key questions to address is how these SRv6 Sl Ds appeari ng



as | Pvbe Destination Addresses are perceived and treated by "transit
nodes" (that are not required to be capabl e of processing a Segnent
or the Segnent Routing Header).

Section 3.1 of [RFC8986] describes the format of an SRv6 SI D as being
composed of three parts, LOC: FUNCT: ARG where a |locator (LOC) is
encoded in the L nost significant bits of the SID followed by F bits
of function (FUNCT) and A bits of argunents (ARG . |f L+F+A < 128,
the ARG is followed by enough zero bits to fill the 128-bit SID.

Such an SRv6 SID is assigned to a node within a prefix defined as a
Locator of length L. Wen an SRv6 SID occurs in the I Pv6 Destination
Address of an |IPv6 header, only the |ongest matching prefix
corresponding to the Locator [BCP198] is used by the transit node to
forward the packet to the node identified by the Locator

It is clear that this format for SRv6 SIDs is not conpliant with the
requirenents set forth in [RFC4291] for |Pv6 addresses, but it is

al so clear that SRv6 SIDs are not intended for assignhnent onto
interfaces on end hosts. They | ook and act |ike other mechani snms
that use | Pv6 addresses with different formats, such as those
described in "I Pv6 Addressing of |IPv4/IPv6 Transl ators" [ RFC6052] and
"An 1 Pv6 Prefix for Overlay Routable Cryptographic Hash Identifiers
Version 2 (ORCH Dv2)" [RFC7343].

VWil e looking at the transit nodes, it becomes apparent that these
addresses are used purely for forwarding and not for packet delivery
to end hosts. Hence, the relevant specification to apply here is

[ BCP198], which requires inplenmentations to support the use of

vari abl e-l ength prefixes in forwarding while explicitly decoupling

I Pv6 routing and forwarding fromthe |1 Pv6 address/prefix semantics
described in [RFC4291]. Please note that [BCP198] does not override
the rules in [RFC4291]: it merely limts where their inpact is
observed.

Furthernore, in the SRv6 specifications, all SIDs assigned within a
gi ven Locator prefix are located inside the node identified by
Locator. Therefore, there does not appear to be a conflict with
Section 2.6.1 of [RFC4291] since subnet-router anycast addresses are
nei ther required nor useful within a node.

Speci al Consi derations for Conpressed Sl Ds

[CSID introduces an encoding for Conpressed-SIDs (C SIDs), and
describes how to use a single entry in the Segnent List as a
container for nultiple SIDs. A node taking part in this mechani sm
acconpl i shes this by using the ARG part [ RFC8986] of the Destination
Address of the | Pv6 header to derive a new Destination Address. That
is, the Destination Address field of the packet changes at a segnent
endpoint in a way simlar to how the address changes as the result of
processing a segnent in the SRH

One key thing to note here is that the Locator Bl ock at the beginning
of the address does not get nodified by the operations needed for
supporting G-SIDs. As we have established that the SRv6 SIDs are
being treated sinply as routing prefixes on transit nodes within the
SR Donain, this does not constitute a nodification to the | Pv6 data
pl ane on such transit nodes: any changes are restricted to SR aware
nodes.

Al location of a Prefix for SIDs

Al of the SRv6-rel ated specifications discussed above are intended
to be applicable to a contained SR Donai n or between coll aborating SR
Domai ns. Nodes either inside or outside the SR Donains that are not
SR-aware will not perform any special behavior for SRv6 SIDs and will
treat themsolely as I Pv6 routing prefixes.



As an added factor of security, it is desirable to allocate sone
address space that explicitly signals that the addresses within that
space cannot be expected to conply with [ RFC4291]. As described in
Section 3, there is precedent for mechani sms that use | Pv6 addresses
in a manner different fromthat specified in [RFC4291]. This would
be useful in identifying and potentially filtering packets at the
edges of the SR Donmamins to nake it sinpler for the SR Donain to fai
cl osed.

At the tine of witing, global DNS [ RFC9499] SHOULD NOT reference
addresses assigned fromthis block. Further specifications are
needed to describe the conventions and guidelines for the use of this
newy all ocated address block. The SRv6 operational conmmunity, which
is the first intended user of this block, is requested to conme up
with such conventions and guidelines in line with their requirements.

| ANA Consi derati ons

| ANA has assigned the followi ng /16 address bl ock for the purposes
described in Section 5 and recorded the allocation in the "I ANA | Pv6
Speci al - Pur pose Address Registry" [SPECI AL] as follows:

Addr ess Bl ock

5f00::/16
Nanme:
Segnment Routing (SRv6) Sl Ds
RFC:
RFC 9602
Al | ocati on Date:
2024- 04
Term nati on Dat e:
N A
Sour ce:
True

Desti nati on:
True

For war dabl e:
True

G obal |y Reachabl e:
Fal se

Reser ved- by- Pr ot ocol
Fal se

Security Considerations

The security considerations for the use of Segment Routing [ RFC8402],
SRv6 [ RFC8754], and SRv6 network progranm ng [ RFC8986] apply to the
use of these addresses. The use of |IPv6 tunneling nechanisns
(including SRv6) also brings up additional concerns such as those
described in [RFC6169]. The usage of the prefix allocated by this
docunent inproves security by making it sinpler to filter traffic at
the edge of the SR Donmai ns.

In case the deploynents do not use this allocated prefix, additiona
care needs to be exercised at network ingress and egress points so
that SRv6 packets do not |eak out of SR Donmai ns and do not



accidentally enter SR-unaware Domains. Similarly, as stated in
Section 5.1 of [RFC8754], the SR Domain needs to be configured to
filter out packets entering that use the sel ected prefix.
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