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Abst r act
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efficiency through better congestion control without packet drops.
Thi s docunent extends ECN to TRansparent |nterconnection of Lots of

Li nks (TRILL) switches, including integration with I P ECN, and
provides for ECN marking in the TRILL header extension flags word
(RFC 7179).
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I nt roducti on

Explicit Congestion Notification (ECN) [ RFC3168] [RFC3311] allows a
forwardi ng el ement (such as a router) to notify downstream devi ces,
including the destination, of the onset of congestion w thout having
to drop packets. This can inprove network efficiency through better
congestion control w thout packet drops. The forwarding el emrent can
explicitly mark a proportion of packets in an ECN field instead of
droppi ng packets. For exanple, a 2-bit field is available for ECN
marking in | P headers.
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Fi gure 1: Exanpl e Pat h- Forwar di ng Nodes

In [RFC3168], it was recogni zed that tunnels and | ower-I ayer
protocol s woul d need to support ECN, and ECN marki ngs woul d need to
be propagated, as headers were encapsul ated and decapsul at ed.

[ RFC9599] gives guidelines on the addition of ECN to protocols |ike
TRILL that often encapsulate | P packets, including propagation of ECN
fromand to IP

In Figure 1, assuming IP traffic, RBlL is an encapsulator and RB9 is a
decapsul ator. Traffic from Source to RB1 might or night not get

mar ked as havi ng experi enced congestion in forwardi ng el ements, such
as X, before being encapsulated at ingress RBL. Any such ECN mar ki ng
is encapsul ated with a TRILL header [RFC6325].

Thi s docunent specifies how ECN marking in traffic at the ingress is
copied into the TRILL extensi on header flags word and requires such
copying for IP traffic. 1t also enables congestion nmarking by a
congested RBridge (such as RBn or RB1 above) in the TRILL header
extension flags word [ RFC7179].

At RB9, the TRILL egress, it specifies how any ECN markings in the
TRILL header flags word and in the encapsulated traffic are conbi ned
so that subsequent forwarding el enments, such as Y and the
Destination, can see if congestion was experienced at any previous
point in the path fromthe Source.



A large part of the guidelines for adding ECN to | ower-| ayer
protocol s [ RFC9599] concerns safe propagati on of congestion
notifications in scenarios where sone of the nodes do not support or
understand ECN. Such ECN ignorance is not a major problemwth

RBri dges using this specification, because the method specified
assures that, if an egress RBridge is ECN ignorant (so it cannot
further propagate ECN) and congestion has been encountered, the
egress RBridge will at |east drop the packet, and this drop wll
itself indicate congestion to end stations.

.1. Conventions Used in This Docunent

The term nol ogy and acronyns defined in [ RFC6325] are used herein
with the sane neaning.

In this docunents, "IP' refers to both IPv4 and | Pv6.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here.

Abbr evi ati ons:

AQM  Active Queue Managenent

CCE: Critical Congestion Experienced

CE: Congestion Experienced

CltE: Critical Ingress-to-Egress

ECN: Explicit Congestion Notification

ECT: ECN- Capabl e Transport

L4S: Low Latency, Low Loss, and Scal abl e t hr oughput

NCHbH: Non-Critical Hop-by-Hop

NCCE: Non-Critical Congestion Experienced

Not - ECT: Not ECN- Capabl e Transport

PCN. Pre-Congestion Notification

The ECN- Specific Extended Header Fl ags

The extension header fields for ECNin TRILL are defined as a 2-bit
TRILL-ECN field and a one-bit CCE field in the 32-bit TRILL header
extension flags word [ RFC7780] .

These fields are shown in Figure 2 as "ECN' and "CCE'. The TRILL-ECN
field consists of bits 12 and 13, which are in the range reserved for
NCHbH bits. The CCE field consists of bit 26, which is in the range
reserved for CItE bits. The CRItE bit is the critical Ingress-to-
Egress summary bit and will be one if, and only if, any of the bits
inthe CItE range (21-26) are one or there is a critical feature

i nvoked in some further extension of the TRILL header after the
extension flags word. The other bits and fields shown in Figure 2
are not relevant to ECN. See [RFC7780], [RFC7179], and [| ANAt hFl ags]
for the neaning of these other bits and fields.
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Fi gure 2: The TRILL-ECN and CCE TRILL Header Extension Flags Wrd
Fi el ds

Table 1 shows the neaning of the codepoints in the TRILL-ECN field.
The first three have the sane neaning as the corresponding ECN field
codepoints in the | P header, as defined in [ RFC3168]. However,
codepoint Obll is called NCEE to distinguish it fromCE in IP

[ gttty —p—p—p— s p—p—p—p—p—p—(—(—(————————————————(—(—(—————r
| Binary | Name | Meaning |
[ bty ety el
| 00 | Not-ECT | Not ECN Capabl e Transport |
R S o m e e e e e e e e e e e +
| 01 | ECT(1) | ECN Capable Transport (1) |
Fomm oo S R oo e m e e e e e e e e e e e e mm e mmmaa o - +
| 10 | ECT(0) | ECN Capable Transport (0) |
T S o m e e e e e e e e e eee e +
| 11 | NCCE | Non-Critical Congestion Experienced

R S o m e e e e e e e e e e e +

Table 1: TRILL-ECN Fi el d Codepoints
3. ECN Support

This section specifies interworking between TRILL and the origina
standardi zed formof ECNin I P [ RFC3168].

The subsections bel ow describe the required behavior to support ECN
at TRILL ingress, transit, and egress. The ingress behavior occurs
as a native frame is encapsulated with a TRILL header to produce a
TRILL Data packet. The transit behavior occurs in all RBridges where
TRILL Data packets are queued, usually at the output port (including
the output port of the TRILL ingress). The egress behavior occurs
where a TRILL Data packet is decapsul ated and output as a native
frame through an RBridge port.

An RBridge that supports ECN MJUST behave as described in the rel evant
subsecti ons bel ow, which correspond to the recomended provisions in
Section 3 of this docunment and Sections 4.2 through 4.4 of [RFC9599].
Nonet hel ess, the schene is designed to safely propagate some form of
congestion notification even if some RBridges in the path foll owed by
a TRILL Data packet support ECN and ot hers do not.
3.1. Ingress ECN Support

The behavior at an ingress RBridge is as follows:
* When encapsulating an IP frame, the ingress RBridge MJST:

- set the Fflag in the main TRILL header [ RFC7780];

- <create a flags word as part of the TRILL header;

- copy the two ECN bits fromthe | P header into the TRILL-ECN
field (flags word bits 12 and 13); and



3.

3.

3.

3.

- ensure the CCE flag is set to zero (flags word bit 26)

* \When encapsulating a frane for a non-I1P protocol (where that
protocol has a neans of indicating that ECN is understood by the
i ngress RBridge), the ingress RBridge MJUST follow the guidelines
in Section 4.3 of [RFC9599] to add a flags word to the TRILL
header. For a non-1P protocol with an ECN field simlar to IP,
this would be achi eved by copying into the TRILL-ECN field from
the encapsul ated native frane.

2. Transit ECN Support

The transit behavior, shown below, is required at all RBridges where
TRILL Data packets are queued, usually at the output port.

* An RBridge that supports ECN MJUST inpl erment sonme form of AQM
according to the guidelines of [RFC7567]. The RBridge detects
congestion either by nonitoring its own queue depth or by
participating in a |link-specific protocol

* |f the TRILL header flags word is present, whenever the AQM
al gorithm decides to indicate critical congestion on a TRILL Data
packet, it MJST set the CCE flag (flags word bit 26). Note that
Classic ECN marking [ RFC3168] only uses critical congestion
i ndi cations, but the two variants in Section 4.1 use a conbination
of critical and non-critical congestion indications.

* |f the TRILL header flags word is not present, the RBridge wll
either drop the packet or it MAY do all of the follow ng instead
to indicate congestion:

- set the Fflag in the main TRI LL header;
- add a flags word to the TRILL header;
- set the TRILL-ECN field to Not-ECT (00); and

- set the CCE flag and the critical Ingress-to-Egress summary bit
(CRItE)

Note that a transit RBridge that supports ECN does not refer to the
TRILL-ECN field before signaling CCE in a packet. It signals CCE
irrespective of whether the packet indicates that the transport is
ECN capabl e. The egress/decapsul ati on behavi or ensures that a CCE
indication is converted to a drop if the transport is not ECN
capabl e.

3. Egress ECN Support
3.1. Non-ECN Egress RBridges

If the egress RBridge does not support ECN, that RBridge will ignore
bits 12 and 13 of any flags word that is present because it does not
contain any special ECN logic. Nonetheless, if a transit RBridge has
set the CCE flag, the egress will drop the packet. This is because
drop is the default behavior for an RBridge decapsulating a CItE fl ag
when it has no specific logic to understand it. Drop is the intended
behavi or for such a packet, as required by Section 4.4 of [RFC9599].

3.2. ECN Egress RBridges

If an RBridge supports ECN, for the two cases of an IP and a non-I1P
i nner packet, the egress behavior is as foll ows:

Decapsul ating an inner | P packet: The RBridge sets the ECN field of
the outgoing native | P packet using Table 3. It MJST set the ECN



field of the outgoing |IP packet to the codepoint at the
intersection of the row for the arriving encapsul ated | P packet
and the columm for 3-bit ECN codepoint in the arriving outer TRILL
Dat a packet TRILL header. |If no TRILL header extension flags word
is present, the 3-bit ECN codepoint is assuned to be all zero
bits.

The nane of the TRILL 3-bit ECN codepoint used in Table 3 is
defined using the conbination of the TRILL-ECN and CCE fields in
Table 2. Specifically, the TRILL 3-bit ECN codepoint is called CE
if either NCCE or CCE is set in the TRILL header extension flags
word. Otherwise, it has the sane nane as the 2-bit TRILL-ECN
codepoi nt .

In the case where the TRILL 3-bit ECN codepoint indicates CE but
the encapsul ated native IP frame indicates a Not-ECT, it can be
seen that the RBridge MJUST drop the packet. Such packet dropping
i s necessary because a transport above the IP layer that is not
ECN capable will have no ECN logic, so it will only understand
dropped packets as an indication of congestion

Decapsul ating a non-IP protocol franme: |f the frame has a neans of
i ndi cating ECN that is understood by the RBridge, it MJST foll ow
the guidelines in Section 4.4 of [RFC9599] when setting the ECN
information in the decapsul ated native frame. For a non-IP
protocol with an ECN field simlar to IP, this would be achieved
by conmbining the information in the TRILL header flags word with
the encapsul ated non-1P native frame, as specified in Table 3.

B ety sty e s e ey
| TRILL-ECN | CCE| Arriving TRILL 3-Bit ECN Codepoi nt Name
+=========4======+ | |
| Name | Bits | | |
F e oo e ool el s oo e e e =}
| Nt-ECT| 00 | O | Not-ECT |
I +------ +----- I I I I I +
| ECT(1) | 01 | O | ECT(1) |
S +------ +----- I T T +
| ECT(0) | 10 | O | ECT(0) I
I +------ +----- I T i I +
| NCCE | 11 | 0 | CE |
I +------ +----- I I I I I +
| Not-ECT| 00 | 1 | CE |
S +------ +----- I T T +
| ECT(1) | 01 | 1 | CE I
I +------ +----- I T i I +
| ECT(O) | 10 | 1 | CE I
I +------ +----- I I I I I +
| NCCE | 11 | 1 | CE |
S +------ +----- I T T +
Tabl e 2: Mapping of TRILL-ECN and CCE Fields to the TRILL
3-Bit ECN Codepoi nt Nane
B s e e e s s s el
| I'nner Native Header | Arriving TRILL 3-Bit ECN Codepoi nt Nane |
| B Tttty ety e jfp—p—t—(— ffjj—j—t———
| | Not-ECT | ECT(0) | ECT(1) | CE |
[ oo ool s e e st e e e U
| Not - ECT | Not-ECT | Not-ECT(*) | Not-ECT(*) | <drop> |
I I R I I I I I I +
I ECT(0) | ECT(0) | ECT(O0) | ECT(1) | CE |
I I L Fo-m - - - - Fo-m - - - - F---- - - - +
I ECT(1) | ECT(1) | ECT(1)(*) | ECT(1) | CE |
I I I F--- - - - - Fo-mm e e - - Fo-mm e e - - F---- - - +



Tabl e 3: Egress ECN Behavi or

An asterisk in Table 3 indicates a conbination that is currently
unused in all variants of ECN marking (see Section 4) and therefore
SHOULD be | ogged.

Wth one exception, the nappings in Table 3 are consistent with those
for IP-in-1P tunnels [ RFC6040], which ensures backward conpatibility
with all current and past variants of ECN marking (see Section 4).

It also ensures forward conpatibility with any future formof ECN
mar ki ng that conplies with the guidelines in [RFCO599], i ncl uding
cases where ECT(1) represents a second |level of marking severity

bel ow CE

The one exception is that the drop condition in Table 3 need not be
| ogged because, with TRILL, it is the result of a valid conbination
of events.

4. TRILL Support for ECN Variants

This section is informative, not normative; it discusses interworking
between TRILL and variants of the standardized formof ECNin IP
[ RFC3168]. See also [ RFC8311].

The ECN wire protocol for TRILL (Section 2) and the ingress
(Section 3.1) and egress (Section 3.3) ECN behavi ors have been
designed to support the other known variants of ECN as detail ed

bel ow. New variants of ECN will have to conply with the guidelines
for defining alternative ECN semantics [RFC4774]. It is expected
that the TRILL ECN wire protocol is generic enough to support such
potential future variants.

4.1. Pre-Congestion Notification (PCN)

The PCN wire protocol [RFC6660] is recognized by the use of a PCN
conpatible Diffserv codepoint in the |IP header and a nonzero | P-ECN
field. For TRILL or any | ower-layer protocol, equivalent traffic-
classification codepoints would have to be defined, but that is

out side the scope of this docunent.

The PCN wire protocol is simlar to ECN, except it indicates
congestion with two | evels of severity. It uses:

* 11 (CE) as the nost severe, ternmed the Excess-Traffic-Marked (ETM
codepoi nt

* 01 ECT(1) as a lesser severity level, termed the Threshol d- Marked
(ThM codepoint. This difference between ECT(1) and ECT(0) only
applies to PCN, not to the classic ECN support specified for TRILL
in this document before Section 4.

To inplement PCN on a transit RBridge would require a detail ed
specification. |In brief:

* the TRILL CCE flag would be used for the Excess-Traffic-Marked
(ETM codepoint;

* ECT(1) in the TRILL-ECN field woul d be used for the Threshol d-
Mar ked codepoi nt .

Then, the ingress and egress behaviors defined in Section 3 would not
need to be altered to ensure support for PCN as well as ECN

4.2. Low Latency, Low Loss, and Scal abl e Throughput (L4S)



L4S is currently on the IETF s experinmental track. An outline of how
a transit TRILL RBridge woul d support L4S [RFC9331] is given in
Appendi x A

5. | ANA Consi der ati ons

| ANA has updated the "TRILL Extended Header Flags" registry by
replacing the lines for bits 9-13 and 21-26 with the foll ow ng:

| Bits | Purpose | Reference |
[ gty s —p—(————————————(—_———————————(—(———————— Ll p—p—_—r
| 9-11 | available non-critical hop-by-hop flags | [RFC7179] |
S D O S +
| 12-13 | TRILL-ECN (Explicit Congestion Notification) | RFC 9600 |
Fommma - e S IR +
| 21-25 | available critical ingress-to-egress flags | [RFC7179] |
R, o m mm e e e e e e e e e e e e e e e e e e e mm e meaa o - R +
| 26 | Critical Congestion Experienced (CCE) | RFC 9600 |
S D . S +

Table 4: Updated "TRILL Extended Header Fl ags" Registry
6. Security Considerations

TRILL support of ECNis a straightforward conbi nati on of previously
specified ECN and TRILL with no significant new security
consi derati ons.

For general security considerations regarding adding ECN to | ower
| ayer protocols, see [RFC9599] and [ RFC6040].

For general TRILL protocol security considerations, see [RFC6325].
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Appendi x A. TRILL Transit RBridge Behavior to Support L4S

The specification of the Low Latency, Low Loss, and Scal abl e
t hroughput (L4S) wire protocol for IPis given in [RFC9331]. L4Sis

one exanple of the ways TRILL ECN handling nay evol ve [ RFC8311]. It
is simlar to the original ECN wire protocol for |IP [RFC3168],
except:

*  An AQM that supports L4S classifies packets with ECT(1) or CE in
the I P header into an L4S queue and a "d assic" queue otherw se.

* The meani ng of CE markings applied by an L4S queue is not the sane
as the nmeaning of a drop by a "O assic" queue (contrary to the
original requirement for ECN [ RFC3168]). Instead, the likelihood
that the C assic queue drops packets is defined as the square of
the likelihood that the L4S queue marks packets -- e.g., when
there is a drop probability of 0.0009 (0.09%, the L4S narking
probability will be 0.03 (3%.

This seenms to present a problemfor the way that a transit TRILL



RBri dge defers the choice between marki ng and dropping to the egress.
Nonet hel ess, the foll ow ng pseudocode outlines how a transit TRILL
RBri dge can inplenment L4S narking in such a way that the egress
behavi or al ready described in Section 3.3 for Cassic ECN [ RFC3168]
wi |l produce the desired outcone.

/[* pis an internal variable calculated by any L4S AQM
* dependent on the delay being experienced in the C assic queue.
* bitl3 is the least significant bit of the TRILL-ECN field
*/

% On TRILL transit
if (bitl3 == 0) {
% Cl assi ¢ Queue
if (p > max(randon(), random()) )
mar k( CCE) % 1ikelihood: p~2

} else {
% L4S Queue
if (p > random) ) {
if (p > random() )

mar k( CCE) % 1ikelihood: p~2
el se
mar k( NCCE) % 1ikelihood: p - p"2

}

Wth the above transit behavior, an egress that supports ECN

(Section 3.3) will drop packets or propagate their ECN marki ngs
dependi ng on whether the arriving inner header is froman ECN- capabl e
or not ECN capabl e transport.

Even if an egress has no L4S-specific logic of its own, it will drop
packets with the square of the probability that an egress would if it
did support ECN, for the foll owi ng reasons:

* Egress with ECN support:

- L4S: Propagates both the Critical and Non-Critical CE marks
(CCE and NCCE) as a CE nark.

Li kelihood: p*"2 + p - p*"2 =p

- (Cassic: Propagates CCE marks as CE or drop, depending on the
i nner header.

Li keli hood: p~2
* Egress without ECN support:
- L4S: Does not propagate NCCE as a CE mark, but drops CCE narks.
Li keli hood: p~2
- (Cassic: Drops CCE nmarks.
Li kel i hood: p"2
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