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Abst r act

This specification defines a nechanismthat allows inplenentations of
the Internet Key Exchange Protocol Version 2 (1KEv2) to indicate the
list of supported authentication nethods to their peers while
establishing I KEv2 Security Associations (SAs). This mechani sm

i nproves interoperability when | KEv2 partners are configured with
multiple credentials of different types for authenticating each

ot her.
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I nt roducti on

The I nternet Key Exchange Protocol Version 2 (I1KEv2), defined in

[ RFC7296], perforns authenticated key exchange in IPsec. |KEv2,
unlike its predecessor |KEvl, defined in [ RFC2409], doesn’t include a
mechani smto negotiate an authentication nethod that the peers would
use to authenticate each other. It is assuned that each peer selects
whi chever authentication nmethod it thinks is appropriate, depending
on authentication credentials it has.

Thi s approach generally works well when there is no anbiguity in

sel ecting authentication credentials. SA establishnment failure

bet ween peers may occur when there are several credentials of
different types configured on one peer, while only sone of themare
supported on the other peer. Another problemsituation is when a
single credential may be used to produce different types of

aut hentication tokens (e.g., signatures of different formats). Since
| KEv2 requires that each peer use exactly one authentication nethod,
and it doesn’t provide nmeans for peers to indicate to the other side
whi ch aut henticati on nethods they support, the peer that supports a
wi der range of authentication methods (or authentication token
formats) could inproperly select a method (or format) that is not
supported by the other side.

Emer gi ng post-quantum signature algorithnms may bring additiona
chal  enges for inplenmentations, especially if so-called hybrid
schenes are used (e.g., see [ COWPOSI TE-SIGS]).

Thi s specification defines an extension to the | KEv2 protocol that
al | ows peers to announce their supported authentication nethods, thus
decreasing risks of SA establishnent failure in situations when there
are several ways for the peers to authenticate thensel ves.

Term nol ogy and Notation

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Prot ocol Details

When establishing an | KE SA, each party nay send to its peer a list
of the authentication nethods it supports and is configured to use.
For this purpose, this specification introduces a new Notify Message
Type SUPPORTED AUTH METHODS. The Notify payload with this Notify
Message Type is utilized to convey the supported authentication

met hods of the party sending it. The sending party may additionally
specify that some of the authentication nethods are only for use with
the particular trust anchors. The receiving party may take this
information into consideration when selecting an algorithmfor its
authentication (i.e., the algorithmused for calculation of the AUTH
payl oad) if several alternatives are available. To sinplify the
receiver’'s task of l|inking the announced authentication nethods with
the trust anchors, the protocol ensures that the
SUPPORTED _AUTH METHODS notification is always co-located with the



3.

1.

CERTREQ payl oad in the sane nessage.

Exchanges
The initiator starts the |KE_SA INIT exchange as usual. |f the
responder is willing to use this extension, it includes a new

notification SUPPORTED AUTH METHODS in the IKE_SA INT response
message. This notification contains a |ist of authentication nethods
supported by the responder, ordered by their preference.

Initiator Responder
HDR, SAil, KEi, N -->
<-- HDR, SArl, KEr, Nr, [CERTREQ ]
[ N( SUPPORTED_AUTH_METHQODS) (. . . )]

Figure 1: The I KE_SA I NI T Exchange

If the initiator doesn’'t support this extension, it ignores the
received notification as an unknown status notify.

Regardl ess of whether the notification is received, if the initiator
supports and is willing to use this extension, it includes the
SUPPORTED_AUTH METHODS notification in the | KE_AUTH request message,
with a list of authentication methods supported by the initiator,
ordered by their preference.

Initiator Responder
HDR, SK {IDi, [CERT,] [CERTREQ ]
[I1D,] AUTH, SAi 2, TSi, TSr,
[ N( SUPPORTED_AUTH_METHCODS) (...)] } -->
<-- HDR, SK {IDr, [CERT,]
AUTH, SAr2, TSi, TSr }

Figure 2: The | KE_AUTH Exchange

Because t he responder sends the SUPPORTED AUTH METHODS notification
inthe IKE SAINT exchange, it nmust take into account that the
response nessage could grow so nmuch that the I P fragnmentation night
take pl ace.

* the SUPPORTED AUTH METHODS notification to be included is so
| arge, that the responder suspects that IP fragnentation of the
resulting IKE_SA INIT response nessage may happen;

* both peers support the | KE_| NTERMEDI ATE exchange, defined in
[ RFC9242] (i.e., the responder has received and is going to send
t he | NTERMEDI ATE_EXCHANGE_SUPPORTED notification);

then the responder MAY choose not to send an actual l|ist of the
supported authentication nethods in the |KE_SA IN T exchange and
instead ask the initiator to start the | KE_| NTERVEDI ATE exchange for
the list to be sent in. This would allow using | KE fragmentation

[ RFC7383] for |ong messages (which cannot be used in the IKESAINT
exchange), thus avoiding IP fragnentation. 1In this case, the
responder includes a SUPPORTED AUTH METHODS notification contai ning
no data in the IKE SAINT response.

If the initiator receives the enpty SUPPORTED AUTH METHODS
notification in the IKE_SA INIT exchange, it nmeans that the responder
is going to send the list of the supported authentication nmethods in
the | KE_ | NTERMEDI ATE exchange. |If this exchange is to be initiated
anyway for some other reason, then the responder MAY use it to send

t he SUPPORTED_AUTH METHCODS notification. Oherw se, the initiator
MAY start the | KE | NTERVEDI ATE exchange for this sole purpose by



sendi ng an enpty | KE_| NTERMEDI ATE request. The initiator MAY al so
indicate its identity (and possibly the perceived responder’s
identity too) by including the I D payload (possibly along with the

I Dr payload) in the | KE_| NTERVEDI ATE request. This information could
hel p the responder to send back only those authentication nethods
that are configured to be used for authentication of this particul ar
initiator. |If these payloads are sent, they MJST be identical to the
IDi /1D payl oads sent later in the | KE AUTH request.

If the responder has sent any CERTREQ payload in the IKE_SA INT,
then it SHOULD resend the sane payl oad(s) in the | KE_|I NTERVEDI ATE
response containing the SUPPORTED AUTH METHODS notification if any of
the included Announcenents has a non-zero Cert Link field (see
Sections 3.2.2 and 3.2.3). This requirenent allows peers to have a
list of Announcenents and a list of CAs in the same nessage, which
sinplifies their linking. Note that this requirement is always
fulfilled for the IKE_LSA INIT and | KE_AUTH exchanges. However, if
for any reason the responder doesn’t resend CERTREQ payl oad(s) in the
| KE_I NTERMEDI ATE exchange, then the initiator MJST NOT abort
negotiation. Instead, the initiator MAY either link the
Announcenents to the CAs received in the IKE SAINT response, or it
MAY ignore the Announcenents containing links to CAs.

If multiple | KE_| NTERVEDI ATE exchanges take place during | KE SA
establishnents, it is RECOWENDED t hat the responder use the | ast

| KE_| NTERMEDI ATE exchange (the one just before | KE AUTH) to send the
list of supported authentication nethods. However, it is not always
possi ble for the responder to know how many | KE_| NTERVEDI ATE
exchanges the initiator will use. 1In this case the responder MAY
send the list in any | KE | NTERVEDI ATE exchange. |If the initiator
sends IDi/1Dr in an | KE_| NTERVEDI ATE request, then it i s RECOVMENDED
that the responder sends back the list of authentication nmethods in
the response.

Initiator Responder
HDR, SAil, KEi, N -->
<-- HDR, SArl, KEr, Nr, [CERTREQ ]
[ N( SUPPORTED_AUTH_METHCODS) () ]

HDR, SK {..., [IDi, [IDr,]]} -->
<-- HDR SK {..., [CERTREQ ]
[ N( SUPPORTED_AUTH_METHODS) (...)] }

HDR, SK {IDi, [CERT,] [CERTREQ ]
[1Dr,] AUTH SAi 2, TSi, TSr,
[ N( SUPPORTED_AUTH_METHODS) (...)] } -->
<-- HDR SK {IDr, [CERT,]
AUTH, SAr2, TSi, TSr }

Figure 3: Using the | KE | NTERVEDI ATE Exchange for Sendi ng
Aut henti cati on Met hods

Note that sending the SUPPORTED AUTH METHODS notification and using
informati on obtained fromit are optional for both the initiator and
the responder. If nultiple SUPPORTED AUTH METHODS notifications are
included in a nessage, all their announcenents forma single ordered
list, unless overridden by other extension (see Section 4).

3.2. SUPPORTED AUTH METHODS Notify Message Type

The format of the SUPPORTED AUTH METHODS Notify payload is shown
bel ow.

1 2 3
01234567890123456789012345678901
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Fi gure 4: SUPPORTED AUTH METHODS Notify Payl oad For mat

The Notify payload format is defined in Section 3.10 of [RFC7296].
When a Notify payl oad of type SUPPORTED AUTH METHODS is sent, the
Protocol IDfield is set to 0, the SPI Size is set to 0 (neaning
there is no SPI field), and the Notify Message Type is set to 16443.

Notification data contains the |list of supported authentication

met hods announcenents. Each individual announcenent is a variable-
size data bl ob whose format depends on the announced authentication
met hod. The bl ob always starts with an octet containing the length
of the blob foll owed by an octet containing the authentication

met hod. Aut hentication nmethods are represented as values fromthe
"I KEv2 Aut hentication Method" registry defined in [I KEV2-1ANA]. The
meani ng of the remaining octets of the blob, if any, depends on the
aut hentication method. Note that, for the currently defined

aut henti cation nmethods, the length octet fully defines both the
format and the semantics of the blob

If nmore authentication nethods are defined in the future, the
correspondi ng docunents nust describe the semantics of the
announcenents for these nethods. |nplenentations MJST ignore
announcenent s whose senantics they don’t understand.

.2.1. 2-Cctet Announcenent

|f the announcement contains an authentication nethod that is not
concerned with public key cryptography, then the following format is
used.

1
0123456789012345
B il s S S S S I S i

| Length (=2) | Auth Method
R T i i e R e e e s i i

Fi gure 5: 2-Cctet Announcenent For mat
Length: Length of the blob in octets; nust be 2 for this case.
Auth Method:  Announced aut henti cation net hod.

This format is applicable for the authentication nethods "Shared Key
Message Integrity Code" (2) and "NULL Authentication"” (13). Note
that the authentication nethod "Generic Secure Password

Aut hentication Method" (12) would also fall in this category;

however, it is negotiated separately (see [RFC6467]), and for this
reason there is no point to announce it via this nechanism See al so
Section 4.

. 2. 2. 3-COct et Announcenent

I f the announcenent contains an authentication nmethod that is
concerned with public key cryptography, then the following format is
used. This format allows |inking the announcenent with a particul ar
trust anchor fromthe Certificate Request payl oad.



1 2
012345678901234567890123
e T e R S e e s i oI T e S S I S e
| Length (=3) | Auth Method | Cert Link |
i T S S i St S S S e

Figure 6: 3-Cctet Announcenent Format
Length: Length of the blob in octets; nust be 3 for this case.
Aut h Met hod: Announced aut hentication met hod.
Cert Link: Links this announcenent with a particular CA

If the Cert Link field contains a non-zero value N, it neans that the
announced authentication method is intended to be used only with the
N-th trust anchor (CA certificate) fromthe Certificate Request

payl oad(s) sent by this peer. If it is zero, then this

aut hentication nmethod nmay be used with any CA. If nultiple CERTREQ

payl oads were sent, the CAs fromall of themare treated as a single
list for the purpose of the linking. |If no Certificate Request

payl oad were received, the content of this field MJUST be ignored and
treated as zero.

This format is applicable for the authentication nmethods "RSA Digital
Signature" (1), "DSS Digital Signature" (3), "ECDSA with SHA-256 on
the P-256 curve" (9), "ECDSA with SHA-384 on the P-384 curve" (10)
and "ECDSA with SHA-512 on the P-521 curve" (11). Note, however,
that these authentication nethods are currently superseded by the
"Digital Signature" (14) authentication nethod, which has a different
announcenent format, described bel ow.

3.2.3. Milti-octet Announcenent

The following format is currently used only with the "Digital
Signature” (14) authentication nethod.

1 2 3
01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Length (>3) | Auth Method | Cert Link | |
i T S S O S i o S +
I I
I I
+- +

Al gorithm dentifier
R s o o i i S S S o o ol ol S S S S R R o
Figure 7: Milti-octet Announcenent For mat

Length: Length of the blob in octets; nust be greater than 3 for
this case.

Aut h Met hod: Announced aut hentication nethod. At the tinme of
witing this document, only value 14 ("Digital Signature") is
al | oned.

Cert Link: Links this announcenment with a particular CA see
Section 3.2.2 for details.

Algorithm dentifier: The variable-length ASN.1 object that is
encoded usi ng Di stingui shed Encodi ng Rul es (DER) [ X 690] and
identifies the signature algorithm (see Section 4.1.1.2 of
[ RFC5280] ) .

The "Digital Signature" authentication method, defined in [ RFC7427],



super sedes previously defined signature authentication nethods. In
this case, the real authentication algorithmis identified via

Al gorithm dentifier ASN. 1 object. Appendix A of [RFC7427] contains
exanpl es of commonly used ASN. 1 obj ects.

Interaction with | KEv2 Extensions concerning Authentication

Generally in I KEv2 each party independently determ nes the way it
authenticates itself to the peer. In other words, authentication
met hods sel ected by the peers need not be the same. However, sone
| KEv2 extensions break this rule.

The prom nent exanple is "Secure Password Franmework for Internet Key
Exchange Version 2" [RFC6467], which defines a framework for using
secure password authentication in IKEv2. Wth this framework, peers
negoti ate using one of the secure password nethods in the |IKE SAINT
exchange -- the initiator sends a list of supported nmethods in the
request, and the responder picks one of themand sends it back in the
response.

I f peers negotiate secure password authentication, then the sel ected
met hod is used by both initiator and responder, and no ot her

aut henti cati on methods are involved. For this reason, there is no
poi nt to announce supported authentication methods in this case.
Thus, if the peers choose to go with secure password aut henticati on,
they MUST NOT send t he SUPPORTED AUTH METHODS notifi cation

In the situation when peers are going to use Miltiple Authentication
Exchanges [ RFC4739], they MAY include multiple SUPPORTED AUTH METHODS
notifications (instead of one), each containing authentication

met hods appropriate for each authentication round. The notifications
are included in the order of the preference of performng

aut henti cati on rounds.

| ANA Consi der ati ons

Thi s docunent defines a new type in the "I KEv2 Notify Message Status
Types" registry:

E oo el oo e e e

| Value | Notify Message Status Type | Reference

[ el Sl ey Sl p———r

| 16443 | SUPPORTED AUTH METHODS | RFC 9593 |

+------- e i F-- - - - +
Table 1

Security Considerations

Security considerations for the | KEv2 protocol are discussed in

[ RFC7296]. Security properties of different authentication nethods
vary. Refer to correspondi ng docunents, listed in the "IKEv2

Aut henti cati on Method" registry on [I KEV2-1ANA] for discussion of
security properties of each authentication nethod.

Announci ng aut hentication nethods gives an eavesdropper additiona

i nformati on about peers’ capabilities. |f a peer advertises "NULL
Aut hentication" along with other nethods, then an active on-path
attacker can encourage peers to use NULL authentication by renoving
all other announcenents. Note that this is not a real "downgrade"
attack, since authentication methods in | KEv2 are not negoti ated, and
in this case NULL authentication should be allowed by |ocal security

policy.

Similarly, if an on-path attacker can break sone of the announced
aut henti cati on methods online, then the attacker can encourage peers



to use one of these weaker nethods by renoving all other
announcenents, and if this succeeds, then performa person-in-the-
m ddl e attack.
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Appendi x A. Exanpl es of Announci ng Supported Authentication Methods

Thi s appendi x shows sone exanpl es of announci ng authentication

met hods. This appendix is purely informative; if it disagrees with
the body of this docunent, the other text is considered correct.
Note that some payl oads that are not relevant to this specification
may be omitted for brevity.

A.1. No Need to Use the | KE | NTERVEDI ATE Exchange

This exanple illustrates the situati on when the
SUPPORTED AUTH METHODS Notify payload fits into the IKESAINT
message, and thus the | KE_| NTERVEDI ATE exchange i s not needed. In
this scenario, the responder announces that it supports the "Shared
Key Message Integrity Code" and the "NULL Authentication”

aut hentication methods. The initiator infornms the responder that it
supports only the "Shared Key Message Integrity Code" authentication
met hod.

Initiator Responder

IKE_ SA INIT
HDR, SAi 1, KE, N -->
<-- HDR SArl, KEr, N,
N( SUPPORTED_AUTH_METHODS(
PSK, NULL))

| KE_AUTH
HDR, SK {IDi,
AUTH, SAi 2, TSi, TSr,
N( SUPPORTED AUTH _METHODS(PSK))}  -->
<-- HDR, SK {IDr,
AUTH, SAr2, TSi, TSr}

A 2. Wth Use of the | KE_|I NTERVEDI ATE Exchange

This exanple illustrates the situation when the | KE_| NTERVEDI ATE
exchange is used. In this scenario, the responder announces that it
supports the "Digital signature" authentication nethod using the
RSASSA- PSS al gorithmwith CAL and CA2 and the sane method using the
ECDSA al gorithmwith CA3. The initiator supports only the "Digita
signature" authentication method using the RSASSA-PSS al gorithmwi th
no link to a particular CA

Initiator Responder

IKE_SA INIT
HDR, SAi1, KEi, Ni,
N( S| GNATURE_HASH _ALGORI THVB) - - >
<-- HDR SArl, KEr, Nr,
CERTREQ( CA1, CA2, CA3),
N( S| GNATURE_HASH_ALGORI THVE) ,
N( SUPPORTED_AUTH_METHODS( ) )



| KE_I NTERMEDI ATE
HDR, SK {..., IDi]} -->
<-- HDR, SK {...,
CERTREQ( CA1, CA2, CA3),
N( SUPPORTED_AUTH_METHODS(
SI GNATURE( RSASSA- PSS: 1) ,
SI GNATURE( RSASSA- PSS: 2) ,
SI GNATURE( ECDSA: 3))) }

| KE_AUTH
HDR, SK {IDi, CERT, CERTREQ CA2),
AUTH, SAi 2, TSi, TSr,
N( SUPPORTED_AUTH_METHODS(
SI GNATURE( RSASSA- PSS: 0)))}  -->
<-- HDR, SK {IDr, CERT,
AUTH, SAr2, TSi, TSr}
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