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signature, allowing for inproved distribution of trust and redundancy
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nunber of ciphersuites to instantiate FROST using different prine-
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I ntroduction

Unli ke sighatures in a single-party setting, threshold signatures
require cooperation among a threshol d number of signing participants,
each holding a share of a comon private key. The security of
threshol d schenmes in general assunes that an adversary can corrupt
strictly fewer than a threshold nunber of signer participants.

Thi s docunment specifies the Flexible Round-Optinized Schnorr
Threshol d (FROST) signing protocol based on the original work in

[ FROST20]. FROST reduces network overhead during threshold signing
operations while enploying a novel technique to protect against
forgery attacks applicable to prior Schnorr-based threshold signature
constructions. FROST requires two rounds to conpute a signature.

Si ngl e-round signing variants based on [ FROST20] are out of scope.



FROST depends only on a prinme-order group and cryptographic hash
function. This docunent specifies a nunber of ciphersuites to
instantiate FROST using different prinme-order groups and hash
functions. Two ciphersuites can be used to produce signatures that
are conpatible with Edwards-Curve Digital Signature Al gorithm (EJDSA)
vari ants Ed25519 and Ed448 as specified in [ RFC8032], i.e., the
signatures can be verified with a verifier that is conpliant with

[ RFC8032]. However, unlike EADSA, the signatures produced by FROST
are not determnistic, since deriving nonces deterministically allows
for a conplete key-recovery attack in nmulti-party, discrete

| ogarithm based si gnat ures.

Key generation for FROST signing is out of scope for this docunent.
However, for conpleteness, key generation with a trusted dealer is
specified in Appendi x C

Thi s docunent represents the consensus of the Crypto Forum Research
Goup (CFRG. It is not an |IETF product and is not a standard.

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here.

The following notation is used throughout the docunent.

byte: A sequence of eight bits.

random bytes(n): Qutputs n bytes, sanpled unifornly at random using
a cryptographically secure pseudorandom nunber generator (CSPRNG) .

count (i, L): Qutputs the nunmber of tines the elenment i is
represented in the list L.

len(l): CQutputs the length of list I, e.g., len([1,2,3]) = 3.

reverse(l): Qutputs the list | in reverse order, e.g.,
reverse([1,2,3]) =13,2,1].

range(a, b): CQutputs a list of integers froma to b-1 in ascending
order, e.g., range(l, 4) =1[1,2,3].

pow(a, b): Qutputs the result, a Scalar, of a to the power of b,
e.g., powm(2, 3) = 8 nodulo the relevant group order p.

||: Denotes concatenation of byte strings, i.e., x || y denotes the
byte string x, imediately followed by the byte string y, with no
extra separator, yielding xy.

nil: Denotes an enpty byte string.

Unl ess ot herwi se stated, we assume that secrets are sanpled uniformy

at random usi ng a CSPRNG see [ RFC4086] for additional gui dance on

the generation of random nunbers.

Crypt ogr aphi ¢ Dependenci es

FROST si gni ng depends on the foll ow ng cryptographi c constructs:

* Prinme-order group (Section 3.1)

*  Cryptographic hash function (Section 3.2)



3.

1.

The foll owi ng sections describe these constructs in nore detail
Prime-Order Goup
FROST depends on an abelian group of prime order p. W represent

this group as the object Gthat additionally defines hel per functions
descri bed below. The group operation for Gis addition + with

identity elenment I. For any elenments A and B of the group G A + B =
B+ Ais also a nenber of G Also, for any Ain G there exists an
el ement -A such that A+ (-A = (-A + A=1. For convenience, we
use - to denote subtraction, e.g., A- B= A+ (-B). Integers, taken

modul o the group order p, are called "Scal ars"; arithmetic operations
on Scalars are inplicitly perforned modulo p. Since p is prine,
Scalars forma finite field. Scalar multiplication is equivalent to
the repeated application of the group operation on an elenment A with
itself r-1 times, denoted as ScalarMult(A r). W denote the sum

di fference, and product of two Scalars using the +, -, and *
operators, respectively. (Note that this means + may refer to group
el ement addition or Scal ar addition, depending on the type of the
operands.) For any elenent A, ScalarMilt(A p) = 1. W denote B as
a fixed generator of the group. Scalar base nmultiplication is

equi valent to the repeated application of the group operation on B
with itself r-1 tinmes, denoted as Scal arBaseMult(r). The set of

Scal ars corresponds to G-(p), which we refer to as the Scalar field.
It is assuned that group el enent addition, negation, and equality
conparison can be efficiently conputed for arbitrary group el enents.

Thi s docunent uses types Elenment and Scal ar to denote el enents of the
group G and its set of Scalars, respectively. W denote Scal ar(x) as
the conversion of integer input x to the correspondi ng Scal ar val ue
with the sane nuneric value. For exanple, Scalar(l) yields a Scalar
representing the value 1. Mbdreover, we use the type NonZeroScal ar to

denote a Scal ar value that is not equal to zero, i.e., Scalar(0). W
denote equality conparison of these types as == and assi gnnment of
val ues by =. \Wen conparing Scal ar values, e.g., for the purposes of

sorting lists of Scal ar val ues, the | east nonnegative representation
mod p is used.

We now detail a nunber of nenber functions that can be invoked on G
Oder(): CQutputs the order of G (i.e., p).
ldentity(): Qutputs the identity Element of the group (i.e., I).

RandonfScal ar(): OQutputs a random Scal ar elenent in G-(p), i.e., a
random Scalar in [0, p - 1].

ScalarMul t (A, k): CQutputs the Scalar nultiplication between El enent
A and Scal ar k.

Scal arBaseMul t (k): Qutputs the Scalar multiplication between Scal ar
k and the group generator B.

SerializeEl enent (A): WMps an Elenent A to a canonical byte array buf
of fixed length Ne. This function raises an error if Ais the
identity elenent of the group

Deserial i zeEl enent (buf): Attenpts to map a byte array buf to an
El ement A and fails if the input is not the valid canonical byte
representation of an element of the group. This function raises
an error if deserialization fails or if Ais the identity el enent
of the group; see Section 6 for group-specific input validation
st eps.

SerializeScalar(s): Maps a Scalar s to a canonical byte array buf of
fixed | ength Ns.



DeserializeScal ar(buf): Attenpts to map a byte array buf to a Scal ar
s. This function raises an error if deserialization fails; see
Section 6 for group-specific input validation steps.

3.2. Cryptographic Hash Function

FROST requires the use of a cryptographically secure hash functi on,
generically witten as H, which is nbdeled as a randomoracle in
security proofs for the protocol (see [FROST20] and [ Stronger Sec22]).
For concrete recomendati ons on hash functions that SHOULD be used in
practice, see Section 6. Using H we introduce distinct domain-
separ ated hashes Hl, H2, H3, H4, and H5:

* Hl, H2, and H3 map arbitrary byte strings to Scal ar el enents
associ ated with the prine-order group.

* H4 and H5 are aliases for Hwith distinct domain separators.

The details of Hl, H2, H3, H4, and H5 vary based on the ciphersuite
used. See Section 6 for nore details about each

4. Hel per Functions

Beyond the core dependencies, the protocol in this docunent depends
on the foll ow ng hel per operations:

* Nonce generation (Section 4.1);
* Pol ynom al s (Section 4.2);
* List operations (Section 4.3);
* Binding factors conputation (Section 4.4);
* Group conmitment computation (Section 4.5); and
* Signature chall enge conputation (Section 4.6).
The foll owi ng sections describe these operations in nore detail

4.1. Nonce Generation
To hedge agai nst a bad random nunber generator (RNG that outputs
predi ctabl e val ues, nonces are generated with the nonce_generate
function by conbining fresh randommess with the secret key as input
to a dommi n-separated hash function built fromthe ciphersuite hash
function H  This domai n-separated hash function is denoted as H3.
This function al ways sanmples 32 bytes of fresh randommess to ensure
that the probability of nonce reuse is at nobst 27-128 as long as no
nmore than 2764 signatures are conputed by a given signing
partici pant.

| nput s:
- secret, a Scal ar.

Qut put s:
- nonce, a Scal ar.

def nonce_generate(secret):
random bytes = random byt es(32)
secret_enc = G SerializeScal ar(secret)
return H3(random bytes || secret_enc)

4.2. Polynonmials



4. 3.

This section defines polynom als over Scalars that are used in the
mai n protocol. A polynomal of maxinumdegree t is represented as a
list of t+1 coefficients, where the constant termof the pol ynonia
isinthe first position and the hi ghest-degree coefficient is in the
| ast position. For exanple, the polynomal x*"2 + 2x + 3 has degree 2
and is represented as a list of three coefficients [3, 2, 1]. A
point on the polynomal f is a tuple (x, y), where y = f(x).

The function derive_interpolating value derives a value that is used
for polynonmial interpolation. It is provided a list of x-coordinates
as input, each of which cannot equal O.

| nput s:
- L, the list of x-coordinates, each a NonZeroScal ar.
- X_i, an x-coordinate contained in L, a NonZeroScal ar.
Qut put s:
- value, a Scal ar.
Errors:
"invalid paraneters", if 1) x_i is not inL, or if 2) any

x-coordinate is represented nore than once in L.

def derive_interpolating value(L, x_i):
if x_i not in L:
raise "invalid paraneters”
for x j in L:
if count(x_j, L) > 1:
raise "invalid paraneters”

nuner at or = Scal ar (1)
denonmi nator = Scal ar (1)
for x j in L:

if x_j == x_i: continue
nunerator *= X_j
denomi nator *= x_j - Xx_i

val ue = nunerator / denom nat or
return val ue

Li st Operations

Thi s section describes hel per functions that work on |ists of val ues
produced during the FROST protocol. The followi ng function encodes a
list of participant coomitnments into a byte string for use in the
FROST protocol .

| nput s:
- commtrent _list = [(i, hiding_nonce_conmtnment_i,
bi ndi ng_nonce_commitnent i), ...], a list of commtnents issued by

each participant, where each elenent in the list indicates a
NonZer oScal ar identifier i and two conmi tment El enent val ues

(hi di ng_nonce_commi tment _i, binding_nonce_comritment _i). This |ist
MJST be sorted in ascending order by identifier.

Qut put s:
- encoded_group_comm tnent, the serialized representation of
commitnent list, a byte string.

def encode_group_conmtment _|ist(conmitnent |ist):
encoded_group_commi tment = nil
for (identifier, hiding nonce conmtnent,
bi ndi ng_nonce_commitnent) in commitnent |ist:
encoded_commitnent = (
G SerializeScalar(identifier) |]
G Seri al i zeEl ement (hi di ng_nonce_comm tnent) ||



G Seri al i zeEl enent ( bi ndi ng_nonce_conmi t ment))
encoded_group_commitnment = (
encoded_group_conmi tment | |
encoded_commi t nent)
return encoded_group_conmi t ment

The following function is used to extract identifiers froma
commitnment |ist.

I nput s:
- commitnent _list = [(i, hiding_nonce_conmitnent_i,
bi ndi ng_nonce_commtnent i), ...], a list of commtnents issued by

each participant, where each elenent in the list indicates a
NonZer oScal ar identifier i and two conmm tment El enent val ues
(hiding_nonce_commitnent i, binding nonce commitnent i). This |ist
MUST be sorted in ascending order by identifier.

CQut put s:
- identifiers, a list of NonZeroScal ar val ues.

def participants fromcomrtnment |ist(commtnent |ist):
identifiers =[]
for (identifier, _, _) in commtment_list:
identifiers.append(identifier)
return identifiers

The following function is used to extract a binding factor froma
list of binding factors.

| nput s:

- binding_factor_list = [(i, binding factor), ...],
a list of binding factors for each participant, where each el enent
inthe list indicates a NonZeroScal ar identifier i and Scal ar
bi ndi ng factor.

- identifier, participant identifier, a NonZeroScal ar.

CQut put s:

- binding factor, a Scal ar.

Errors:
"invalid participant", when the designated participant is
not known.

def binding factor for_participant(binding factor list, identifier):
for (i, binding factor) in binding factor |ist:
if identifier ==i:
return binding_factor
raise "invalid participant"”

4. 4. Binding Factors Computation

Thi s section describes the subroutine for conputing binding factors
based on the participant commitnment |ist, nmessage to be signed, and
group public key.

I nput s:

- group_public_key, the public key corresponding to the group signing
key, an El enent.

- conmitrent _list = [(i, hiding_nonce_conmtnment i,
bi ndi ng_nonce_commtnent i), ...], a list of commtnents issued by
each participant, where each elenent in the list indicates a
NonZer oScal ar identifier i and two conmm tment El enent val ues
(hiding_nonce_commitnent i, binding nonce commitnent i). This |ist
MUST be sorted in ascending order by identifier.

- meg, the nessage to be signed.



CQut put s:
- binding factor list, a list of (NonZeroScal ar, Scalar) tuples
representing the binding factors.

def conpute_bindi ng_factors(group_public_key, conmitrent list, nsg):
group_public_key enc = G SerializeEl emrent (group_public_key)
/1 Hashed to a fixed | ength.
nsg_hash = H4(nsQ)
/1l Hashed to a fixed | ength.
encoded _conmmi t nent _hash =
H5(encode_group_conmitment _|ist(conmitnrent |ist))
/1 The encoding of the group public key is a fixed length
/1 within a ciphersuite.
rho_i nput _prefix = group_public_key_enc || nsg_hash |
encoded_conmi t nent _hash

bi nding_factor_list =]
for (identifier, hiding_nonce_conmtnent,
bi ndi ng_nonce_comitnent) in commitnent |ist:
rho_input = rho_input_prefix || G SerializeScalar(identifier)
bi ndi ng_factor = Hl(rho_i nput)
bi nding_factor _|ist.append((identifier, binding factor))
return binding factor _|ist

4.5. G oup Conmtnent Conputation

This section describes the subroutine for creating the group
conmmitnent froma commitnent |ist.

| nput s:
- commtrent _list = [(i, hiding_nonce_conmtnment_i,
bi ndi ng_nonce_commitnent i), ...], alist of commtnents issued by

each participant, where each elenent in the list indicates a
NonZeroScal ar identifier i and two commitnment El enent val ues

(hi di ng_nonce_commi tment _i, binding_nonce_comritment _i). This |ist
MJST be sorted in ascending order by identifier.
- binding_factor_list = [(i, binding factor), ...],

a list of (NonZeroScal ar, Scalar) tuples representing the binding
factor Scalar for the given identifier

Qut put s:
- group_commi tnent, an El enent.

def conpute group_commitnent (commtnent |ist, binding factor list):
group_commtnent = G ldentity()
for (identifier, hiding nonce conmitnent,
bi ndi ng_nonce_comitnent) in commitnent |ist:
bi ndi ng_factor = binding_factor_for_participant(
bi nding_factor_list, identifier)
bi ndi ng_nonce = G Scal ar Mul t (
bi ndi ng_nonce_conmi t nent,
bi ndi ng_f actor)
group_comm tnment = (
group_comi t ment +
hi di ng_nonce_commi t ment +
bi ndi ng_nonce)
return group_conmitnment

Note that the performance of this algorithmis defined naively and
scales linearly relative to the nunber of signers. For inproved
performance, the group conmtment can be conputed using nmulti-
exponenti ation techni ques such as Pippinger’s algorithm see
[Mul t Exp] for nore details

4.6. Signature Chall enge Conputation



This section describes the subroutine for creating the per-nessage
chal | enge

I nput s:

- group_conmmitnent, the group comitnent, an El enent.

- group_public_key, the public key corresponding to the group signing
key, an El enent.

- nmeg, the nessage to be signed, a byte string.

Qut put s:
- chal l enge, a Scal ar.

def conpute_chal | enge(group_conm tnent, group_public_key, nsg):
group_commenc = G SerializeEl enent (group_conmm t nent)
group_public_key enc = G SerializeEl erent (group_public_key)
chal | enge_i nput = group_commenc || group_public_key enc || msg
chal | enge = H2(chal | enge_i nput)
return chal |l enge

Two- Round FROST Si gni ng Protocol

This section describes the two-round FROST signing protocol for
produci ng Schnorr signatures. The protocol is configured to run with
a selection of NUM PARTI Cl PANTS signer participants and a

Coordi nator. NUM PARTI Cl PANTS is a positive and non-zero integer
that MJUST be at | east M N _PARTI Cl PANTS, but MJUST NOT be | arger than
MAX_PARTI Cl PANTS, where M N_PARTI Cl PANTS <= MAX_PARTI Cl PANTS and

M N_PARTI Cl PANTS is a positive and non-zero integer. Additionally,
MAX_PARTI Cl PANTS MUST be a positive integer |ess than the group
order. A signer participant, or sinply "participant", is an entity
that is trusted to hold and use a signing key share. The Coordi nator
is an entity with the follow ng responsibilities:

1. Deternmining the participants that will participate (at |east
M N_PARTI Cl PANTS i n nunber);

2. Coordinating rounds (receiving and forwarding inputs anong
partici pants);

3. Aggregating signhature shares output by each participant; and
4. Publishing the resulting signature

FROST assunes that the Coordinator and the set of signer participants
are chosen externally to the protocol. Note that it is possible to
depl oy the protocol wi thout designating a single Coordinator; see
Section 7.5 for nore information.

FROST produces signatures that can be verified as if they were
produced froma single signer using a signing key s with
correspondi ng public key PK, where s is a Scalar value and PK =

G Scal arBaseMul t (s). As a threshol d signing protocol, the group
signing key s is Shanir secret-shared anmpongst each of the
MAX_PARTI CI PANTS participants and is used to produce signatures; see
Appendix C.1 for nmore information about Shamr secret sharing. In
particul ar, FROST assunes each participant is configured with the
followi ng i nformation:

* An identifier, which is a NonZeroScal ar val ue denoted as i in the
range [1, MAX PARTI Cl PANTS] and MJST be distinct fromthe
identifier of every other participant.

* A signing key sk i, which is a Scalar value representing the i-th
Sham r secret share of the group signing key s. In particular,
sk_i is the value f(i) on a secret polynom al f of degree

(M N_PARTI Cl PANTS - 1), where s is f(0). The public key



corresponding to this signing key share is PKi =
G Scal ar BaseMul t (sk_i).

Additionally, the Coordi nator and each participant are configured
with common group information, denoted as "group info," which
consi sts of the foll ow ng:

* @Goup public key, which is an Elenent in G denoted as PK

* Public keys PK i for each participant, which are El ement values in
G denoted as PK_i for each i in [1, MAX_PARTI Cl PANTS] .

Thi s docunent does not specify how this information, including the
signing key shares, are configured and distributed to participants.
In general, two configuration nechani sns are possible: one that
requires a single trusted deal er and one that requires performng a
di stributed key generation protocol. W highlight the key generation
mechani sm by a trusted dealer in Appendix C for reference

FROST requires two rounds to conplete. |In the first round,
partici pants generate and publish one-tinme-use conmitnents to be used
in the second round. In the second round, each participant produces

a share of the signature over the Coordinator-chosen nmessage and the
other participant commtments. After the second round is conpl eted,
the Coordi nator aggregates the signature shares to produce a fina
signature. The Coordi nator SHOULD abort the protocol if the
signature is invalid; see Section 5.4 for nore information about
dealing with invalid signatures and ni sbehaving participants. This
complete interaction (w thout being aborted) is shown in Figure 1.

(group info) (group info, (group info,
si gni ng key share) si gni ng key share)
I I I
v v %
Coor di nat or Signer-1 C. Si gner-n
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Figure 1: FROST Protocol Overview



Details for round one are described in Section 5.1 and details for
round two are described in Section 5.2. Note that each parti ci pant
persists sonme state between the two rounds; this state is deleted as
described in Section 5.2. The final Aggregation step is described in
Section 5. 3.

FROST assunes that all inputs to each round, especially those that
are received over the network, are validated before use. In
particular, this neans that any value of type El enent or Scal ar
recei ved over the network MJUST be deserialized using
Deseri al i zeEl ement and Deseri alizeScal ar, respectively, as these
functions performthe necessary input validation steps.
Additionally, all nmessages sent over the wire MJST be encoded using
their respective functions, e.g., Scalars and El enents are encoded
using SerializeScal ar and SerializeEl ement.

FROST assunes reliable nessage delivery between the Coordinator and
participants in order for the protocol to conplete. An attacker
masquer adi ng as another participant will result only in an invalid
signature; see Section 7. However, in order to identify mi sbehaving
participants, we assunme that the network channel is additionally

aut henti cated; confidentiality is not required.

5. 1. Round One - Comm t nent

Round one invol ves each participant generating nonces and their
correspondi ng public commitnents. A nonce is a pair of Scal ar
values, and a conmitnent is a pair of Elenment values. Each
participant’s behavior in this round is described by the commt
function below. Note that this function i nvokes nonce_generate
twice, once for each type of nonce produced. The output of this
function is a pair of secret nonces (hiding nonce, binding nonce) and
their corresponding public conmmitnents (hiding nonce conmitnent,

bi ndi ng_nonce_commi t ment).

| nput s:
- sk_i, the secret key share, a Scal ar.

Qut put s:

- (nonce, comm, a tuple of nonce and nonce conmitnent pairs,
where each value in the nonce pair is a Scalar and each value in
the nonce commitnent pair is an El enent.

def commt (sk_i):
hi di ng_nonce = nonce_generate(sk_i)
bi ndi ng_nonce = nonce_generate(sk_i)
hi di ng_nonce_commi t ment = G Scal ar BaseMul t ( hi di ng_nonce)
bi ndi ng_nonce_comm tnent = G Scal ar BaseMul t ( bi ndi ng_nonce)
nonces = (hiding_nonce, binding nonce)
comms = (hiding _nonce_comitnent, binding nonce_commtnent)
return (nonces, conms)

The out puts nonce and comm from participant P_i are both stored

|l ocally and kept for use in the second round. The nonce value is
secret and MJUST NOT be shared, whereas the public output commis sent
to the Coordinator. The nonce val ues produced by this function MJST
NOT be used in nore than one invocation of sign, and the nonces MJST
be generated froma source of secure randomess

5.2. Round Two - Signature Share Generation

In round two, the Coordinator is responsible for sending the nessage
to be signed and choosing the participants that will participate (a
nunber of at | east M N _PARTICl PANTS). Signers additionally require
locally held data, specifically their private key and the nonces



corresponding to their commtnment issued in round one.

The Coordi nator begi ns by sending each partici pant the nessage to be
signed along with the set of signing commtnents for all participants
in the participant list. Each participant MJST validate the inputs

bef ore processing the Coordinator’s request. In particular, the
signer MJST validate commtnent |ist, deserializing each group
Element in the list using DeserializeEl enent from Section 3.1. |If
deserialization fails, the signer MJST abort the protocol. Moreover,

each participant MJST ensure that its identifier and comm tnents
(fromthe first round) appear in conmitnent_list. Applications that
restrict participants fromprocessing arbitrary input nessages are
al so required to performrel evant application-|layer input validation
checks; see Section 7.7 for nore details.

Upon recei pt and successful input validation, each signer then runs
the follow ng procedure to produce its own signature share.

| nput s:
- identifier, identifier i of the participant, a NonZeroScal ar.
- sk_i, signer secret key share, a Scal ar.

- group_public_key, public key corresponding to the group signing
key, an El enent.

- nonce_i, pair of Scalar val ues (hiding_nonce, binding _nonce)
generated in round one.

- nmeg, the nessage to be signed, a byte string.

- conmitrent _list = [(i, hiding _nonce commtnent i,
bi ndi ng_nonce_commitment i), ...], a list of conmmitnents issued by
each participant, where each elenent in the list indicates a
NonZer oScal ar identifier i and two commtment El enent val ues
(hi di ng_nonce_comm tnent _i, binding_nonce_commitnment _i). This |ist
MUST be sorted in ascending order by identifier.

Qut put s:
- sig_share, a signature share, a Scal ar.

def sign(identifier, sk i, group_public_key,
nonce_ i, meg, conmitnent |ist):
# Conpute the binding factor(s)
bi ndi ng_factor_I|ist = conpute_binding_factors(group_public_key,
commi tnent _|ist, nsQg)
bi ndi ng_factor = binding_factor_for_participant(
bi nding factor list, identifier)

# Conpute the group comm tnent
group_comi t ment = conput e_group_conmi t ment (
commitnent _list, binding factor_list)

# Conpute the interpolating val ue
participant list = participants fromcommtnment |ist(
conmmitnent |ist)
| anbda_i = derive_interpolating_value(participant_list, identifier)

# Comput e the per-nmessage chal |l enge
chal | enge = conput e_chal | enge(
group_comi tment, group_public_key, nsQ)

# Conpute the signature share

(hi di ng_nonce, binding_nonce) = nonce_i

si g_share = hiding_nonce + (binding_nonce * binding_factor) +
(lanmbda_i * sk_i * challenge)

return sig_share

The output of this procedure is a signature share. Each participant



sends these shares back to the Coordinator. Each participant MJST
del ete the nonce and correspondi ng commtnent after conpleting sign
and MUST NOT use the nonce as input nore than once to sign

Note that the |lanmbda_ i value derived during this procedure does not
change across FROST signing operations for the same signing group
As such, participants can conpute it once and store it for reuse
across signing sessions.

5.3. Signature Share Aggregation
After participants performround two and send their signature shares

to the Coordi nator, the Coordinator aggregates each share to produce
a final signature. Before aggregating, the Coordi nator MJST validate

each signature share using DeserializeScalar. |f validation fails,
t he Coordi nator MJST abort the protocol, as the resulting signature
will be invalid. |If all signature shares are valid, the Coordinator
aggregates themto produce the final signature using the follow ng
pr ocedur e.
I nput s:
- conmitrent _list = [(i, hiding _nonce commtnent i,

bi ndi ng_nonce_commitment _i), ...], a list of conmitnents issued by

each participant, where each elenent in the list indicates a
NonZer oScal ar identifier i and two comm tnent El enent val ues
(hiding_nonce_comm tnent i, binding nonce commitnent i). This |ist
MUST be sorted in ascending order by identifier.

- nmeg, the nessage to be signed, a byte string.

- group_public_key, public key corresponding to the group signing
key, an El enent.

- sig_shares, a set of signature shares z_ i, Scal ar val ues, for each
participant, of |ength NUM PARTI Cl PANTS, where
M N_PARTI Cl PANTS <= NUM_PARTI Cl PANTS <= MAX_PARTI Cl PANTS

Qut put s:
- (R 2z), a Schnorr signature consisting of an El erent R and
Scal ar z.

def aggregate(commitment |ist, nsg, group_public_key, sig shares):
# Conpute the binding factors
bi ndi ng_factor_I|ist = conpute_binding_factors(group_public_key,
commi tnent _|ist, nsQg)

# Conpute the group comm tnent
group_comi t ment = conpute_group_conmit ment (
commitnent list, binding factor |ist)

# Comput e aggregated signature
z = Scal ar (0)
for z i in sig shares
zZ =z + z_i
return (group_commtnent, z)

The output fromthe aggregation step is the output signature (R 2z).
The canoni cal encoding of this signature is specified in Section 6.

The Coordinator SHOULD verify this signature using the group public
key before publishing or releasing the signature. Signature
verification is as specified for the correspondi ng ci phersuite; see
Section 6 for details. The aggregate signature will verify
successfully if all signature shares are valid. Moreover, subsets of
valid signature shares will not yield a valid aggregate signature

t hensel ves.

If the aggregate signature verification fails, the Coordi nator MAY
verify each signature share individually to identify and act on



m sbehavi ng participants. The nmechanismfor acting on a m sbehaving
participant is out of scope for this specification; see Section 5.4
for nore informati on about dealing with invalid signatures and

m sbehavi ng partici pants.

The function for verifying a signature share, denoted as
verify_signature_share, is described below. Recall that the
Coordinator is configured with "group info" that contains the group
public key PK and public keys PK i for each participant. The
group_public_key and PK i function argunments MJST cone fromt hat
previously stored group info.

| nput s:

- identifier, identifier i of the participant, a NonZeroScal ar.

- PKi, the public key for the i-th participant, where
PK i = G Scal arBaseMult(sk_i), an El enent.

- comm.i, pair of Element values in G
(hi di ng_nonce_comm tnent, bindi ng_nonce_commitnent) generated in
round one fromthe i-th participant.

- sig share_ i, a Scalar value indicating the signature share as
produced in round two fromthe i-th participant.

- conmitrent _list = [(i, hiding _nonce commtnent i,
bi ndi ng_nonce_commitment _i), ...], a list of conmitnents issued by
each participant, where each elenent in the list indicates a
NonZer oScal ar identifier i and two comm tnent El enent val ues
(hiding_nonce_comm tnent i, binding nonce commitnent i). This |ist
MUST be sorted in ascending order by identifier.

- group_public_key, public key corresponding to the group signing
key, an El enent.

- meg, the nessage to be signed, a byte string.

Qut put s:
- True if the signature share is valid, and Fal se ot herw se

def verify_signature_share(

identifier, PKi, conmi, sig share i, conmtnrent list,
group_public_key, nsQ):

# Conpute the binding factors

bi nding_factor _|ist = conpute_binding factors(group_public_key,

commitnent _|ist, nsQ)

bi ndi ng_factor = binding_factor_for_participant(

bi nding_factor_list, identifier)

# Conpute the group comm tnent
group_comi t ment = conpute_group_conmit ment (
commitnent list, binding factor |ist)

# Compute the conmitnment share
(‘hi di ng_nonce_comm tnent, bindi ng_nonce_comm tnent) = comm.i
comm share = hiding_nonce _commitnent + G Scal ar Mul t (

bi ndi ng_nonce_conmi t nent, bindi ng_factor)

# Conpute the chall enge
chal | enge = conput e_chal | enge(
group_comm tment, group_public_key, nsQ)

# Conpute the interpolating val ue
participant list = participants fromcommtment |ist(
commi tnent _|ist)
| anbda_i = derive_interpol ating_value(participant_list, identifier)

# Conpute rel ation val ues
| = G Scal arBaseMul t (sig_share_i)
r = coomshare + G ScalarMilt (PK i, challenge * |anbda_ i)

return | ==r



The Coordinator can verify each signature share before aggregating
and verifying the signature under the group public key. However,
since the aggregate signature is valid if all signature shares are
valid, this order of operations is nore expensive if the signhature is
val i d.

5.4. ldentifiable Abort

FROST does not provide robustness; i.e, all participants are required
to conplete the protocol honestly in order to generate a valid
signature. Wen the signing protocol does not produce a valid
signature, the Coordi nator SHOULD abort; see Section 7 for nore

i nformati on about FROST's security properties and the threat nodel.

As a result of this property, a nisbehaving participant can cause a
deni al of service (DoS) on the signing protocol by contributing
mal f ormed signature shares or refusing to participate. Identifying
m sbehavi ng partici pants that produce invalid shares can be done by
checki ng signature shares from each partici pant using

verify signature_share as described in Section 5.3. FROST assunes
the network channel is authenticated to identify the signer that

m sbehaved. FROST allows for identifying nisbehaving participants
that produce invalid signature shares as described in Section 5. 3.
FROST does not provi de accommpdations for identifying participants
that refuse to participate, though applications are assuned to detect
when participants fail to engage in the signing protocol

In both cases, preventing this type of attack requires the
Coordinator to identify m sbehaving participants such that
applications can take corrective action. The mechanismfor acting on
m sbehavi ng participants is out of scope for this specification.
However, one reasonabl e approach would be to renove the mi sbehaving
participant fromthe set of allowed participants in future runs of
FROST.

6. G phersuites

A FRCST ci phersuite nust specify the underlying prinme-order group
details and cryptographi c hash function. Each ciphersuite is denoted
as (G oup, Hash), e.g., (ristretto255, SHA-512). This section
contains sone ciphersuites. Each ciphersuite also includes a context
string, denoted as contextString, which is an ASCII string litera
(with no termnating NUL character).

The RECOMMENDED ci phersuite is (ristretto255, SHA-512) as descri bed
in Section 6.2. The (Ed25519, SHA-512) and (Ed448, SHAKE256)

ci phersuites are included for conpatibility with Ed25519 and Ed448 as
defined in [ RFC8032].

The DeserializeEl enent and DeserializeScal ar functions instantiated
for a particular prinme-order group corresponding to a ciphersuite
MUST adhere to the description in Section 3.1. Validation steps for
these functions are described for each of the ciphersuites bel ow
Future ci phersuites MJST describe how i nput validation is done for
Deseri al i zeEl enrent and Deseri al i zeScal ar.

Each ciphersuite includes explicit instructions for verifying
signatures produced by FROST. Note that these instructions are
equi val ent to those produced by a single participant.

Each ci phersuite adheres to the requirenents in Section 6.6. Future
ci phersuites MJST al so adhere to these requirenents.

6.1. FROST(Ed25519, SHA-512)



Thi s ci phersuite uses edwards25519 for the G oup and SHA-512 for the
hash function H meant to produce Ed25519-conpliant signatures as
specified in Section 5.1 of [RFC8032]. The value of the
contextString paranmeter is "FROST-ED25519- SHA512-v1".

G oup: edwards25519 [RFC8032], where Ne = 32 and Ns = 32

Order(): Return 27252 + 27742317777372353535851937790883648493
(see [RFC7748]).

Identity(): As defined in [RFC7748].

Randontcal ar(): Inplenmented by returning a uniformy random
Scalar in the range [0, G Oder() - 1]. Refer to Appendix D
for inplenmentation guidance.

SerializeEl ement(A): Inplenented as specified in [ RFC8032],
Section 5.1.2. Additionally, this function validates that the
i nput elenment is not the group identity el enent.

Deseri al i zeEl enment (buf): I nplenented as specified in [ RFC8032],
Section 5.1.3. Additionally, this function validates that the
resulting element is not the group identity element and is in
the prime-order subgroup. |If any of these checks fail
deserialization returns an error. The latter check can be
i mpl emented by nultiplying the resulting point by the order of
the group and checking that the result is the identity el enent.
Note that optinizations for this check exist; see [Pornin22].

SerializeScalar(s): Inplemented by outputting the little-endian
32-byte encoding of the Scalar value with the top three bits
set to zero.

Deserial i zeScal ar (buf): Inplenmented by attenpting to deserialize
a Scalar froma little-endian 32-byte string. This function
can fail if the input does not represent a Scalar in the range

[0, GOder() - 1]. Note that this nmeans the top three bits of
the i nput MJUST be zero.

Hash (H): SHA-512, which has an output of 64 bytes.

Hi(m: Inplenented by conmputing H(contextString || "rho" || m,
interpreting the 64-byte digest as a little-endian integer, and
reducing the resulting integer nodul o 27252 +
27742317777372353535851937790883648493.

H2(m): 1 nplenented by conmputing H(m, interpreting the 64-byte
digest as a little-endian integer, and reducing the resulting
i nteger nodul o 27252 + 27742317777372353535851937790883648493.

H3(m: I nplenented by conmputing H(contextString || "nonce" || m,
interpreting the 64-byte digest as a little-endian integer, and
reducing the resulting integer nodul o 27252 +
27742317777372353535851937790883648493.

H4(m: Inplemented by conputing H(contextString || "nmsg" || n).
H5(m): I nplenented by conmputing H(contextString || "com || m.

Normal Iy, H2 would al so include a domain separator; however, for
compatibility with [RFC8032], it is omtted.

Signature verification is as specified in Section 5.1.7 of [RFC8032]
with the constraint that inplenmentations MJST check the group
equation [8][z]B = [8]R + [8][c]PK (changed to use the notation in
this document).



Canoni cal signature encoding is as specified in Appendix A

6.2. FROST(ristretto255, SHA-512)
Thi s ciphersuite uses ristretto255 for the G oup and SHA-512 for the
hash function H  The value of the contextString parameter is "FROST-
Rl STRETTO255- SHA512- v1".
Group: ristretto255 [RISTRETTQ, where Ne = 32 and Ns = 32.

Oder(): Return 27252 + 27742317777372353535851937790883648493
(see [RISTRETTQ).

Identity(): As defined in [RI STRETTQ.

Randontscal ar(): Inplenmented by returning a uniformy random
Scalar in the range [0, G Oder() - 1]. Refer to Appendix D
for inplementation guidance.

SerializeEl enent (A): |nplenmented using the "Encode" function from
[RISTRETTO . Additionally, this function validates that the
i nput elenment is not the group identity el enent.

Deseri al i zeEl ement (buf): | npl enented using the "Decode" function
from[R STRETTQ . Additionally, this function validates that
the resulting element is not the group identity element. |If

either the "Decode" function or the check fails,
deserialization returns an error.

SerializeScalar(s): Inplemented by outputting the little-endian
32-byte encoding of the Scalar value with the top three bits
set to zero.

Deseri al i zeScal ar (buf): Inplenmented by attenpting to deserialize
a Scalar froma little-endian 32-byte string. This function
can fail if the input does not represent a Scalar in the range

[0, GOder() - 1]. Note that this neans the top three bits of
the i nput MJUST be zero.

Hash (H): SHA-512, which has 64 bytes of output.

Hi(m: Inplenented by conmputing H(contextString || "rho" ||
and mapping the output to a Scalar as described in [R STRETTQ,
Section 4. 4.

H2(m): I nplenented by conmputing H(contextString || "chal" || m
and mapping the output to a Scal ar as described in [R STRETTQ,
Section 4. 4.

H3(m: I nplenented by conmputing H(contextString || "nonce" || m
and mapping the output to a Scalar as described in [RI STRETTQ,
Section 4. 4.

Hi(m: I nplenented by conmputing H(contextString || "msg" || m.

H5(m): I nplenented by conputing H(contextString || "comt || m).

Signhature verification is as specified in Appendi x B.
Canoni cal signature encoding is as specified in Appendix A
6.3. FROST(Ed448, SHAKE256)

Thi s ciphersuite uses edwards448 for the G oup and SHAKE256 for the
hash function H neant to produce Ed448-conpliant signatures as



specified in Section 5.2 of [RFC8032]. Unlike Ed448 in [ RFC8032],
this ciphersuite does not allow applications to specify a context
string and al ways sets the context of [RFC8032] to the enpty string.
Note that this ciphersuite does not allow applications to specify a
context string as is allowed for Ed448 in [ RFC8032], and al ways sets
the [ RFC8032] context string to the enpty string. The value of the
(internal to FROST) contextString paraneter is "FROST-

ED448- SHAKE256- v1".

Group: edwards448 [ RFC8032], where Ne = 57 and Ns = 57

Oder(): Return 22446 - 13818066809895115352007386748515426880336
692474882178609894547503885

Identity(): As defined in [RFC7748].

Randontcal ar(): Inplemented by returning a uniformy random
Scalar in the range [0, GOder() - 1]. Refer to Appendix D
for inplementation guidance.

SerializeElenent (A): Inplenented as specified in [ RFC8032],
Section 5.2.2. Additionally, this function validates that the
i nput elenment is not the group identity el enent.

Deseri al i zeEl ement (buf): I nplenented as specified in [ RFC3032],
Section 5.2.3. Additionally, this function validates that the
resulting element is not the group identity elenment and is in
the prinme-order subgroup. |If any of these checks fail
deserialization returns an error. The latter check can be
i mpl emented by nultiplying the resulting point by the order of
the group and checking that the result is the identity el enent.
Note that optimzations for this check exist; see [Pornin22].

SerializeScalar(s): |Inplenmented by outputting the little-endian
57-byte encodi ng of the Scal ar val ue.

Deseri al i zeScal ar (buf): Inplemented by attenpting to deserialize
a Scalar froma little-endian 57-byte string. This function
can fail if the input does not represent a Scalar in the range
[0, GOder() - 1].

Hash (H): SHAKE256 with 114 bytes of output.

HI(m: Inplemented by conmputing H(contextString || "rho" || m,
interpreting the 114-byte digest as a little-endian integer,
and reducing the resulting integer nmodul o 22446 - 1381806680989
5115352007386748515426880336692474882178609894547503885

H2(m: I nplenented by conputing H("Si ged448" || O || O || m,
interpreting the 114-byte digest as a little-endian integer,
and reducing the resulting integer nodulo 27446 - 1381806680989
5115352007386748515426880336692474882178609894547503885.

H3(m: I nplenented by computing H(contextString || "nonce" || m,
interpreting the 114-byte digest as a little-endian integer,
and reducing the resulting integer nodul o 27446 - 1381806680989
5115352007386748515426880336692474882178609894547503885.

Hi(m: I nplenented by conmputing H(contextString || "msg" || m.

H5(m: I nplenented by conmputing H(contextString || "comt || m.

Normal |y, H2 would al so include a domain separator. However, it is
omitted for conpatibility with [ RFC8032].

Signature verification is as specified in Section 5.2.7 of [RFC8032]



with the constraint that inplementations MIST check the group
equation [4][z]B = [4]R + [4][c]PK (changed to use the notation in
this docunent).

Canoni cal signature encoding is as specified in Appendi x A
.4. FROST(P-256, SHA-256)

Thi s ciphersuite uses P-256 for the Goup and SHA-256 for the hash
function H  The value of the contextString parameter is "FROST-
P256- SHA256- v1".

G oup: P-256 (secp256rl) [x9.62], where Ne = 33 and Ns = 32.

Order(): Return Oxffffffff0O0000000ffffffffffffffffbcebfaadarl79e8
4f 3b9cac2f c632551.

ldentity(): As defined in [x9.62].

RandontScal ar(): Inplenented by returning a uniformy random
Scalar in the range [0, G Oder() - 1]. Refer to Appendix D
for inplenentation guidance.

SerializeEl enent (A): Inplenmented using the conpressed Elliptic-
Curve-Point-to-Cctet-String nethod according to [ SECL],
yielding a 33-byte output. Additionally, this function
val idates that the input elenment is not the group identity
el ement .

Deseri al i zeEl ement (buf): I nplenented by attenpting to deserialize
a 33-byte input string to a public key using the conpressed
Cctet-String-to-Elliptic-Curve-Point nethod according to [ SEC1]
and then perform ng public key validation as defined in
Section 3.2.2.1 of [SECL]. This includes checking that the
coordinates of the resulting point are in the correct range,
that the point is on the curve, and that the point is not the
point at infinity. (As noted in the specification, validation
of the point order is not required since the cofactor is 1.)

If any of these checks fail, deserialization returns an error

SerializeScalar(s): |Inplenmented using the Field-El enent-to-Cctet-
String conversion according to [ SEC1].

DeserializeScal ar(buf): Inplenented by attenpting to deserialize
a Scalar froma 32-byte string using Cctet-String-to-Field-
El ement from [SECL]. This function can fail if the input does
not represent a Scalar in the range [0, G Oder() - 1].

Hash (H): SHA-256, which has 32 bytes of output.

Hi(m: Inplenented as hash to field(m 1) (see [HASH TO CURVE],
Section 5.2) using expand_nessage xmd with SHA-256 with
paraneters DST = contextString || "rho", F set to the Scal ar
field, p set to GOder(), m=1, and L = 48.

H2(m: Inplenented as hash to field(m 1) (see [HASH TO CURVE],
Section 5.2) using expand_nessage xnmd with SHA-256 with
paraneters DST = contextString || "chal", F set to the Scal ar
field, p set to GOder(), m=1, and L = 48.

H3(m: Inplenented as hash_to field(m 1) (see [HASH TO CURVE],
Section 5.2) using expand_message xnmd with SHA-256 with
paraneters DST = contextString || "nonce", F set to the Scal ar
field, p set to GOder(), m=1, and L = 48.

Hi(m: I nplenented by conmputing H(contextString || "msg" || m.



6.

5.

H5(m: I nplemented by conputing H(contextString || "com' || n).
Signature verification is as specified in Appendi x B.
Canoni cal signature encoding is as specified in Appendix A
FROST(secp256k1, SHA- 256)

Thi s ciphersuite uses secp256kl for the G oup and SHA-256 for the
hash function H  The value of the contextString parameter is "FROST-
secp256k1- SHA256- v1".

Group: secp256kl [SEC2], where Ne = 33 and Ns = 32.

Oder(): Return Oxfffffffffffffffffffffffffffffffebaaedcebalf48a03
bbf d25e8cd0364141.

ldentity(): As defined in [SEC?].

Randontcal ar(): Inplenented by returning a uniformy random
Scalar in the range [0, G Oder() - 1]. Refer to Appendix D
for inplenentation guidance.

SerializeEl enent (A): Inplenmented using the conpressed Elliptic-
Curve-Point-to-Cctet-String nethod according to [ SECL],
yielding a 33-byte output. Additionally, this function
validates that the input elenment is not the group identity
el ement .

Deseri al i zeEl ement (buf): I nplenented by attenpting to deserialize
a 33-byte input string to a public key using the conpressed
Cctet-String-to-Elliptic-Curve-Point nmethod according to [ SEC1]
and then perform ng public key validation as defined in
Section 3.2.2.1 of [SEC1]. This includes checking that the
coordi nates of the resulting point are in the correct range,
the point is on the curve, and the point is not the point at
infinity. (As noted in the specification, validation of the
point order is not required since the cofactor is 1.) |If any

of these checks fail, deserialization returns an error.
SerializeScalar(s): |Inplenmented using the Field-El enent-to-Cctet-
String conversion according to [ SEC1].
Deserial i zeScal ar(buf): Inplenented by attenpting to deserialize
a Scalar froma 32-byte string using Cctet-String-to-Field-
El ement from [SECL]. This function can fail if the input does

not represent a Scalar in the range [0, G Oder() - 1].
Hash (H): SHA-256, which has 32 bytes of output.

Hi(nm: Inplenented as hash to field(m 1) (see [HASH TO CURVE],
Section 5.2) using expand_nessage_xmd with SHA-256 with
paraneters DST = contextString || "rho", F set to the Scal ar
field, p set to GOder(), m=1, and L = 48.

H2(m): I nplenented as hash to field(m 1) (see [HASH TO CURVE],
Section 5.2) using expand_nessage xmd with SHA-256 with
paraneters DST = contextString || "chal", F set to the Scal ar
field, p set to GOder(), m=1, and L = 48.

H3(m: Inplenented as hash to field(m 1) (see [HASH TO CURVE],
Section 5.2) using expand_nessage xnmd with SHA-256 with
paraneters DST = contextString || "nonce", F set to the Scal ar
field, p set to GOder(), m=1, and L = 48.



Hi(m: I nplenented by conmputing H(contextString || "nmsg" || m.
H5(m): I nplenented by conputing H(contextString || "comt || m.
Signature verification is as specified in Appendix B
Canoni cal signature encoding is as specified in Appendix A
6.6. Ciphersuite Requirenents

Future documents that introduce new ci phersuites MJST adhere to the
foll owi ng requirements

1. Hl, H2, and H3 all have output distributions that are close to
(i ndistinguishable from the uniformdistribution

2. Al hash functions MJST be donai n-separated with a per-suite
context string. Note that the FROST(Ed25519, SHA-512)
ci phersuite does not adhere to this requirenent for H2 alone in
order to nmaintain conpatibility with [ RFC8032].

3. The group MUST be of prime order and all deserialization
functions MJUST output elements that belong to their respective
sets of Elements or Scalars, or else fail.

4. The canonical signature encoding details are clearly specified.
7. Security Considerations

A security analysis of FROST is docunmented in [ FROST20] and

[ StrongerSec22]. At a high level, FROST provides security against
Exi stential Unforgeability Under Chosen Message Attacks (EUF-CMVA) as
defined in [StrongerSec22]. To satisfy this requirenent, the

ci phersuite needs to adhere to the requirenents in Section 6.6 and
the follow ng assunptions mnust hol d.

* The signer key shares are generated and distributed securely,
e.g., via a trusted dealer that perforns key generation (see
Appendi x C.2) or through a distributed key generation protocol

* The Coordi nator and at nmost (M N_PARTI Cl PANTS-1) participants may
be corrupted.

Note that the Coordinator is not trusted with any private

i nformati on, and comunication at the tinme of signing can be
performed over a public channel as long as it is authenticated and
reliable.

FROST provi des security agai nst DoS attacks under the foll ow ng
assunpti ons:

* The Coordi nator does not performa DoS attack

* The Coordi nator identifies msbehaving participants such that they
can be renoved fromfuture invocations of FROST. The Coordi nator
may al so abort upon detecting a m sbehaving participant to ensure
that invalid signhatures are not produced

FROST does not aimto achieve the foll owi ng goal s:

* Post-quantum security. FROST, like plain Schnorr signatures,
requires the hardness of the Discrete Logarithm Probl em

* Robustness. Preventing DoS attacks agai nst mni sbehavi ng
participants requires the Coordinator to identify and act on
m sbehavi ng partici pants; see Section 5.4 for nore informtion



Wi | e FROST does not provi de robustness, [ROAST] is a wapper
protocol around FROST that does.

* Downgrade prevention. All participants in the protocol are
assuned to agree on which algorithms to use

* Metadata protection. |If protection for netadata is desired, a
hi gher -1 evel comruni cati on channel can be used to facilitate key
generation and signing.

The rest of this section docunents issues particular to
i mpl ement ati ons or depl oynents.

.1. Side-Channel Mtigations

Several routines process secret val ues (nonces, signing keys /
shares), and dependi ng on the inplenentation and depl oynent
environment, mtigating side-channels may be pertinent. Mtigating
these side-channels requires inplenenting G ScalarMult(),

G Scal arBaseMul t (), G SerializeScalar(), and G DeserializeScalar() in
constant (val ue-independent) tine. The various ciphersuites |end
thenselves differently to specific inplenentation techniques and ease
of achi evi ng side-channel resistance, though ultimately avoiding

val ue- dependent comnputation or branching is the goal

.2. Optimzations

[ Stronger Sec22] presented an optim zation to FROST that reduces the
total nunber of Scalar multiplications fromlinear in the number of
signing participants to a constant. However, as described in

[ Stronger Sec22], this optim zation renoves the guarantee that the set
of signer participants that started round one of the protocol is the
sanme set of signing participants that produced the signature output
by round two. As such, the optimzation is NOT RECOMVENDED and is
not covered in this document.

. 3. Nonce Reuse Attacks

Section 4.1 describes the procedure that participants use to produce
nonces during the first round of signing. The randomess produced in
this procedure MJUST be sanpled uniformy at random The resulting
nonces produced via nonce_generate are indistinguishable from val ues
sampled uniformy at random This requirenment is necessary to avoid
replay attacks initiated by other participants that allow for a

conpl ete key-recovery attack. The Coordinator MAY further hedge

agai nst nonce reuse attacks by tracking participant nonce comm tnents
used for a given group key at the cost of additional state.

. 4. Prot ocol Fail ures

We do not specify what inplenentations should do when the protoco
fails other than requiring the protocol to abort. Exanples of viable
failures include when a verification check returns invalid or the
underlying transport failed to deliver the required nmessages.

.5. Renoving the Coordinator Role

In sone settings, it nay be desirable to onmit the role of the
Coordinator entirely. Doing so does not change the security

i mplications of FROST; instead, it sinply requires each parti ci pant
to comunicate with all other participants. W |oosely describe how
to perform FROST signing anong participants wi thout this coordi nator
role. W assunme that every participant receives a nessage to be
signed froman external source as input prior to performng the

pr ot ocol



Every partici pant begins by performing cormit() as is done in the
setting where a Coordinator is used. However, instead of sending the
conmmitnent to the Coordinator, every participant will publish this
commitnent to every other participant. In the second round,
participants will already have sufficient information to perform
signing, and they will directly performsign(). Al participants
will then publish their signature shares to one another. After
havi ng received all signature shares fromall other participants,
each participant will then performverify_signature_share and then
aggregate directly.

The requirenents for the underlying network channel remain the same
in the setting where all participants play the role of the
Coordinator, in that all exchanged nessages are public and the
channel must be reliable. However, in the setting where a player
attenpts to split the view of all other players by sending disjoint
val ues to a subset of players, the signing operation will output an
invalid signature. To avoid this DoS, inplenentations may wi sh to
define a nechani sm where nmessages are authenticated so that cheating
pl ayers can be identified and excl uded.

7.6. Input Message Hashi ng

FROST signatures do not pre-hash nmessage inputs. This neans that the
entire message must be known in advance of invoking the signing
protocol. Applications can apply pre-hashing in settings where
storing the full nessage is prohibitively expensive. 1n such cases,
pre-hashi ng MUST use a collision-resistant hash function with a
security level conmensurate with the security inherent to the

ci phersuite chosen. For applications that choose to apply pre-
hashing, it is RECOMVENDED t hat they use the hash function (H)
associated with the chosen ciphersuite in a manner simlar to how H4
is defined. |In particular, a different prefix SHOULD be used to
differentiate this pre-hash fromH4. For exanple, if a fictiona
protocol Quux decided to pre-hash its input nessages, one possible
way to do so is via H(contextString || "Quux-pre-hash" || n).

7.7. Input Message Validation

Message val i dation varies by application. For exanple, sone
applications may require that participants only process nessages of a
certain structure. |In digital currency applications, wherein

mul tiple participants may collectively sign a transaction, it is
reasonabl e to require each participant to check that the input
message is a syntactically valid transaction

As anot her exanple, some applications may require that participants
only process messages with pernitted content according to some
policy. In digital currency applications, this mght nean that a
transaction being signed is allowed and intended by the rel evant

st akehol ders. Another instance of this type of nessage validation is
in the context of [TLS], wherein inplenmentations may use threshold
signing protocols to produce signatures of transcript hashes. In
this setting, signing participants mght require the raw TLS
handshake nessages to validate before computing the transcript hash
that is signed.

In general, input nessage validation is an application-specific
consi deration that varies based on the use case and threat nodel.
However, it is RECOMMENDED that applications take additiona
precautions and validate inputs so that participants do not operate
as signing oracles for arbitrary nmessages.

8. | ANA Consi derati ons

Thi s docunent has no | ANA acti ons.



9. References

9.1. Nor mati v

e References

[ HASH TO- CURVE]

[ RFC2119]

[ RFC8032]

[ RFC8174]

[ Rl STRETTO

[ SEC1]

[ SEC2]

[ X9. 62]

9.2. Informat

[ Fel dnmanSec

[ FROST20]

[ Ml t Exp]

[ Por ni n22]

[ RFC4086]

Faz- Her nandez, A., Scott, S., Sullivan, N., Wahby, R S.,
and C. A Wod, "Hashing to Elliptic Curves", RFC 9380,
DO 10.17487/ RFC9380, August 2023,

<https://www. rfc-editor.org/info/rfc9380>.

Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,

DO 10.17487/ RFC2119, March 1997,

<https://www. rfc-editor.org/info/rfc2119>.

Josefsson, S. and |. Liusvaara, "Edwards-Curve Digital
Signature Algorithm (EJDSA)", RFC 8032,

DO 10.17487/ RFC8032, January 2017,
<https://ww.rfc-editor.org/info/rfc8032>.

Leiba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

de Vvalence, H, Gigg, J., Hanmburg, M, Lovecruft, I.,
Tankersley, G, and F. Val sorda, "The ristretto255 and
decaf 448 Groups", RFC 9496, DO 10.17487/ RFC9496, Decenber
2023, <https://ww rfc-editor.org/info/rfc9496>.

Standards for Efficient Cryptography, "SEC 1: Elliptic
Curve Cryptography", Version 2.0, May 2009,
<https://secqg.org/secl-v2. pdf >.

Standards for Efficient Cryptography, "SEC 2: Recommended
Elliptic Curve Dormai n Paraneters”, Version 2.0, January
2010, <https://secg.org/sec2-v2. pdf >,

Anerican National Standards Institute, "Public Key
Cryptography for the Financial Services Industry: the
Elliptic Curve Digital Signature Al gorithm (ECDSA)",
ANSI  X9. 62- 2005, Novemnber 2005.

i ve References

r et Shari ng]

Fel dman, P., "A practical scheme for non-interactive
verifiable secret sharing”, |EEE, 28th Annual Synposium on
Foundati ons of Conputer Science (sfcs 1987),

DO 10.1109/sfcs. 1987.4, Cctober 1987,

<https://doi.org/10. 1109/ sfcs. 1987. 4>.

Komo, C and |. Col dberg, "FROST: Flexible Round-
Optim zed Schnorr Threshol d Signatures”, Decenber 2020,
<https://eprint.iacr.org/2020/852. pdf >.

Connolly, D. and C. Gouvea, "Speeding up FROST with nulti-
scalar multiplication", June 2023, <https://zfnd.org/
speedi ng-up-frost-with-multi-scalar-multiplication/>.

Pornin, T., "Point-Halving and Subgroup Menbership in
Twi st ed Edwards Curves", Septenber 2022,
<https://eprint.iacr.org/2022/1164. pdf >.

Eastl ake 3rd, D., Schiller, J., and S. Crocker,



"Randommess Requirenents for Security", BCP 106, RFC 4086,
DO 10.17487/ RFC4086, June 2005,
<https://www. rfc-editor.org/info/rfc4086>.

[ RFC7748] Langley, A, Hanburg, M, and S. Turner, "Elliptic Curves
for Security", RFC 7748, DA 10.17487/ RFC7748, January
2016, <https://ww. rfc-editor.org/info/rfc7748>.

[ ROAST] Ruffing, T., Ronge, V., Jin, E., Schneider-Bensch, J., and
D. Schrder, "ROAST: Robust Asynchronous Schnorr Threshol d
Si gnatures”, Paper 2022/550, DO 10.1145/3548606, Novemnber
2022, <https://eprint.iacr.org/2022/550>.

[ Sham r Secr et Shar i ng]
Shamr, A, "How to share a secret", Association for
Conputing Machi nery (ACM, Conmmunications of the ACM Vol.
22, lssue 11, pp. 612-613, DO 10.1145/359168. 359176,
Noverber 1979, <https://doi.org/10.1145/359168. 359176>.

[ St ronger Sec22]
Bellare, M, Crites, E., Komo, C, Miller, M, Tessaro,
S., and C. Zhu, "Better than Advertised Security for Non-
interactive Threshol d Signatures"”,
DA 10.1007/978-3-031-15985-5_18, August 2022,
<https://crypto.iacr.org/ 2022/
paper s/ 538806 _1 En 18 Chapt er_Onl i nePDF. pdf >.

[ TLS] Rescorla, E., "The Transport Layer Security (TLS) Protocol
Version 1.3", RFC 8446, DO 10.17487/ RFC8446, August 2018,
<https://ww.rfc-editor.org/info/rfc8446>.

Appendi x A, Schnorr Signature Encodi ng

Thi s section describes one possibl e canoni cal encodi ng of FROST
signatures. Using notation from Section 3 of [TLS], the encoding of
a FROST signature (R z) is as follows:

struct {
opaque R _encoded[ Ne] ;
opaque z_encoded[ Ns] ;
} Signature;

Where Signature.R encoded is G SerializeEl ement(R),
Signature.z _encoded is G SerializeScalar(z), and Gis determ ned by
ci phersuite.

Appendi x B. Schnorr Signhature Ceneration and Verification for Prine-
O der G oups

This section contains descriptions of functions for generating and
verifying Schnorr signatures. It is included to conplenent the
routines present in [ RFC8032] for prinme-order groups, including
ristretto255, P-256, and secp256kl. The functions for generating and
verifying signatures are prime_order_sign and prime_order_verify,
respectively.

The function prinme_order_sign produces a Schnorr signature over a
message given a full secret signing key as input (as opposed to a key
share).

| nput s:
- nmBg, nMessage to sign, a byte string.
- sk, secret key, a Scalar.

Qut put s:
- (R 2z), a Schnorr signature consisting of an El erent R and



Scal ar z.

def prime_order_sign(msg, sk):
r G Randontscal ar ()
R = G Scal arBaseMul t (r)
PK = G Scal ar BaseMul t (sk)
commenc = G SerializeEl enent (R
pk_enc = G Seri al i zeEl enent ( PK)
chal  enge_i nput = commenc || pk_enc || nsg
¢ = H2(chal | enge_i nput)
z =1 + (c * sk) // Scalar addition and nultiplication
return (R, 2)

The function prinme_order_verify verifies Schnorr signatures with
validated inputs. Specifically, it assunes that the signature R
conmponent and public key belong to the prinme-order group.

| nput s:

- meg, signed nessage, a byte string.

- sig, atuple (R z) output fromsignature generation.
- PK, public key, an El enent.

Qut put s:
- True if signature is valid, and Fal se otherwi se.

def prime_order _verify(nmsg, sig = (R z), PK):
commenc = G SerializeEl enent (R
pk_enc = G Seri al i zeEl enent ( PK)
chal  enge_i nput = commenc || pk_enc || nsg
¢ = H2(chal |l enge_i nput)

G Scal ar BaseMul t (z)
R + G Scal arMul t (PK, c)

[
r
return | ==r

o

e

Appendi x C. Trusted Deal er Key Generation

One possi bl e key generation nechanismis to depend on a trusted
deal er, wherein the deal er generates a group secret s unifornmy at
random and uses Shamir and Verifiable Secret Sharing

[ Shami r Secret Sharing] as described in Appendices C.1 and C. 2 to
create secret shares of s, denoted as s i for i =1, ...,
MAX_PARTI Cl PANTS, to be sent to all MAX PARTI Cl PANTS partici pants.
This operation is specified in the trusted deal er_keygen al gorithm
The mat henmatical relation between the secret key s and the
MAX_PARTI Cl PANTS secret shares is fornmalized in the

secret _share_comnbi ne(shares) algorithm defined in Appendi x C. 1.

The deal er that perforns trusted_deal er_keygen is trusted to 1)
generate good randommess, 2) delete secret values after distributing
shares to each participant, and 3) keep secret values confidential.

I nput s:

- secret_key, a group secret, a Scalar, that MJIST be derived from at
| east Ns bytes of entropy.

- MAX_PARTI Cl PANTS, the nunber of shares to generate, an integer.

- M N_PARTI Cl PANTS, the threshold of the secret sharing schene,
an integer.

CQut put s:

- participant_private_keys, MAX PARTI Cl PANTS shares of the secret
key s, each a tuple consisting of the participant identifier
(a NonZeroScal ar) and the key share (a Scal ar).

- group_public_key, public key corresponding to the group signing
key, an El enent.

- vss_conmtnent, a vector commitnent of Elenments in G to each of



the coefficients in the pol ynom al defined by secret_key shares and
whose first elenment is G Scal arBaseMult(s).

def trusted_deal er _keygen(
secret _key, MAX_PARTI Cl PANTS, M N_PARTI Cl PANTS)

# Cenerate random coefficients for the pol ynonia
coefficients = []
for i in range(0, M N _PARTIClI PANTS - 1)

coefficients. append(G Randontcal ar ())
participant _private keys, coefficients = secret_share_shard(

secret _key, coefficients, MAX_PARTI Cl PANTS)

vss_conmmitment = vss_comit(coefficients):
return participant_private_keys, vss_commitnent[0], vss_conmm tnent

It is assuned that the deal er then sends one secret key share to each
of the NUM PARTI Cl PANTS participants, along with vss _comm t nent.
After receiving their secret key share and vss_comitnent,

partici pants MJST abort if they do not have the sanme view of
vss_conmitnent. The deal er can use a secure broadcast channel to
ensure each participant has a consistent view of this commtnent.
Furthernore, each participant MJST perform
vss_verify(secret _key share i, vss conmitnent) and abort if the check
fails. The trusted deal er MJUST del ete the secret_key and
secret _key shares upon conpl eti on.

Use of this nmethod for key generation requires a nutually

aut henti cated secure channel between the deal er and participants to
send secret key shares, wherein the channel provides confidentiality
and integrity. Mitually authenticated TLS is one possi bl e depl oynent
opti on.

C.1. Shamr Secret Sharing

In Shamir secret sharing, a dealer distributes a secret Scalar s to n
participants in such a way that any cooperating subset of at |east

M N_PARTI Cl PANTS partici pants can recover the secret. There are two
basic steps in this schenme: 1) splitting a secret into multiple
shares and 2) conbining shares to reveal the resulting secret.

This secret sharing scheme works over any field F. In this
specification, Fis the Scalar field of the prime-order group G

The procedure for splitting a secret into shares is as follows. The
al gorithm pol ynom al _evaluate is defined in Appendi x C 1. 1.

I nput s:

- s, secret value to be shared, a Scal ar.

- coefficients, an array of size M N _PARTICIPANTS - 1 with randomy
generated Scal ars, not including the Oth coefficient of the
pol ynomi al

- MAX_PARTI Cl PANTS, the nunber of shares to generate, an integer |ess
than the group order.

CQut put s:

- secret_key shares, A list of MAX PARTI Cl PANTS nunmber of secret
shares, each a tuple consisting of the participant identifier
(a NonZeroScal ar) and the key share (a Scal ar).

- coefficients, a vector of M N _PARTI Cl PANTS coefficients which
uni quely determine a polynonial f.

def secret_share_shard(s, coefficients, MAX PARTI Cl PANTS)
# Prepend the secret to the coefficients
coefficients = [s] + coefficients

# Eval uate the polynom al for each point x=1,...,n
secret _key_shares = []



for x_i in range(1l, MAX PARTI Cl PANTS + 1):
y i = polynom al eval uate(Scal ar(x_i), coefficients)
secret_key share i = (x_i, y_i)
secret _key shares. append(secret_key share_ i)

return secret_key_shares, coefficients

Let points be the output of this function. The i-th element in
points is the share for the i-th participant, which is the randomy

gener ated pol ynom al evaluated at coordinate i. W denote a secret
share as the tuple (i, points[i]) and the list of these shares as
shares. i MJST never equal O; recall that f(0) = s, where f is the

pol ynom al defined in a Shamir secret sharing operation

The procedure for conmbining a shares list of length M N_PARTI Cl PANTS
to recover the secret s is as follows; the algorithm
pol ynom al _interpolate constant is defined in Appendix C 1.1.

| nput s:
- shares, a list of at m nimum M N_PARTI Cl PANTS secret shares, each a
tuple (i, f(i)) where i and f(i) are Scal ars.

Qut put s:

- s, the resulting secret that was previously split into shares,
a Scal ar.

Errors:

"invalid paraneters", if fewer than M N_PARTI Cl PANTS i nput shares
are provided.

def secret_share_conbi ne(shares):
if len(shares) < M N_PARTI Cl PANTS
raise "invalid paraneters”
s = pol ynoni al _i nterpol ate_const ant (shar es)
return s

C.1.1. Additional Polynom al Operations

This section describes two functions. One function, denoted as

pol ynom al _evaluate, is for evaluating a polynomal f(x) at a
particul ar point x using Horner's method, i.e., conmputing y = f(x).
The ot her function, polynom al _interpolate constant, is for
recovering the constant termof an interpolating polynom al defined
by a set of points.

The function polynom al _evaluate is defined as foll ows.

I nput s:
- X, input at which to evaluate the polynom al, a Scal ar
- coeffs, the polynom al coefficients, a list of Scalars

Qut puts: Scalar result of the polynonial evaluated at input Xx

def pol ynomi al _eval uate(x, coeffs):
val ue = Scal ar (0)
for coeff in reverse(coeffs)
val ue *= x
val ue += coeff
return val ue

The function pol ynom al _i nterpol ate_constant is defined as foll ows.

I nput s:

- points, a set of t points with distinct x coordi nates on
a polynomal f, each a tuple of two Scal ar val ues representing the
x and y coordi nat es.



C 2.

CQut put s:
- f _zero, the constant termof f, i.e., f(0), a Scalar.

def pol ynoni al _i nterpol ate_const ant (poi nts):
x_coords =[]
for (x, y) in points:
Xx_coords. append( x)

f_zero = Scal ar (0)

for (x, y) in points:
delta =y * derive_interpolating_val ue(x_coords, Xx)
f zero += delta

return f_zero
Verifiable Secret Sharing

Fel dman’s Verifiable Secret Sharing (VSS) [Fel dnanSecr et Shari ng]

buil ds upon Shamir secret sharing, adding a verification step to
denonstrate the consistency of a participant’s share with a public
conmmitnent to the polynomial f for which the secret s is the constant
term This check ensures that all participants have a point (their
share) on the sanme pol ynomi al, ensuring that they can reconstruct the
correct secret later.

The procedure for committing to a polynomal f of degree at nost
M N_PARTI Cl PANTS-1 is as foll ows.

I nput s:
- coeffs, a vector of the M N _PARTI Cl PANTS coefficients that
uni quely determ ne a pol ynom al f.

Qut put s:
- vss_comitnent, a vector comitment to each of the coefficients in
coeffs, where each item of the vector conmritnment is an El enent.

def vss_commit(coeffs):
vss_conmitrment = []
for coeff in coeffs:
A i = G Scal ar BaseMul t (coef f)
vss_commi t ment . append(A_i)
return vss_comm t ment

The procedure for verification of a participant’s share is as
follows. |If vss verify fails, the participant MJST abort the
protocol, and the failure should be investigated out of band.

| nput s:

- share_i: Atuple of the form (i, sk_i), where i indicates the
participant identifier (a NonZeroScalar), and sk _i the
participant’s secret key, a secret share of the constant termof f,
where sk i is a Scal ar.

- vss_comitnent, a VSS cormitnent to a secret polynomial f, a vector
comritnent to each of the coefficients in coeffs, where each
el ement of the vector conmtment is an El enent.

Qut put s:
- True if sk i is valid, and Fal se otherwi se.
def vss_verify(share_i, vss_conmtnent)
(i, sk_i) = share_i
S i = G Scal arBaseMul t (sk_i)
Si’ = Gldentity()
for j in range(0, M N_PARTI Cl PANTS):
Si’' += G ScalarMult(vss_commitnent[j], powi, j))
r

return Si == S i’



We now define how the Coordinator and participants can derive group
info, which is an input into the FROST signing protocol.

I nput s:

- MAX_PARTI Cl PANTS, the nunber of shares to generate, an integer.

- M N_PARTI Cl PANTS, the threshold of the secret sharing schene,
an integer.

- vss_commitnent, a VSS conmitnent to a secret polynomial f, a vector
conmitnent to each of the coefficients in coeffs, where each
el ement of the vector conmitnent is an El enent.

CQut put s:

- PK, the public key representing the group, an El enent.

- participant_public_keys, a list of MAX PARTI Cl PANTS public keys
PK_i for i=1,..., MAX_PARTI Cl PANTS, where each PK_i is the public
key, an Elenent, for participant i.

def derive_group_i nfo( MAX_PARTI Cl PANTS, M N_PARTI Cl PANTS,
vss_conm tnent):
PK = vss_commi tnent [ 0]
partici pant_public_keys = []
for i in range(1, MAX_PARTI Cl PANTS+1):

PKi = Gldentity()
for j in range(0, M N_PARTICl PANTS):
PK i += G ScalarMult(vss _commtnent[j], powi, j))

partici pant _public_keys. append(PK i)
return PK, participant_public_keys

Appendi x D. Random Scal ar Generati on

Two popul ar algorithns for generating a randominteger uniformy
distributed in the range [0, G Order() -1] are described in the
sections that follow

D.1. Rejection Sanpling

Generate a random byte array with Ns bytes and attenpt to map to a
Scal ar by calling DeserializeScalar in constant tinme. |If it
succeeds, return the result. If it fails, try again with another
random byte array, until the procedure succeeds. Failure to

i mpl ement DeserializeScalar in constant time can | eak information
about the underlying correspondi ng Scal ar.

As an optim zation, if the group order is very close to a power of 2,
it is acceptable to onit the rejection test conpletely. In
particular, if the group order is p and there is an integer b such
that |p - 2”b|] is less than 2*(b/2), then Randonfscal ar can sinply
return a uniformy randominteger of at nost b bits.

D.2. Wde Reduction

Generate a randombyte array with | = ceil (((3 *

ceil(log2(G Oder()))) / 2) / 8) bytes and interpret it as an

i nteger; reduce the integer nodulo G Order() and return the result.
See Section 5 of [HASH TO CURVE] for the underlying derivation of |.

Appendi x E. Test Vectors

This section contains test vectors for all ciphersuites listed in
Section 6. Al Elenment and Scal ar values are represented in
serialized formand encoded i n hexadecinmal strings. Signhatures are
represented as the concatenation of their constituent parts. The

i nput nmessage to be signed is also encoded as a hexadeci mal string.

Each test vector consists of the follow ng information.



* Configuration. This lists the fixed paranmeters for the particul ar
instantiation of FROST, including MAX PARTI Cl PANTS,
M N_PARTI Cl PANTS, and NUM PARTI Cl PANTS

* Goup input paraneters. This lists the group secret key and
shared public key, generated by a trusted deal er as described in
Appendix C, as well as the input nessage to be signed. The
random y generated coefficients produced by the trusted dealer to
share the group signing secret are also listed. Each coefficient
is identified by its index, e.g., share_pol ynom al _coefficients[1]
is the coefficient of the first termin the polynomal. Note that
the O-th coefficient is omtted, as this is equal to the group
secret key. All values are encoded as hexadeci mal strings.

* Signer input paraneters. This lists the signing key share for
each of the NUM_PARTI Cl PANTS partici pants.

* Round one paraneters and outputs. This lists the NUM PARTI Cl PANTS
participants engaged in the protocol, identified by their
NonZeroScal ar identifier, and the followi ng for each participant:
the hiding and binding conm tnent val ues produced in Section 5.1;
the randommess val ues used to derive the conmitnment nonces in
nonce_generate; the resulting group binding factor input conputed
in part fromthe group conmtment |ist encoded as described in
Section 4.3; and the group binding factor as conputed in
Section 5. 2.

* Round two parameters and outputs. This lists the NUM PARTI Cl PANTS
partici pants engaged in the protocol, identified by their
NonZer oScal ar identifier, along with their correspondi ng out put
signature share as produced in Section 5. 2.

* Final output. This lists the aggregate signature as produced in
Section 5. 3.

FROST( Ed25519, SHA-512)

/1 Configuration infornmation
MAX_PARTI Cl PANTS: 3
M N_PARTI Cl PANTS: 2
NUM_PARTI Cl PANTS: 2

/1 Group input paraneters

participant list: 1,3

group_secret _key: 7b1c33d3f5291d85de664833beblad469f 7f b6025a0ec78b3a7
90c6e13a98304

group_public_key: 15d21ccd7eed42959562f c8aa63224c8851f b3ec85a3f af 66040
d380f 9738673

message: 74657374

share_pol ynom al _coefficients[1]: 178199860edd8c62f5212ee9lef f 1295d0d
670ab4ed4506866bae57e7030b204

/1 Signer input parameters

P1 participant_share: 929dcc590407aae7d388761cddbOc0db6f 5627aea8e217f
4a033f 2ec83d93509

P2 participant_share: a9le66e012e4364ac9aaad405f caf d370402d9859f 7b6685
c07eed76bf 409e80d

P3 participant_share: d3cb090a075eb154e82f db4b3cb507f 110040905468bb9c
46da8bdea643a9a02

/1 Signer round one outputs

P1 hi di ng_nonce_randonmess: 0f d2e39elllcdc266f 6cOf 4d0f d45¢c947761f 1f 5d
3cb583df ch9bbaf 8d4c9f ec

P1 bi ndi ng_nonce_randomess: 69cd85f 631d5f 7f 2721ed5e40519b1366f 340a87
c2f 6856363dbdcda348a7501



P1 hi di ng_nonce: 812d6104142944d5a55924de6d49940956206909f 2acaeedecda
2b726e630407

P1 bi ndi ng_nonce: b1110165fc2334149750b28dd813a39244f 315cff14d4e89e61
42f 262ed83301

P1 hi di ng_nonce_conmitnent: b5aa8ab305882a6f c69cbee9327e5a45e54c08af 6
lae77cb8207be3d2cel3de3

P1 bi ndi ng_nonce_commi tnent: 67e98ab55aa310c3120418e5050c9cf 76¢cf 387ch
20ac9e4b6f db6f 82a469f 932

P1 binding_factor _input: 15d21ccd7ee42959562f c8aa63224c¢8851f b3ec85a3f
af 66040d380f b9738673504df 914f a965023f b75c25ded4bb260f 417de6d32e5c442c¢
6ba313791cc9a4948d6273e8d3511f 93348ea7a708a9b862bc73ba2a79cf df e07729a
193751cbc973af 46d8ac3440e518d4ce440a0e7d4ad5f 62ca8940f 32de6d8dc00f c12
€c660b817d587d82f 856d277ce6473cae6d2f 5763f 7da2e8b4d799a3f 3e725d4522ec7
0100000000000000000000000000000000000000000000000000000000000000

P1 binding factor: f2ch9d7dd9beff688da6fcc83f a89046b3479417f 47f 55600b
106760eb3b5603

P3 hi di ng_nonce_randomess: 86d64a260059e495d0f b4f cc17ea3da7452391baa
494d4b00321098ed2a0062f

P3 bi ndi ng_nonce_randomess: 13e6b25af b2eba51716a9a7d44130c0dbae0004a
9ef 8d7b5550c8a0e07¢c61775

P3 hi di ng_nonce: ¢256de65476204095ebdc01bd11dc10e57b36bc96284595b8215
2223741 99c0e

P3 bi ndi ng_nonce: 243d71944d929063bc51205714ae3c2218bd3451d0214df b5ae
ec2a90c35180d

P3 hi di ng_nonce_conmtnent: cfbdbl65bd8aad6eb79deb8d287bcc0ab6658ae57
fdcc98ed12c0669e90aec9l

P3 bi ndi ng_nonce_conmitnent: 7487bc4labe712eea2f 2af 24681b58blcf 1da278
eallf e4e8b78398965f 13552

P3 bindi ng_factor_input: 15d21ccd7ee42959562f c8aa63224c8851f b3ec85a3f
af 66040d380f b9738673504df 914f a965023f b75¢c25ded4bb260f 417de6d32e5c442c¢
6ba313791cc9a4948d6273e8d3511f 93348ea7a708a9bh862bc73ba2a79cf df e07729a
193751cbc973af 46d8ac3440e518d4ce440a0e7d4ad5f 62ca8940f 32de6d8dc00f c12
€c660b817d587d82f 856d277ceb6473cae6d2f 5763f 7da2e8b4d799a3f 3e725d4522ec7
0300000000000000000000000000000000000000000000000000000000000000

P3 bi ndi ng_factor: b087686bf35a13f 3dc78e780a34b0f e8a77f ef 1b9938c563f 5
573d71d8d7890f

/1 Signer round two outputs

P1 sig share: 001719ab5a53eelal2095cd088f d149702c0720ce5f d2f 29dbecf 24
b7281b603

P3 sig _share: bd86125de990acc5elf 13781d8e32¢c03a9bbd4c53539bbc106058bf
d14326007

sig: 36282629c¢383bb820a88b71cae937d41f 2f 2adf cc3d02e55507e2f h9e2dd3che
bd9d2b0844e49ae0f 3f a935161el1419aab7b47d21a37ebeaelf 17d4987b3160b

E. 2. FROST(Ed448, SHAKE256)

/1 Configuration information
MAX_PARTI Cl PANTS: 3
M N_PARTI Cl PANTS: 2
NUM_PARTI Cl PANTS: 2

/1 Group input paraneters

participant_list: 1,3

group_secret _key: 6298eleef 3c379392caaed061ed8a31033¢c9e9e3420726f 23b4
04158a401cd9df 24632adf e6b418dc942d8a091817dd8bd70elc72ba52f 3c00
group_public_key: 3832f 82f da00f f 5365b0376df 705675b63d2a93¢c24c6e81d408
01ba265632bel0f 443f 95968f adb70d10786827f 30dc001c8d0f 9b7c1d1b000
nmessage: 74657374

share_pol ynom al _coefficients[1]: dbd7a514f 7a731976620f 0436bd135f e8dd
dc3f add6e0d13dbd58a1981e587d377d48e0b7ce4e0092967c5e85884d0275a7a740b
6abdcd0500

/1 Signer input parameters
P1 participant_share: 4a2b2f5858a932ad3d3b18bd16e76ced3070d72f d79aed4



02df 201f 525e754716albc1b87a502297f 2a99d89ea054e0018eb55d39562f d0100
P2 participant_share: 2503d56c4f516444a45b080182h8a2ebbed4d9b2ab509f 25
308c88c0ea7ccdc44de’ef 4f c4f 63403a11b116372438ale287265cadef f 1f ch0700
P3 participant _share: 00db7a8146f 995db0a7cf 844ed89d8e94c2b5f 259378ff 6
6e39d172828b264185ac4decf 7219e4aa4478285b9c0eef 4f ccdf 3eea69dd980d00

/1 Signer round one outputs

P1 hi di ng_nonce_randonmmess: 9cda90c98863ef 3141b75f 09375757286b4bc323d
d6laeb45c07de45e4937bbd

P1 bi ndi ng_nonce_randomess: 781bf 4881ffelaa06f 9341a747179f 07a49745f 8
€cd37d4696f 226aa065683c0a

P1 hidi ng_nonce: f922beb51a5ac88d1e862278d89e12c05263b945147db04b9566
acb2b5b0f 7422cceadf 9286f 4f 80e6b646e72143eeaecc0e5988f 8b2b93100

P1 bi ndi ng_nonce: 1890f 16al120cdeac092df 29955a29c7cf 29c13f 6f 7be60e63d6
3f 3824f 2d37e9c¢3a002df ef c232972dc08658a8¢c37c3ec06a0c5dc146150500

P1 hi di ng_nonce_conmitnent: 3518c2246c874569e54ab254chlda666ca30f 7879
605cc43b4d2c47a521f 8b5716080ab723d3a0cd04b7e41f 3cc1d3031c94ccf 3829b23
f e80

P1 bi ndi ng_nonce_commi tnent: 11b3d5220c57d02057497de3c4eebab384900206
592d877059b0a5f 1d5250d002682f 0e22df f 096c46bb81b46d60f cf e7752ed47cea76
¢3900

P1 binding_factor_input: 3832f82fda00ff5365b0376df 705675b63d2a93c24c6
€81d40801ba265632bel0f 443f 95968f adb70d10786827f 30dc001c8d0f 9b7c1d1b00
0e9a0f 30b97f e77ef 751b08d4e252a3719ae9135e7f 7926f 7e3b7dd6656b27089ca35
4997f e5a633aa0946c89f 022462e7e9d50f d6ef 313f 72d956ea4571089427daal862f
623a41625177d91e4a8f 350ce9c8bd3bc7c766515dc1dd3aleab93777526b616ccchl
48f ele5992dclae705c8bha2f 97ca8983328d41d375ed1e5f de5¢c9d672121c9e8f 177f
4al1a9b2575961531b33f 054451363c8f 27618382cd66cel4ad93b68dac6a09f 5edchce
€c813906hb3f c50b8f ef 1cc09757b06646f 38ceed1674cd6ced28a59¢c93851b325¢c6a9
ef 6a4b3b88860b7138e€246034561c7460db0b3f ae501000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000

P1 binding factor: 71966390df dbed73cf 9b79486f 3b70e23b243e6c40638f b559
98642a60109daecbf ch879eed9f e7dbbed8d9e47317715a5740f 772173342e00

P3 hi di ng_nonce_randomess: b3adf 97ceea770e703ab295babf 311d77e956a20d
3452b4b3344aa89a828e6df

P3 bi ndi ng_nonce_randomess: 81dbe7742b0920930299197322b255734e52bbb9
1f 50cf e8ce689f 56f adbce31l

P3 hi di ng_nonce: cch5cl1e82f23e0a4b966b824dbc7b0ef 1cch5f 56eeac2ad4l26e2b
2143c5f 3a4d890c¢52d27803abcf 94927f af 3f c405c0b2123a57a93cef a3b00

P3 bi ndi ng_nonce: e089df 9bf311cf71le2a24ea27af 53e07b846d09692f e11035a
1112f 04d8b7462a62f 34d8c01493a22b57alcbf 1f 0a46¢c77d64d46449a90100

P3 hi di ng_nonce_conm tnent: 1254546d7d104c04e4f bcf 29e05747e2edd392f 67
87d05a6216f 3713ef 859ef e573d180d291e48411e5e3006e9f 90ee986ccc26b7a4249
0b80

P3 bi ndi ng_nonce_conmmi tnent: 3ef 0cec20bel5e56b3ddch6f 7b956f caOc8f 7199
0f 45316b537b4f 64c5e8763e6629d7262f f 7cd0235d0781f 23be97bf 8f a8817643eal
9¢d00

P3 bi ndi ng_factor_i nput: 3832f82f da00f f 5365b0376df 705675b63d2a93c24c6
€81d40801ba265632bel0f 443f 95968f adb70d10786827f 30dc001c8d0f 9b7c1d1b00
0e9a0f 30b97f e77ef 751b08d4e252a3719ae9135e7f 7926f 7e3b7dd6656b27089ca35
4997f e5a633aa0946c89f 022462e7e9d50f d6ef 313f 72d956€a4571089427daal862f
623a41625177d91e4a8f 350ce9c8bd3bc7¢c766515dc1dd3aleab93777526b616ccchl
48f e1e5992dclae705c8ba2f 97ca8983328d41d375ed1e5f de5¢c9d672121c9e8f 177f
4al1a9b2575961531b33f 054451363c8f 27618382cd66cel4ad93b68dac6a09f 5edchc
€cc813906b3f c50b8f ef 1cc09757b06646f 38ceed1674cd6ced28a59¢93851b325c6a9
ef 6a4b3b88860b7138ee246034561c7460db0b3f ae503000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000

P3 bi ndi ng_factor: 236a6f7239ac2019334bad21323ec93bef 2f ead37bd5511435
6419f 3f c1f b59f 797f 44079f 28b1a64f 51dd0al13f 90f 2c3alc27d2f aa4f 1300

/1 Signer round two outputs

Pl sig_share: eleb9bfbef792776b7103891032788406c070c5¢c315e3bf 5d64acd4
6ea8855e85b53146150a09149665chf ec71626810b575e6f 4dbe9ba3700

P3 sig _share: 815434eb0b9f 9242d54b8baf 2141f e28976cabe5f 441ccf cd5ee7cd



E. 3.

b4b52185b02b99e6de28e2ab086¢c7764068c5a01b5300986b9f 084f 3e00

sig: cdb42cba59c449dad8e896a78a60e8edf cbd9040df 524370891f f 8077d47ce72
1d683874483795f 0d85ef chd642c4510614328605a19c6ed806f f b773b6956419537¢
df db2b2a51948733de192dcc4b82dc31580a536db6d435e0chb3ce322f bef 9ec23362d
da27092c08767e607bf 2093600

FROST(ristretto255, SHA-512)

/1 Configuration information
MAX_PARTI Cl PANTS: 3
M N_PARTI Cl PANTS: 2
NUM_PARTI Cl PANTS: 2

/1 Group input paraneters

participant list: 1,3

group_secret _key: 1b25a55e463cf d15cf 14a5d3acc3d15053f 08da49c8af cf 3ab2
65f 2ebc4f 970b

group_public_key: e2a62f39eedell269e3bd5a7d97554f 5ca384f 9f 6d3dd9c3c0d
05083c7254f 57

message: 74657374

shar e_pol ynoni al _coefficients[1]: 410f8b744b19325891d73736923525a4f 59
6c805d060df b9c98009d34e3f ec02

[l Signer input parameters

P1 participant_share: 5c3430d391552f 6e60ecdc093ff 9f 6f 4488756aa6cebdba
d75a768010b8f 830e

P2 partici pant_share: bO06fc5eac20b4f 6e1b271d9df 2343d843elelf b03c4chbb6
73f 2872d459cebf 01

P3 participant_share: f17e505f0e2581c6acfe54d3846a622834b5e7b50cad9a?
109a97ba7a80d5c04

/1 Signer round one outputs

P1 hi di ng_nonce_randomess: f595a133b4d95c6elf 79887220c8b275ce6277e7f
68a6640ele7140f 9be2f b5c

P1 bi ndi ng_nonce_randomess: 34dd1001360e3513cb37bebf abe7bed4a32c5bb91l
bal9f bd4360d039111f Of bdc

P1 hidi ng_nonce: 214f 2cabb86ed71427ea7ad4283b0f ae26b6746c801ce824b83c
eb2b99278c03

P1 bi ndi ng_nonce: ¢9b8f5e16770d15603f 744f 8694c44e335e8f aef 00dad182b8d
7a34a62552f Oc

P1 hi di ng_nonce_conmitment: 965def 4d0958398391f c06d8c2d72932608b1e625
5226de4f b8d972dac15f d57

P1 bi ndi ng_nonce_conmmitnent: ec5170920660820007ae9e1d363936659ef 622f 9
9879898dbh86e5bf 1d5bf 2a14

P1 bindi ng_factor_input: e2a62f39eedell269e3bd5a7d97554f 5ca384f 9f 6d3d
d9c3c0d05083c7254f 572889dde2854e26377al6caf 77df ee5f 6be8f e5b4c80318da8
4698a4161021b033911db5ef 8205362701bc9ecd983027814abee94f 46d094943a2f 4
b79a6e4d4603e52c435d8344554942a0a472d8ad84320585b8da3ae5b9ce31cd1903f
795claf 66de22af 1a45f 652cd05eed446b1b409laaccc91le2471cd18a85a659cecdllf
0100000000000000000000000000000000000000000000000000000000000000

P1 bindi ng_factor: 8967fd70f a06a58e5912603317f a94c77626395a695a0e4de4e
fc4476662ebalc

P3 hi di ng_nonce_randommess: daaOcf42a32617786d390e0c7edf bf 2ef bd428037
069357b5173ae61d6dd5d5e

P3 bi ndi ng_nonce_randomess: b4387e72b2e4108ced4168931cc2c7f ccebf 345a5
297368952¢18b5f ¢8473f 050

P3 hi di ng_nonce: 3f7927872b0f 9051dd98dd73eb2b91494173bbe0f eb65a3e7e58
d3e2318f a40f

P3 bi ndi ng_nonce: ffd79445fb8030f 0a3ddd3861aa4b42b618759282bf e24f 1f 93
04c7009728305

P3 hi di ng_nonce _conmmtnent: 480e06e3del82bf 83489c45d7441879932f d7b434
a26af 41455756264f bd5d6e

P3 bi ndi ng_nonce_conmmi tnent: 3064746df d3c1862ef 58f c68c706da287dd92506
6865ceacc816b3a28c7b363b

P3 bi ndi ng_factor_input: e2a62f 39eedel1269e3bd5a7d97554f 5ca384f 9f 6d3d



d9c3c0d05083c7254f 572889dde2854e26377al6caf 77df ee5f 6be8f e5b4c80318da8
4698a4161021b033911db5ef 8205362701bc9ecd983027814abee94f 46d094943a2f 4
b79a6e4d4603e52c435d8344554942a0a472d8ad84320585b8da3ae5b9ce31cd1903f
795claf 66de22af 1a45f 652cd05ee446b1b4091aaccc91e2471cd18a85a659cecdllf
0300000000000000000000000000000000000000000000000000000000000000

P3 binding_factor: f2clbb7c33a10511158c2f 1766ad4a5f adf 9f 86f 2a92692ed33
3128277cc31006

/1 Signer round two outputs

Pl sig_share: 9285f875923ce7e0c491a592e9eal865ec1b823ead4854b48c8a462
87749ee09

P3 sig share: 7cb211f e0e3d59d25db6e36b3f b32344794139602a7b24f 1aeOdc4e
26ad7b908

sig: fc45655f bc66bbf fad654eadcesf dae253a49a64ace25d9adh62010dd9f b2555
2164141787162e5b4cab915b4aa45d94655dbb9ed7¢c378a53b980a0be220a802

E. 4. FROST(P-256, SHA-256)

/1 Configuration information
MAX_PARTI Cl PANTS: 3
M N_PARTI Cl PANTS: 2
NUM_PARTI Cl PANTS: 2

[l Group input paraneters

participant list: 1,3

group_secret _key: 8ba9bba2e0f d8c4767154d35a0b7562244a4aaf 6f 36c8f h8735
f a48b301bd8de

group_public_key: 023a309ad94e9f e8a7ba45df c58f 38bf 091959d3c99cf bd02b4
dc00585ec45ab70

message: 74657374

share_pol ynom al _coefficients[1l]: 80f25e6c0709353e46bf be882allbdbblf8
097e46340eb8673b7e14556e6¢c3a4

/1 Signer input parameters

P1 participant_share: 0c9cla0Of e806c184add50bbdcac913dda73e482daf 95dch
9f 35dbb0d8a9f 7731

P2 participant_share: 8d8e787bef Of f 6¢c2f 494cad45f 4dad198c6bee01212d6c84
067159c52e1863ad5

P3 participant_share: 0e80d6e8f6192c003b5488celeec8f 5429587d48cf 00154
1e713b2d53c09d928

/1 Signer round one outputs

P1 hi di ng_nonce_randommess: ec4c891c85f ee802a9d757a67d1252e7f 4e5ef b8a
538991ac18f bdOe06f b6f d3

P1 bi ndi ng_nonce_randomess: 9334e29d09061223f 69a09421715a347ed4e6deba
77444c8f 42b0c833f 80f 4ef 9

P1 hi di ng_nonce: 9f0542a5ba879a58f 255¢c09f 06da7102ef 6a2dec6279700c656d
58394d8f acd4

P1 bi ndi ng_nonce: 6513df e7429aa2f c972c69bb495b27118c45bbc6e654bb9dc9b
e55385b55¢c0d7

P1 hidi ng_nonce_conmitrent: 0213b3e6298bf 8ad46f d5€9389519a8665d63d98f
4ecbalf ccad434e809d2d8070e

P1 bi ndi ng_nonce_commi tnent: 02188ff 1390bf 69374d7b272e454b1878ef 10a6b
6ea3f f 36f 114b300b4dbd5233b

P1 binding _factor_input: 023a309ad94e9f e8a7ba45df c58f 38bf 091959d3c99c
f bd02b4dc00585ec45ab70825371853e974bc30ac5b947b216d70461919666584c70c¢
51f 9f 56f 117736¢c5d178dd0b521ad9c1abe98048419chdec81504c85e12ehb40e3bch6
ec73d3f c4af d0O0O0000000000000000000000000000000000000000000000000000000
0000001

P1 binding_factor: 7925f0d4693f 204e6€59233e92227¢c7124664a99739d2c06b8
lcf 64ddf 90559e

P3 hi di ng_nonce_randonmess: c0451c5a0a5480d6c1f 860e5db7d655233dca2669
f d90f f 048454b8ce983367b

P3 bi ndi ng_nonce_randomess: 2ba5f 7793ae700e40e78937a82f 407dd35e847e3
3d1e607b5c7eb6ed2a8ed799



P3 hi di ng_nonce: f73444a8972bcda9e506bbca3d2b1c083c10f acdf 4bb5d47f ef 7
c2dc1d9of 2a0d

P3 bi ndi ng_nonce: 44c6a29075d6e7e4f 8b97796205f 9€22062e7835141470af e94
17fd317c¢1c303

P3 hi di ng_nonce_conmit ment: 033ac9a5f e4a8b57316balc34e8a6de453033b750
€8984924a984eb67alle73a3f

P3 bi ndi ng_nonce_commi tnent: 03a7a2480eel6199262e648aea3acab628a53e9b
8c1945078f 2ddf bdc98b7df 369

P3 binding_factor_input: 023a309ad94e9f e8a7ba45df c58f 38bf 091959d3c99c
f bd02b4dc00585ec45ab70825371853e974bc30ac5b947b216d70461919666584c70c¢
51f 9f 56f 117736¢5d178dd0b521ad9c1abe98048419cbdec81504c85e12eb40e3bch6
ec73d3f c4af d00O0000000000000000000000000000000000000000000000000000000
0000003

P3 binding_factor: e10d24a8a403723bcbh6f 9bb4c537f 316593683b472f 7a89f 16
6630ddel11822c4

/1 Signer round two outputs

P1 sig _share: 400308eaed7a2ddee02a265abebalcf e04d946ee8720768899619cf
abe7a3aeb

P3 sig share: 561da3c179edbb0502d941bb3e3ace3c37d122aaa46f b54499f 15f 3
a3331de44

sig: 026d8d434874f 87bdb7bc0df d239b2c00639044f 9dcb195e9a04426f 70bf a4b7
0d9620acac6767e8e3e3036815f cadeb3a3caa69992b902bcd3352f c34f 1ac192f

E.5. FROST(secp256k1l, SHA- 256)

/1 Configuration information
MAX_PARTI Cl PANTS: 3
M N_PARTI Cl PANTS: 2
NUM_PARTI Cl PANTS: 2

/1 Group input paraneters

participant list: 1,3

group_secret _key: 0d004150d27c3bf 2a42f 312683d35f ac7394b1e9e318249c 1bf
e7f 0795a83114

group_public_key: 02f37c34b66cedlf b51c34a90bdae006901f 10625cc06c4f 646
63b0eae87d87b4f

message: 74657374

share_pol ynoni al _coefficients[1]: fbf85eadae3058ealadf19148bb72b45e439
9c0b16028acaf 0395c¢9b03c823579

/1 Signer input parameters

P1 participant _share: 08f89ffe80ac94dcb920c26f 3f 46140bf c7f 95b493f 8310
f 5f clea2b01f 4254c

P2 partici pant_share: 04f Of eac2edcedc6cel253b7f ab8c86b856a797f 44d83d8
2a385554e6e401984

P3 participant _share: 00e95d59dd0d46b0e303e500b62b7ccb0e555d49f 5b849f
5e748c071da8c0dbc

/1 Signer round one outputs

P1 hi di ng_nonce_randomess: 7eabed09af 19f 6ff21040c07ec2d2adbd35b759da
5a401d4c99dd26b82391ch2

P1 bi ndi ng_nonce_randomess: 47acab018f 116020c10cbh9b9abdc7acl0aaelb48
ca6e36dcl5ach6ec9bebcdch

P1 hidi ng_nonce: 841d3a6450d7580b4da83c8e618414d0f 024391f 2aeb511d7579
224420aa81f 0

P1 bi ndi ng_nonce: 8d2624f 532af 631377f 33cf 44b5ac5f 849067cae2each88680a
31e77c¢79b5a80

P1 hi di ng_nonce_conmitnent: 03c699af 97d26bb4d3f 05232ec5e1938c12f 1eb6ae
97643c8f 8f 11c9820303f 1904

P1 bi ndi ng_nonce_conmitnent: 02fa2aaccd51b948c9dcla325d77226e98a5a3fe
65f e9ba213761a60123040a45e

P1 bi ndi ng_factor_input: 02f37c34b66cedlf b51c34a90bdae006901f 10625cc0
6c4f 64663b0eae87d87b4f f f 9b5210f f bb3c07a73a7c8935bed4a8c62cf 015f 6¢f 7ade
6ef ac09a6513540f c3f 5a816aaebc2114a811a415d7a55db7c5¢cbclcf 27183e79dd9d



ef 941b5d4801000000000000000000000000000000000000000000000000000000000
0000001

P1 binding _factor: 3e08fe561e075c653chf d46908a10e7637c70c74f 0a77d5f d4
5d1a750c739ec6

P3 hi di ng_nonce_randomess: e6cc56ccbd0502b3f 6f 831d91e2ebd01c4de0479e
0191b66895a4f f d9b68d544

P3 bi ndi ng_nonce_randomess: 7203d55eb82a5ca0d7d83674541ab55f 6e76f 1b8
5391d2c¢13706a89a064f d5b9

P3 hi di ng_nonce: 2b19b13f 193f 4ce83a399362a90cdcle0ddcd83e57089a7af Obd
ca71d47869bh2

P3 bi ndi ng_nonce: 7a443bde83dc63ef 52dda354005225ba0e553243402a4705ce?2
8f f aaf eOf 5b98

P3 hi di ng_nonce_conm tnent: 03077507ba327f c074d2793955ef 3410ee3f 03b82
b4cdc2370f 71d865beb926ef 6

P3 bi ndi ng_nonce_conmi tnent: 02ad53031ddf bbacf c5f bda3d3b0c2445c8e3e99
cbc4ca2db2aa283f a68525b135

P3 bi ndi ng_factor_input: 02f37¢c34b66cedlf b51c34a90bdae006901f 10625cc0
6¢c4f 64663b0eae87d87b4af f f 9b5210f f bb3c07a73a7c8935bed4a8c62cf 015f 6¢f 7ade
6ef ac09a6513540f c3f 5a816aaebc2114a811a415d7a55db7c5¢cbclcf 27183e79dd9d
ef 941b5d4801000000000000000000000000000000000000000000000000000000000
0000003

P3 binding factor: 93f79041bb3f d266105be251adaeb5f d7f 8b104f b554a4ba9a
Obecea48ddbf d7

/1 Signer round two outputs

P1 sig share: c4fcel775alel4lfb579944166eab0d65eef e7b98d480a569bbbf cb
14f91c197

P3 sig share: 0160f d0d388932f 4826d2ebcd6b9eaba734f 7c71cf 25b4279a4ca25
81e47b18d

sig: 0205b6d04d3774c8929413e3c76024d54149c372d57aae62574ed74319b5eals
d0c65dde8492a7471437e6¢c2f e3da49b90d23f 642b5c6dbe7e36089f 096dd97324
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