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1.

Overvi ew

YANG [ RFC7950] is a data definition |anguage used to define the
contents of a conceptual datastore that allows networked devices to
be managed usi ng NETCONF [ RFC6241]. YANG is proving rel evant beyond
its initial confines as bindings to other interfaces (e.g., RESTCONF
[ RFC8040]) and encodi ngs other than XM. (e.g., JSON) are being
defined. Furthernore, YANG data nodels can be used as the basis for
i npl ementation of other interfaces, such as Command-Line Interfaces
(CLIs) and programmatic APIs.

Thi s docunent defines a YANG data nodel augnenting the | ETF OSPF YANG
data nodel [RFC9129], which itself augnents [RFC8349], to provide
support for configuration and operational state for OSPFv3 Extended
Link State Advertisenents (LSAs) as defined in [ RFC8362].

The YANG nodul e specified in this docunent conforms to the Network
Management Datastore Architecture (NVDA) [ RFC8342].

Tree Di agrans

Thi s docunent uses the graphical representation of data nodels
defined in [ RFC8340].

CSPFv3 Ext ended LSAs

Thi s document defines a YANG data nodel for the OSPFv3 Extended LSA
feature. It is an augnmentation of the OSPF base nodel [RFC9129] to
provi de support for OSPFv3 LSA Extensibility [RFC8362]. OSPFv3

Ext ended LSAs provi de extensi ble TLV-based LSAs for the base LSA
types defined in [ RFC5340].

The OSPFv3 Extended LSA YANG nodul e requires support for the OSPF
base nodel, which defines basic OSPF configuration and state. The
OSPF YANG dat a nodel augnents the "ietf-routing" YANG data node
defined in [ RFC8349]. The augnentations defined in the "ietf-ospfv3-
ext ended-| sa" YANG nodul e provide gl obal configuration, area
configuration, and the additi on of OSPFv3 Extended LSAs to the Link
St at e Database (LSDB) operational state.

modul e: i etf-ospfv3-extended-I|sa

augnent /rt:routing/rt:control-plane-protocols
/rt:control-pl ane-protocol /ospf: ospf:
+--rw ext ended- | sa- support ? bool ean
augrment /rt:routing/rt:control-pl ane-protocols
/rt:control-pl ane- protocol / ospf: ospf/ospf: areas
[ ospf:area
+--rw ext ended- | sa- support ? bool ean
augnent /rt:routing/rt:control-plane-protocols
/rt:control-pl ane-protocol /ospf: ospf/ospf:areas/ospf:area
[ospf:interfaces/ospf:interface/ospf:database
[ ospf:link-scope-I|sa-type/ospf:link-scope-I|sas
[ ospf:link-scope-I|sal/ospf:version/ospf:ospfv3/ospf:ospfv3
[ ospf: body:
+--ro e-link
+--ro rtr-priority? uint8
+--ro |l sa-options
| +--ro |Isa-options* i dentityref
+--ro e-link-tlvs* []
+--ro unknown-tlv

| +--ro type? uintl6
| +--ro length? ui nt 16
| +--ro value? yang: hex-string

+--ro intra-prefix-tlv



+--ro nmetric? ospf:ospf-metric

+--ro prefix? inet:ip-prefix
+--ro prefix-options
| +--ro prefix-options* i dentityref

+--r0 sub-tlvs* []
+--ro unknown-sub-tlv

I
I
I
I
I
I
| +--ro type? ui nt 16
| +--ro length? ui nt 16
| +--ro val ue? yang: hex-string
+--ro ipv6-link-local-addr-tlv
| +--ro link-1ocal -address? i net:ipv6-address
|  +--ro sub-tlvs* []
| +--ro0 unknown-sub-tlv
| +--ro type? uintl6
| +--ro length? uintl6
| +--ro val ue? yang: hex-string
+--ro ipv4-link-local-addr-tlv
+--ro link-1ocal -address? i net:ipv4-address

+--r0 sub-tlvs* []
+--ro unknown-sub-tlv

+--ro type? uintl6
+--ro |l ength? ui nt 16
+--ro val ue? yang: hex-string

augnment /rt:routing/rt:control-plane-protocols

/rt:control -pl ane-protocol / ospf: ospf/ospf:areas/ospf:area

[ ospf: dat abase/ ospf : ar ea- scope-| sa-type
[ ospf: area-scope-| sas/ ospf: area-scope-| sa/ ospf: version
[ ospf: ospfv3/ ospf: ospfv3/ ospf: body:
+--ro0 e-router
+--ro router-bits

| +--ro rtr-lsa-bits* identityref
+--ro | sa-options
| +--ro |Isa-options* i dentityref

+--r0 e-router-tlvs* []
+--ro unknown-tlv

| +--ro type? uint16

| +--ro length? uint 16

| +--ro value? yang: hex-string
+--ro interface-id? ui nt 32
+--ro0 nei ghbor-interface-id? ui nt 32
+--ro nei ghbor-router-id? rt-types:router-id
+--ro type? ospf:router-Ilink-type
+--ro nmetric? ospf:ospf-link-nmetric

+--1r0 sub-tlvs* []

I

I

I

I

I

I

I

I

I

| +--ro link-tlv
I

I

I

I

I

I

| +--ro unknown-sub-tlv
I

I

I

+--ro attached-router-tlv

+--ro type? uintl16
+--ro length? uint16
+--ro val ue? yang: hex-string

+--ro e-network

| +--ro Isa-options

| | +--ro |lsa-options* i dentityref

| +--ro e-network-tlvs* []

| +--ro unknown-tlv

| | +--ro type? uint 16

| | +--ro length? ui nt 16

| | +--ro value? yang: hex-string

I

I

+--ro adj acent - nei ghbor-router-id* rt-types:router-id

+--r0 e-nssa

| +--ro e-external-tlvs* []

| +--ro unknown-tlv

| | +--ro type? uintl6

| | +--ro length? ui nt 16

| | +--ro value? yang: hex-string
I

+--ro external -prefix-tlv



+--ro flags

| +--ro ospfv3-e-external -prefix-bits* i dentityref
+--ro0 nmetric? ospf:ospf-netric

+--ro prefix? inet:ip-prefix

+--ro prefix-options

| +--ro prefix-options* i dentityref

I
I
I
I
I
I
| +--r0 sub-tlvs* []

| +--ro ipv6-fwd-addr-sub-tlv

| | +--ro forwarding-address? i net:ipv6-address
I

I

I

I

I

I

I

I

+--r0 sub-tlvs* []
+--ro unknown-sub-tlv

+--ro ipva-fwd-addr-sub-tlv
| +--ro forwarding-address? i net:ipv4-address
+--ro0 route-tag-sub-tlv
| +--ro route-tag? ui nt 32
+--ro0 unknown-sub-tlv
+--ro type? uintl6
+--ro length? uintl6
+--ro val ue? yang: hex-string
+--r0 e-inter-area-prefix
| +--ro e-inter-prefix-tlvs* []
| +--ro unknown-tlv
| |  +--ro type? uintl6
| | +--ro length? ui nt 16
| | +--ro value? yang: hex-string
| +--ro inter-prefix-tlv
| +--ro nmetric? ospf:ospf-metric
| +--ro prefix? inet:ip-prefix
| +--ro prefix-options
| | +--ro prefix-options* i dentityref
I
I
I
I
I

+--ro0 destination-router-id? rt-types:router-id
+--1r0 sub-tlvs* []
+--r0 unknown-sub-tlv

+--ro type? uint 16
+--ro length? uintl6
+--ro val ue? yang: hex-string
+--ro0 e-inter-area-router
| +--ro e-inter-router-tlvs* []
| +--ro unknown-tlv
| | +--ro type? uint 16
| | +--ro length? ui nt 16
| | +--ro value? yang: hex-string
| +--ro inter-router-tlv
| +--ro | sa-options
| | +--ro |Isa-options* i dentityref
| +--ro nmetric? ospf:ospf-metric
I
I
I
| +--ro type? ui nt 16
| +--ro length? uint16
| +--ro val ue? yang: hex-string
+--r0 e-intra-area-prefix
+--ro referenced-1|s-type? uintl6
+--ro referenced-1ink-state-id? ui nt 32
+--ro referenced-adv-router? rt-types:router-id

+--ro0 e-intra-prefix-tlvs* []
+--ro unknown-tlv

| +--ro type? uintl6

| +--ro length? uintl6

| +--ro value? yang: hex-string

+--ro intra-prefix-tlv
+--ro metric? ospf:ospf-metric
+--ro prefix? inet:ip-prefix
+--ro prefix-options
| +--ro prefix-options* i dentityref

+--1r0 sub-tlvs* []
+--ro0 unknown-sub-tlv
+--ro type? uint16



+--ro length? uint 16
+--ro val ue? yang: hex-string
augnent /rt:routing/rt:control-plane-protocols

[rt:control-pl ane- protocol / ospf: ospf/ ospf: dat abase

[ ospf:as-scope-|sa-type/ ospf:as-scope-|sas

[ ospf: as-scope-|sal/ ospf:version/ospf:ospfv3/ospf: ospfv3

[ ospf : body:

+--ro e-as-external
+--ro0 e-external -tlvs* []
+--ro unknown-tlv

| +--ro type? uint16
| +--ro length? uint16
| +--ro value? yang: hex-string

+--ro external -prefix-tlv
+--ro flags

| +--ro ospfv3-e-external -prefix-bits* i dentityref
+--ro metric? ospf:ospf-netric

+--ro prefix? inet:ip-prefix

+--ro prefix-options

| +--ro prefix-options* identityref

+--1r0 sub-tlvs* []
+--ro ipve-fwd-addr-sub-tlv

| +--ro forwarding-address? i net:ipv6-address
+--ro ipva-fwd-addr-sub-tlv
| +--ro forwarding-address? i net:ipv4-address

+--r0 route-tag-sub-tlv
| +--ro route-tag? ui nt 32
+--r0 unknown-sub-tlv

+--ro type? uintl16
+--ro length? uint16
+--ro val ue? yang: hex-string

4. OSPFv3 Extended LSA YANG Modul e

The following RFCs are not referenced in the docunent text but are
referenced in the "ietf-ospfv3-extended-I|sa.yang" nodul e: [ RFC6991]
and [ RFC8294].

<CODE BEG NS> file "ietf-ospfv3-extended-| sa@024-06-07. yang"
nmodul e i et f-ospfv3-extended-|sa {
yang-version 1.1;
nanespace "urn:ietf:parans: xnm :ns:yang:ietf-ospfv3-extended-I|sa"
prefix ospfv3-e-lsa;

import ietf-routing-types {
prefix rt-types;
reference
"RFC 8294: Common YANG Data Types for the Routing Area";
}

inmport ietf-inet-types {
prefix inet;
ref erence
"RFC 6991: Common YANG Data Types";
}
inmport ietf-routing {
prefix rt;
ref erence
"RFC 8349: A YANG Data Model for Routing
Managenment (NVDA Version)";
}
import ietf-ospf {
prefix ospf;
ref erence
"RFC 9129: YANG Data Mddel for the OSPF Protocol";



organi zati on
"I ETF LSR - Link State Routing Wrking G oup"
cont act
"WG Web: <https://datatracker.ietf.org/wg/lsr/>
WG List: <mailto:lsr@etf.org>

Aut hor : Acee Li ndem
<mai |l to: acee.ietf @nuil.conr
Aut hor : Sharm | a Pal an

<mai | t o: sharm | a. pal ani @ri crosoft. conp
Aut hor : Yi ngzhen Qu
<mai | to: yi ngzhen.ietf @mail.conp";
description
"Thi s YANG nodul e defines the configuration and operationa
state for OSPFv3 Extended LSAs, which is comon across al
vendor inplenmentations. The semantics and encodi ngs for
OSPFv3 Extended LSAs are described in RFC 8362. OSPFv3
Ext ended LSAs provi de extensible TLV-based LSAs for the base
LSA types defined in RFC 5340.

Thi s YANG data nodel conforns to the Network Managenent
Dat astore Architecture (NVDA) as described in RFC 8342

Copyright (c) 2024 | ETF Trust and the persons identified as
aut hors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is pernmitted pursuant to, and subject to
the license ternms contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’s Legal Provisions

Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9587; see the
RFC itself for full legal notices.";

ref erence
"RFC 9587: YANG Data Mbdel for OSPFv3 Extended Link State
Advertisenments (LSAs)";

revi si on 2024-06-07 {
description
"Initial revision.";
ref erence
"RFC 9587: YANG Data Mdel for OSPFv3 Extended Link State
Advertisenments (LSAs)";

}

/*

* OSPFv3 Extended LSA Type ldentities
*

/

identity ospfv3-e-router-|lsa {
base ospf:ospfv3-1sa-type;
description
"OSPFv3 E-Router-LSA - Type 0xA021.";
ref erence
"RFC 8362: OSPFv3 Link State Advertisenent (LSA)
Extensibility, Section 4.1";

}

identity ospfv3-e-network-Isa {
base ospf:ospfv3-1sa-type;
description
"OSPFv3 E- Networ k- LSA - Type 0xA022.";
ref erence



"RFC 8362: OSPFv3 Link State Advertisenent (LSA)
Extensibility, Section 4.2";

}

identity ospfv3-e-sunmary-I|sa-type {
base ospf:ospfv3-1sa-type;
description
"OSPFv3 Ext ended Summary LSA types:
E-Inter-Area-Prefix-LSA and E-Inter-Area-Router-LSA ";
reference
"RFC 8362: OSPFv3 Link State Advertisenent (LSA)
Extensibility, Sections 4.3 and 4.4";

}

identity ospfv3-e-inter-area-prefix-Isa {
base ospfv3-e-sumary-1|sa-type;
description
"OSPFv3 E-Inter-Area-Prefix-LSA - Type 0xA023.";
ref erence
"RFC 8362: OSPFv3 Link State Advertisenent (LSA)
Extensibility, Section 4.3";

}

identity ospfv3-e-inter-area-router-Ilsa {
base ospfv3-e-summary-|sa-type;
description
"OSPFv3 E-Inter-Area-Router-LSA - Type 0xA024.";
ref erence
"RFC 8362: OSPFv3 Link State Advertisenent (LSA)
Extensibility, Section 4.4";

}

identity ospfv3-e-external -lsa-type {
base ospf:ospfv3-1sa-type;
description
"OSPFv3 Ext ended External LSA types:
E- AS- Ext er nal - LSA and E- NSSA-LSA (where
NSSA expands to Not - So- St ubby-Area).";
ref erence
"RFC 8362: OSPFv3 Link State Advertisenent (LSA)
Extensibility, Sections 4.5 and 4.6";

}

identity ospfv3-e-as-external-lsa {
base ospfv3-e-external -lsa-type;
description
"OSPFv3 E- AS- External -LSA - Type 0xC025.";
ref erence
"RFC 8362: OSPFv3 Link State Advertisenent (LSA)
Extensibility, Section 4.5";

}

identity ospfv3-e-nssa-lsa {
base ospfv3-e-external -1sa-type;
description
"OSPFv3 E- NSSA-LSA - Type 0xA027.";
ref erence
"RFC 8362: OSPFv3 Link State Advertisenent (LSA)
Extensibility, Section 4.6";

}

identity ospfv3-e-link-Isa {
base ospf:ospfv3-1sa-type;
description
"OSPFv3 E-Link-LSA - Type 0x8028.";
ref erence



"RFC 8362: OSPFv3 Link State Advertisenent (LSA)
Extensibility, Section 4.7";

}

identity ospfv3-e-intra-area-prefix-Isa {
base ospf:ospfv3-1sa-type;
description
"OSPFv3 E-Intra-Area-Prefix-LSA - Type 0xA029.";
ref erence
"RFC 8362: OSPFv3 Link State Advertisenent (LSA)
Extensibility, Section 4.8";

}

identity ospfv3-e-prefix-option {
description
"Base identity for OSPFv3 prefix options.";
reference
"RFC 8362: OSPFv3 Link State Advertisenment (LSA)
Extensibility, Section 3.1";

}

identity nu-bit {
base ospfv3-e-prefix-option
description
"When set, the prefix should be excluded
from|Pv6 unicast calculations.";
reference
"RFC 8362: OSPFv3 Link State Advertisenent (LSA)
Extensibility, Section 3.1
RFC 5340: OSPF for 1Pv6, Appendix A 4.1.1";

}

identity la-bit {
base ospfv3-e-prefix-option
description
"When set, the prefix is actually an IPv6 interface
address of the advertising router.”;
ref erence
"RFC 8362: OSPFv3 Link State Advertisenment (LSA)
Extensibility, Section 3.1
RFC 5340: OSPF for |Pv6, Appendix A 4.1.1";

}

identity p-bit {
base ospfv3-e-prefix-option
description
"When set, the NSSA prefix should be translated to an
E- AS- Ext ernal - LSA and advertised by the translating
NSSA Border Router.";
ref erence
"RFC 8362: OSPFv3 Link State Advertisenment (LSA)
Extensibility, Section 3.1
RFC 5340: OSPF for |Pv6, Appendix A 4.1.1";

}

identity dn-bit {
base ospfv3-e-prefix-option
description
"When set, the E-Inter-Area-Prefix-LSA or
E- AS- Ext ernal -LSA prefix has been advertised as an
L3VPN prefix.";
ref erence
"RFC 8362: OSPFv3 Link State Advertisenment (LSA)
Extensibility, Section 3.1
RFC 5340: OSPF for |Pv6, Appendix A 4.1.1";



identity n-bit {
base ospfv3-e-prefix-option
description
"When set, the prefix is a host address that identifies
the advertising router.";
ref erence
"RFC 8362: OSPFv3 Link State Advertisenent (LSA)
Extensibility, Section 3.1
RFC 5340: OSPF for |Pv6, Appendix A 4.1.1";

}

identity ospfv3-e-external -prefix-option {
description
"Base identity for OSPFv3 external prefix options.";
ref erence
"RFC 8362: OSPFv3 Link State Advertisenent (LSA)
Extensibility, Section 3.6";

}

identity e-bit {

base ospfv3-e-external -prefix-option

description
"When the E-bit is set, the metric specified is a Type 2
external netric. This means the nmetric is considered |arger
than any intra-AS path. Wen the E-bit is clear, the
specified netric is a Type 1 external netric. This neans
that it is expressed in the same units as other LSAs (i.e.,
the same units as the interface costs in Router-LSAs).";

ref erence
"RFC 8362: OSPFv3 Link State Advertisenent (LSA)
Extensibility, Section 3.6";

}

groupi ng unknown-sub-tlv {

description

"Unknown TLV grouping.";
cont ai ner unknown-sub-tlv {

uses ospf:tlyv;

description

"Unknown External TLV sub-TLV.";

}

ref erence
"RFC 8362: OSPFv3 Link State Advertisenent (LSA)
Extensibility, Section 6.3";

}

groupi ng ospfv3-lsa-prefix {
description
"OSPFv3 LSA prefix.”;
| eaf prefix {
type inet:ip-prefix;
description
"LSA prefix.";
}

contai ner prefix-options {
| eaf-1ist prefix-options {
type identityref {
base ospfv3-e-prefix-option
}
description
"OSPFv3 prefix options flag list. This list will
contain the identities for the OSPFv3 options
that are set for the OSPFv3 prefix.";
}

description



"Prefix options.”;
ref erence
"RFC 8362: OSPFv3 Link State Advertisenent (LSA)
Extensibility, Section 3.1";
}
reference
"RFC 8362: OSPFv3 Link State Advertisenent (LSA)
Extensibility, Section 3";

}

groupi ng external -prefix-tlv {
contai ner external -prefix-tlv {
description
"External -Prefix TLV.";
container flags {
| eaf-1ist ospfv3-e-external -prefix-bits {
type identityref {
base ospfv3-e-external -prefix-option
}
description
"OSPFv3 External -Prefix TLV bits list.";
}

description
"External prefix flags.";

| eaf metric {
type ospf:ospf-netric;
description
"External prefix netric.";
}
uses ospfv3-I|sa-prefix;
list sub-tlvs {
description
"External -Prefix TLV sub-TLVs.";
cont ai ner ipv6-fwd-addr-sub-tlv {
description
"1 Pv6- For war di ng- Addr ess sub-TLV for
E- AS- Ext ernal - LSAs and E-NSSA-LSAs for the | Pv6
address famly.";
| eaf forwarding-address {
type inet:ipv6-address;
description
"I Pv6 forwardi ng address.";
}

reference
"RFC 8362: OSPFv3 Link State Advertisenent (LSA)
Extensibility, Section 3.10";
}
cont ai ner ipv4-fwd-addr-sub-tlv {
description
"1 Pv4- Forwar di ng- Addr ess sub-TLV for
E- AS- Ext ernal - LSAs and E- NSSA-LSAs for the | Pv4
address famly.";
| eaf forwarding-address {
type inet:ipv4-address;
description
"I Pv4 forwardi ng address.";
}

reference
"RFC 8362: OSPFv3 Link State Advertisenment (LSA)
Extensibility, Section 3.11";
}
contai ner route-tag-sub-tlv {
description
"Rout e- Tag sub-TLV.";
| eaf route-tag {



type uint32;
description

"Route tag.";
}
ref erence
"RFC 8362: OSPFv3 Link State Advertisenment (LSA)
Extensibility, Section 3.12";
}
uses unknown-sub-tl v;

}

}

description
"External -Prefix TLV grouping.";

ref erence
"RFC 8362: OSPFv3 Link State Advertisenment (LSA)

Extensibility, Section 3.6";
}

grouping intra-area-prefix-tlv {
container intra-prefix-tlv {
description
"Intra-Area-Prefix-LSA TLV.";
| eaf metric {
type ospf:ospf-netric;
description
"Intra-Area Prefix metric.";
}

uses ospfv3-I|sa-prefix;
list sub-tlvs {
description
"Intra-Area-Prefix TLV sub-TLVs.";
uses unknown-sub-tlv;
}
}

description
"Intra-Area-Prefix TLV grouping."”;
ref erence
"RFC 8362: OSPFv3 Link State Advertisenent (LSA)
Extensibility, Section 3.7";
}

groupi ng i pv6-1link-local-addr-tlv {
contai ner ipv6-link-Iocal-addr-tlv {
description
"I Pv6 Link-Local Address TLV.";
| eaf |ink-Iocal-address {
type inet:ipv6-address;
description
"I Pv6 Link-Local address.";

}
list sub-tlvs {
description
"1 Pv6 Link-Local Address TLV sub-TLVs.";
uses unknown-sub-tlv;
}

}
description
"I Pv6 Link-Local Address TLV grouping.";
reference
"RFC 8362: OSPFv3 Link State Advertisenment (LSA)
Extensibility, Section 3.8";
}

groupi ng ipv4-link-local-addr-tlv {
contai ner ipv4-link-local-addr-tlv {
description



"1 Pv4 Link-Local Address TLV.";
| eaf |ink-Iocal-address {
type inet:ipv4-address;
description
"I Pv4 Link-Local address.";

}
list sub-tlvs {
description
"1 Pv4 Link-Local Address TLV sub-TLVs.";
uses unknown-sub-tlv;
}

}

description
"I Pv4 Link-Local Address TLV grouping.";
ref erence
"RFC 8362: OSPFv3 Link State Advertisenent (LSA)
Extensibility, Section 3.9";

}
/* Configuration */

augrment "/rt:routing/rt:control-plane-protocol s"
+ "/rt:control -pl ane-protocol / ospf:ospf" {
when "../rt:type = ’'ospf:ospfv3 " {
description
"This augnents the OSPFv3 routing protocol when used.";
}

description
"Thi s augnents the OSPFv3 protocol instance-I|eve
configuration with Extended LSA support. When enabl ed,
OSPFv3 Extended LSAs will be advertised and OSPFv3 Legacy
LSAs will not be advertised. Wen disabled, OSPFv3 Legacy
LSAs will be advertised. However, OSPFv3 Extended LSAs
could still be advertised in Extended LSA Sparse Mdde to
support increnmentally deployed features as described in
Section 6.2 of RFC 8362.";
| eaf extended-|sa-support {
type bool ean;
default "false";
description
"Enabl e OSPFv3 Ext ended LSA support for the OSPFv3
domai n. ";
ref erence
"RFC 8362: OSPFv3 Link State Advertisenent (LSA)
Extensibility, Appendix A - dobal Configuration Support”;

}
}

augrment "/rt:routing/rt:control-plane-protocols/”
+ "rt:control -pl ane- prot ocol / ospf: ospf/ospf:"
+ "areas/ospf:area" {
when "../../../rt:type = "ospf:ospfv3d " {
description
"This augnents the OSPFv3 protocol area-|eve
configuration when used.";
}
description
"Thi s augnments the OSPFv3 protocol area-I|eve
configuration with Extended LSA support."”;
| eaf extended-|sa-support {
type bool ean;
must "derived-fron(../ospf:area-type,’ stub-nssa-area’) or
+ "(current() = "true') or "
+ "(../../../extended-1sa-support = 'false )" {
description
"For regular areas, i.e., areas where AS-scoped LSAs



are fl ooded, disabling AreaExtendedLSASupport at the
area |l evel is prohibited when ExtendedLSASupport is
enabl ed at the instance |level. E-AS-External-LSAs
are flooded into all OSPFv3 regular areas (i.e., not
a stub or an NSSA), and disabling support at the
area level is not possible.";
}
description
"Thi s augnents the OSPFv3 protocol area-|eve
configuration with Extended LSA support. When enabl ed,
OSPFv3 Extended LSAs will be advertised and OSPFv3 Legacy
LSAs will not be advertised. Wen disabled, OSPFv3
Legacy LSAs will be advertised. However, OSPFv3 Extended
LSAs could still be advertised in Extended LSA Sparse
Mode to support increnentally deployed features as
described in Section 6.2 of RFC 8362. |f not specified,
Ext ended LSA support status is inherited fromthe
i nstance-1 evel configuration.";
ref erence
"RFC 8362: OSPFv3 Link State Advertisenent (LSA)
Extensibility, Appendix B - Area Configuration Support”;
}
}

/*
* Link State Database (LSDB) Augnentations
*/

augnment "/rt:routing/"
"rt:control -plane-protocol s/rt:control-pl ane-protocol /"
"ospf: ospf/ospf:areas/ospf:area/”
"ospf:interfaces/ospf:interfacel/ ospf: database/"
"ospf:link-scope-|sa-type/ospf:link-scope-|sas/"
"ospf:link-scope-I|salospf:version/ospf:ospfv3/"
"ospf: ospfv3/ospf: body" {
when “.. /.. /.. ... .. ... .. .. .. "

+ "rt:type = "ospf:ospfv3 " {

description

"This augnentation is only valid for OSPFv3.";

}

description
"Thi s augnentati on adds OSPFv3 Li nk-scoped Extended LSAs
to the operational state for an interface Link State
Dat abase (LSDB).";
container e-link {
when "../../ospf:header/ospf:type ="
+ "’ ospfv3-e-lsa:ospfv3-e-link-Isa " {
description
"Only applies to E-Link-LSAs.";

++ 4+ + + +

}

description
"E-Li nk- LSA contents.";
reference
"RFC 8362: OSPFv3 Link State Advertisenment (LSA)
Extensibility, Section 4.7";
leaf rtr-priority {
type uint8;
description
"Router priority for the interface.";
}
uses ospf:ospfv3-1|sa-options;
list e-link-tlvs {
description
"E-Link-LSA TLVs.";
cont ai ner unknown-tlv {
uses ospf:tlv;



description
“Unknown E-Link TLV.";
}
uses intra-area-prefix-tlv;
uses i pv6-1link-local-addr-tlv;
uses i pv4-link-local-addr-tlv;

}
}
}

augnment "/rt:routing/"

+ "rt:control -pl ane-protocol s/rt:control -pl ane-protocol /"
"ospf: ospf/ospf:areas/ ospf: areal/ ospf: dat abase/ ™
"ospf: area-scope-| sa-type/ ospf: area-scope-|sas/"
"ospf: area-scope-| sal/ ospf: version/ospf:ospfv3/"
"ospf: ospfv3/ospf: body" {
when ". ./ o oo

+ "rt:type = "ospf:ospfv3 " {
description
"This augnentation is only valid for OSPFv3.";
}

description
"Thi s augnentati on adds OSPFv3 Area-scoped Extended LSAs
to the operational state for an area LSDB.";
reference
"RFC 8362: OSPFv3 Link State Advertisenent (LSA)
Extensibility, Section 4";
container e-router {
when "../../ospf:header/ospf:type =
+ "’ ospfv3-e-lsa:ospfv3-e-router-lsa " {
description
"Only valid for OSPFv3 E-Router-LSAs.";
}

description
"OSPFv3 E-Router-LSA contents.";
ref erence
"RFC 8362: OSPFv3 Link State Advertisenent (LSA)
Extensibility, Section 4.1";
uses ospf:ospf-router-lsa-bits;
uses ospf:ospfv3-1|sa-options;
list e-router-tlvs {
description
"E- Router-LSA TLVs.";
cont ai ner unknown-tlv {
uses ospf:tlyv;
description
"Unknown E-Router TLV.";

+ + + +

}

container link-tlv {
description
"E-Router-LSA TLV.";
| eaf interface-id {
type uint32;
description
"Interface ID for link.";

| eaf neighbor-interface-id {
type uint32;
description
"Nei ghbor’s Interface ID for link.";

| eaf nei ghbor-router-id {
type rt-types:router-id;
description
"Nei ghbor’s Router ID for link.";



| eaf type {
type ospf:router-link-type;
description
"Link type: 1 Poi nt -t o- Poi nt Li nk
2 Transit Network Link
3 - Stub Network Link
4

Virtual Link.";

| eaf metric {
type ospf:ospf-link-netric;
description
"Link metric.";

list sub-tlvs {
description
"Link TLV sub-TLVs.";
uses unknown-sub-tlv;

}
}
}
}

cont ai ner e-network {
when "../../ospf:header/ospf:type =
+ "’ ospfv3-e-lsa:ospfv3-e-network-1sa " {
description
"Only applies to E-Network-LSAs.";
}

description
" E- Net wor k- LSA contents.";
ref erence
"RFC 8362: OSPFv3 Link State Advertisenent (LSA)
Extensibility, Section 4.2";
uses ospf:ospfv3-I|sa-options;
list e-network-tlvs {
description
" E- Net wor k- LSA TLVs.";
cont ai ner unknown-tlv {
uses ospf:tlv;
description
"Unknown E-Network TLV.";

}

contai ner attached-router-tlv {
description
"Attached- Routers TLV.";
| eaf-1ist adjacent-neighbor-router-id {
type rt-types:router-id;
description
"Adj acent nei ghbor’s Router ID.";
}

}
}
}

cont ai ner e-nssa {
when "../../ospf:header/ospf:type =
+ "’ ospfv3-e-lsa:ospfv3d-e-nssa-Isa " {
description
"Only applies to E-NSSA-LSAs.";
}

description
"E- NSSA-LSA contents.";
list e-external-tlvs {
description
"E- NSSA-LSA TLVs.";
cont ai ner unknown-tlv {
uses ospf:tlv;
description



"Unknown E-External TLV.";
}

uses external -prefix-tlyv;

reference
"RFC 8362: OSPFv3 Link State Advertisenment (LSA)
Extensibility, Section 4.6";
}
container e-inter-area-prefix {
when "../../ospf:header/ospf:type ="
+ "’ ospfv3-e-lsa:ospfv3-e-inter-area-prefix-Isa " {
description
"Only applies to E-Inter-Area-Prefix-LSAs.";
}

description
"E-Inter-Area-Prefix-LSA contents.";
reference
"RFC 8362: OSPFv3 Link State Advertisenment (LSA)
Extensibility, Section 4.3";
list e-inter-prefix-tlvs {
description
"E-Inter-Area-Prefix-LSA TLVs.";
cont ai ner unknown-tlv {
uses ospf:tlv;
description
"Unknown E-Inter-Area-Prefix TLV.";
}
container inter-prefix-tlv {
description
"Unknown E-Inter-Area-Prefix-LSA TLV.";
| eaf metric {
type ospf:ospf-netric;
description
"Inter-Area Prefix netric.";
}

uses ospfv3-Ilsa-prefix;
list sub-tlvs {
description
"Inter-Area-Prefix TLV sub-TLVs.";
uses unknown-sub-tlv;
}
}
}
}
container e-inter-area-router {
when "../../ospf:header/ospf:type ="
+ "’ ospfv3-e-lsa:ospfv3-e-inter-area-router-Isa " {
description
"Only applies to E-Inter-Area-Router-LSAs.";
}

description
"E-Inter-Area-Router-LSA contents.";
reference
"RFC 8362: OSPFv3 Link State Advertisenment (LSA)
Extensibility, Section 4.4";
list e-inter-router-tlvs {
description
"E-Inter-Area-Router-LSA TLVs.";
cont ai ner unknown-tlv {
uses ospf:tlv;
description
"Unknown E-Inter-Area-Router TLV.";
}

container inter-router-tlv {
description
"Unknown E-Inter-Area-Router-LSA TLV.



uses ospf:ospfv3-1|sa-options;
| eaf metric {
type ospf:ospf-netric;
description
"Inter-Area Router nmetric.";
}

| eaf destination-router-id {
type rt-types:router-id;
description
"Destination Router ID.";

list sub-tlvs {
description
"I nter-Area-Router TLV sub-TLVs.";
uses unknown-sub-tlv;

}
}
}
}

container e-intra-area-prefix {
when "../../ospf:header/ospf:type =
+ "' ospfv3-e-lsa:ospfv3-e-intra-area-prefix-Isa " {
description
"Only applies to E-Intra-Area-Prefix-LSAs.";

}

description
"E-Intra-Area-Prefix-LSA contents.";
ref erence
"RFC 8362: OSPFv3 Link State Advertisenent (LSA)
Extensibility, Section 4.8";
| eaf referenced-Is-type {
type uint 16;
description
"Referenced Link State type.";
}
| eaf referenced-link-state-id {
type uint32;
description
"Referenced Link State ID.";

| eaf referenced-adv-router {
type rt-types:router-id;
description
"Ref erenced advertising router.";

}
list e-intra-prefix-tlvs {
description
"E-Intra-Area-Prefix-LSA TLVs.";
cont ai ner unknown-tlv {
uses ospf:tlv;
description
"Unknown E-Intra-Area-Prefix TLV.";
}
uses intra-area-prefix-tlyv;
}

}
}

augnment "/rt:routing/"
+ "rt:control -pl ane-protocol s/rt:control -pl ane-protocol /"

"ospf: ospf/ospf: dat abase/ ™
"ospf: as-scope-|sa-typel/ ospf: as-scope-|sas/"
"ospf: as-scope-|sal/ ospf:version/ospf:ospfv3/"
"ospf: ospfv3/ospf: body" {
when ".. /.. oo o "

+ "rt:type = "ospf:ospfv3 " {

+ + + +



description
"This augnentation is only valid for OSPFv3.";
}

description
"Thi s augnmentati on adds OSPFv3 AS-scoped Extended LSAs to
the operational state for an AS instance-level LSDB.";
cont ai ner e-as-external {
when "../../ospf:header/ospf:type ="
+ "’ ospfv3-e-lsa:ospfv3-e-as-external -lsa " {
description
"Only applies to E-AS-External -LSAs.";
}
description
"E- AS- Ext ernal - LSA contents.";
|ist e-external-tlvs {
description
"E- AS- External - LSA TLVs.";
cont ai ner unknown-tlv {
uses ospf:tlv;
description
"Unknown E-External TLV.";

}
uses external -prefix-tlyv;
}
reference
"RFC 8362: OSPFv3 Link State Advertisenent (LSA)
Extensibility, Section 4.5";
}
}
}
<CODE ENDS>

Security Considerations

The YANG nodul e specified in this docunent defines a schenma for data
that is designed to be accessed via network managenent protocols such
as NETCONF [ RFC6241] or RESTCONF [ RFC8040]. The | owest NETCONF | ayer
is the secure transport |ayer, and the mandatory-to-inplement secure
transport is Secure Shell (SSH) [ RFC6242]. The | owest RESTCONF | ayer
is HTTPS, and the mandatory-to-inpl enent secure transport is TLS

[ RFC8446] .

The Network Configuration Access Control Mdel (NACM [RFC8341]
provides the nmeans to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

There are a nunber of data nodes defined in the "ietf-ospfv3-

ext ended- | sa. yang" nodul e that are writabl e/ creatabl e/ del et abl e
(i.e., config true, which is the default). These data nodes may be
consi dered sensitive or vulnerable in some network environnents.
Wite operations (e.g., edit-config) to these data nodes without
proper protection can have a negative effect on network operations.
These are the subtrees and data nodes and their sensitivity/

vul nerability:

[ ospf: ospf/ extended-1| sa- support
[ ospf: ospf/ospf:areas/ospf: areal ext ended-1 sa- support

The ability to disable or enabl e OSPFv3 Extended LSA support can
result in a Denial-of-Service (DoS) attack, since CSPFv3 routers will
use solely OSPFv3 Extended LSAs or OSPFv3 Legacy LSAs for the OSPFv3
SPF conmputation. OSPFv3 routers using different types of LSAs will
result in inconplete reachability and possible partitioning of the
OSPFv3 routing domain. Refer to Section 6 of [ RFC8362] for nore



i nformati on on OSPFv3 Extended LSA conpatibility.

Sone of the readabl e data nodes in the "ietf-ospfv3-extended-

| sa. yang" nodul e may be consi dered sensitive or vulnerable in some
network environnents. It is thus inportant to control read access
(e.g., via get, get-config, or notification) to these data nodes.

Exposing the Link State Database (LSDB) will in turn expose the
detail ed topol ogy of the network. This includes topol ogical
information fromother routers. This nay be undesirable due to the
fact that exposure may facilitate other attacks. Additionally,
networ k operators may consider their topologies to be sensitive
confidential data.

6. | ANA Consi derations

Per this document, | ANA has registered the following URI in the "IETF
XM. Regi stry" [ RFC3688]:

URI: wurn:ietf:parans: xm:ns:yang:ietf-ospfv3-extended-I|sa
Regi strant Contact: The | ESG
XM: N A; the requested URI is an XML nanespace.

Per this docunent, |ANA has registered the follow ng YANG nodul e in
the "YANG Mbdul e Nanes" registry [ RFC6020]:

Nane: ietf-ospfv3-extended-I|sa

Mai ntai ned by | ANA: N

Nanmespace: urn:ietf:paramnms: xm:ns:yang:ietf-ospfv3-extended-Isa
Prefix: ospfv3-e-Isa

Ref erence: RFC 9587

7. References
7.1. Nornmtive References

[ RFC3688] Mealling, M, "The | ETF XM. Registry", BCP 81, RFC 3688,
DO 10. 17487/ RFC3688, January 2004,
<https://www. rfc-editor.org/info/rfc3688>.

[ RFC5340] Coltun, R, Ferguson, D., My, J., and A Lindem "OSPF
for 1 Pv6", RFC 5340, DO 10.17487/ RFC5340, July 2008,
<https://www.rfc-editor.org/info/rfc5340>.

[ RFC6020] Bjorklund, M, Ed., "YANG - A Data Mdeling Language for
the Network Configuration Protocol (NETCONF)", RFC 6020,
DO 10.17487/ RFC6020, Cctober 2010,
<https://ww.rfc-editor.org/info/rfc6020>.

[ RFC6241] Enns, R, Ed., Bjorklund, M, Ed., Schoenwaelder, J., Ed.,
and A. Biernman, Ed., "Network Configuration Protocol
(NETCONF) ", RFC 6241, DO 10.17487/ RFC6241, June 2011,
<https://ww. rfc-editor.org/info/rfc6241>.

[ RFC6242] Wasserman, M, "Using the NETCONF Protocol over Secure
Shell (SSH)", RFC 6242, DO 10.17487/ RFC6242, June 2011,
<https://www. rfc-editor.org/info/rfc6242>.

[ RFC6991] Schoenwael der, J., Ed., "Commobn YANG Data Types",
RFC 6991, DA 10.17487/ RFC6991, July 2013,
<https://www. rfc-editor.org/info/rfc6991>.

[ RFC7950] Bjorklund, M, Ed., "The YANG 1.1 Data Moddel i ng Language",
RFC 7950, DO 10. 17487/ RFC7950, August 2016,
<https://www. rfc-editor.org/info/rfc7950>.



[ RFC8040]

[ RFC8294]

[ RFC8341]

[ RFC8342]

[ RFC8349]

[ RFC8362]

[ RFC8446]

[ RFC9129]

Bi erman, A, Bjorklund, M, and K Wtsen, "RESTCONF
Protocol ", RFC 8040, DO 10.17487/RFC8040, January 2017,
<https://www. rfc-editor.org/info/rfc8040>.

Liu, X, Q, Y., Lindem A, Hopps, C, and L. Berger,
"Comon YANG Data Types for the Routing Area", RFC 8294,
DO 10.17487/ RFC8294, Decenber 2017,
<https://ww.rfc-editor.org/info/rfc8294>.

Bi erman, A. and M Bjorklund, "Network Configuration
Access Control Mbdel", STD 91, RFC 8341,

DA 10.17487/ RFC8341, March 2018,

<https://www. rfc-editor.org/info/rfc8341>.

Bj orkl und, M, Schoenwael der, J., Shafer, P., Watsen, K,
and R WIlton, "Network Managenent Datastore Architecture
(NVDA) ", RFC 8342, DO 10.17487/ RFC8342, March 2018,
<https://ww.rfc-editor.org/info/rfc8342>.

Lhotka, L., Lindem A, and Y. Qu, "A YANG Data Model for
Rout i ng Managenent (NVDA Version)", RFC 8349,

DO 10.17487/ RFC8349, March 2018,
<https://ww.rfc-editor.org/info/rfc8349>.

Li ndem A, Roy, A, Goethals, D, Reddy Vallem V., and
F. Baker, "OSPFv3 Link State Advertisenent (LSA)
Extensibility", RFC 8362, DO 10.17487/ RFC8362, April
2018, <https://wwwrfc-editor.org/info/rfc8362>.

Rescorla, E., "The Transport Layer Security (TLS) Protocol
Version 1.3", RFC 8446, DO 10.17487/ RFC8446, August 2018,
<https://www. rfc-editor.org/info/rfc8446>.

Yeung, D., Qu, Y., Zhang, Z., Chen, |., and A Lindem
"YANG Dat a Model for the OSPF Protocol"”, RFC 9129,

DO 10.17487/ RFC9129, Cctober 2022,

<https://www. rfc-editor.org/info/rfc9129>.

[ WBC. REC- xni - 20081126]

Bray, T., Paoli, J., Sperberg-MQeen, C M, Miler, E,
and F. Yergeau, "Extensible Markup Language (XM.) 1.0
(Fifth Edition)", WBC Recommendati on REC-xmi - 20081126,
Novenber 2008, <https://ww. w3.org/ TR xnml />.

7.2. Informative References

[ RFC7951]

[ RFC8340]

[ RFC8792]

Appendi x A

Lhotka, L., "JSON Encoding of Data Mddel ed with YANG',
RFC 7951, DA 10.17487/ RFC7951, August 2016,
<https://www. rfc-editor.org/info/rfc7951>.

Bj orklund, M and L. Berger, Ed., "YANG Tree D agrans",
BCP 215, RFC 8340, DO 10.17487/ RFC8340, March 2018,
<https://ww.rfc-editor.org/info/rfc8340>.

Wat sen, K., Auerswald, E., Farrel, A, and Q Wi,
"Handling Long Lines in Content of Internet-Drafts and
RFCs", RFC 8792, DO 10.17487/RFC8792, June 2020,
<https://www. rfc-editor.org/info/rfc8792>.

Confi gurati on Exanpl e

The following is an XML exanpl e (per [WBC. REC-xml -20081126]) using
the YANG data nodel for OSPFv3 Extended LSAs. (Line breaks are used
per [ RFC8792] and are for display purposes only.)

Note: '\’

Ii ne wrapping per RFC 8792.



<?xm version="1.0" encodi ng=" UTF-8' ?>
<routing xm ns="urn:ietf:parans:xm :ns:yang:ietf-routing">
<router-id>192.0.2. 1</router-id>
<control - pl ane- pr ot ocol s>
<control - pl ane- pr ot ocol >
<type xm ns:ospf="urn:ietf:paranms: xm :ns:yang:ietf-ospf">\
ospf: ospfv3</type>
<nane>" OSPFv3" </ name>
<ospf xm ns="urn:ietf:params:xm:ns:yang:ietf-ospf">
<ext ended-| sa-support xm ns="urn:ietf:parans: xnl :ns:yang:\
i etf-ospfv3-extended-I|sa">true</extended-| sa-support>
</ ospf >
</ control - pl ane- prot ocol >
</ control - pl ane- prot ocol s>
</routing>

The following is the same exanple using JSON format [RFC7951].
{

"routing": {
"router-id": "192.0.2.1",
"control - pl ane-protocol s": {
"control - pl ane-protocol ": {
"type": "ospf:ospfv3",
"name": "\"OSPFv3\"",
"ospf": {
"ext ended-| sa-support": true
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