I nternet Research Task Force (I RTF) C. Wang

Request for Comments: 9583 InterDigital Communications, LLC
Cat egory: I nformational A. Rahman
I SSN: 2070-1721 Eri csson

R Li

Kanazawa Uni versity

M Ael mans

Juni per Net wor ks

K. Chakraborty

The University of Edi nburgh
June 2024

Application Scenarios for the Quantum I nternet
Abst r act

The Quantum Internet has the potential to inprove application
functionality by incorporating quantuminformation technology into
the infrastructure of the overall Internet. This docunment provides
an overvi ew of sone applications expected to be used on the Quantum
Internet and categorizes them Sone general requirenents for the
Quantum Internet are also discussed. The intent of this docunent is
to describe a framework for applications and to describe a few

sel ected application scenarios for the QuantumiInternet. This
docunent is a product of the Quantum Internet Research Goup (QRG.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Research Task Force
(IRTF). The I RTF publishes the results of Internet-related research
and devel opnent activities. These results m ght not be suitable for
depl oynent. This RFC represents the consensus of the Q RG Research
G oup of the Internet Research Task Force (IRTF). Docunents approved
for publication by the | RSG are not candi dates for any | evel of
Internet Standard; see Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
https://wwv rfc-editor.org/info/rfc9583

Copyright Notice

Copyright (c) 2024 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document.

Tabl e of Contents

1. Introduction
2. Terns and Acronyns List
3. Quantum Internet Applications
3.1. Quantum Cryptography Applications



. 2. Quantum Sensing and Metrol ogy Applications

. 3.  Quantum Conputing Applications

4. Sel ected Quantum Internet Application Scenarios
4.1. Secure Communication Setup

.2. Blind Quantum Conputi ng

.3. Distributed Quantum Computi ng

5. GCeneral Requirenents

.1. Operations on Entangled Qubits

.2. Entanglenent Distribution

.3. The Need for dassical Channels

.4. Quantum I nternet Managenent

Concl usi on

I ANA Consi derati ons

Security Considerations

. Informative References

Acknowl edgnent s

Aut hors’ Addresses

U1 o101 ol H DA w w

©oo~NO

I nt roduction

The Classical, i.e., non-quantum Internet has been constantly
growing since it first became commercially popular in the early
1990s. It essentially consists of a |arge nunmber of end nodes (e.g.,

| apt ops, smart phones, and network servers) connected by routers and
clustered in Autononous Systenms. The end nodes may run applications
that provide service for the end users such as processing and

transm ssion of voice, video, or data. The connections between the
various nodes in the Internet include backbone |inks (e.g., fiber
optics) and access links (e.g., fiber optics, W-Fi, cellular

wi rel ess, and Digital Subscriber Lines (DSLs)). Bits are transnitted
across the Cassical Internet in packets.

Research and experinents have picked up over the |ast few years for
devel opi ng the Quantum I nternet [Whner]. End nodes will also be a
part of the Quantum Internet; in that case, they are called "quantum
end nodes" and may be connected by quantum repeaters and/or routers.
These quantum end nodes will also run val ue-added applications, which
will be discussed |ater

The physical |ayer quantum channels between the various nodes in the
Quantum I nternet can be either wavegui des, such as optical fibers, or
free space. Photonic channels are particularly useful because |ight
(photons) is very suitable for physically realizing qubits. The
Quantum Internet will operate according to quantum physica
princi pl es such as quantum superposition and entangl emrent [ RFC9340].

The Quantum Internet is not anticipated to replace but rather to
enhance the C assical Internet and/or provide breakthrough
applications. For instance, Quantum Key Distribution can inprove the
security of the Cassical Internet, and quantum conputing can
expedite and optinize conputation-intensive tasks in the O assica
Internet. The QuantumInternet will run in conjunction with the
Classical Internet. The process of integrating the Quantum Internet
with the Classical Internet is simlar to the process of introducing
any new communi cati on and networ ki ng paradigminto the existing
Internet but with nore profound inplications.

The intent of this docunment is to provide a comon understandi ng and
framework of applications and application scenarios for the Quantum
Internet. It is noted that ITU T SGL3-TD158/WP3 [I TUT] briefly
describes four kinds of use cases of quantum networks beyond Quantum
Key Distribution networks: quantumtime synchronization use cases,
guant um conputi ng use cases, quantum random nunber generator use
cases, and quantum comuni cation use cases (e.g., quantumdigita

si gnatures, quantum anonynous transm ssion, and quantum noney). This
docunent focuses on quantum applications that have nore imnmpact on



net wor ki ng, such as secure comunication setup, blind quantum
conmputing, and distributed quantum conputing; although these
applications were nentioned in [ITUT], this docunent gives nore
details and derives sone requirenments froma networki ng perspective

Thi s docunent was produced by the Quantum I nternet Research G oup
(QRG. It was discussed on the QRG mailing list and during severa
nmeetings of the research group. It has been revi ewed extensively by
the Q RG nenbers with expertise in both quantum physics and C assica
Internet operation. This docunment represents the consensus of the

Q RG nmenbers, of both experts in the subject matter (fromthe quantum
and networ ki ng domai ns) and newcomners, who are the target audience.

It is not an | ETF product and is not a standard.

Terms and Acronyns Li st

Thi s docunment assunes that the reader is famliar with the terns and
concepts that relate to quantuminformation technol ogy described in

[ RFC9340]. In addition, the following terns and acronyns are defined
herein for clarity:

Bell Pairs: A special type of quantumstate that is two qubits. The
two qubits show a correlation that cannot be observed in classica
informati on theory. W refer to such correl ation as quantum
entangl ement. Bell pairs exhibit the maximal quantum
entangl emrent. One exanple of a Bell pair is
(] 00>+| 11>)/(Sqrt(2)). The Bell pairs are a fundanental resource
for quantum conmuni cati on.

Bit: Binary digit (i.e., fundanental unit of information in
cl assi cal conmmuni cations and classical conmputing). Bit is used in
the Cassical Internet where the state of a bit is determnistic.
In contrast, qubit is used in the Quantum Internet where the state
of a qubit is uncertain before it is measured.

Classical Internet: The existing, deployed Internet (circa 2020)
where bits are transmitted in packets between nodes to convey
information. The Cl assical Internet supports applications that
may be enhanced by the Quantum Internet. For exanple, the end-to-
end security of a Cassical Internet application may be inproved
by a secure comuni cation setup using a quantum application
Classical Internet is a network of classical network nodes that do
not support quantuminformation technology. |In contrast, Quantum
I nternet consists of quantum nodes based on quantum i nformation
t echnol ogy.

Ent angl enent Swapping: It is a process of sharing an entangl enent
between two distant parties via sonme intermedi ate nodes. For
exanpl e, suppose that there are three parties (A B, and C) and
that each of the parties (A B) and (B, C) share Bell pairs. B
can use the qubits it shares with A and C to perform entangl enent -
swappi hg operations, and as a result, A and C share Bell pairs.
Ent angl enent swappi ng essentially realizes entangl enent
distribution (i.e., two nodes separated in di stance can share a
Bell pair).

Fast Byzantine Negotiation: A quantum based nethod for fast
agreement in Byzantine negotiations [Ben-Or] [ Taherkhani].

Local Operations and C assical Comunication (LOCC): A method where
nodes comuni cate in rounds, in which (1) they can send any
classical information to each other, (2) they can performloca
quant um operations individually, and (3) the actions perforned in
each round can depend on the results from previous rounds.

Noi sy Intermedi ate-Scale Quantum (NI SQ: N SQ was defined in



[Preskill] to represent a near-termera in quantumtechnol ogy.
According to this definition, N SQ conputers have two salient
features: (1) the size of N SQ conputers range from50 to a few
hundred physical qubits (i.e., internediate-scale) and (2) qubits
in NI SQ conputers have inherent errors and the control over them
is inperfect (i.e., noisy).

Packet: A self-identified nmessage with in-band addresses or other
informati on that can be used for forwardi ng the nessage. The
message contains an ordered set of bits of determ nate nunber.
The bits contained in a packet are classical bits.

Prepare and Measure: A set of Quantum Internet scenarios where
quant um nodes only support sinple quantumfunctionalities (i.e.,
prepare qubits and neasure qubits). For exanple, BB84 [BB84] is a
pr epar e- and- neasure quantum key di stribution protocol

Quantum Conputer (QC): A quantum end node that al so has quantum
menory and quantum computing capabilities is regarded as a full-
fl edged quantum conputer.

Quantum End Node: An end node that hosts user applications and
interfaces with the rest of the Internet. Typically, an end node
may serve in a client, server, or peer-to-peer role as part of the
application. A quantum end node nust also be able to interface to
the Classical Internet for control purposes and thus be able to
recei ve, process, and transmt classical bits and/or packets.

Quantum Internet: A network of quantum networks. The Quantum
Internet is expected to be merged into the O assical Internet.
The Quantum Internet may either inprove cl assical applications or
enabl e new quantum appli cati ons.

Quantum Key Distribution (QKD): A nethod that |everages quantum
mechani cs such as a no-cloning theoremto let two parties create
the sane arbitrary classical key.

Quantum Network: A new type of network enabl ed by quantum
i nformati on technol ogy where quantum resources, such as qubits and
entangl enent, are transferred and utilized between quantum nodes.
The quantum network wi ||l use both quantum channels and cl assica
channel s provided by the Classical Internet, referred to as a
"hybrid inplenmentation”

Quantum Tel eportation: A technique for transferring quantum
informati on via Local Operations and O assical Conmunication
(LoCcC). If two parties share a Bell pair, then by using quantum
teleportation, a sender can transfer a quantumdata bit to a
recei ver without sending it physically via a quantum channel

Qubit: Quantumbit (i.e., fundanmental unit of information in quantum
communi cati on and quantum conputing). It is simlar to a classic
bit in that the state of a qubit is either "0" or "1" after it is
measured and denotes its basis state vector as |0> or | 1> using
Dirac’s ket notation. However, the qubit is different than a
classic bit in that the qubit can be in a linear conbination of
both states before it is measured and termed to be in
superposition. Any of several Degrees of Freedom (DOF) of a
photon (e.g., polarization, tine bib, and/or frequency) or an
electron (e.g., spin) can be used to encode a qubit.

Tel eport a Qubit: An operation on two or nobre carriers in succession
to nove a qubit froma sender to a receiver using quantum
tel eportation.

Transfer a Qubit: An operation to nove a qubit froma sender to a



recei ver without specifying the means of noving the qubit, which
could be "transmt" or "teleport".

Transmit a Qubit: An operation to encode a qubit into a nobile
carrier (i.e., typically photon) and pass it through a quantum
channel froma sender (a transmitter) to a receiver.

Quantum I nternet Applications

The Quantum Internet is expected to be beneficial for a subset of

exi sting and new applications. The expected applications for the
Quantum Internet are still being devel oped as we are in the formative
stages of the Quantum Internet [Castelvecchi] [Whner]. However, an
initial (and non-exhaustive) list of the applications to be supported
on the Quantum Internet can be identified and classified using two
different schenes. Note that this docunent does not include quantum
computing applications that are purely local to a given node.

Applications may be grouped by the usage that they serve.
Specifically, applications may be grouped according to the follow ng
cat egori es:

Quantum crypt ography applications: Refer to the use of quantum
i nformati on technol ogy for cryptographic tasks (e.g., Quantum Key
Distribution [ Renner]).

Quantum sensor applications: Refer to the use of quantuminfornmation
technol ogy for supporting distributed sensors (e.g., clock
synchroni zati on [Jozsa2000] [Komar] [Cuo]).

Quantum conputing applications: Refer to the use of quantum
i nformati on technol ogy for supporting renote quantum conputing
facilities (e.g., distributed quantum conputing [Denchev]).

Thi s schene can be easily understood by both a technical and non-
techni cal audi ence. The next sections describe the scheme in nore
detail .

.1.  Quantum Cryptography Applications

Exanpl es of quantum crypt ography applications include quantum based
secure conmuni cation setup and fast Byzantine negotiation

Secure comuni cation setup: Refers to secure cryptographic key
di stribution between two or nore end nodes. The nost well-known
method is referred to as "Quantum Key Distribution (QKD)'
[ Renner].

Fast Byzantine negotiation: Refers to a quantum based nethod for
fast agreement in Byzantine negotiations [Ben-O], for exanple, to
reduce the nunmber of expected comunication rounds and, in turn,
to achieve faster agreenment, in contrast to classical Byzantine
negoti ati ons. A quantum ai ded Byzanti ne agreenent on quantum
repeat er networks as proposed in [ Taherkhani] includes
optim zation techniques to greatly reduce the quantumcircuit
depth and the nunmber of qubits in each node. Quantum based
met hods for fast agreenent in Byzantine negotiations can be used
for inproving consensus protocols such as practical Byzantine
Fault Tol erance (pBFT) as well as other distributed conmputing
features that use Byzantine negoti ations.

Quantum noney: Refers to the main security requirenent of noney is
unforgeability. A quantum noney schene ains to exploit the no-
cloning property of the unknown quantum states. Though the
original idea of quantum noney dates back to 1970, these early
protocols allow only the issuing bank to verify a quantum



banknote. However, the recent protocols such as public key
quant um noney [ Zhandry] allow anyone to verify the banknotes
| ocal ly.

3.2. Quantum Sensing and Metrol ogy Applications

The entangl enent, superposition, interference, and squeezi ng of
properties can enhance the sensitivity of the quantum sensors and
eventual ly can outperformthe classical strategies. Exanples of
quant um sensor applications include network clock synchronizati on,

hi gh-sensitivity sensing, etc. These applications nmainly |everage a
net wor k of entangl ed quantum sensors (i.e., quantum sensor networks)
for high-precision, nmultiparaneter estimation [Proctor].

Net wor k cl ock synchroni zation: Refers to a world w de set of high-
preci sion clocks connected by the Quantum Internet to achieve an
ultra precise clock signal [Komar] with fundanmental precision
limts set by quantumtheory.

Hi gh-sensitivity sensing: Refers to applications that |everage
quant um phenonena to achi eve reliabl e nanoscal e sensi ng of
physi cal magni tudes. For exanple, [Guo] uses an entangl ed quantum
network for neasuring the average phase shift anmong nultiple
di stri buted nodes.

Interferonetric tel escopes using quantum i nformation
Refers to interferonmetric techniques that are used to conbi ne
signals fromtwo or nore tel escopes to obtain neasurenents with
hi gher resol ution than what could be obtained with either
tel escope individually. 1t can nmake neasurenments of very smal
astronom cal objects if the tel escopes are spread out over a w de
area. However, the phase fluctuations and photon | oss introduced
by the communi cati on channel between the tel escopes put a
limtation on the baseline lengths of the optical interferoneters.
This limtation can potentially be avoided using quantum
teleportation. In general, by sharing Einstein-Podol sky-Rosen
pai rs using quantum repeaters, the optical interferometers can
conmuni cat e photons over |ong distances, providing arbitrarily
| ong baselines [ CGottesman2012].

3.3. Quantum Computing Applications

In this section, we include the applications for the quantum
conputing. It’'s anticipated that quantum conputers as a cl oud
service will become nore available in future. Sometimes, to run such
applications in the cloud while preserving the privacy, a client and
a server need to exchange qubits (e.g., in blind quantum conputation
[Fitzsimons] as described below). Therefore, such privacy preserving
quant um comnputing applications require a Quantum Internet to execute.

Exanpl es of quantum conputing include distributed quantum conputing
and blind quantum conputing, which can enabl e new types of cloud
conputi ng.

Di stributed quantum conmputing: Refers to a collection of small-
capacity, renmpte quantum conputers (i.e., each supporting a
relatively small nunber of qubits) that are connected and work
together in a coordinated fashion so as to sinulate a virtua
| arge capacity quantum conputer [Whner].

Bl i nd quantum conputing: Refers to private, or blind, quantum
conputation, which provides a way for a client to delegate a
conputation task to one or nore renote quantum conputers w t hout
di scl osing the source data to be conputed [Fitzsinons].

4. Selected Quantum Internet Application Scenarios



The Quantum Internet will support a variety of applications and

depl oynent configurations. This section details a few key
application scenarios that illustrate the benefits of the Quantum
Internet. In system engineering, an application scenario is
typically made up of a set of possible sequences of interactions

bet ween nodes and users in a particular environment and related to a
particular goal. This will be the definition that we use in this
section.

.1. Secure Conmmunication Setup

In this scenario, two nodes (e.g., quantum node A and quantum node B)
need to have secure comuni cations for transmtting confidential
information (see Figure 1). For this purpose, they first need to
securely share a classic secret cryptographic key (i.e., a sequence
of classical bits), which is triggered by an end user with | oca
secure interface to quantumnode A This results in a quantum node A
securely establishing a classical secret key with a quantum node B
This is referred to as a "secure comruni cation setup”. Note that
quant um nodes A and B nay be either a bare-bone quantum end node or a
full-fl edged quantum conputer. This application scenario shows that
the Quantum I nternet can be |l everaged to inprove the security of

Cl assical Internet applications.

One requirenent for this secure conmunication setup process is that
it should not be vulnerable to any classical or quantum conputing
attack. This can be realized using QKD, which is unbreakable in
principle. QKD can securely establish a secret key between two
quant um nodes, using a classical authentication channel and insecure
quant um channel without physically transmtting the key through the
network and thus achieving the required security. However, care nust
be taken to ensure that the QKD systemis safe agai nst physical side-
channel attacks that can conpronise the system An exanple of a
physi cal side-channel attack is to surreptitiously inject additiona
light into the optical devices used in QKD to | earn side information
about the system such as the polarization. Oher specialized

physi cal attacks against QKD al so use a cl assical authentication
channel and an insecure quantum channel such as the phase-remappi ng
attack, photon nunber splitting attack, and decoy state attack

[ Zhao2018]. KD can be used for many ot her cryptographic
communi cati ons, such as |Psec and Transport Layer Security (TLS)
where invol ved parties need to establish a shared security key,
although it usually introduces a high | atency.

XKD is the nost mature feature of quantuminformation technol ogy and
has been comrercially released in small-scale and short-di stance

depl oynents. Mre KD use cases are described in the ETSI docunent

[ ETSI - (KD- UseCases]; in addition, interfaces between (KD users and
KD devices are specified in the ETSI docunent [ETSI-QKD-Interfaces].

In general, the prepare-and-neasure QKD protocols (e.g., [BB84])
wi t hout using entangl ement work as follows:

1. The quantum node A encodes classical bits to qubits. Basically,
the node A generates two randomclassical bit strings X and Y.
Anmong them it uses the bit string X to choose the basis and uses
Y to choose the state corresponding to the chosen basis. For
example, if X=0, then in case of the BB84 protocol, Alice
prepares the state in {|0> |1>}-basis; otherw se, she prepares
the state in {|+> |->}-basis. Simlarly, if Y=0, then Alice
prepares the qubit as either |0> or |+> (depending on the val ue
of X); and if Y =1, then Alice prepares the qubit as either |1>
or |->.

2. The quantum node A sends qubits to the quantum node B via a



quant um channel

The quantum node B receives qubits and neasures each of themin
one of the two bases at random

The quantum node B inforns the quantum node A of its choice of
bases for each qubit.

The quantum node A inforns the quantum node B which random
quantum basis is correct.

Bot h nodes di scard any neasurenent bit under different quantum
bases, and the remaining bits could be used as the secret key.

Bef ore generating the final secret key, there is a post-
processi ng procedure over authenticated classical channels. The
cl assical post-processing part can be subdivided into three
steps, nanely paraneter estimation, error correction, and privacy
anplification. |In the paraneter estimtion phase, both Alice and
Bob use sone of the bits to estimate the channel error. If it is
| arger than sone threshold value, they abort the protocol or
otherw se nove to the error-correction phase. Basically, if an
eavesdropper tries to intercept and read qubits sent fromnode A
to node B, the eavesdropper will be detected due to the entropic
uncertainty relation property theorem of quantum nechanics. As a
part of the post-processing procedure, both nodes usually al so
performinformation reconciliation [El kouss] for efficient error
correction and/or conduct privacy anplification [Tang] for
generating the final information-theoretical secure keys.

The post-processi ng procedure needs to be perforned over an

aut henti cated cl assical channel. In other words, the quantum
node A and the quantum node B need to authenticate the classica
channel to nake sure there is no eavesdroppers or on-path
attacks, according to certain authentication protocols such as
that described in [Kiktenko]. |In [Kiktenko], the authenticity of
the cl assical channel is checked at the very end of the post-
processing procedure instead of doing it for each classica
message exchanged between the quantum node A and the quant um node
B

s worth noting that:

There are many enhanced QKD protocol s based on [BB84]. For
exanpl e, a series of |oopholes have been identified due to the

i nperfections of neasurenent devices; there are several solutions
to take into account concerning these attacks such as

measur enent - devi ce-i ndependent KD [ Zheng2019]. These enhanced
XD protocols can work differently than the steps of BB84

pr ot ocol [ BB84].

For large-scale QKD, QKD Networks (QKDNs) are required, which can
be regarded as a subset of a QuantumInternet. A QKDN may
consist of a QKD application layer, a QKD network |layer, and a
XKD link layer [QGn]. One or multiple trusted QKD rel ays

[ Zhang2018] may exi st between the quantum node A and the quantum
node B, which are connected by a QKDN. Alternatively, a QKDN may
rely on entangl enent distribution and entangl enent - based QKD
protocols; as a result, quantum repeaters and/or routers instead
of trusted QKD relays are needed for |arge-scale QKD

Ent angl enent swappi ng can be | everaged to realize entangl enent

di stribution.

XD provides an information-theoretical way to share secret keys
between two parties (i.e., a transnmtter and a receiver) in the
presence of an eavesdropper. However, this is true in theory,

and there is a significant gap between theory and practice. By



exploiting the inperfection of the detectors, Eve can gain

i nformati on about the shared key [Xu]. To avoid such side-
channel attacks in [Lo], the researchers provide a QKD protoco
call ed "Measurenment Devi ce-Independent (MDI)" QKD that allows two
users (a transmitter "Alice" and a receiver "Bob") to comunicate
with perfect security, even if the (measurement) hardware they
are using has been tanpered with (e.g., by an eavesdropper) and
thus is not trusted. It is achieved by nmeasuring correl ations
bet ween signals fromAlice and Bob, rather than the actua

signal s thensel ves

XD protocols based on Continuous Variable QKD (CV- (KD) have
recently seen plenty of interest as they only require

t el econmuni cati ons equi pnent that is readily available and is

al so in common use industry-wide. This kind of technology is a
potentially high-perfornmance techni que for secure key
distribution over linited distances. The recent denonstration of
CV- (XD shows conpatibility with classical coherent detection
schenes that are widely used for high-bandw dth cl assica

conmuni cati on systens [ Grosshans]. Note that we still do not
have a quantumrepeater for the continuous variabl e systens;
hence, these kinds of (KD technol ogi es can be used for the short
di stance communi cations or trusted rel ay-based QKD net wor ks.

Secret sharing can be used to distribute a secret key anong

mul tiple nodes by letting each node know a share or a part of the
secret key, while no single node can know the entire secret key.
The secret key can only be reconstructed via collaboration froma
sufficient nunber of nodes. Quantum Secret Sharing (QSS)
typically refers to the follow ng scenario: the secret key to be
shared is based on quantum states instead of classical bits. @SS
enabl es splitting and sharing such quantum states anong nultiple
nodes.

There are sone entangl ement - based (KD protocols, such as that
described in [Treiber], [E91], and [BBMB2], which work
differently than the above steps. The entangl enent-based
schenes, where entangled states are prepared externally to the
quant um node A and the quantum node B, are not nornmally

consi dered "prepare and neasure" as defined in [Whner]. O her
ent angl ement - based schemes, where entangl ement is generated
within the source quantum node, can still be considered "prepare
and neasure". Send-and-return schenes can still be "prepare and
measure" if the information content, fromwhich keys will be
derived, is prepared within the quantum node A before being sent
to the quantum node B for neasurenent.

As a result, the Quantum Internet in Figure 1 contains quantum
channels. And in order to support secure comunication setup,
especially in |arge-scal e deploynent, it al so requires entangl enent
generati on and entangl enent distribution [ QUANTUV CONNECTI QN] ,
quantum repeaters and/or routers, and/or trusted QKD rel ays.

T +
| End User |
S I +
N
| Local Secure Interface
| (e.g., the sane physical hardware
| or a local secure network)
\Y,

[--->( Quantum )--->| |
| ( Internet ) | |
| |



4. 2.

Node A Node B

Figure 1: Secure Communi cati on Setup
Bl i nd Quantum Conputi ng
Bl i nd quantum conputing refers to the foll owi ng scenari o:

1. Aclient node with source data del egates the conputation of the
source data to a renote conputation node (i.e., a server)

2. Furthernore, the client node does not want to disclose any source
data to the renote conmputation node, which preserves the source
data privacy.

3. Note that there is no assunption or guarantee that the renote
conputation node is a trusted entity fromthe source data privacy
perspecti ve.

As an example illustrated in Figure 2, a term nal node can be a snal
quant um conmputer with limted conputation capability conpared to a
renot e quantum conputation node (e.g., a renote mai nframe quantum
conputer), but the termi nal node needs to run a conputation-intensive
task (e.g., Shor’'s factoring algorithn). The term nal node can
create individual qubits and send themto the renpte quantum
comput ati on node. Then, the renote quantum conputati on node can
entangl e the qubits, calculate on them neasure them generate
measurenent results in classical bits, and return the neasurenent
results to the terminal node. It is noted that those neasurenent
results will look Iike purely randomdata to the renote quantum
comput ati on node because the initial states of the qubits were chosen
in a cryptographically secure fashion.

As a new client and server conputation nodel, Blind Quantum
Conput ati on (BQC) generally enables the foll ow ng process:

1. The client delegates a conputation function to the server

2. The client does not send original qubits to the server but does
send transformed qubits to the server

3. The conputation function is performed at the server on the
transforned qubits to generate tenmporary result qubits, which
could be quantumcircuit-based conputation or neasurenent-based
quant um comput ation. The server sends the tenporary result
qubits to the client.

4. The client receives the tenporary result qubits and transforns
themto the final result qubits.

During this process, the server cannot figure out the original qubits
fromthe transfornmed qubits. Also, it will not take too nuch effort
on the client side to transformthe original qubits to the
transforned qubits or transformthe tenporary result qubits to the
final result qubits. One of the very first BQC protocols, such as
that described in [Childs], follows this process, although the client
needs some basic quantum features such as quantum menory, qubit
preparati on and neasurenent, and qubit transnmission. Measurenent-
based quantum conputation is out of the scope of this docunent, and
nmore details about it can be found in [Jozsa2005].

It is worth noting that:



The BQC protocol in [Childs] is a circuit-based BQC nodel, where
the client only perfornms sinple quantumcircuit for qubit
transformation, while the server perfornms a sequence of quantum
logic gates. Qubits are transmitted back and forth between the
client and the server.

Uni versal BQC (UBQC) in [Broadbent] is a measurenent-based BQC
nmodel , which i s based on neasurenent-based quantum conputi ng

| everagi ng entangl ed states. The principle in UBQC is based on
the fact that the quantumtel eportation plus a rotated Bel

measur enent realize a quantum conputation, which can be repeated
multiple times to realize a sequence of quantum computation. In
this approach, the client first prepares transformed qubits and
sends themto the server, and the server needs to first prepare
entangl ed states fromall received qubits. Then, multiple

i nteracti on and nmeasur enent rounds happen between the client and
the server. For each round:

i. the client conputes and sends new neasurenent instructions
or nmeasurenent adaptations to the server;

ii. the server performs the neasurenent according to the
recei ved nmeasurement instructions to generate neasurenent
results (in qubits or classic bits); and

iii. then the client receives the neasurenment results and
transforns themto the final results

A hybrid UBQC is proposed in [Zhang2009], where the server
performs both quantumcircuits |ike that denonstrated in [Chil ds]
and quantum neasurenents |ike that denonstrated in [Broadbent] to
reduce the nunmber of required entangled states in [Broadbent].
Al'so, the client is much sinpler than the client in [Childs].
This hybrid BQC is a conbi nation of a circuit-based BQC nodel and
a nmeasur enment - based BQC nodel .

It isideal if the client in BQCis a purely classical client,
which only needs to interact with the server using classica
channel s and communi cati ons. [Huang] denobnstrates such an
approach where a classical client |everages two entangled servers
to performBQC with the assunption that both servers cannot
communi cate with each other; otherw se, the blindness or privacy
of the client cannot be guaranteed. The scenario as denonstrated
in [Huang] is essentially an exanple of BQC with nultiple
servers.

How to verify that the server will performwhat the client
requests or expects is an inportant issue in many BQC protocol s,
referred to as "verifiable BQC'. [Fitzsinons] discusses this

i ssue and conpares it in various BQC protocols.

In Figure 2, the Quantum I nternet contains quantum channel s and
quantum repeaters and/or routers for |ong-distance qubits
transm ssi on [ RFC9340] .

R + [-------- \ R +
I |--->( Quantum )--->| I
| | ( I'nternet ) | Renote Quantum |
| Term nal | L / | Comput ation |
| Node | | Node |
| (e.g., a small| [---n-mn- \ | (e.g., a renote |
| quantum | ( Cassical) | mai nfrane |
| conputer) | <-->( Internet )<-->| quantum conputer) |



Figure 2: Bind Quantum Conputi ng
Di stributed Quantum Conputi ng
There can be two types of distributed quantum conputing [ Denchev]:

1. Leverage quantum nechani cs to enhance classical distributed

conputing. For exanple, entangled quantum states can be
exploited to inprove | eader election in classical distributed
conmputing by sinply measuring the entangl ed quantum states at
each party (e.g., a node or a device) wthout introducing any
cl assi cal conmmuni cati ons anong distributed parties [Pal].
Normal |y, pre-shared entangl enent first needs to be established
anong distributed parties, followed by LOCC operations at each
party. And it generally does not need to transfer qubits anobng
distributed parties.

2. Distribute quantum conputing functions to distributed quantum
computers. A quantum conputing task or function (e.g., quantum
gates) is split and distributed to nultiple physically separate
quantum conputers. And it may or nmay not need to transnmit qubits
(either inputs or outputs) anpbng those distributed quantum
computers. Entangled states will be needed and actual ly consuned

to support such distributed quantum computing tasks. It is worth

noting that:

a. Entangled states can be created beforehand and stored or
buf f er ed;

b. The rate of entanglenment creation will limt the perfornmance

of practical Quantum Internet applications including
di stributed quantum conputing, although entangled states
coul d be buffered.

For exanple, [CGottesmanl1999] and [Eisert] have denonstrated that
a Controlled NOT (CNOT) gate can be realized jointly by and
distributed to multiple quantum conputers. The rest of this
section focuses on this type of distributed quantum conputi ng.

As a scenario for the second type of distributed quantum conputing,
Noi sy | ntermedi ate-Scal e Quantum (NI SQ conputers distributed in
different |ocations are avail able for sharing. According to the
definition in [Preskill], a NI SQ conputer can only realize a snal
nunber of qubits and has |imted quantumerror correction. This
scenario is referred to as "distributed quantum conputing” [Cal ef fi]
[ Cacci apuoti 2020] [ Cacci apuoti 2019]. This application scenario
reflects the vastly increased conmputing power that quantum conputers
can bring as a part of the QuantumInternet, in contrast to classica
computers in the Classical Internet, in the context of a distributed
quant um conputi ng ecosystem [ Cuonp]. According to [Cuonp], quantum
tel eportation enables a new comruni cati on paradigm referred to as
"tel edata" [VanMeter2006-01], which noves quantum states anong qubits
to distributed quantum conmputers. In addition, distributed quantum
comput ation al so needs the capability of renptely perforning quantum
computation on qubits on distributed quantum conputers, which can be
enabl ed by the technique called "tel egate"” [VanMeter2006-02].

As an exanple, a user can | everage these connected Nl SQ conputers to
sol ve highly compl ex scientific conputation problens, such as

anal ysis of chem cal interactions for nedical drug devel opment [ Cao]
(see Figure 3). In this case, qubits will be transmtted anong
connect ed quantum conputers via quantum channels, while the user’s
execution requests are transnmitted to these quantum conputers via

cl assi cal channels for coordination and control purpose. Another
exanpl e of distributed quantum conmputing is secure Multi-Party
Quantum Conput ati on (MPQC) [ Crepeau], which can be regarded as a



quant um versi on of classical secure Miulti-Party Conputation (MPC).

In a secure MPQC protocol, nmultiple participants jointly perform
quant um conputation on a set of input quantum states, which are
prepared and provided by different participants. One of the primary
ains of the secure MPQC is to guarantee that each participant wll

not know i nput quantum states provi ded by other participants. Secure
MPQC relies on verifiable quantum secret sharing [Lipinska].

For the exanple shown in Figure 3, we want to nove qubits from one

NI SQ conputer to another N SQ conputer. For this purpose, quantum
teleportation can be | everaged to teleport sensitive data qubits from
one quantum conputer (A) to another quantum conmputer (B). Note that
Fi gure 3 does not cover measurenent-based distributed quantum
conputing, where quantumtel eportation may not be required. Wen
quantumtel eportation is enpl oyed, the follow ng steps happen between
A and B. In fact, LOCC [ Chitanbar] operations are conducted at the
gquantum conputers A and B in order to achieve quantumtel eportation
as illustrated in Figure 3.

1. The quantum conputer A locally generates sone sensitive data
qubits to be teleported to the quantum conputer B

2. A shared entanglenment is established between the quantum conputer
A and the quantum conputer B (i.e., there are two entangl ed
qubits: gl at A and g2 at B). For exanple, the quantum conputer
A can generate two entangled qubits (i.e., gl and g2) and send g2
to the quantum conmputer B via quantum conmuni cati ons.

3. Then, the quantum conputer A perfornms a Bell neasurenent of the
entangl ed qubit gl and the sensitive data qubit.

4. The result fromthis Bell neasurement will be encoded in two
classical bits, which will be physically transnitted via a
cl assi cal channel to the quantum conputer B

5. Based on the received two classical bits, the quantum computer B
modi fies the state of the entangled qubit g2 in the way to
generate a new qubit identical to the sensitive data qubit at the
quantum conputer A

In Figure 3, the Quantum I nternet contains quantum channel s and
quantum repeaters and/or routers [RFC9340]. This application
scenari o needs to support entangl ement generation and entangl enent
di stribution (or quantum connection) setup [ QUANTUM CONNECTION] in
order to support quantumtel eportation

N
| Local Secure Interface

| (e.g., the sane physical hardware
| or a local secure network)

|

|--->( Quantum )--->|

| ( Internet )

Quant um | L /
Conputer A |
(e.g., Site #1)|
I

S \ (e.g., Site #2)

|
I I
| Quant um |
| Conputer B |
I I
I I
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Figure 3: Distributed Quantum Conputi ng

General Requirenents

Quantum t echnol ogi es are steadily evolving and i nproving. Therefore,
it is hard to predict the tineline and future nil estones of quantum
technol ogi es as pointed out in [Gunbling] for quantum conputing
Currently, a NI SQ conputer can achieve fifty to hundreds of qubits
with some given error rate.

On the network level, six stages of Quantum Internet devel opnent are
described in [Whner] as a Quantum Internet technol ogy roadnap as
fol |l ows:

1. Trusted repeater networks (Stage-1)
2. Prepare-and-neasure networks (Stage-?2)
3. Entangl enment distribution networks (Stage-3)
4. Quantum nenory networks (Stage-4)
5. Fault-tolerant few qubit networks (Stage-5)
6. Quantum conputing networks (Stage-6)
The first stage is sinple trusted repeater networks, while the fina
stage is the quantum conputing networks where the full-blown Quantum

Internet will be achieved. Each internediate stage brings with it
new functionality, new applications, and new characteristics.

Table 1 illustrates Quantum Internet application scenarios as
described in Sections 3 and 4 napped to the Quantum | nternet stages
described in [Whner]. For exanple, secure comruni cation setup can

be supported in Stage-1, Stage-2, or Stage-3 but with different QKD
solutions. Moire specifically:

* |n Stage-1, basic (KD is possible and can be | everaged to support
secure conmuni cation setup, but trusted nodes are required to
provi de end-to-end security. The primary requirenent is the
trusted nodes.

* |n Stage-2, the end users can prepare and neasure the qubits. In
this stage, the users can verify classical passwords wi thout
revealing them

* |n Stage-3, end-to-end security can be enabl ed based on quantum
repeaters and entangl ement distribution to support the sane secure
conmuni cati on setup application. The primary requirenent is
entangl ement distribution to enabl e | ong-di stance QKD.

* In Stage-4, the quantumrepeaters gain the capability of storing
and mani pul ating entangl ed qubits in the quantum menories. Using
these ki nds of quantum networks, one can run sophisticated
applications like blind quantum conputing, |eader election, and
guantum secret sharing

* In Stage-5, quantum repeaters can performerror correction; hence,
they can performfault-tol erant quantum conputations on the
received data. Wth the help of these repeaters, it is possible
to run distributed quantum conputi ng and quantum sensor
applications over a smaller nunber of qubits.

* Finally, in Stage-6, distributed quantum computing relying on nore



qubits can be support ed.

[ s oo e e e e e e s s
| Quantum | Exanple Quantum Internet | Characteristic |
| Internet Stage | Use Cases | |
| Stage-1 | Secure communi cation | Trusted nodes |
| | setup using basic QKD | |
o a o o m e e e aa oo s Fom e e e e e oo s +
| Stage-2 | Secure communication | Prepare-and-neasure

| | setup using the QKD with | capability |
| | end-to-end security | |
o e S o e e e e e oo - +
| Stage-3 | Secure comunication | Entangl ement |
| | setup using | distribution |
| | entangl enent - enabl ed QKD | |
o a o o m e e e e e e e oo - S +
| Stage-4 | Blind quantum conputing | Quantum nenory |
o e S o e e e e e oo - +
| Stage-5 | Hi gher-accuracy clock | Fault tolerance |
| | synchronization | |
o a o o e e e e e e e e oo s o e e e e oo s +
| Stage-6 | Distributed quantum | More qubits |
I | conputing I I
o e S o e e e e e oo - +

Table 1: Exanple Application Scenarios in Different Quantum
I nternet Stages

Sone general and functional requirements on the Quantum Internet from
the networ ki ng perspective, based on the above application scenarios
and Quantum I nternet technol ogy roadmap [ Wehner], are identified and
described in next sections.

5.1. Operations on Entangled Qubits

Met hods for facilitating quantum applications to interact efficiently
with entangl ed qubits are necessary in order for themto trigger
distribution of designated entangled qubits to potentially any other
quant um node residing in the QuantumInternet. To acconplish this,
speci fic operations must be performed on entangled qubits (e.g.,

ent angl emrent swappi ng or entangl ement distillation). Quantum nodes
may be quantum end nodes, quantum repeaters and/or routers, and/or
guantum conput er s

5.2. Entanglenent Distribution

Quantum repeaters and/or routers should support robust and efficient
ent angl ement distribution in order to extend and establish a high-
fidelity entangl ement connection between two quantum nodes. For
achieving this, it is required to first generate an entangled pair on
each hop of the path between these two nodes and then perform

ent angl enent - swappi ng operations at each of the internmedi ate nodes.

5.3. The Need for d assical Channels

Quantum end nodes nust send additional information on classica
channels to aid in transferring and understandi ng qubits across
quantum repeaters and/ or receivers. Exanples of such additiona

i nformation include qubit measurenents in secure conmmuni cation setup
(Section 4.1) and Bell neasurenents in distributed quantum conputi ng
(Section 4.3). In addition, qubits are transferred individually and
do not have any associ ated packet header, which can help in
transferring the qubit. Any extra information to aid in routing,
identification, etc. of the qubit(s) nmust be sent via classica
channel s.
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4.

Quantum I nt ernet Managenent

Met hods for managi ng and controlling the Quantum I nternet including
quant um nodes and their quantum resources are necessary. The
resources of a quantum node may include quantum menory, quantum
channel s, qubits, established quantum connections, etc. Such
managenent net hods can be used to nonitor the network status of the
Quantum I nternet, diagnose and identify potential issues (e.g.,
quant um connecti ons), and configure quantum nodes with new actions
and/or policies (e.g., to performa new entangl ement - swappi ng
operation). A new nmanagenent information nodel for the Quantum
Internet may need to be devel oped.

Concl usi on

Thi s docunent provides an overvi ew of sone expected application
categories for the Quantum Internet and then details sel ected
application scenarios. The applications are first grouped by their
usage, which is an easy-to-understand classification scheme. This
set of applications may, of course, expand over tinme as the Quantum
Internet matures. Finally, some general requirenments for the Quantum
Internet are al so provided.

Thi s docunent can al so serve as an introductory text to readers
interested in |learning about the practical uses of the Quantum
Internet. Finally, it is hoped that this docunent will help guide
further research and devel oprment of the Quantum I nternet
functionality required to inplenent the application scenarios
descri bed herein.

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
Security Considerations

Thi s docunent does not define an architecture nor a specific protoco
for the Quantuminternet. It focuses instead on detailing
application scenarios and requirenments and describing typical Quantum
Internet applications. However, sone salient observations can be
made regardi ng security of the Quantum Internet as foll ows.

It has been identified in [ NI STI R8240] that, once |arge-scal e quantum
conputing becones reality, it will be able to break many of the
public key (i.e., asymmetric) cryptosystens currently in use. This
i s because of the increase in computing ability w th quantum
computers for certain classes of problens (e.g., prime factorization
and optim zations). This would negatively affect many of the
security nechanisns currently in use on the O assical Internet that
are based on public key (Diffie-Hellman (DH)) encryption. This has
given strong inpetus for starting devel opnment of new cryptographic
systens that are secure agai nst quantum conputing attacks

[ NI STI R8240] .

Interestingly, devel opnent of the Quantum Internet will also nmitigate
the threats posed by quantum conputing attacks agai nst DH based
public key cryptosystems. Specifically, the secure comruni cation
setup feature of the QuantumInternet, as described in Section 4.1,
will be strongly resistant to both classical and quantum computi ng
attacks against Diffie-Hellman based public key cryptosystens.

A key additional threat consideration for the QuantumlInternet is
addressed in [RFC7258], which warns of the dangers of pervasive
monitoring as a wi despread attack on privacy. Pervasive nonitoring
is defined as a wi despread, and usually covert, surveillance through



intrusive gathering of application content or protocol metadata, such
as headers. This can be acconplished through active or passive

wi retaps, through traffic analysis, or by subverting the

crypt ographi ¢ keys used to secure conmuni cati ons.

The secure comunication setup feature of the Quantum Internet, as
described in Section 4.1, will be strongly resistant to pervasive

nmoni toring based on directly attacking (Diffie-Hellnman) encryption
keys. Also, Section 4.2 describes a nethod to performrenote quantum
conmputing while preserving the privacy of the source data. Finally,
the intrinsic property of qubits to decohere if they are observed,

al beit covertly, will theoretically allow detection of unwanted
monitoring in some future sol utions

Modern networks are inplenmented with zero trust principles where
classical cryptography is used for confidentiality, integrity
protection, and authentication on many of the |ogical |ayers of the
networ k stack, often all the way fromdevice to software in the cloud
[ Nl STSP800- 207] . The cryptographic solutions in use today are based
on wel |l -understood prinitives, provably secure protocols, and state-
of -the-art inplenentations that are secure against a variety of side-
channel attacks.

In contrast to conventional cryptography and Post- Quantum

Crypt ography (PQC), the security of XKD is inherently tied to the
physi cal |ayer, which makes the threat surfaces of QKD and
conventional cryptography quite different. KD inplenentations have
al ready been subjected to publicized attacks [Zhao2008], and the
Nati onal Security Agency (NSA) notes that the risk profile of
conventional cryptography is better understood [NSA]. The fact that
conventi onal cryptography and PQC are inplenented at a higher |ayer
than the physical one means PQC can be used to securely send
protected information through untrusted relays. This is in stark
contrast with QKD, which relies on hop-by-hop security between
intermedi ate trusted nodes. The PQC approach is better aligned with
the nmodern technol ogy environnent, in which nore applications are

movi ng toward end-to-end security and zero-trust principles. It is
al so inportant to note that, while PQC can be depl oyed as a software
update, KD requires new hardware. In addition, the |ETF has a

wor ki ng group on Post-Quantum Use In Protocols (PQUIP) that is
studying PQC transition issues.

Regarding QKD i npl ementation details, the NSA states that

conmuni cati on needs and security requirenents physically conflict in
XKD and that the engineering required to bal ance them has extrenely

| ow tolerance for error. Wile conventional cryptography can be

i mpl erented in hardware in sonme cases for performance or other
reasons, QKD is inherently tied to hardware. The NSA points out that
this makes (KD less flexible with regard to upgrades or security
patches. As (KD is fundanentally a point-to-point protocol, the NSA
al so notes that QKD networks often require the use of trusted rel ays,
whi ch increases the security risk frominsider threats.

The UK s National Cyber Security Centre cautions against reliance on
XD, especially in critical national infrastructure sectors, and
suggests that PQC, as standardized by NIST, is a better solution
[NCSC]. Meanwhile, the National Cybersecurity Agency of France has
deci ded that (KD coul d be considered as a defense-in-depth neasure
conpl enenti ng conventional cryptography, as long as the cost incurred
does not adversely affect the mitigation of current threats to IT
systens [ ANNSI].
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