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Abst r act

Thi s docunent defines a standard profile for Route Origin
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aut hori zed an Autononmpbus System (AS) to originate routes to one or
nmore prefixes within the address bl ock. This docunent obsol etes RFC
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I nt roducti on

The primary purpose of the Resource Public Key Infrastructure (RPKI)
is to inprove routing security. (See [RFC6480] for nore
information.) As part of this system a nechanismis needed to allow
entities to verify that an Autononpus System (AS) has been given

perm ssion by an | P address bl ock holder to advertise routes to one
or nmore prefixes within that block. A Route Origin Authorization
(ROA) provides this function

The ROA makes use of the tenplate for RPKI digitally signed objects

[ RFC6488], which defines a Cryptographic Message Syntax (CMS) w apper
[ RFC5652] for the ROA content as well as a generic validation
procedure for RPKI signed objects. Therefore, to complete the
specification of the ROA (see Section 4 of [RFC6488]), this docunent
defi nes:

* The ODthat identifies the signed object as being a ROA. (This
O D appears within the eContent Type in the encapContentl nfo object
as well as the content-type signed attribute in the signerinfo
obj ect.)

* The ASN. 1 syntax for the ROA eContent. (This is the payl oad that
specifies the AS being authorized to originate routes as well as
the prefixes to which the AS nay originate routes.) The ROA
eContent is ASN. 1 encoded using the Distingui shed Encodi ng Rul es
(DER) [ X. 690].

* Additional steps required to validate ROAs (in addition to the
val idation steps specified in [ RFC6488]).

.1. Requirenments Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

.2. Changes from RFC 6482

Thi s section summari zes the significant changes between [ RFC6482] and
the profile described in this docunent.



* (Carified the requirenents for the I P address and AS identifier
X. 509 certificate extensions.

* Strengthened the ASN. 1 formal notation and definitions.
* Incorporated errata for RFC 6482.

* Added an exanpl e ROA eContent payl oad, and a conplete ROA
(Appendi x A).

* Specified a canonicalization procedure for the content of
i pAddr Bl ocks.

Rel at ed Wor k

It is assuned that the reader is famliar with the terns and concepts
described in "Internet X 509 Public Key Infrastructure Certificate
and Certificate Revocation List (CRL) Profile" [RFC5280] and "X 509
Extensions for | P Addresses and AS ldentifiers" [RFC3779].

Additionally, this docurment nmakes use of the RPKI signed object
profile [RFC6488]; thus, familiarity with that docunent is assuned.
Note that the RPKI signed object profile makes use of certificates
adhering to the RPKI resource certificate profile [ RFC6487]; thus,
famliarity with that profile is al so assuned.

The ROA Content Type

The content-type for a ROA is defined as id-ct-routeOrigi nAuthz and
has the numerical value 1.2.840.113549.1.9.16. 1. 24.

This O D MJUST appear within both the eContent Type in the
encapContentl nfo object and the content-type signed attribute in the
signerinfo object (see [RFC6488]).

The ROA eCont ent

The content of a ROA identifies a single AS that has been authorized
by the address space holder to originate routes and a |ist of one or
more | P address prefixes that will be advertised. |If the address
space hol der needs to authorize nmultiple ASes to advertise the same
set of address prefixes, the holder issues nultiple ROAs, one per AS
nunber. A ROAis formally defined as:

RPKI - ROA- 2023
{ iso(1l) menber-body(2) us(840) rsadsi (113549)
pkcs(1l) pkcs9(9) smne(16) nod(0)
i d- nod-r pki ROA-2023(75) }

DEFI NI TIONS EXPLICI T TAGS :: =
BEG N

| MPORTS
CONTENT- TYPE
FROM Crypt ogr aphi cMessageSynt ax- 2010 -- in [ RFC6268]
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) sminme(16) nodul es(0) id-nod-cns-2009(58) } ;

ct-routeOrigi nAttestati on CONTENT-TYPE :: =
{ TYPE RouteOriginAttestation
| DENTI FI ED BY id-ct-routeCrigi nAuthz }

id-ct-routeOrigi nAuthz OBJECT | DENTIFIER :: =
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) id-smime(16) id-ct(1) routeOigi nAuthz(24) }



Rout eOri gi nAttestation ::= SEQUENCE {

version [ 0] | NTEGER DEFAULT O,

asl D ASI D,

i pAddr Bl ocks SEQUENCE (Sl ZE(1..2)) OF RQAI PAddressFamly }
ASID ::= I NTEGER (0..4294967295)
ROAI PAddr essFami |y ::= SEQUENCE {

addressFani | y ADDRESS- FAM LY. &afi ({AddressFam |ySet}),

addr esses ADDRESS- FAM LY. &Addr esses

({Addr essFanmi | ySet } { @ddressFam | y}) }

ADDRESS- FAM LY ::= CLASS {

&af i OCTET STRING (SI ZE(2)) UN QUE,

&Addr esses

} WTH SYNTAX { AFl &afi ADDRESSES &Addresses }

Addr essFam | ySet ADDRESS- FAM LY :: =
{ addressFanmi |yl Pv4 | addressFam |yl Pv6 }

addressFam | yl Pv4 ADDRESS- FAM LY :: =

{ AFlI afi-I|Pv4 ADDRESSES ROAAddressesl| Pv4 }
addressFam | yl Pv6 ADDRESS- FAM LY :: =

{ AFl afi-IPv6 ADDRESSES ROAAddressesl| Pv6 }

afi -1 Pv4d OCTET STRING ::
afi-1Pv6 OCTET STRING ::

"0001'H
" 0002' H

ROAAddr essesl| Pv4 ::
ROAAddr essesl| Pv6 ::

SEQUENCE (Sl ZE( 1. . MAX)

) OF ROAI PAddress{ub-1 Pv4}
SEQUENCE (Sl ZE(1..MAX)) OF

RQAI PAddr ess{ ub- | Pv6}

ub-1Pv4 | NTEGER : :
ub-1Pv6 | NTEGER ::

32
128

RQOAI PAddr ess {I NTEGER: ub} ::= SEQUENCE {
addr ess BI T STRING (SI ZE(O. . ub)),
maxLengt h | NTEGER (0..ub) OPTIONAL }

END
4.1. The version El enent

The version nunber of the RouteOriginAttestation entry MJST be O.
4.2. The aslD El ement

The asl D el enment contains the AS nunmber that is authorized to
originate routes to the given |IP address prefixes.

4.3. The i pAddrBl ocks El enent

The i pAddrBl ocks el ement encodes the set of |P address prefixes to
which the AS is authorized to originate routes. Note that the syntax
here is nore restrictive than that used in the | P address del egati on
extension defined in [RFC3779]. That extension can represent
arbitrary address ranges, whereas ROAs need to represent only IP
prefixes.

4.3.1. Type RQOAlI PAddressFam |y

Wthin the ROAI PAddressFam |y structure, the addressFam |y el ement
contains the Address Famly ldentifier (AFl) of an IP address fanmily.
Thi s specification only supports |IPv4 and | Pv6; therefore,
addressFanmi |y MUST be either 0001 or 0002. |Pv4 prefixes MJST NOT
appear as | Pv4-mapped | Pv6 addresses (Section 2.5.5.2 of [RFC4291]).



There MUST be only one instance of RQOAlI PAddressFam |y per uni que AFI
in the ROA. Thus, the ROAlI PAddressFami|ly structure MJST NOT appear
nmore than tw ce.

The addresses field contains IP prefixes as a sequence of type
ROAI PAddr ess.

4.3.2. Type ROAl PAddress

A ROAlI PAddress structure is a sequence containing an address el enent
of type BIT STRING and an optional maxLength el ement of type | NTEGER

4.3.2.1. The address El enent

The address elenment is of type BIT STRING and represents a single IP
address prefix. This field uses the same representation of an IP
address prefix as a BIT STRING as the | PAddress type defined in
Section 2.2.3.8 of [RFC3779].

4.3.2.2. The maxLength El enent

When present, the maxLength el ement specifies the maxi mum | ength of
the I P address prefix that the AS is authorized to advertise. The
maxLengt h el ement SHOULD NOT be encoded if the maxinmumlength is
equal to the prefix length. Certification Authorities SHOULD
anticipate that future Relying Parties will becone increasingly
stringent in considering the presence of superfluous nmaxLength

el ements an encoding error

If present, the maxLength el enent MJUST be:

* an integer greater than or equal to the length of the acconpanying
prefix, and

* Jless than or equal to the maxinumlength (in bits) of an IP
address in the applicable address famly: 32 in the case of |Pv4
and 128 in the case of |Pv6.

For exanple, if the IP address prefix is 203.0.113.0/24 and naxLength
is 26, the ASis authorized to advertise any nore-specific prefix
with a maximumlength of 26. In this exanple, the AS would be

aut hori zed to advertise 203.0.113.0/24, 203.0.113.128/25, or
203.0.113.192/26, but not 203.0.113.0/27. See [RFC9319] for nore
informati on on the use of nmaxLength.

When the maxLength el enment is not present, the ASis only authorized
to advertise the exact prefix specified in the ROAl PAddress
structure’s address el enment.

4.3.2.3. Note on Overlapping or Superfluous Information Encoding

Note that a valid ROA may contain an | P address prefix (within a
RQOAI PAddress el enent) that is enconpassed by another | P address
prefix (within a separate ROAl PAddress element). For exanple, a ROA
may contain the prefix 203.0.113.0/24 with maxLength 26, as well as
the prefix 203.0.113.0/28 with maxLength 28. This ROA woul d
authorize the indicated AS to advertise any prefix beginning with
203.0.113 with a minimumlength of 24 and a maxi mum | ength of 26, as
well as the specific prefix 203.0.113. 0/ 28.

Additionally, a ROA MAY contain two ROAI PAddress el ements, where the
I P address prefix is identical in both cases. However, this is NOT
RECOMVENDED, because in such a case, the ROAl PAddress el ement with
the shorter maxLength grants no additional privileges to the

i ndi cated AS and thus can be omtted w thout changi ng the neani ng of
the ROA



4. 3.

3. Canonical Formfor ipAddrBl ocks

As the data structure described by the ROA ASN. 1 nodul e all ows for
many di fferent ways to represent the same set of |P address

i nformati on, a canonical formis defined such that every set of IP
address information has a unique representation. In order to produce
and verify this canonical form the process described in this section
SHOULD be used to ensure that information elenments are unique with
respect to one another and sorted in ascending order. Certification
Aut horities SHOULD anticipate that future Relying Parties will inpose
a strict requirement for the i pAddrBlocks field to be in this

canoni cal form This canonicalization procedure builds upon the
canoni cal i zation procedure specified in Section 2.2.3.6 of [RFC3779].

In order to semantically conpare, sort, and deduplicate the contents
of the ipAddrBlocks field, each ROAI PAddress el enent is mapped to an
abstract data el enent conposed of four integer val ues:

afi  The AFl val ue appearing in the addressFamly field of the
cont ai ni ng ROAI PAddressFam |y as an integer

addr The first |P address of the IP prefix appearing in the
RQAl PAddress address field, as a 32-bit (IPv4) or 128-bit (IPv6)
i nt eger val ue.

plen The length of the I P prefix appearing in the ROAl PAddress
address field as an integer val ue.

m en The value appearing in the nmaxLength field of the ROAI PAddress
element, if present; otherw se, the above prefix |ength val ue.

Thus, the equality or relative order of two ROAlI PAddress el ements can
be tested by conparing their abstract representations.

4.3.3.1. Conparator

The set of ipAddrBlocks is totally ordered. The order of two
i pAddr Bl ocks is deternmined by the first non-equal conparison in the
following list.

1. Data elements with a lower afi val ue precede data elenents with a
hi gher afi val ue.

2. Data elenents with a | ower addr value precede data elenents with
a hi gher addr val ue.

3. Data elements with a | ower plen value precede data elenents with
a hi gher plen val ue.

4. Data elements with a lower men value precede data elenents with
a hi gher nlen val ue.

Data el enents for which all four values conpare equal are duplicates
of one anot her.

4.3.3.2. Exanple |Inplenentations

* A sorting inmplementation [roasort-c] in | SO |EC 9899: 1999
("ANSI C99").

* A sorting inplenentation [roasort-rs] in the Rust 2021 Edition
ROA Validation

Before a Relying Party can use a ROA to validate a routing



7.

7.

1.

announcenent, the Relying Party MJUST first validate the ROA. To

validate a ROA, the Relying Party MJUST performall the validation
checks specified in [ RFC6488] as well as the follow ng additional
ROA- speci fic validation steps:

* The | P address del egati on extension [RFC3779] is present in the
end-entity (EE) certificate (contained within the ROA), and every
| P address prefix in the ROA payload is contained within the set
of | P addresses specified by the EE certificate's | P address
del egati on extensi on.

* The EE certificate' s | P address del egati on extensi on MJST NOT
contain "inherit" elenments as described in [ RFC3779].

* The Autononous Systemidentifier del egation extension described in
[ RFC3779] is not used in ROAs and MJUST NOT be present in the EE
certificate.

* The ROA content fully confornms with all requirenents specified in
Sections 3 and 4.

If any of the above checks fail, the ROAin its entirety MJST be
considered invalid and an error SHOULD be | ogged.

Security Considerations

There is no assunption of confidentiality for the data in a ROA; it
is anticipated that ROAs will be stored in repositories that are
accessible to all 1SPs, and perhaps to all Internet users. There is
no explicit authentication associated with a ROA, since the PKI used
for ROA validation provides authorization but not authentication.

Al though the ROA is a signed, application-layer object, there is no
intent to convey non-repudiation via a ROA

The purpose of a ROAis to convey authorization for an AS to
originate a route to the prefix or prefixes in the ROA. Thus, the
integrity of a ROA MUST be established. This ROA specification makes
use of the RPKI signed object format; thus, all security

consi derations discussed in [ RFC6488] also apply to ROAs.
Additionally, the signed object profile uses the CM5 signed nessage
format for integrity; thus, ROAs inherit all security considerations
associated with that data structure.

The right of the ROA signer to authorize the target AS to originate
routes to the prefix or prefixes is established through the use of

t he address space and AS nunber PKI as described in [ RFC6480].
Specifically, one MJST verify the signature on the ROA using an X 509
certificate issued under this PKI and check that the prefix or
prefixes in the ROA are contained within those in the certificate’s

| P address del egati on extension.

I ANA Consi derations
SM Security for SSMME CM5 Content Type (1.2.840.113549.1.9.16.1)
| ANA has updated the id-ct-routeOiginAuthz entry in the "SM

Security for SIMME CMS Content Type (1.2.840.113549.1.9.16.1)"
registry as foll ows:

[ oo el el )
| Decimal | Description | References |
B Sty e el el
| 24 | id-ct-routeOriginAuthz | RFC 9582 |
R B I I I A R I +

Table 1



7.2. RPKI Signed hjects Registry

| ANA has updated the Route Origination Authorization entry in the
"RPKI Signed Objects" registry created by [ RFC6488] as foll ows:

[} e ——————— Ll —_—(—————————————————————_ _lpppp—p—_—(———— L
| Nane | D | Reference |
[ ey et et
| Route Origination | 1.2.840.113549.1.9.16.1.24 | RFC 9582 |
| Authorization | |
o e e e e oo oo o e e e e e e e N +

7.3. File Extension

| ANA has updated the entry for the ROA file extension in the "RPKI
Repository Nane Schenmes" registry created by [ RFC6481] as foll ows:

[ sl el Ll o
| Filenane Extension | RPKI Object | Reference |
| .roa | Route Origination Authorization | RFC 9582 |
o e e e o e e e e e e e e e e e e e e R +

Table 3

7.4. SM Security for S/MME Mdule Identifier
(1.2.840.113549.1.9.16.0)

I ANA has allocated the following entry in the "SM Security for
S/'M ME Modul e Identifier (1.2.840.113549.1.9.16.0)" registry:

[ ety ey el o
| Decimal | Description | References |
B e el sy e e
| 75 | id-nod-rpki ROA-2023 | RFC 9582 |
L I i I I I +

Tabl e 4
7.5. Media Type

| ANA has updated the nedia type application/rpki-roa in the "Media
Types" registry as foll ows:

Type name: application

Subt ype nane: rpki-roa

Required paraneters: NA

Optional parameters: NA

Encodi ng considerations: binary

Security considerations: Carries an RPKI ROA (RFC 9582). This media
type contains no active content. See Section 6 of RFC 9582 for
further informtion.

Interoperability considerations: None

Publ i shed specification: RFC 9582

Applications that use this media type: RPKlI operators



Addi ti onal information:

Content: This nedia type is a signed object, as defined in
[ RFC6488], which contains a payload of a list of prefixes and
an AS identifier as defined in RFC 9582.

Magi ¢ nunber(s): None

File extension(s): .roa

Maci ntosh file type code(s): None

Person & email address to contact for further information:
Job Snijders <job@astly.conp

I nt ended usage: COMVON
Restrictions on usage: None
Change controller: |ETF
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Exanpl e ROA eContent Payl oad

An exanpl e of a DER-encoded ROA eContent is provided below, with
annotation followi ng the "#" character.

$ echo 16i 301802030100003011300F040200023009300703050020010DB8 P \
| dc | openssl asnlparse -informDER -i -dunp
0:d=0 hl=2 I= 24 cons: SEQUENCE # RouteOrigi nAttestation
2:d=1 hl=2 1= 3 prim |INTEGER :010000 # aslD 65536
7:d=1 hl=2 = 17 cons: SEQUENCE # | pAddr Bl ocks
9:d=2 hl=2 1= 15 cons: SEQUENCE # RQOAI PAddr essFami | y
11:d=3 hl=2 1= 2 prim OCTET STRI NG # addressFam |y
0000 - 00 02 # | Pv6
15:d=3 hl=2 | = 9 cons: SEQUENCE # addr esses
17:d=4 hl=2 | = 7 cons: SEQUENCE # ROAI PAddr ess
19:d=5 hl=2 1= 5 prim BI T STRI NG # 2001: db8:: /32
0000 - 00 20 01 0Od b8

Bel ow i s a conplete RPKI ROA signed object, Base64 encoded per

[ RFC4648] .

M | GgAYJKoZl hvcNAQc Col | Gc TCCBD CAQWK DTALBgl ghk gBZQVEAg EWKWYLKoZI
hvcNAGK QAR gHAQaMBg CAWEAADARNMAS EAg ACVAK WBWIVFACABDbI gggR8M | EeDCC
A2CgAW BAgl BAz ANBgk ghki GOWOBAQs FADAV MSOWKWYDVQQDEY Q4Nj Uy NIk NS00

NGQBLTRKZ]

kt ODA3CS00YTI kY2RmM YSNDQaHhc NV QMNTAx MDAz NDEz WhcNM Uw

NTAx MDAz NDEz W Av MBOWKWYDVQQDEY R Yj g3NmImMCLl YTI KLTRi M | t YTEXZSOy



Ym\hZDA4Mz| | MTMwggEl MAOGCSqGSI b3DQEBAQUAAAI BDWAWYgEKA0I BAQCs PSYD
JNGOFRSHUZUVXi bx2TCQF WA Pl HNKgQAWYN1Kz 88HaGgVf 63GLmid/ cxBNM 5Af NQ
M2z KSAb83UAp97DUXf +I voKj 4F+| xCCj FaBpBeehc7X0XPDpbchqolYr zI zxxqou
G j EwZ4k+BaMavEFYMBszqWA+ZdneBSuZ3YbHPKp2r oyn4pJ9all 5f YAqFQ Oeo
VZbAc8pZmRVQuedYYqQ y9CSRGsbi G BOf Kt 2mf zSsuvl 4Zi t 7+Ny GL3wAZecj Z
XEl nsTt 5] Quy5PeJdj LDyf W/ ZFi 0gPsN KOM2I Msi 5B7 QKaagA1RbRVHZyr kWbe
201 5r f k1bl GW/ pl AgMBAAG ggGdM | BnTAOBgNVH@BBAf 8 EBAMCB4 AWHQYDVROO
BBYEFNAUWKk/ sy CyWhRDVS™M / f CUj 0i MB8GALUdI wQYMBaAFNZy COpHDp1t 1nivA
| vVTr cE4nt QOMBgGALUdI AEB/ wQOMAWACG Y1 KwYBBQUHDg I wW\g Yl KwYBBQUHAQEE
Tj BMVEOGCCs GAQUFBz AChj 5yc 3l uYzovL3JIwa2kuzZXhhbXBsZS5uZXQvcnmnby 8x
bkl JNmt j T25XMLdaVUFpOvZPdHdUaWFORFNnLmNI ¢j BRBgNVHRBES] Bl MEagRKBC
hkByc3l uYzovL3Jwa2kuZXhhbXBsZS5uzZXQvcnvwby9BLzFuSUk2a2NPbl czV1pV
QN 5VKk90d1Rp YXREU2c u'Y3Js MFWGCCs GAQUFBWEL BFAWT] BVBggr BgEFBQcwCAZA
cnNSbmVBLY 9y c G pLnvAYWLwb GUUbmVOL3Jl cGBvQS8zaFJi R1IQX ekl MSnFk RUSW
S11 5TDk4 S| NQUOt nLnJvYTAgBggr Bg EFBQC BBWEB/ WQRMASWDQQCAAI wBWVFACAB
DbgwbDQYJKoZI hve NAQEL BQADggEBAKFoMax1Gdxb9nv Sf KE2Jo+DudqCG WF3nmGv
r khag8CQYi 2CBJZLr kpCRha8doBWIPbr L36waWEh5A/ TdLKvW Af 66/ v3i L5QcXo
Kr bO+f plpu/ YVKAXFxwYJhbX40nL4Ggh9+t 4f FXhED 2Qen gj WZyxvgx2Sra/ i K
f & 6gxUni e3ol T+Fi Yj qF/ / W UBP/ H Tf +E41 RGNSt Cr SNDhMZG6cOnj g2keWw4d
wnwl+GqSyDhquORsr OnBXUbi vkc+h0ZZBBS9Sx PM+G gdzEDV51VcK1SeMa3G3Ca
j 0cJA99eTM+j 52t KNVupf t v1Y+4W O XA KnRNKw26 XDaphzw3B8xggCGgM | Bpgl B
AAAUBhRbGT+z1 LIJadENVKYYL98JSPSI wOwYJ Yl ZI AWUDBAI BoGswCGgYJKoZl hveN
AQKDMDGCy qGS| b3DQEJ EAEYMBWGCSqGSI b3DQEJ BTEPFWOY NDAL MDEMVDMD MT Na
MC8GCSqGS| b3DQEIBDEI BCBI z4HEXs5A69pxkJqTChUvc2i TS7C4eDd3alD4hYJS
w ANBgkghki GOWOBAQEFAASCAQBa2wmuDHbcvf nMRI aQl6nB0zpCZt JVBLDELOAO
2kLb18Tf FoxChUi / j Z9gOhNYksVOn4vQInCBqP6I | f m0ZsKzRnyz Zf 3f 2xegw2p
Wi 928QYI c/ / eY3+XA3bQ@B7h+s0r 70Zk QH7 +Km wDOCYalLh/ YB37wp/ 7gi C7bpvi

c2Fv2i || Qrect r K7t YDHsNGg+svULTj emJakl gf cRAAINQTRz Tz8S09wWKY9SR2\VWZ
68DDI t TBUx8] PYeNQ vxxoVA6HUV®wyur | YQOm cF8Czl i zVimsHgxzj O9i f nYJj 9
YZWWLE | F7XwAf QZLYM D5DCZz Un3nv4GyyHxcknRkLF38nze

The object in this appendix has the follow ng properties:

oj ect size: 1668 octets
oj ect SHA256 message di gest:
3a39e0b652e79ddf 6ef dd178ad5e3b29e0121b1e593b89f 1e0ac18f 3ba60d5e7

CMB signing tinme: Wed 01 May 2024 00: 34: 13 +0000

X. 509 end-entity certificate

Subj ect key id: DE145B193FB320B25A744355298C8BF7C2523D22
Aut hority key id: D67208EA470E9D6DD6654022F553ADC1389AB434
| ssuer: CN=86525cd5-44d7- 4df 9- 8079- 4a9dcdf 26944

Serial: 3

Not before: Wed 01 May 2024 00: 34: 13 +0000

Not after: Thu 01 May 2025 00: 34:13 +0000

| P address del egation: 2001: db8::/32

ROA eCont ent
asl D. 65536
addresses: 2001:db8::/32

Acknowl edgenent s

The authors wish to thank Theo Buehler, Ties de Kock, Martin
Hof f mann, Charl es Gardi ner, Russ Housl ey, Jeffrey Haas, Bob Beck, and
Tom Harrison for their help and contributions. Additionally, the

aut hors thank Jim Fenton, Vijay Gurbani, Haoyu Song, Rob Austein,
Roque Gagliano, Danny MPherson, Sam Wil er, Jasdip Singh, and Mirray
S. Kucherawy for their careful reviews and hel pful coments.

Aut hors’ Addr esses
Job Snijders

Fastly
Anst er dam



The Net herl ands
Email: job@astly.com

Ben Maddi son

Wor konl i ne

Cape Town

South Africa

Emai | : benm@wr konline. africa

Mat t hew Lepi nski
Carl eton Col | ege
Enmai | : m epi nski @arl et on. edu

Derrick Kong
Rayt heon
Emai | : derrick. kong@ ayt heon. com

St ephen Kent
I ndependent
Email : kent @l um mt. edu



