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I nt roducti on

The Privacy Pass protocol provides a privacy-preserving authorization
mechanism In essence, the protocol allows Clients to provide

crypt ographi c tokens that prove nothing other than that they have
been created by a given server in the past [ ARCH TECTURE].

Thi s docunent describes two i ssuance protocols for Privacy Pass, each
of which is built on [HITP]. It specifies two variants: one that is
privately verifiable using the Issuer Private Key based on the
ol i vi ous Pseudor andom Function (OPRF) as defined in [ OPRF] and one
that is publicly verifiable using the Issuer Public Key based on the
blind RSA signature scheme [BLINDRSA]. Instances of "issuance
protocol " and "issuance protocols" in the text of this docunent are
used interchangeably to refer to the two variants of the Privacy Pass
i ssuance protocol

Thi s docunent does not cover the Privacy Pass architecture, which
i ncludes (1) choices that are necessary for depl oynent and (2)
application-specific choices for protecting Client privacy. This
information is covered in [ ARCH TECTURE]

Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

Thi s docunent uses the ternms "Origin', "Cient", "lIssuer", and
"Token" as defined in Section 2 of [ARCH TECTURE]. Moreover, the
followi ng additional terns are used throughout this docunent.

I ssuer Public Key: The public key (froma private-public key pair)
used by the Issuer for issuing and verifying tokens.

I ssuer Private Key: The private key (froma private-public key pair)
used by the Issuer for issuing and verifying tokens.



Unl ess ot herwi se specified, this docunment encodes protocol nessages
in TLS notation ([TLS13], Section 3). Moreover, all constants are in
net wor k byte order

Pr ot ocol Overvi ew

The issuance protocols defined in this docunent enbody the core of
Privacy Pass. Cdients receive TokenChall enge inputs fromthe
redenption protocol ([AUTHSCHEME], Section 2.1) and use the issuance
protocol s to produce correspondi ng token val ues ([ AUTHSCHEME]

Section 2.2). The issuance protocol describes how dients and
Issuers interact to conpute a token using a one-round protoco

consi sting of a TokenRequest fromthe Client and a TokenResponse from
the Issuer. This interaction is shown bel ow.

| Oigin | | dient | | Attester | | Issuer
S S S A —— + H--- - -+

| <----- Request ------ + | |
+-- TokenChal | enge -->| | |
| | <== Attestation ==>| |

I I I

S TokenRequest ------- >|
———————— TokenResponse -------+
<-- Request +Token ---+ | |

Figure 1: Issuance Overview

AN

The TokenChal l enge inputs to the issuance protocols described in this
docunent can be interactive or non-interactive and can be per Oigin
or across Oigins.

The issuance protocols defined in this docunent are conpatible with
any depl oyment nmodel defined in Section 4 of [ ARCH TECTURE]. The
details of attestation are outside the scope of the issuance
protocol; see Section 4 of [ARCH TECTURE] for information about how
attestation can be inplenented in each of the rel evant depl oynent
nodel s.

Thi s docunent describes two variants of the issuance protocol: one
that is privately verifiable (Section 5) using the Issuer Private Key
based on the OPRF [ OPRF] and one that is publicly verifiable

(Section 6) using the Issuer Public Key based on the blind RSA
signature schene [ BLI NDRSA] .

Confi guration
| ssuers MUST provide two paranmeters for configuration

I ssuer Request URL: A token request URL for generating access
tokens. For exanple, an |Issuer Request URL m ght be
<https://issuer.exanpl e. net/request >.

| ssuer Public Key values: A list of Issuer Public Keys for the
i ssuance protocol

The |ssuer parameters can be obtained froman Issuer via a directory
obj ect, which is a JSON object ([RFC8259], Section 4) whose val ues
are other JSON val ues ([ RFC8259], Section 3) for the paraneters. The
contents of this JSON object are defined in Table 1.

| Field Nane | Val ue



+
| I'ssuer Request URL value (as an |
| absolute URL or as a URL relative to
| the directory object) as a percent- |
| encoded URL string, represented as a
| JSON string ([RFC8259], Section 7) |

| token-keys | List of Issuer Public Key val ues, |
| | each represented as JSON objects |
| | ([RFC8259], Section 4) |

Table 1: Issuer Directory Object Description

Each "t oken-keys" JSON object contains the fields and correspondi ng
raw val ues defined in Table 2.

| Field Nane | Val ue |
[ el e s U
| token-type | Integer value of the token type, as defined in |
| Section 8.2, represented as a JSON nunber |
| | ([ RFC8259], Section 6) |

| The base64url public key, encoded per [RFC4648], |
| for use with the issuance protocol as determ ned by |
| the token-type field, including padding, |
| represented as a JSON string ([ RFC8259], Section 7) |

Tabl e 2: Issuer "token-keys" Cbject Description

Each "t oken-keys" JSON object may al so contain the optional field
"not-before". The value of this field is the UNI X tinestanp (nunber
of seconds since January 1, 1970, UTC -- see Section 4.2.1 of

[ TI MESTAMP] ) at which the key can be used. |If this field is present,
Clients SHOULD NOT use a token key before this tinestanp, as doing so
can lead to issuance failures. The purpose of this fieldis to

assi st in schedul ed key rotations.

Beyond stagi ng keys with the "not-before" value, |ssuers MAY
advertise multiple "token-keys" for the same token-type to facilitate
key rotation. In this case, Issuers indicate their preference for

whi ch token key to use based on the order of keys in the list, with
preference given to keys earlier in the list. dients SHOULD use the
first key in the "token-keys" list that either does not have a "not-
before" value or has a "not-before" value in the past, since the
first such key is the nost likely to be valid in the given tine

wi ndow. Oigins can attenpt to use any key in the "token-keys" |ist
to verify tokens, starting with the nost preferred key in the list.
Trial verifications like this can help deal with Cient clock skew.

Al together, the Issuer’s directory could |look like the follow ng
(with the "token-key" fields abbreviated):

{

"issuer-request-uri": "https://issuer.exanple.net/request"”,
"t oken-keys": [

"token-type": 2,
"t oken-key": "M...AB",
"not-before": 1686913811

"token-type": 2,
"token-key": "M...AQ',



}

Clients that use this directory resource before 1686913811 in UN X
time woul d use the second key in the "token-keys" |ist, whereas
Clients that use this directory after 1686913811 in UNI X tine woul d
use the first key in the "token-keys" |ist.

A conpl ete "token-key" value, encoded as it would be in the Issuer
directory, would look like the following (line breaks are inserted to
fit wthin the per-line character limts):

$ echo M I BUj A9Bgkghki GOwOBAQoWVKANNVAS GCWCGSAFI AWQCAqEaMBgGCSqGSI b3DQE \
BCDALBgl ghkgBZQVEAgKi AW BMACCABAM | BCgKCAQEATKHGAMyeoJt 1pj 3n7xTt gAPr \
_DhZAPhJM/ Pc 8ENR2Bz dZWPTTF7KFKms 5wt - mL0lat 0SC- cdBul j 6\VWK8Ovz0AyaBuvTv \
W6 SKCh7ZPXEqCGRs 51 Ont hREt r YkGo1130MVPVp3sy4VHPgzd8KdzTLGZOr j i UCs SFWH \
j f21i aVj XJ2vVdwdS- 80 430wkucYj GeQIwi 8r Wk_ZkcHt av0S67Q_S| ExJel 6nyRzpuul \
DOOQnLnxf s1Z4PhWBzt 93T20zTnda3Ckl F5n0pl XD6bt t mrekl w_8Xx2LM s0j f J1Q.99 \
aA- MuXRFNAZUNMORr F7cAcCUD_- 56_6f h9s34FnmyBGM DAQAB \

sed s/-/+/g | sed s/ _/\\//g | openssl base64 -d \
openssl asnlparse -dunp -inform DER

0:d=0 hl=4 | = 338 cons: SEQUENCE

4:d=1 hl=2 | = 61 cons: SEQUENCE

6:d=2 hl=2 1= 9 prim OBJECT s rsassaPss
17:d=2 hl=2 | = 48 cons: SEQUENCE

19:d=3 hl=2 I= 13 cons: cont [ 0 ]

21:d=4 hl=2 I = 11 cons: SEQUENCE

23:d=5 hl=2 1= 9 prim OBJECT :sha384
34:d=3 hl=2 1= 26 cons: cont [ 1]
36:d=4 hl=2 |= 24 cons: SEQUENCE
38:d=5 hl=2 I= 9 prim OBJECT cngfl
49:d=5 hl=2 I = 11 cons: SEQUENCE
51:d=6 hl=2 I= 9 prim OBJECT :sha384
62:d=3 hl=2 1= 3 cons: cont [ 2]

64:d=4 hl=2 |= 1 prim | NTEGER 130
67:d=1 hl=4 1= 271 prim BIT STRING

truncated public key bytes ..

I ssuer directory resources have the nedia type "application/private-
token-issuer-directory" and are located at the well-known | ocation
/. well -known/ private-token-issuer-directory; see Section 8.1 for the
registration information for this well-known URI. This resource is
| ocated at a well-known URI because Issuers are defined by an Oigin
nane i n TokenChal |l enge structures; see Section 2.1 of [ AUTHSCHEME]

The Issuer directory and |ssuer resources SHOULD be avail abl e on the
same Origin. If an Issuer wants to service multiple different |ssuer
directories, they MIST create uni que subdomains for each directory so
the TokenChal | enge defined in Section 2.1 of [AUTHSCHEME] can be
differentiated correctly.

| ssuers SHOULD use HTTP cache directives to pernmit caching of this
resource [ RFC5861]. The cache lifetime depends on the |Issuer’s key
rotation schedule. Regular rotation of token keys is recomended to
mnimze the risk of key conpronise and any harnful effects that
happen due to key conprom se

| ssuers can control the cache lifetine with the Cache-Control header
as foll ows:

Cache- Control : nmax-age=86400
Consuners of the Issuer directory resource SHOULD foll ow t he usua

HTTP cachi ng semantics [ RFC9111] when processing this resource. Long
cache lifetimes may result in the use of stale Issuer configuration



i nformati on, whereas short lifetines may result in decreased
performance. Wen the use of an Issuer configuration results in
token issuance failures, e.g., because the Issuer has invalidated its
directory resource before its expiration tine and i ssuance requests
using this configuration are unsuccessful, the directory SHOULD be
fetched and revalidated. |Issuance will continue to fail until the

I ssuer configuration is updated.

| ssuance Protocol for Privately Verifiable Tokens

The privately verifiable issuance protocol allows Cients to produce
token values that verify using the Issuer Private Key. This protoco
is based on the OPRF [ OPRF]

| ssuers provide an |Issuer Private Key and Public Key, denoted skl and
pkl, respectively, used to produce tokens as input to the protocol
See Section 5.5 for information about how these keys are generat ed.

Clients provide the followi ng as input to the issuance protocol

| ssuer Request URL: A URL identifying the location to which issuance
requests are sent. This can be a URL derived fromthe "issuer-
request-uri" value in the Issuer’s directory resource, or it can
be another Cient-configured URL. The value of this paraneter
depends on the Cient configuration and depl oynent nodel. For
exanple, in the "Joint Oigin and |Issuer” depl oynent nodel
([ ARCHI TECTURE], Section 4.3), the Issuer Request URL night
correspond to the Cient’s configured Attester, and the Attester
is configured to relay requests to the Issuer

I ssuer nanme: An identifier for the Issuer. This is typically a
host nane that can be used to construct HITP requests to the
| ssuer.

I ssuer Public Key: pkl, with a key identifier token_key id conputed
as described in Section 5.5.

Chal | enge val ue: challenge -- an opaque byte string. For exanple,
this mght be provided by the redenption protocol described in
[ AUTHSCHEME]

G ven this configuration and these inputs, the two nessages exchanged
in this protocol are described below This section uses notation
described in [OPRF], Section 4, including SerializeEl ement and
Deserial i zeEl ement, SerializeScal ar and DeserializeScal ar, and

Deri veKeyPai r .

The constants Ne and Ns are as defined in Section 4.4 ("OPRF(P-384,
SHA-384)") of [OPRF]. For this protocol, the constant Nk, which is
al so equal to Nh as defined in Section 4.4 of [OPRF], is defined by
Section 8.2.1.

.1. dient-to-Ilssuer Request

The Client first creates a context as foll ows:

client_context = SetupVOPRFC i ent ("P384-SHA384", pkl)

Here, "P384-SHA384" is the identifier corresponding to the
OPRF( P- 384, SHA-384) ciphersuite defined in [OPRF]. SetupVOPRFC i ent
is defined in [OPRF], Section 3.2.

The Client then creates an issuance request nessage for a random

32-byte nonce with the input challenge and |ssuer key identifier as
descri bed bel ow



nonce = random(32)

chal | enge_di gest = SHA256( chal | enge)

token_i nput = concat (0x0001, // token-type field is 2 bytes |ong
nonce,
chal | enge_di gest,
t oken_key_id)

blind, blinded_element = client_context.Blind(token_input)

The Blind function is discussed in Sections 3.3.1 and 3.3.2 of
[OPRF]. If the Blind function fails, the dient aborts the protocol
The Cient stores the nonce and chal | enge_di gest values locally for
use when finalizing the issuance protocol to produce a token (as
described in Section 5.3).

The Cient then creates a TokenRequest structured as foll ows:

struct {
uint16_t token_type = 0x0001; /* Type VOPRF(P-384, SHA-384) */
uint8 t truncated_token_key_id;
uint8 t blinded nsg[ Ne];

} TokenRequest;

The structure fields are defined as foll ows:

* "token_type" is a 2-octet integer, which matches the type in the
chal | enge

* "truncated token_key id" is the |east significant byte of the
token_key id (Section 5.5) in network byte order (in other words,
the last 8 bits of token_key id). This value is truncated so that
I ssuers cannot use token_key id as a way of uniquely identifying
Clients; see referenced information from Section 7 for nore
detail s.

*  "plinded_nsg" is the Ne-octet blinded nessage defined above,
comput ed as Seri alizeEl ement (bl i nded_el enent).

The val ues token_input and blinded el ement are stored locally for use
when finalizing the i ssuance protocol to produce a token (as
described in Section 5.3). The dient then generates an HTTP POST
request to send to the Issuer Request URL, with the TokenRequest as
the content. The nedia type for this request is "application/
private-token-request”. An exanple request for the |Issuer Request
URL "https://issuer.exanple.net/request” is shown bel ow.

POST /request HTTP/ 1.1
Host: issuer. exanpl e. net
Accept: application/private-token-response
Cont ent - Type: application/private-token-request
Content-Length: <Length of TokenRequest >
<Byt es contai ni ng the TokenRequest >

5.2. Issuer-to-Cient Response

Upon recei pt of the request, the Issuer validates the follow ng
condi tions:

* The TokenRequest contains a supported token_type.

* The TokenRequest.truncated_t oken_key id corresponds to the
truncated key ID of a public key owned by the Issuer.

* The TokenRequest.blinded nmsg is of the correct size.

If any of these conditions are not met, the Issuer MJST return an



HTTP 422 (Unprocessable Content) error to the dient.

If these conditions are net, the Issuer then tries to deserialize
TokenRequest . bl i nded_nsg using DeserializeEl enent ([ OPRF],

Section 2.1), yielding blinded_element. |If this fails, the Issuer
MUST return an HTTP 422 (Unprocessable Content) error to the dient.
O herwise, if the Issuer is willing to produce a token to the Cient,
the Issuer conpletes the issuance flow by conmputing a blinded
response as foll ows:

server_context = Set upVOPRFServer (" P384- SHA384", skl)
eval uate_el enent, proof =
server_cont ext. Bl i ndEval uat e(skl, pkl, blinded_el enent)

Set upVOPRFServer is defined in [OPRF], Section 3.2, and BlindEval uate
is defined in [OPRF], Section 3.3.2. The Issuer then creates a
TokenResponse structured as foll ows:

struct {
uint8 t eval uate_nsg[ Nej];
uint8 t eval uate_proof[ Ns+Ns];
} TokenResponse,;

The structure fields are defined as foll ows:

* "evaluate_nsg" is the Ne-octet eval uated nessage, conputed as
Seri al i zeEl enent (eval uat e_el enent) .

* "evaluate_proof" is the (Ns+Ns)-octet serialized proof, whichis a
pai r of Scal ar val ues, conputed as
concat (Seri al i zeScal ar(proof[0]), SerializeScal ar(proof[1])).

The |ssuer generates an HTTP response with status code 200 whose
content consists of TokenResponse, with the content type set as
"application/private-token-response"

HTTP/ 1.1 200 K
Cont ent - Type: application/private-token-response
Content-Length: <Length of TokenResponse>

<Byt es contai ni ng the TokenResponse>
5.3. Finalization

Upon receipt, the dient handles the response and, if successful,
deserializes the content val ues TokenResponse. eval uate_nsg and
TokenResponse. eval uat e_proof, yielding eval uated_el erent and proof.
If deserialization of either value fails, the Cient aborts the
protocol. Oherw se, the Cient processes the response as foll ows:

authenticator = client_context. Finalize(token_input, blind,
eval uat ed_el enent ,
bl i nded_el erent ,
pr oof)

The Finalize function is defined in [OPRF], Section 3.3.2. |If this
succeeds, the Client then constructs a token as foll ows:

struct {
uint16_t token_type = 0x0001; /* Type VOPRF(P-384, SHA-384) */
uint8_t nonce[ 32];
uint8 t chall enge_digest[32];
uint8 t token key id[32];
uint8 t authenticator[NK];
} Token;



The Token.nonce value is the value that was created according to
Section 5.4. If the Finalize function fails, the dient aborts the
pr ot ocol

5.4. Token Verification

Verifying a token requires creating a Verifiable Oblivious
Pseudor andom Function (VOPRF) context using the |Issuer Private Key
and Public Key, evaluating the token contents, and conparing the
result against the token authenticator val ue:

server_context = Set upVOPRFServer (" P384- SHA384", skl)
t oken_aut henti cator _i nput =
concat ( Token. t oken_t ype,
Token. nonce,
Token. chal | enge_di gest,
Token. t oken_key_i d)
token_aut henticator =
server _cont ext. Eval uat e(t oken_aut henti cat or _i nput)
valid = (token_authenticator == Token. aut henti cator)

5.5. Issuer Configuration

I ssuers are configured with Issuer Private Keys and Public Keys, each
denot ed skl and pkl, respectively, used to produce tokens. These
keys MJST NOT be reused in other protocols. A RECOVMENDED net hod for
generating keys is as foll ows:

seed = randon( Ns)
(skl, pkl) = DeriveKeyPair(seed, "PrivacyPass")

The DeriveKeyPair function is defined in [OPRF], Section 3.2.1. The
key identifier for a public key pkl, denoted token key id, is
conputed as foll ows:

token_key id = SHA256( Seri al i zeEl enent (pkl))

Since Cients truncate token_key id in each TokenRequest, |ssuers
SHOULD ensure that the truncated forns of new key I Ds do not collide
with other truncated key IDs in rotation. Collisions can cause the
I ssuer to use the wong |Issuer Private Key for issuance, which wll
in turn cause the resulting tokens to be invalid. There is no known
security consequence of using the wong |Issuer Private Key. A
possi bl e exception to this constraint would be a colliding key that
is still inuse but is in the process of being rotated out, in which
case the collision cannot reasonably be avoi ded; however, this
situation is expected to be transient.

6. Issuance Protocol for Publicly Verifiable Tokens

This section describes a variant of the issuance protocol discussed
in Section 5 for producing publicly verifiable tokens using the
protocol defined in [BLINDRSA]. |In particular, this variant of the
i ssuance protocol works for the RSABSSA- SHA384- PSS- Det erm ni stic and
RSABSSA- SHA384- PSSZERO- Det er mi ni stic blind RSA protocol variants
described in Section 5 of [BLI NDRSA].

The publicly verifiable issuance protocol differs fromthe protoco
defined in Section 5 in that the output tokens are publicly
verifiable by anyone with the Issuer Public Key. This neans any
Oigin can select a given Issuer to produce tokens, as long as the
Oigin has the Issuer Public Key, wthout explicit coordination or
perm ssion fromthe Issuer. This is because the |ssuer does not
learn the Origin that requested the token during the issuance

pr ot ocol



Beyond this difference, the publicly verifiable issuance protocol
variant is nearly identical to the privately verifiable issuance

protocol variant. |In particular, |Issuers provide an |ssuer Private
Key and Public Key, denoted skl and pkl, respectively, used to
produce tokens as input to the protocol. See Section 6.5 for

i nformati on about how these keys are generated.
Clients provide the following as input to the issuance protocol

| ssuer Request URL: A URL identifying the location to which issuance
requests are sent. This can be a URL derived fromthe "issuer-
request-uri" value in the Issuer’s directory resource, or it can
be another Cient-configured URL. The value of this parameter
depends on the Cient configuration and depl oynent nodel. For
exanple, in the "Split Oigin, Attester, Issuer" depl oynent nodel
([ ARCH TECTURE], Section 4.4), the Issuer Request URL night
correspond to the Cient’s configured Attester, and the Attester
is configured to relay requests to the Issuer.

I ssuer nanme: An identifier for the Issuer. This is typically a
host nanme that can be used to construct HITP requests to the
| ssuer.

I ssuer Public Key: pkl, with a key identifier token_key id conputed
as described in Section 6.5.

Chal | enge val ue: challenge -- an opaque byte string. For exanple,
this mght be provided by the redenption protocol described in
[ AUTHSCHEME]

G ven this configuration and these inputs, the two nessages exchanged
in this protocol are described below. For this protocol, the
constant Nk is defined by Section 8.2.2.

.1. dient-to-Issuer Request

The Client first creates an issuance request nessage for a random
32-byte nonce using the input challenge and |Issuer key identifier as
fol |l ows:

nonce = random(32)

chal | enge_di gest = SHA256( chal | enge)

token_i nput = concat (0x0002, // token-type field is 2 bytes |ong
nonce,
chal | enge_di gest,
t oken_key id)

bl i nded_msg, blind_inv =

Bl i nd(pkl, Prepareldentity(token_input))

The Prepareldentity and Blind functions are defined in Sections 4.1
and 4.2 of [BLINDRSA], respectively. The dient stores the nonce and
chal I enge_di gest values locally for use when finalizing the issuance
protocol to produce a token (as described in Section 6.3).

The Client then creates a TokenRequest structured as foll ows:

struct {
uint1l6_t token_type = 0x0002; /* Type Blind RSA (2048-bit) */
uint8 t truncated_token_key_ id;
uint8 t blinded_msg[ NK];

} TokenRequest;

The structure fields are defined as fol |l ows:

* "token_type" is a 2-octet integer, which matches the type in the
chal | enge



* "truncated token_key id" is the |east significant byte of the
token_key id (Section 6.5) in network byte order (in other words,
the last 8 bits of token_key id). This value is truncated so that
| ssuers cannot use token_key_id as a way of uniquely identifying
Clients; see referenced information from Section 7 for nore
detail s.

* "blinded_nsg" is the Nk-octet request defined above.

The Cient then generates an HTTP POST request to send to the Issuer
Request URL, with the TokenRequest as the content. The nedia type
for this request is "application/private-token-request”. An example
request for the Issuer Request URL "https://issuer.exanple. net/
request" is shown bel ow.

POST /request HITP/ 1.1

Host: issuer. exanpl e. net

Accept: application/private-token-response
Cont ent - Type: application/private-token-request
Content-Length: <Length of TokenRequest >

<Byt es contai ni ng the TokenRequest >
6.2. Issuer-to-Cient Response

Upon recei pt of the request, the Issuer validates the follow ng
condi tions:

* The TokenRequest contains a supported token_type.

* The TokenRequest.truncated token_key id corresponds to the
truncated key ID of an |ssuer Public Key.

* The TokenRequest.blinded_nmsg is of the correct size.

If any of these conditions are not nmet, the Issuer MJST return an
HTTP 422 (Unprocessable Content) error to the Client. Qherwise, if
the Issuer is willing to produce a token to the Client, the Issuer
conpl etes the issuance flow by conmputing a blinded response as
fol | ows:

blind_sig = BlindSign(skl, TokenRequest.blinded_nsg)

The BlindSign function is defined in Section 4.3 of [BLINDRSA]. The
result is encoded and transmitted to the Client in the follow ng
TokenResponse structure:

struct {
uint8 t blind_sig[NK];
} TokenResponse;

The |ssuer generates an HTTP response with status code 200 whose
content consists of TokenResponse, with the content type set as
"application/private-token-response"
HTTP/ 1.1 200 K
Cont ent - Type: application/private-token-response
Content - Lengt h: <Length of TokenResponse>
<Byt es contai ni ng the TokenResponse>
6.3. Finalization

Upon receipt, the dient handles the response and, if successful,
processes the content as foll ows:



aut henti cator =
Fi nal i ze(pkl, Prepareldentity(token_ input), blind_sig, blind_inv)

The Finalize function is defined in Section 4.4 of [BLINDRSA]. |If
this succeeds, the Cient then constructs a token as described in
[ AUTHSCHEME] as fol | ows

struct {
uint1l6_t token_type = 0x0002; /* Type Blind RSA (2048-bit) */
uint8_t nonce[ 32];
uint8_ t chall enge_digest[32];
uint8 t token_key_ id[32];
uint8 t authenticator[NK];

} Token;

The Token.nonce value is the value that was sanpled according to
Section 6.1. |If the Finalize function fails, the dient aborts the
pr ot ocol

6.4. Token Verification

Verifying a token requires checking that Token.authenticator is a
valid signature over the remainder of the token input using the

I ssuer Public Key. The function RSASSA-PSS-VERI FY is defined in
Section 8.1.2 of [RFC8017], using SHA-384 as the hash function, MG1
with SHA-384 as the Probabilistic Signhature Schene (PSS) mask
generation function (M3F), and a 48-byte salt length (sLen).

t oken_aut henti cator _i nput =
concat ( Token. t oken_t ype,
Token. nonce,
Token. chal | enge_di gest,
Token. t oken_key_i d)
val i d = RSASSA- PSS- VERI FY( pkl
t oken_aut henti cat or _i nput,
Token. aut hent i cat or)

6.5. Issuer Configuration

I ssuers are configured with Issuer Private Keys and Public Keys, each
denot ed skl and pkl, respectively, used to produce tokens. Each key
SHALL be generated securely -- for exanple, as specified in FIPS
186-5 [DSS]. These keys MJUST NOT be reused in other protocols.

The key identifier for an Issuer Private Key and Public Key (skl
pkl), denoted token_key id, is conputed as SHA256(encoded_key), where
encoded_key is a DER-encoded Subject PublicKeylnfo (SPKI) object

[ RFC5280] carrying pkl as a DER-encoded RSAPublicKey val ue [ RFC5756]
in the subjectPublicKey field. Additionally, (1) the SPKI object
MUST use the id- RSASSA- PSS object identifier in the algorithmfield
within the SPKI object and (2) the paraneters field MJST contain an
RSASSA- PSS- par ans val ue and MJUST i nclude the hashAl gorithm
maskGenAl gorithm and saltlLength values. The saltlLength MJST match
the output size of the hash function associated with the public key
and t oken type.

An exanpl e sequence of the SPKI object (in ASN. 1 format, with the
actual public key bytes truncated) for a 2048-bit key is shown bel ow

$ cat spki.bin | xxd -r -p | openssl asnlparse -dunp -inform DER
0:d=0 hl=4 | = 338 cons: SEQUENCE

4:d=1 hl=2 | = 61 cons: SEQUENCE

6:d=2 hl=2 1= 9 prim OBJECT :rsassaPss
17:d=2 hl=2 | = 48 cons: SEQUENCE

19:d=3 hl=2 I= 13 cons: cont [ 0 ]



21:d=4 hl=2 I = 11 cons: SEQUENCE
23:d=5 hl=2 I= 9 prim OBJECT : sha384
34:d=3 hl=2 1= 26 cons: cont [ 1]
36:d=4 hl=2 |I= 24 cons: SEQUENCE
38:d=5 hl=2 1= 9 prim OBJECT cmgf 1
49:d=5 hl=2 I = 11 cons: SEQUENCE
51:d=6 hl=2 1|= 9 prim OBJECT :sha384
62:d=3 hl=2 |= 3 cons: cont [ 2]
64:d=4 hl=2 |= 1 prim | NTEGER : 30
67:d=1 hl=4 1= 271 prim BIT STRI NG

truncated public key bytes ..

Since Cients truncate token_key id in each TokenRequest, |ssuers
SHOULD ensure that the truncated forns of new key I Ds do not collide
with other truncated key IDs in rotation. Collisions can cause the
I ssuer to use the wong |Issuer Private Key for issuance, which wll
in turn cause the resulting tokens to be invalid. There is no known
security consequence of using the wong Issuer Private Key. A
possi bl e exception to this constraint would be a colliding key that
is still in use but is in the process of being rotated out, in which
case the collision cannot reasonably be avoi ded; however, this
situation is expected to be transient.

7. Security Considerations

Thi s docunent outlines howto instantiate the issuance protocol based
on the VOPRF defined in [OPRF] and the blind RSA protocol defined in
[BLINDRSA]. All security considerations described in the VOPRF and
bli nd RSA docunents also apply in the Privacy Pass use case.

Consi derations related to broader privacy and security concerns in a
multi-Cient and nulti-Ilssuer setting are covered in the architecture
docunent [ ARCH TECTURE]. |In particular, Sections 4 and 5 of

[ ARCH TECTURE] discuss relevant privacy considerations influenced by
the Privacy Pass depl oynment nodels, and Section 6 of [ARCH TECTURE]

di scusses privacy considerations that apply regardl ess of depl oynent

model .  Not abl e consi derations include those pertaining to |Issuer
Public Key rotation and consistency -- where consistency is as
described in [ CONSI STENCY] -- and |ssuer selection

8. | ANA Consi derati ons
8.1. Well-Known "private-token-issuer-directory” URI

| ANA has updated the "Well-Known URIs" registry [Well KnownURIs] with
the foll ow ng val ues.

[ oo oo oo oo ool ey e
| URI Suffix | Change | Reference | Status | Rel ated |
| | Controller | | | I'nformation

[ Rl el el sty Ll
| private- | ITETF | RFC 9578 | permanent | None |
| token-issuer- | | | | |
| directory | | | | |
i R R R I +

Table 3: "private-token-issuer-directory"” Wll-Known UR
8.2. Privacy Pass Token Types

| ANA has updated the "Privacy Pass Token Types" registry
[ PrivPassTokenTypes] with the entries bel ow

8.2.1. Token Type VOPRF(P-384, SHA-384)

Val ue: 0x0001
Nane: VOPRF(P-384, SHA-384)



Token Structure: As defined in Section 2.2 of [AUTHSCHEME] .

Token Key Encoding: Serialized using SerializeEl ement (Section 2.1
of [OPRF]).

TokenChal | enge Structure: As defined in Section 2.1 of [ AUTHSCHEME] .

Publicly Verifiable: N

Public Metadata: N

Private Metadata: N

Nk: 48
Nid: 32
Change controller: |ETF

Reference: RFC 9578, Section 5
Not es: None

8.2.2. Token Type Blind RSA (2048-bit)

Val ue:  0x0002

Nane: Blind RSA (2048-bit)

Token Structure: As defined in Section 2.2 of [AUTHSCHEME] .

Token Key Encoding: Serialized as a DER-encoded Subject Publ i cKeyl nfo
(SPKI) object using the RSASSA-PSS O D [ RFC5756] .

TokenChal | enge Structure: As defined in Section 2.1 of [AUTHSCHEME] .

Publicly Verifiable: Y

Public Metadata: N

Private Metadata: N

Nk: 256
Nid: 32
Change controller: |ETF

Ref erence: RFC 9578, Section 6
Not es: The RSABSSA- SHA384- PSS- Det erm ni sti ¢ and RSABSSA- SHA384-
PSSZERO Det erni ni stic variants are supported.
8.3. Media Types

| ANA has added the following entries to the "Media Types" registry
[ Medi aTypes] :

* "application/private-token-issuer-directory"
* "application/private-token-request"”
* "application/private-token-response"

The tenplates for these entries are listed below The reference is
this RFC.

8.3.1. "application/private-token-issuer-directory" Media Type
Type name: application
Subt ype nane: private-token-issuer-directory
Required paraneters: NA
Optional parameters: NA
Encodi ng considerations: binary
Security considerations: See Section 7 of RFC 9578.
Interoperability considerations: NA
Publ i shed specification: RFC 9578
Applications that use this nedia type: Services that inplenment the

Privacy Pass Issuer role, and Cient applications that interact
with the Issuer for the purposes of issuing or redeem ng tokens.



Fragnment identifier considerations: NA
Addi tional infornmation:
Deprecated alias names for this type: NA
Magi ¢ nunber(s): NA
File extension(s): NA
Maci ntosh file type code(s): NA

Person & email address to contact for further information: See the
Aut hors’ Addresses section of RFC 9578.

I nt ended usage: COMVON
Restrictions on usage: NA
Aut hor: See the Authors’ Addresses section of RFC 9578.
Change controller: |ETF
8.3.2. "application/private-token-request" Media Type
Type name: application
Subt ype nane: private-token-request
Required paraneters: NA
Optional parameters: NA
Encodi ng considerations: binary
Security considerations: See Section 7 of RFC 9578.
Interoperability considerations: NA
Publ i shed specification: RFC 9578
Applications that use this nmedia type: Applications that want to
i ssue or facilitate issuance of Privacy Pass tokens, including
Privacy Pass |ssuer applications thensel ves.
Fragnment identifier considerations: NA
Addi tional infornation:
Deprecated alias names for this type: NA
Magi ¢ nunber(s): NA
File extension(s): NA

Maci ntosh file type code(s): NA

Person & email address to contact for further information: See the
Aut hors’ Addresses section of RFC 9578.

I nt ended usage: COMVON
Restrictions on usage: NA
Aut hor: See the Authors’ Addresses section of RFC 9578.
Change controller: |ETF
8.3.3. "application/private-token-response" Media Type

Type name: application



Subt ype nane: private-token-response

Required paraneters: NA

Optional parameters: NA

Encodi ng considerations: binary

Security considerations: See Section 7 of RFC 9578.
Interoperability considerations: NA

Publ i shed specification: RFC 9578

Applications that use this nmedia type: Applications that want to
i ssue or facilitate issuance of Privacy Pass tokens, including
Privacy Pass |ssuer applications thensel ves.

Fragnment identifier considerations: NA
Addi tional infornmation:

Deprecated alias names for this type: NA
Magi ¢ nunber(s): NA

File extension(s): NA

Maci ntosh file type code(s): NA

Person & email address to contact for further information: See the
Aut hors’ Addresses section of RFC 9578.

I nt ended usage: COMVON
Restrictions on usage: NA
Aut hor: See the Authors’ Addresses section of RFC 9578.
Change controller: |ETF
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Appendi x A, Test Vectors

Thi

s section includes test vectors for the two basic issuance

protocols specified in this document. Appendix A 1 contains test
vectors for token issuance protocol 1 (0x0001), and Appendix A 2
contains test vectors for token issuance protocol 2 (0x0002).

A 1.

I ssuance Protocol 1 - VOPRF(P-384, SHA-384)

The test vectors below list the follow ng val ues:

skl :

pkl :

The Issuer Private Key, serialized using SerializeScal ar
([OPRF], Section 2.1) and represented as a hexadeci mal string.

The Issuer Public Key, serialized according to the encoding in
Section 8.2.1.

token_chal l enge: A randonly generated TokenChal | enge structure,

represented as a hexadeci mal string.

nonce: The 32-byte Cient nonce generated according to Section 5.1,

bl i

represented as a hexadeci mal string.

nd: The blind used when conputing the OPRF blinded nessage,
serialized using SerializeScalar ([OPRF], Section 2.1) and
represented as a hexadeci mal string.

token_request: The TokenRequest nessage constructed according to

Section 5.1, represented as a hexadeci mal string.

token_response: The TokenResponse nessage constructed according to

Section 5.2, represented as a hexadeci mal string.

token: The output token fromthe protocol, represented as a

/1
skl

hexadeci mal string.

Test vector 1
: 39b0d04d3732459288f c5edb89bb02c2aa42e06709f 201d6¢518871d5181

14910bee3c919bed1bbf f e3f c1b87d53240a

pkl

: 02d45bf 522425cdd2227d3f 27d245d9d563008829252172d34e48469290c

21dala46d42ca38f 7beabdf 05c074aeel455bf

token_chal | enge: 0001000e6973737565722e6578616d706c65205de58a52f ¢
daef 25ca3f 65448d04e040f b1924e8264acf ccf c6c5ad451d582b3000e6f 72696
7696e2e6578616d706¢c65

nonce:
6aa422c41b59d3e44a136dd439df 2454e3587ee5f 3697798cdc05f af e73073b8

bl i

nd: 8e7fd80970b8a00b0931b801a2e22d9903d83bd5597c6a4dc1496ed2bl

7ef 820445ef 3bd223f 3ab2c4f 54c5d1c956909

t oken_request: 0001f4030ab3e23181d1e213f 24315f5775983c678ce22ef f9
427610832ab3900f 2cd12d6829a07ec8a6813cf 0b5b886f 4cc4979

t oken_r esponse: 036bb3c5c397d88c3527cf 9f 08f 1f e63687b867e85¢c930c49



€e2c222408d4903722a19f f 272ac97e3725b947c972784ebf e86eb9ea54336e43
34ea9660212c0c85f badf bf 491alce2446f c3379337f ccd45¢1059b2bc760110e
elec227d8e01c9f 482c00c47f f aOdbe2f b58c32dde2bl1dbe69f f f 920a528e68dd
9b3c2483848e57¢30542b8984f abbf ecd6d71d54d53eda

t oken: 00016aa422c41b59d3e44a136dd439df 2454e3587ee5f 3697798cdc05f
af e73073b8501370b494089dc462802af 545e63809581ee6ef 57890a12105¢283
68169514bf 260d0792bf 7f 46c9866a6d37¢c3032d8714415f 87f 5f 6903d7f b071e
253be2f 4e0a835d76528b8444f 73789ee7dc90715b01¢c17902f d87375¢c00a7a9d
3d92540437f 470773be20f 71e721da3af 40edeb

/'l Test vector 2

skl : 39efed331527cc4ddf f 9722ab5cd35aeaf e7¢c27520b0cf a2eedbdc298dc3
b12bc8298af cc46558af 1e2eeacc5307d865

pkl: 038017e005904c6146b37109d6c2a72b95a183aaa%9ed951b8d8f b1ed9033
f 68033284d175e7df 89849475cd67a86bf bf 4e

t oken_chal | enge: 0001000e6973737565722e6578616d706c6500000e6f 7269
67696e2e6578616d706c65

nonce:

7617bc802cf db5d74722ef 7418bdbb4f 2c88403820e55f e7ec07d3190¢c29d665
blind: 6492ee50072f a18d035d69c4246362df f e2621af b95a10c033bb0109e0
f 705b0437c425553272e0aab266ec379e7015e

t oken_request: 000133033a5f e04a39dalbbf b68ccdeecd1917474dd525462e
5a90a6bab3b42aaal486f e443a2elc7f 3f d5f f 028alc7cf laeacsd

t oken_r esponse: 023bf 8cd624880d669c5cc6c88b056355c6e8elbchf 3746¢f
b9abh9248a4c056f 23a4876ef 998a8b6b281d50f 852c6f a868f c4f a1l35¢c79cch5f
bdf 8bf 3¢926e10c7c12f 934a887d86dad4ad4e5be70f 5a169aa75720887bb690536
92a8f 11f 9cda7a72f 281e4e3568e848225367946¢c70db09e718e3chbal6193987b
c10bede3ef 54c4d036¢17¢cd4015bb113be60d7aa927e0d

t oken: 00017617bc802cf db5d74722ef 7418bdbb4f 2c88403820e55f e7ec07d3
190c29d665c994f 7d5cdc2f b970b13d4e8eb6e6d8f 9dcdaa65851f b091025df el
34bd5a62a116477bc9ela205cca95d0c92335ca7a3e71063b2ac020bdd231c660
97f 12333ef 438d00801bcab5ace0f ab8eb483dc04cd62578b95b5652921¢cd2698¢c
45ea74f 6¢8827b4e19f 01140f a5bd039866f 562

/'l Test vector 3

skl : 2b7709595b62b784f 14946ae828f 65e6caebabeef e732c86e9ae50e818c0
55b3d7ca3abf 2beecaa859a62f f 7199d35cc

pkl: 03a0delbf 3f d0a73384283b648884ba9f a5deel90f 9d7ad4292c2f d49d8b
4d64db674059df 67f 5bd7e626475c78934ae8d

t oken_chal | enge: 0001000e6973737565722e6578616d706c65000017666f 6f
2e6578616d706c652¢c6261722e6578616d706¢c65

nonce:

87499b5930918d2d83ecebf 92d25ca0722aallb80dbbf d950537c28aa7d3a9df
blind: 1f 659584626bal5f 44f 3d887b2e5f e4c27315b185df bf aea4253ebba30
610c4d9b73c78714c142360e85a00942¢c0f cf f

t oken_request: 0001c8024610a9f 3aac21090f 3079d6809437a2b94b4403c7e
645f 849bc6c505dadel154c258c8ecd4d2bdcf 574daca65db671908

t oken_r esponse: 03c2ab925d03e7793b4addf 6eb505210139f 620359e€142449
1b8143c06a3e5298b25b662c33256411be7277233e1a34570f 7a4d142d931e4b5
ff 8829e27aaf 7eb2cc7f 9ab655477d71c01d5da5aef 44dd076b5820b4710ef 025
a9e6¢c6b50a95af 6105¢5987¢1b834d615008cf 6370556ed00c6671e69776c09a9
2b5ac84804750dd867c78817bdf 69f 1443002b18ae7a52

t oken: 000187499b5930918d2d83ecebf 92d25ca0722aall1b80dbbf d950537¢c2
8aa7d3a9df 1949f d455872478ba87e2e6¢c513¢c3261cddbe57220581245e4¢c9c91
1dd1c0bb865785bf f 8f 3cf e08cccbb3a7b8e41d23a172871bed4828cc54582d87b
c7cfcb5c8bcedc1868ebc845b000¢c317ed75312274a42b10be6db23bd8al168f d2f
021¢23925d72¢c4d14cd7588c03845da0d41a326

/'l Test vector 4

skl : 22e237b7b983d77474e4495af f 2f c1e10422b1d955192e0f bf 2b7b618f ba
625f cb94b599da9113da49c495a48f bf 7f 7f

pkl: 028cd68715caa20d19b2b20d017d6a0a42b9f 2b0a47db65e5e763e23744f
el4d74e374bbc93a2ec3970eb53c8aa765ee2l

t oken_chal | enge: 0001000e6973737565722e6578616d706c65000000
nonce:

02f 0a206752d555a24924f 2da5942albb4cb2d83f f 473aa8b2bc3a89e820cd43



A 2.

blind: af91dldbcf6b46baecde70eb305b8f €75629199ccal9c7f 9344b8607b9
Odef 27bc53e0345ade32c9f dOalef da056d1cO

t oken_request: 0001a503632ebb003ed15b6de4557¢c047c7f 81a58688143331

2ad3ad7f 9416f 2df c940d3f 439adle8cd677d94ae7c05bc958d134

t oken_r esponse: 032018bc3f 180d9650e27f 72de76a90b47e336ae9ch058548
d851c7046f a0875d96346¢c15ch39d8083cc6f b57216544c6a815¢37d792769e12
9c0513¢ce2034c3286ch212548f 4aed1b0f 71b28e219a71874a93e53ab2f 473282
71d1e9cbef c197a4f 599a6825051f alc6e55450042f 04182b86¢c9cf 12477a9f 16
849396¢c051f a27012e81a86e6c4a9204a063f 1e1722dd7

t oken: 000102f 0a206752d555a24924f 2da5942albb4cb2d83f f 473aa8b2bc3a
89e820cd43085¢ch06952044¢c7655b412ab7d484¢c97b97¢c48¢c79¢568140b8d49a0
2ca47a9cf bOa5cf b861290c4dbd8f d9b60ee9blalab4cf 47¢c98531f e253f 1ed6d
875de5a58f 42db12b540b0d11bc5d6b42e6d17¢c2b73e98631e54d40f d2901ebec
4268668535b03cbf 76f 7f 15a29d623a64cab0c4

/'l Test vector 5

skl : 46f 3d4f 562002b85f f cf db4d06835f b9b2e24372861ecaall357f d1f 29f 9
ed26e44715549ccedeb39257f 095110f 0159

pkl: 02f be9daOb7cabe3ec51¢c36c8487b10909142b59af 030c728a5e87bb3b30
f 54c06415d22e03d9212bd3d9al17d5520d4d0f

token_chal | enge: 0001000e6973737565722e6578616d706c65205de58a52f ¢
daef 25ca3f 65448d04e040f b1924e8264acf ccf c6¢c5ad451d582b30000

nonce:
9ee54942d8a1604452a76856b1bf af 1cd608ele3f a38acf d9f 13e84483c90e89
blind: 76e0938e824bh6cdabcl163ff 55d0298d539e222ed3984f 4e31bbb654a8c
59671d4e0a7e264ca758cd0f 4b533e0f 60c5aa

token_request: 0001e10202bc92ac516c867f 39399d71976018db52f cab5403
f 8534a65677ba%9e1e7d9b1d01767d137884c86¢cf 5f e698c2f 5d8e9

t oken_response: 0322ea3856a71533796393229b33d33c02cd714e40d5aade0
71f 056276f 32f 89c09947eca8f f 119d940d9d57c2f cbhd83d2da494ddeb37dc1f 6
78e5661a8e7bcc96b3477eb89d708b0cel0e0ealb5ce0001f 9332f 743c0cc3d47
48233f ea6d3152f ae7844821268eb96bad91f 60b1a3a848849310a39e9ef 59121
669aa5d5dbb4b4deb532d2f 907a01c5b39ef af 23985080

t oken: 00019ee54942d8al1604452a76856b1bf af 1cd608ele3f a38acf d9f 13e8
4483c90e89d4380df 12a1727f 4e2calee0d7abea0dOf b1e9506507a4dd618f 9b8
7e79f 9f 3521a7c9134d6722925bf 622a994041cdb1b082cdf 1309af 32f 0ce00ca
1dab63e1b603747a8a5c3b46c7c2853de5ec7af 8cac7cf 3e089cecdc9ed3f f 05¢
d24504f e4f 6¢52d24ac901471267d8b63b61e6b

I ssuance Protocol 2 - Blind RSA (2048-bit)
The test vectors below list the follow ng val ues:

skl: The PEM encoded PKCS #8 RSA |ssuer Private Key used for signing
tokens, represented as a hexadeci mal string.

pkl: The Issuer Public Key, serialized according to the encoding in
Section 8.2.2.

token_chal l enge: A randonmly generated TokenChal | enge structure,
represented as a hexadeci mal string.

nonce: The 32-byte Cient nonce generated according to Section 6.1,
represented as a hexadeci mal string.

blind: The blind used when conputing the blind RSA blinded nessage,
represented as a hexadeci mal string.

salt: The randomy generated 48-byte salt used when encodi ng the
bl i nded TokenRequest message, represented as a hexadeci mal string.

token_request: The TokenRequest nessage constructed according to
Section 6.1, represented as a hexadeci nmal string.

token_response: The TokenResponse nessage constructed according to
Section 6.2, represented as a hexadeci mal string.



token: The output token fromthe protocol, represented as a
hexadeci mal string.

/'l Test vector 1

skl : 2d2d2d2d2d424547494e2050524956415445204b45592d2d2d2d2d0a4d49
4945765149424144414e42676b71686b6947397730424151454641415343424b6
3776767536a41674541416f 49424151444c4775317261705831736334420a4f 6b
7a38717957355379356b6f 6a41303543554b66717444774e38366a424b5a4f 764
57245526b49314c527876734d6453327961326333616b4745714c756b440a556a
35743561496b3172417643655844644e44503442325055707851436e6969396€6
b492b6d67725769744444494871386139793137586e6c5079596f 784f 530a646f
6558563835464f 314a752b62397336356d586d34516a755139455961497138337
1724450567a50335758712b524e4d636379323269686763624c766d42390a6a41
355334475666325a6¢c74785954736f 4c364872377a58696a4e394637486271656
76f 753967654b524d584645352f 2b4a3956595a634a734a624c756570480a544f
72535a4d4948502b5358514d4166414f 454a4547426d6d4430683566672f 43473
475676a79486e4e51383733414e4b6a55716d3676574574413872514c620a4530
742b496¢c706641674d4241414543676745414c7a4362647a69316a506435384d6
b562b434c6679665351322b7266486e7266724665502f 566344787275690a3270
316153584a596962653645532b4d622f 4d4655646¢c485067414¢c7731785134576
57266366336444373686¢c6c784c57535638477342737663386f 364750320a6359
366f 777042447763626168474b556b50304560b62395330584c4a5763475347356
1556e484a585237696e7834635a6¢c666f 4c6e7245516536685578734d710a6230
644878644844424d644766565777674b6f 6a4f 6a70532f 39386d4555793756422
f 3661326Cc7265676c766a632f 326e4b434b7459373744376454716c47460a787a
414261577538364d435a342f 5131334c762b426566627174493973715a5a776a7
264556851483856437872793251564d515751696e57684174364d7154340a5342
5354726f 6¢c5a7a7772716a65384d504a393175614e4d6458474c63484c4932367
3587a76374b53514b42675144766377735055557641395a325a583958350a6d49
784d54424e6445467a56625550754b4b413179576e31554d444e63556a71682b7
a652f 376b337946786b68305146333162713630654c393047495369414f 0a354b
4f 574d39454b6f 2b7841513262614b314d664f 5931472b386a7a4258557042733
9346b353353383879586d4b366e796467763730424a385a6835666b55710a5732
306f 5362686b686a5264537a48326b52476972672b5553774b426751445a4a4d6
e7279324578612f 3345713750626f 737841504d69596e6b354a415053470a7932
7a305a375455622b7548514f 2f 2b78504d376e433075794c494d44396c61544d4
8776e3673372f 4c62476f 455031575267706f 59482f 4231346b2f 526e360a6675
77524e3632496f 397463392b41434¢c745542377674476179332b6752775974534
33262356564386c4969656774546b6561306830754453527841745673330a6e35
6b796132513976514b4267464a75467a4f 5a742b7467596e576e5155456757385
0304f 494a45484d45345554644f 637743784b7248527239334a6a7546320a4533
77644b6f 546969375072774f 59496f 614a5468706a50634a62626462664b792b6
e735170315947763977644a724d6156774a6376497077563676315570660a5674
4c61646d316c6b6c7670717336474e4d386a6e4d30587833616a6d6d6e6665573
9794758453570684d727a4c4a6c394630396349324c416f 4742414e58760a7567
5658727032627354316f 6b6436755361427367704a6a5065774e526433635a4b3
97a306153503144544131504e6b7065517748672f 2b36665361564f 487a0a7941
7844733968355272627852614e6673542b7241554837783153594456565159564
d68555262546f 5a6536472f 6a716e544333664€6648563178745a666f 740a306¢C
6f 4d4867776570362b53494d436f 6565325a6374755a5633326c6349616639726
2484f 633764416f 47416551386b3853494c4e4736444f 413331544535500a6d30
31414a49597737416¢5233756f 2f 524e61432b78596450553354736b75414¢c787
86944522f 57734c455142436a6b46576d6d4a41576e51554474626e594e0a5363
77523847324a36466e72454374627479733733574156476f 6f 465a6e636d504c5
0386¢c784c79626c534244454¢79615a762f 624173506c4d4f 39624435630a4a2b
4e534261612b6f 694c6c31776d4361354d43666c633d0a2d2d2d2d2d454e44205
0524956415445204b45592d2d2d2d2d0a

pkl: 30820152303d06092a864886f 70d01010a3030a00d300b06096086480165
03040202a11a301806092a864886f 70d010108300b0609608648016503040202a
2030201300382010f 003082010a0282010100cblaed6b6a95f 5blce013a4cf cab
25b94b2e64a23034e4250a7eab43c0df 3a8¢c12993af 12b111908d4b471bec31d4
b6c9ad9cdda90612a2ee903523e6de5a224d6b02f 09e5¢374d0cf e01d8f 529¢50
0a78a2f 67908f a682b5a2b430c81eaf 1af 72d7b5e794f c98a3139276879757ce4
53b526ef 9bf 6ceb99979b8423b90f 4461a22af 37aab0cf 5733f 7597abe44d31c7
32db68al81lc6chbe607d8c0e52e0655f d9996dc584ecalbe87af bcd78a337d17b



1dba9e828bbd81e291317144e7f f 89f 55619709b096chbb9ead74cead264c2073f
e49740c01f 00e109106066983d21e5f 83f 086e2e823¢c879cd43cef 700d2a352a9
babd612d03cad02db134b7e225a5f 0203010001

t oken_chal | enge: 0002000e6973737565722e6578616d706c65208e7acc900e
393381e8810b7c9e4a68b5163f 1f 880ab6688a6f f €780923609e88000e6f 72696
7696e2e6578616d706c65

nonce:

aa72019d1f 951df 197021ce63876f e8b0a02dc1lc31al2b0a2dd1508d07827f 05

blind: 425421de54c7381864ce36473abf b988c454f e6¢c27de863de702a6a2ad
cal53f a2de47bd8f cd62734caa8celf 920b77d980ab58c32d16dde54873f 28ca9
68e8¢c125b8363514be68972f 553655bcc7f 80a284cc327e47e804a47333¢c5b3cd
f 773312cc7ad9f da748aedObaa7el9c5a2dldaf da718f 086d7f cOa4bc02d488e0
f 20812daee335af 7177b7a8369bd617066aed7a58f 659f 295¢36b418827f 67972
5b81cal4eal6f b82df 21ad76dalac38dcf 24bf 6252f 8510e2308608ac9197f 6¢b
54f dcb19db17837302a2b87d659¢c5605f 35f 3709a130f 0c3d50e172f Ocae36¢chbc
9467f 9914895a215a9e32443bcaf f f 795273ccf 8965a7eaa8c0b2184763e3e5c

salt: 3d980852f a570c064204f eb8d107098db976ef 8c2137e8641d234bbd88a
986f db306a7af 220cf adede08f 51elef 61766

t oken_request: 0002086a95be84b63cf ed0993bb579194a72a95057e1548ac4
63a9a5b33b011f 2b2011d59487f 01862f 1d8e4d5ea42e73a660f bc3d010b944a5
4da3a4e0942f 8894c0884589b438chb902e9a34278970f 33c16f 351f 7dae58d273
c3ab66ef 368da36f 785e89e24d1d983d5¢c34311cd21f 290f 9e89e8646ab0d0a48
988f cd46230de5e7603cd12cc95¢c7ec5002e5e26737aa7eb69c626476e6¢c8d465
10ee404a3d7daf 3a23b7c66735d363cal3676925c6ed0117f 60d165celf 8ba616
d041b6384baf 6da3e2f 757cb18e879a4f 8595c2dc895ddf 1f 4279c75768d108b5
c47f 95f 94e81e2d8b9c8b74476924ab3b7c45243f c99ac5466e8a3680ad37f alb
c96010b274094

t oken_response: 675d84b751d9e593330ec4b6d7ab69c9a61517e98971f 4b73
6150508174b4335761464f 237be2d72bbaed4b94df f c6143413f 6351f 1aadef deb
€32d4d6d9392a008290d56d1222f 9b77a1336213e01934f 7d972f 3bf 9ea5a5786
c321352f 103b3667e605379a55f 0f b925f bb09b8a9f 85e7dd4b388a3b49d06f d7
Oba28f 6a780e3bc8f 6421554f d6¢c38b63ef 19f 84ccf cf 14709dd0b4d72213c1f 0
60893854ebalealald7e275da320db5e9849882d5f 9179ef a8a2d8d3b803f 9d14
45ef 5¢c1f 660be08883ce9b29a0a992f c035d2938cbb61c440044438dbb8b3ce71
58a8f 9827d230482f 622d291406ab236b32b122627ae0f d36bd0d6b7607b8044a
ce404d44

t oken: 0002aa72019d1f 951df 197021ce63876f e8b0a02dclc31al2b0a2dd150
8d07827f 055969f 643b4cf da5196d4aa86aeb5368834f 4f 06de46950ed435b3b8
1bd036d44ca572f 8982a9ca248a3056186322d93cal47266121ddeb5632c07f 1f
71cd2708bc6a21b533d07294b5e900f af 5537dd3eb33cee4e08c9670d1e5358f d
184b0e00c637174f 5206b14c7bb0e724ebf 6b56271e5aa2ed94c051c4a433d302
b23bc52460810d489f b050f 9de5¢868c6c1b06e3849f d087629f 704cc724bc0dO
984d5c¢339686f cdd75f 9a9cdd25f 37f 855f 6f 4c584d84f 716864f 546b696d620c
5bd41a811498de84f f 9740ba3003ba2422d26b91eb745c084758974642a420782
01543246ddb58030ea8e722376aa82484dca9610a8f b7e018e396165462e17a03
e40ea7e128c090a911ecc708066¢chb201833010c1ebd4e910f c8e27albe467f 786
71836a508257123a45e4e0ae2180a434bd1037713466347a8ebe46439d3dal970

// Test vector 2

skl : 2d2d2d2d2d424547494e2050524956415445204b45592d2d2d2d2d0a4d49
4945765149424144414e42676b71686b6947397730424151454641415343424b6
3776767536a41674541416f 49424151444¢c4775317261705831736334420a4f 6b
7a38717957355379356b6f 6a41303543554b66717444774e38366a424b5a4f 764
57245526b49314c527876734d6453327961326333616b4745714c756b440a556a
35743561496b3172417643655844644e44503442325055707851436e6969396e6
b492b6d67725769744444494871386139793137586e6¢c5079596f 784f 530a646f
6558563835464f 314a752b62397336356d586d34516a755139455961497138337
1724450567a50335758712b524e4d636379323269686763624c766d42390a6a41
355334475666325a6¢c74785954736f 4c364872377a58696a4e394637486271656
76f 753967654b524d584645352f 2b4a3956595a634a734a624c756570480a544f
72535a4d4948502b5358514d4166414f 454a4547426d6d4430683566672f 43473
475676a79486e4e51383733414e4b6a55716d3676574574413872514c620a4530
742b496¢c706641674d4241414543676745414c7a4362647a69316a506435384d6
b562b434c6679665351322h7266486e7266724665502f 566344787275690a3270
316153584a596962653645532b4d622f 4d4655646¢c485067414¢7731785134576
57266366336444373686c6c784c57535638477342737663386f 364750320a6359



366f 777042447763626168474b556b5030456b62395330584¢c4a5763475347356
1556e484a585237696e7834635a6¢c666f 4c6e7245516536685578734d710a6230
644878644844424d644766565777674b6f 6a4f 6a70532f 39386d4555793756422
f 3661326c7265676c766a632f 326e4b434b7459373744376454716c47460a787a
414261577538364d435a342f 5131334c762b426566627174493973715a5a776a7
264556851483856437872793251564d515751696e57684174364d7154340a5342
5354726f 6¢c5a7a7772716a65384d504a393175614e4d6458474c63484c4932367
3587a76374b53514b42675144766377735055557641395a325a583958350a6d49
784d54424e6445467a56625550754b4b413179576e31554d444e63556a71682b7
a652f 376b337946786b68305146333162713630654c393047495369414f 0a354b
4f 574d39454b6f 2b7841513262614b314d664f 5931472b386a7a4258557042733
9346b353353383879586d4b366e796467763730424a385a6835666b55710a5732
306f 5362686b686a5264537a483260b52476972672b5553774b426751445a4a4d6
e7279324578612f 3345713750626f 737841504d69596e6b354a415053470a7932
7a305a375455622b7548514f 2f 2b78504d376e433075794c494d44396c61544d4
8776e3673372f 4c62476f 455031575267706f 59482f 4231346b2f 526e360a6675
77524e3632496f 397463392b41434¢c745542377674476179332b6752775974534
33262356564386c4969656774546b6561306830754453527841745673330a6e35
6b796132513976514b4267464a75467a4f 5a742b7467596e576e5155456757385
0304f 494a45484d45345554644f 637743784b7248527239334a6a7546320a4533
77644b6f 546969375072774f 59496f 614a5468706a50634a62626462664b792b6
e735170315947763977644a724d6156774a6376497077563676315570660a5674
4c61646d316¢c6b6c7670717336474e4d386a6e4d30587833616a6d6d6e6665573
9794758453570684d727a4c4a6c394630396349324c416f 4742414e58760a7567
5658727032627354316f 6b6436755361427367704a6a5065774e526433635a4b3
97a306153503144544131504e6b7065517748672f 2b36665361564f 487a0a7941
7844733968355272627852614e6673542b7241554837783153594456565159564
d68555262546f 5a6536472f 6a716e544333664e6648563178745a666f 740a306¢C
6f 4d4867776570362b53494d436f 6565325a6374755a5633326¢c6349616639726
2484f 633764416f 47416551386b3853494c4e4736444f 413331544535500a6d30
31414a49597737416¢c5233756f 2f 524e61432b78596450553354736b75414c787
86944522f 57734c455142436a6b46576d6d4a41576e51554474626e594e0a5363
77523847324a36466e72454374627479733733574156476f 6f 465a6e636d504c5
0386c784c79626¢c534244454c79615a762f 624173506c4d4f 39624435630a4a2b
4e534261612b6f 694c6c31776d4361354d43666c633d0a2d2d2d2d2d454e44205
0524956415445204b45592d2d2d2d2d0a

pkl: 30820152303d06092a864886f 70d01010a3030a00d300b06096086480165
03040202a11a301806092a864886f 70d010108300b0609608648016503040202a
2030201300382010f 003082010a0282010100cblaed6b6a95f 5blce013a4cf cab
25b94b2e64a23034e4250a7eab43c0df 3a8¢c12993af 12b111908d4b471bec31d4
b6c9ad9cdda90612a2ee903523e6de5a224d6b02f 09e5¢374d0cf e01d8f 529¢50
Oa78a2f 67908f a682b5a2b430c81eaf 1af 72d7b5e794f c98a3139276879757ce4
53b526ef 9bf 6ceb99979b8423b90f 4461a22af 37aab0cf 5733f 7597abe44d31c7
32db68al181c6chbbe607d8c0e52e0655f d9996dc584ecalbe87af bcd78a337d17b
1dba9e828bbd81e291317144e7f f 89f 55619709b096¢cbb9ead74cead264c2073f
e49740c01f 00e109106066983d21e5f 83f 086e2e823c879cd43cef 700d2a352a9
babd612d03cad02db134b7e225a5f 0203010001

t oken_chal | enge: 0002000e6973737565722e6578616d706c6500000e6f 7269
67696e2e6578616d706c65

nonce:

98c1345f f 38a554b429b428b0f 206¢f e4f 3892f 8041995f 2c24873d90e84488d

bl ind: 7bb85f89c9b83a0e2b02938b3396f 06f 8f 3df 0018a91f 1a2cc5416aaab
52994d063f 634d50beal3bf f e8d5e01431e646e2e384549cef d695ac3af f f f 665
alebf 0113df 2520006bd66e468d37a58266daa8a3a75692535el1f c46d0c1d6f b6
f 37¢c949808172e20c0b77a48570alf cb474325bdd23cdbce52b5d6a9e39f 7aec?
3b09004eae8c8bf f f 2b4b533eab63bcf 467a4cd95ccf bOcb4e43bc4992c1f dObe7
a77a4475dbf 8094cf 25125ece901abbceab607a9050ad9f 8ec3d0d66341f 6eab40
ee9c9c22c0b560b8377f 8543d8878c7458885f d285¢7556¢cc88f c6021617075b4
2c83a86005169a6f 13352e789b28f dbbe3d0288e1dd7¢801497573893146aea3

salt: b6b4378421ab0Oeab77ce3f 4036f d0489dee458ad8lea519c3e8bde3f cd5
ec1505d28e110d7b44dcac5e04ecedd54dlla

t oken_request: 00020892d26a271c0104657bal0c0b5cb2827bbh209d86e8002
7f 96bf b861e0f 40ch897f 0f c426498433141ce9bc8b4a95914f ef e4e40bdd3802
al21cbOb59a4ae7e03255275c4abf 071d991c82ead402606c0ef 912178b0alf 68
d303e06a966079230592827b84979dbch5f 21ab8904e9908638ddf 705c4f 8af 8a
053¢c19a66090726b60c6b4063976e4c66eab33522dd3f 9d64828441db4aa82d55



adcc3d3920592884cdle5a3f 490d5¢c81f 1306705dcc5¢c61d82373f 1dbd7d2ae4db
2f ea0f 7339f 5d868415f 59312766e3074ee4a7305f 5f 053da82673ee6747a727a
26d8d10ealb1a3491d26b0c38b962c02a774ac78932153aae9dcc98a9bldblf 53
89644682f 7727

t oken_response: 113ab5124claef 6f c230d9f c42b789226f 45ca94l1aad4da3f 4
8cf 37c7744a8d7f dldcf d71cd39d09e9324760180ealbade3360ef af 7322alf al
5f 41247be3857f de8c5c92ec6d67a7ee33be8f dadf 8b27bb0db706117448e55bc
€9927cb6bf blf 87f 9edb054181a4558af 0c0d3973d7033b9599e674c20cf 08a7b
bcf 0da815a2edaab7c4f b80deed4ea2cc53576a9691e857da931c6c592d2¢c69dd2
laf da8ea653dd90157adf e80e2375c08e75beb497df 8b7b73192f bbd4e80359d9
bbaeceal4eOacebdda92596f 71ec1d57e26b6497b3152976bc07a4409148ch843
89eb207f b8e841106012408c6e19b4f 964008b6a909aaab767a661a061c97dal6
43040455

t oken: 000298c1345f f 38a554b429b428b0f 206¢f e4f 3892f 8041995f 2¢24873
d90e84488d11lel5c91a7c2ad02abd66645802373db1d823bea80f 08d452541f b2
b62b5898bca572f 8982a9ca248a3056186322d93cald7266121ddeb5632c07f 1f
71cd27083350a206¢c5e9b7c0898f 97611ce0bb8d74d310bb194ab67e094e32f f 6
da90886924b1b9e7b569402c1101d896d2f c3a7371ef 77f 02310db1dc9f 81c853
5828¢2d0e9d9051720d182cd54elc2c3bf 417da2f c7aa72bb70ccc834ef 274a2e
809¢9821b3d395d6535423f 7428b3f 29175d6eb840b4b7685336e57e2b6af eaab
c0cl7ea4f 557e8a9cc2f 624e245c6¢ccd7chbddb6c32¢c97¢c5¢c6974e802f 688e2d25f
Oaba4215f 609f 692244517d5d3407e0172273982¢c001c158f 5f cbelb5d2447c26
a87e89f 5a9e72b498b0c59ce749823d2cf 253d3cf 6¢cd4eb64f a0e434d95e488789
247a9ceed756f f 4f f 33a8d2402c0db381236d331092838b608a42002552092897

/|l Test vector 3

skl : 2d2d2d2d2d424547494e2050524956415445204b45592d2d2d2d2d0a4d49
4945765149424144414e42676b71686b6947397730424151454641415343424b6
3776767536a41674541416f 49424151444¢c4775317261705831736334420a4f 6b
7a38717957355379356b6f 6a41303543554b66717444774e38366a424b5a4f 764
57245526b49314¢c527876734d6453327961326333616b4745714c756b440a556a
35743561496b3172417643655844644e44503442325055707851436€6969396e6
b492b6d67725769744444494871386139793137586e6c5079596f 784f 530a646f
6558563835464f 314a752b62397336356d586d34516a755139455961497138337
1724450567a50335758712b524e4d636379323269686763624c766d42390a6a41
355334475666325a6c74785954736f 4c364872377a58696a4e394637486271656
76f 753967654b524d584645352f 2b4a3956595a634a734a624¢c756570480a544f
72535a4d4948502b5358514d4166414f 454a4547426d6d4430683566672f 43473
475676a79486e4e51383733414e4b6a55716d3676574574413872514c620a4530
742b496¢c706641674d4241414543676745414¢c7a4362647a69316a506435384d6
b562b434c6679665351322b7266486e7266724665502f 566344787275690a3270
316153584a596962653645532b4d622f 4d4655646¢c485067414¢c7731785134576
57266366336444373686c6c784c57535638477342737663386f 364750320a6359
366f 777042447763626168474b556b50304560b62395330584c4a5763475347356
1556e484a585237696e7834635a6c666f 4c6e7245516536685578734d710a6230
644878644844424d644766565777674b6f 6a4f 6a70532f 39386d4555793756422
f 3661326¢c7265676c766a632f 326e4b434b7459373744376454716c47460a787a
414261577538364d435a342f 5131334c762b426566627174493973715a5a776a7
264556851483856437872793251564d515751696e57684174364d7154340a5342
5354726f 6¢c5a7a7772716a653840d504a393175614e4d6458474c63484c4932367
3587a76374b53514b42675144766377735055557641395a325a583958350a6d49
784d54424e6445467a56625550754b4b413179576e31554d444e63556a71682b7
a652f 376b337946786b68305146333162713630654c393047495369414f 0a354b
4f 574d39454b6f 2b7841513262614b314d664f 5931472b386a7a4258557042733
9346b353353383879586d4b366e796467763730424a385a6835666b55710a5732
306f 5362686b686a5264537a48326b52476972672b5553774b426751445a4a4d6
e7279324578612f 3345713750626f 737841504d69596e6b354a415053470a7932
7a305a375455622b7548514f 2f 2b78504d376e433075794c494d44396c61544d4
8776e3673372f 4c62476f 455031575267706f 59482f 4231346b2f 526e360a6675
77524e3632496f 397463392b41434c745542377674476179332b6752775974534
33262356564386c4969656774546b6561306830754453527841745673330a6e35
6b796132513976514b4267464a75467a4f 5a742b7467596e576e5155456757385
0304f 494a45484d45345554644f 637743784b7248527239334a6a7546320a4533
77644b6f 546969375072774f 59496f 614a5468706a50634a62626462664b792b6
e735170315947763977644a724d6156774a6376497077563676315570660a5674
4c61646d316¢c6b6c7670717336474e4d386a6e4d30587833616a6d6d6e6665573



9794758453570684d727a4c4a6¢c394630396349324c416f 4742414e58760a7567
5658727032627354316f 6b6436755361427367704a6a5065774e€526433635a4b3
97a306153503144544131504e6b7065517748672f 2b36665361564f 487a0a7941
7844733968355272627852614e6673542b7241554837783153594456565159564
d68555262546f 5a6536472f 6a716e544333664e6648563178745a666f 740a306¢C
6f 4d4867776570362b53494d436f 6565325a6374755a5633326c6349616639726
2484f 633764416f 47416551386b3853494c4e4736444f 413331544535500a6d30
31414a49597737416¢c5233756f 2f 524e61432b78596450553354736b75414c787
86944522f 57734c455142436a6b46576d6d4a41576e51554474626e594e0a5363
77523847324a36466e72454374627479733733574156476f 6f 465a6e636d504c5
0386¢c784c79626¢c534244454c79615a762f 624173506c4d4f 39624435630a4a2b
4e534261612b6f 694c6¢c31776d4361354d43666c633d0a2d2d2d2d2d454e44205
0524956415445204b45592d2d2d2d2d0a

pkl: 30820152303d06092a864886f 70d01010a3030a00d300b06096086480165
03040202a11a301806092a864886f 70d010108300b0609608648016503040202a
2030201300382010f 003082010a0282010100cbhlaed6b6a95f 5blce013a4cf cab
25b94b2e64a23034e4250a7eab43c0df 3a8¢c12993af 12b111908d4b471bec31d4
b6c9ad9cdda90612a2ee903523e6de5a224d6b02f 09e5¢374d0cf e01d8f 529¢c50
Oa78a2f 67908f a682b5a2b430c81eaf 1af 72d7b5e794f c98a3139276879757ce4
53b526ef 9bf 6ceb99979b8423b90f 4461a22af 37aab0cf 5733f 7597abe44d31c7
32db68al181c6chbbe607d8c0e52e0655f d9996dc584ecalbe87af bcd78a337d17b
1dba9e828bbd81e291317144e7f f 89f 55619709b096¢cbb9ead74cead264c2073f
e49740c01f 00e109106066983d21e5f 83f 086e2e823c879cd43cef 700d2a352a9
babd612d03cad02db134b7e225a5f 0203010001

t oken_chal | enge: 0002000e6973737565722e6578616d706c65000017666f 6f
2e6578616d706c652¢c6261722e6578616d706c65

nonce:
9e7a22bdc5d715682434cebc07eb5f a53f 622f 776al7a6d91757af 1592df Oe71
blind: c52cabc5e4e131e0f 5860cc4c486c5ee8abf a8ae59484446121f 87b0d8
ccd037f 161a99ebcc57f 79d05a2f f c852656ad2d0894f ab8d1b0f 998e6e678254
ed5778da98b137371320314d06c24276e35435bccf f a49d257687f 270f 9cel792
6a074737546d5415a4bb9e624a6302562b395856632ef b6992f 6593a4f 95f b342
002ef ebc3046ca96bbc26edb2f 1al454a24ce7b9a7ec8e44f b9e99¢8144d409d8
cd8a5903c0a3c0achd9of 82573ed1f c4a296e3eaf 4867ade30110794678f 422d36
bd103ea4617d2472cf 58da3381e52e5be60f 4acbf 685e280648cef 21211a796ec
d005ecbdaal046c40950af ca4c4e7dd4b8c19e504088489a15667b45895b6e92
salt: ¢c847b5d0f a9101ale09954ac9f 3eed6600af 58936295ad2e54274e13e64
0d59f 732d07530c94¢19c20668f 03470c77ac

t oken_request: 0002080f 6bd84f bal822c577¢8cd670f 1136ccal07f 84dddod
405d5ed22ad15da975538f 031433bad4a2688999732927ef €2928d4c132389a12
2f 40b639b083d6f cbbed7a55f b18db536d2dcbaef e6dc0a70730e6565b08a7df d
783913a59f 37d798de0cf c262c9e90a7ee884a3ec355eachbd44e5f 6779f eaba78
5b05ac352f dd51all6cf 2beld8e38b0bf acd6a3d53a88c99f 747cce908f 86b335
62691f 540e3e88562092cd17cc2f 78ce0f b53312a5f 2dc918bdb1dc90d9d65091
c7ba9080ccc1755¢ch5437989364dc92f 0e8f eal8f 66d631451f eb02a3d68af 41d
ela3f 9be925dda5c4ca0706f c4ca28b3317e939f 6573442c6d03bel7cd141f a82
60d382d134c6b

t oken_r esponse: 2dd08ce89cf 4f 62bc236ab7b75266e13¢c57¢c750345e328e0b
eal07537c4cbeea5bf c990716950440628ea2e37dbc5¢c9¢c6d84f 9a965chf Ocbf f
f b89516b1f d19a90d69cc52a28890bbdcf 782f 56aef adad85b6e861a74170ce91
0891c89e4293f 37978dbd41cc8b5¢c68802de3d86d9f 0326b9¢c22b809512245896
6a6ddd1aeb3828d239c3b359ef c9b375390eb19050d5656¢c2b084304d9bd8a816
14f 631bf 82a7e4588413b44a0cb6d94e942f a134790b396¢ch71e3ed33b557b5bd
0734e726f a79abdca8694703b81d0e289b749801d4383e0d4f 825dcde0dd98c43
d3ba81c028dd8833a4f c24961f 60e118d4421dce5b611d53e9ca96156a52509bf
a9af eb7e

t oken: 00029e7a22bdc5d715682434cebc07eb5f ab3f 622f 776al17a6d91757af
1592df 0e710042eeed45ac4dd5ach8f 6e65c4d8dd47504f 73f 7463507ef 96a4d72
27d2774f 3ca572f 8982a9ca248a3056186322d93cal47266121ddeb5632c07f 1f
71cd270815b010bbc0d5f 55e9c856d2e9f f aef ba007d33c2d5452f beb0b15919b
973e0dc9180aaeb18242043758d9f b0ac9ac5e04daof f 74ec93644ae6¢cdb7068e
a76ce2295b9b95e383ed3a9856e9f 618daf df 4cec5d2b53ea4297c2f 3990babca
71le3ccd6c07a437daae7ed27b6b81178f b7ce5f a5dd63781cc64acle410f 441c0
34b0a5cc873a2ce875e8b38c92bab563635c4f 8f 4f a35d1f 582ef 19edf 7da75aa
11a503a82e32al2bd4dadleOca7ec7f 451caf 586f 5b910003f cbbb9f f 5f f a2408
€28d6807737d03da651ea9bf af cc2747a6830e19a1d160f cd5c25d2f 79dad86a8



b3de8e926e08caladdced72977f 7b56398ef 59¢26e725df 0a976a08f 2a936ca4?2

/'l Test vector 4

skl : 2d2d2d2d2d424547494e2050524956415445204b45592d2d2d2d2d0a4d49
4945765149424144414e42676b71686b6947397730424151454641415343424b6
3776767536a41674541416f 49424151444¢c4775317261705831736334420a4f 6b
7a38717957355379356b6f 6a41303543554b66717444774e38366a424b5a4f 764
57245526b49314¢527876734d6453327961326333616b4745714c756b440a556a
35743561496b3172417643655844644e44503442325055707851436€6969396e6
b492b6d67725769744444494871386139793137586e6c5079596f 784f 530a646f
6558563835464f 314a752b62397336356d586d34516a755139455961497138337
1724450567a50335758712b524e4d636379323269686763624c766d42390a6a41
355334475666325a6c74785954736f 4c364872377a58696a4e394637486271656
76f 753967654b524d584645352f 2b4a3956595a634a734a624¢c756570480a544f
72535a4d4948502b5358514d4166414f 454a4547426d6d4430683566672f 43473
475676a79486e4e51383733414e4b6a55716d3676574574413872514c620a4530
742b496¢c706641674d4241414543676745414¢c7a4362647a69316a506435384d6
b562b434c6679665351322b7266486e7266724665502f 566344787275690a3270
316153584a596962653645532b4d622f 4d4655646¢c485067414¢c7731785134576
57266366336444373686c6c784c57535638477342737663386f 364750320a6359
366f 777042447763626168474b556b50304560h62395330584c4a5763475347356
1556e484a585237696e7834635a6c666f 4c6e7245516536685578734d710a6230
644878644844424d644766565777674b6f 6a4f 6a70532f 39386d4555793756422
f 3661326¢c7265676¢c766a632f 326e4b434b7459373744376454716¢c47460a787a
414261577538364d435a342f 5131334c762b426566627174493973715a5a776a7
264556851483856437872793251564d515751696e57684174364d7154340a5342
5354726f 6¢c5a7a7772716a65384d504a393175614e4d6458474c63484¢c4932367
3587a76374b53514b42675144766377735055557641395a325a583958350a6d49
784d54424e6445467a56625550754b4b413179576e31554d444e63556a71682b7
a652f 376b337946786b68305146333162713630654c393047495369414f 0a354b
4f 574d39454b6f 2b7841513262614b314d664f 5931472b386a7a4258557042733
9346b353353383879586d4b366e796467763730424a385a6835666b55710a5732
306f 5362686b686a5264537a48326b52476972672b5553774b426751445a4a4d6
e7279324578612f 3345713750626f 737841504d69596e6b354a415053470a7932
7a305a375455622b7548514f 2f 2b78504d376e433075794c494d44396c61544d4
8776e3673372f 4c62476f 455031575267706f 59482f 4231346b2f 526e360a6675
77524e3632496f 397463392b41434c745542377674476179332b6752775974534
33262356564386c4969656774546b6561306830754453527841745673330a6e35
6b796132513976514b4267464a75467a4f 5a742b7467596e576e5155456757385
0304f 494a45484d45345554644f 637743784b7248527239334a6a7546320a4533
77644b6f 546969375072774f 59496f 614a5468706a50634a62626462664b792b6
e735170315947763977644a724d6156774a6376497077563676315570660a5674
4c61646d316¢c6b6c7670717336474e4d386a6e4d30587833616a6d6d6e6665573
9794758453570684d727a4c4a6¢c394630396349324c416f 4742414e58760a7567
5658727032627354316f 6b6436755361427367704a6a5065774e526433635a4b3
97a306153503144544131504e6b7065517748672f 2b36665361564f 487a0a7941
7844733968355272627852614e6673542b7241554837783153594456565159564
d68555262546f 5a6536472f 6a716e544333664e6648563178745a666f 740a306¢C
6f 4d4867776570362b53494d436f 6565325a6374755a5633326c6349616639726
2484f 633764416f 47416551386b3853494c4e4736444f 413331544535500a6d30
31414a49597737416¢c5233756f 2f 524e61432b78596450553354736b75414¢c787
86944522f 57734c455142436a6b46576d6d4a41576e51554474626e594e0a5363
77523847324a36466e72454374627479733733574156476f 6f 465a6e636d504c5
0386¢c784c79626¢c534244454c79615a762f 624173506c4d4f 39624435630a4a2b
4e534261612b6f 694c6c31776d4361354d43666¢c633d0a2d2d2d2d2d454e44205
0524956415445204b45592d2d2d2d2d0a

pkl: 30820152303d06092a864886f 70d01010a3030a00d300b06096086480165
03040202a11a301806092a864886f 70d010108300b0609608648016503040202a
2030201300382010f 003082010a0282010100cbhlaed6b6a95f 5blce013a4cf cab
25b94b2e64a23034e4250a7eab43c0df 3a8¢c12993af 12b111908d4b471bec31d4
b6c9ad9cdda90612a2ee903523e6de5a224d6b02f 09e5c374d0cf e01d8f 529¢50
Oa78a2f 67908f a682b5a2b430c81eaf 1af 72d7b5e794f c98a3139276879757ce4
53b526ef 9bf 6ceb99979b8423b90f 4461a22af 37aab0cf 5733f 7597abe44d31c7
32db68al181c6cbbe607d8c0e52e0655f d9996dc584ecalbe87af bcd78a337d17b
1dba9e828bbd81e291317144e7f f 89f 55619709b096¢cbb9ead74cead264c2073f
e49740c01f 00e109106066983d21e5f 83f 086e2e823¢c879cd43cef 700d2a352a9



babd612d03cad02db134b7e225a5f 0203010001

token_chal | enge: 0002000e6973737565722e6578616d706c65000000
nonce:

494daed1f c7e300c2d09990af cd5d5el1f c95305337dc12f 78942¢c45340bf e8e6
blind: 097cbl7bcedecfe058dff5c4e517d1e36d7ab8f 46252b1ac1933ba378c
32625c0dbc69f 5655¢2003bf 39e75810796cd63675b223cf 3162¢57108d56e058
4cf ce6cad829e74369ada38a095eb3012¢912b31ccde7425f 93464e353f b17552
be3a8df 2913daca61543a33ae45058f 218c471df bc12f b304158e29b6ed35bc07
9e23f 1e6173c5dec4545840bbe58e5ad37cbealal0dcasbd9df 2781589d27¢3410
8477b52c0d32a1370c17f 703941f bb1a007a6794e7de2758709¢c9bbf 80f 21eec?
922b9bb491eb6aac8clal4764e648e6bedf f f 0ae913797067aa0826f 366¢c3103e
103b05653c73b52d7f 825a185dccf b806da700db9f 53abb848554b7d4f 7¢28f 3
salt: 49912979f 1bf 528e5b8228ab1328df 74319dce7bdaf 45821ceb1100dcf O
42a2df e852f c9db59b64a5f 6493¢c282504240

t oken_request: 000208244840027ca8c620f 8bl4caded9al98ba388ccd8541e
962f 68a0071535d958d18494af dObcllda4da8c8bh33864f 5a8f 623b697cd56348
594e11a75479048a72c0ed179b070506c09a7eb6ed3582f 572df 38cf 60f cdella
52¢c5ce6d7b23435b60200ad9f 66d21f 40f 323c9aa54307d0b966d4457¢c37542b6
6bb183ddeaf ca914f c74831698b5d52f 498ee3d165685f 49a8d86e39f e6¢c4b7ec
678f 5250908d25e5b873c69b422368121aa4210cadd6f c640907d3ch9a7a3e827
a0e742470f 00c2f 49dc6c0e8cc9470dbf d73df Occbb96c10b02af 0dd7dee719ec
allff 8elb4929e59f 3cf 319de9bda29a6d968b43083b5d4242f 3448d76ada08b8
014f 70b97e719

t oken_response: c2746ff 644cffb28a2c19395f al19df b61f d135daa837844f b
f 9f be06c253e64e69f 53aef ddcOf b4833b1b5e58f 571134a34f 245499c3e73419
549c2c9111cf 94f 2f 68f ea3996d47f 71e8d8d6f c5b1c074bf 74f a59dedcbf 32f 5
f 08d45ea45492f 0279c3b1a8d852698edbel651eb8e09eb223a27386c0f eb2f 6a
8260235edb36¢f 433da518100829b63166284b325d87f c941ea3baf e7b6761b70
82e09397837f 74b4f Of c838bce8af 7242089dd5561f 57735926bcbad219f c9f ee
85ae49a8e8951f 63cal94b7ff 018c06ee02267e7267bb996432dc76973819da80
e3e86947b0a4b36d3a972daf aaa3db0e1044b325f 02c679996d9bcd3ce51390d5
4bc10b8c

t oken: 0002494dae41f c7e300c2d09990af cd5d5elf c95305337dc12f 78942c4
5340bf e8e6b741ec1b6f dO5f 1e95f 8982906aec1612896d9ca97d53eef 94ad3c9
f e023f 7a4cab572f 8982a9ca248a3056186322d93cal47266121ddeb5632¢c07f 1f
71cd2708a55c83dc04292b5d92add1a87b37e54f 22f 61c58840586f 390c50b231
824423378ddcf 50e69dc817d45bf ad06¢7f 2al0ac35d2acd7f 26b0bc9954¢c192b0
alef 28a2a5650e390098dd3cb1166a7cb1716d3dd2d19dc5ca3blea6206359de0
002d82bc4f a7e69f b07214b06addcbd2203d1el7f 57f c580bcc5al3e0acl5cf 94
2182cc2b5d6eaa737a712704114e357e2ec2f 10047463ded02ala0766dc346dd7
212b9711e03ac95eb258ac1164104dc9a0d3e738ae742ab5ed8c5139f c07145a7
88b9f 891741ee68f 0a66782b7b84a9bb4ch4b3d1b26b67106f 397b35b641d882d
7b0185168946de898ef 72349a44a47dbdd6d46e9ba9bas543d5701b65¢c63d645¢C2
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skl : 2d2d2d2d2d424547494e2050524956415445204b45592d2d2d2d2d0a4d49
4945765149424144414e42676b71686b6947397730424151454641415343424b6
3776767536a41674541416f 49424151444¢c4775317261705831736334420a4f 6b
7a38717957355379356b6f 6a41303543554b66717444774e38366a424b5a4f 764
57245526b49314¢527876734d6453327961326333616b4745714c756b440a556a
35743561496b3172417643655844644e44503442325055707851436e6969396e6
b492b6d67725769744444494871386139793137586e6c5079596f 784f 530a646f
6558563835464f 314a752b62397336356d586d34516a755139455961497138337
1724450567a50335758712b524e4d636379323269686763624c766d42390a6a41
355334475666325a6c74785954736f 4c364872377a58696a4e394637486271656
76f 753967654b524d584645352f 2b4a3956595a634a734a624¢c756570480a544f
72535a4d4948502b5358514d4166414f 454a4547426d6d4430683566672f 43473
475676a79486e4e51383733414e4b6a55716d3676574574413872514c620a4530
742b496¢c706641674d4241414543676745414¢c7a4362647a69316a506435384d6
b562b434c6679665351322b7266486e7266724665502f 566344787275690a3270
316153584a596962653645532b4d622f 4d4655646¢c485067414¢c7731785134576
57266366336444373686c6c784c57535638477342737663386f 364750320a6359
366f 777042447763626168474b556b50304560h62395330584c4a5763475347356
1556e484a585237696e7834635a6c666f 4c6e7245516536685578734d710a6230
644878644844424d644766565777674b6f 6a4f 6a70532f 39386d4555793756422
f 3661326¢c7265676c766a632f 326e4b434b7459373744376454716¢c47460a787a



414261577538364d435a342f 5131334c762b426566627174493973715a5a776a7
264556851483856437872793251564d515751696e57684174364d7154340a5342
5354726f 6¢c5a7a7772716a65384d504a393175614e4d6458474c63484c4932367
3587a76374b53514b42675144766377735055557641395a325a583958350a6d49
784d54424e6445467a56625550754b4b413179576e31554d444e63556a71682b7
a652f 376b337946786b68305146333162713630654c393047495369414f 0a354b
4f 574d39454b6f 2b7841513262614b314d664f 5931472b386a7a4258557042733
9346b353353383879586d4b366e796467763730424a385a6835666b55710a5732
306f 5362686b686a5264537a483260b52476972672b5553774b426751445a4a4d6
e7279324578612f 3345713750626f 737841504d69596e6b354a415053470a7932
7a305a375455622b7548514f 2f 2b78504d376e433075794c494d44396c61544d4
8776e3673372f 4c62476f 455031575267706f 59482f 4231346b2f 526e360a6675
77524e3632496f 397463392b41434¢c745542377674476179332b6752775974534
33262356564386c4969656774546b6561306830754453527841745673330a6e35
6b796132513976514b4267464a75467a4f 5a742b7467596e576e5155456757385
0304f 494a45484d45345554644f 637743784b7248527239334a6a7546320a4533
77644b6f 546969375072774f 59496f 614a5468706a50634a62626462664b792b6
e735170315947763977644a724d6156774a6376497077563676315570660a5674
4c61646d316c6b6c7670717336474e4d386a6e4d30587833616a6d6d6e6665573
9794758453570684d727a4c4a6¢c394630396349324c416f 4742414e58760a7567
5658727032627354316f 6b6436755361427367704a6a5065774e526433635a4b3
97a306153503144544131504e6b7065517748672f 2b36665361564f 487a0a7941
7844733968355272627852614e6673542b7241554837783153594456565159564
d68555262546f 5a6536472f 6a716e544333664e6648563178745a666f 740a306¢
6f 4d4867776570362b53494d436f 6565325a6374755a5633326c6349616639726
2484f 633764416f 47416551386b3853494c4e4736444f 413331544535500a6d30
31414a49597737416¢c5233756f 2f 524e61432b78596450553354736b75414c787
86944522f 57734c455142436a6b46576d6d4a41576e51554474626e594e0a5363
77523847324a36466e72454374627479733733574156476f 6f 465a6e636d504c5
0386¢c784c79626c534244454¢c79615a762f 624173506c4d4f 39624435630a4a2b
4e534261612b6f 694c6c31776d4361354d43666c633d0a2d2d2d2d2d454e44205
0524956415445204b45592d2d2d2d2d0a
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25b94b2e64a23034e4250a7eab43c0df 3a8c12993af 12b111908d4b471bec31d4
b6c9ad9cdda90612a2ee903523e6de5a224d6b02f 09e5¢374d0cf e01d8f 529¢50
Oa78a2f 67908f a682b5a2b430c81eaf 1laf 72d7b5e794f c98a3139276879757ce4
53b526ef 9bf 6ceb99979b8423b90f 4461a22af 37aab0cf 5733f 7597abe44d31c7
32db68al181c6cbbe607d8c0e52e0655f d9996dc584ecalbe87af bcd78a337d17b
1dba9e828bbd81e291317144e7f f 89f 55619709b096¢cbb9ead74cead264c2073f
e49740c01f 00e109106066983d21e5f 83f 086e2e823¢c879cd43cef 700d2a352a9
babd612d03cad02db134b7e225a5f 0203010001

token_chal | enge: 0002000e6973737565722e6578616d706c65208e7acc900e
393381e8810b7c9e4a68b5163f 1f 880ab6688a6f f €780923609e880000

nonce:

alaa8b371c37c9a8ddbd7342ab4f 9dd5227d5b1600dca6517b60f 63143cd43a3

bl i nd: ad7a32elac31b91daef d7042cc23d5621ab3e870d87297bbf elee8a518
ffc5b84770d3b77775¢c485b2d219954834868842d2f 11877ac4bceb5da88944cc
a043a9af ab2f 9c9998a5dea7ab7c1f 82662d0d327e29705a269ad221ae74a7cll
72f £ 89c48997a9f da08886d3998bb538868396c0ace71d260cc71f 768001939b2
4d80d88979f 0244a3dbc004eadf ac81e138d430b9f a51lclaad21b957ff 96b3123
c91c2f f f 362a386f Of 99a3f 9f c906cab626f d9107648f 87532b44c4f e3856ecael
f 46d8ebf 5d2f 46e52034478e5e883015666574dd80bd5c036c4b55ebcc8b66068
8d23944cc1932d075b559dcdc269f ae3511761f 71¢c113634e60d67accc8875f b

salt: 35c04710ce866d879447b6230ce098a49e81be5c067881cce7bd5f 92cle
5bd9b3c7d4d795cf ad134f df e916d735a624a

t oken_request: 0002083d6495c72529bbc4f 5c0b49e94e4561baeclca638a93
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c1bd627abc709097f 503f 83d98f ed6dbeb615c3be9bf 09cbf 8ea25ea8026¢c1b8b
alc704f f 516ed87c3d7d85342f d00111d8a80492d4b8f dbb092a282f 74f 13901e
5edc1b3b02cf e24c950af f e6130f bb57¢c1482d674db3c6944812ba081c2235al16
d0leeec0932a8619d85732f c3e36179f 0b50377bf 9cb7a50ce3abeb3f 31ed5f Of
3deec7aae7290f 5397¢cec61318357d652b029a0f daOf 100a78e36¢c4ef 56ba3779
963e8745f df 4e347763c63d825836878e249833a0f 4bd315392cc06ccca2c955e
921ef bc4f 941d



t oken_response: 8db727000018a98a2f e9f da8bbde5b8e9cedc31ef bcaed695
OebleOf 8d9af 9db632def 52f 74f 07cdab304bbde40519080dd0388f bh2b8900528
b4791d2bca40aa2c2a6d1b92f 010c1849bf b781cc813cc204855dd05e8a2dd31e
a5220981b8ab6b008e153083dc8f 594206440d66286f ea9¢c21b56807be8655506
ab7818bb9c8c69489dda56f €e6390a5397268¢c8b5711f 9d2df 6f 2584740cccf 034
5f d67f 93f 345426f 33c078a0aceb90845df 9eef 74f 6248d06¢c36d19e191da325b
721ddc12ea78ed37b0c3b6170590536e3aee7eblOef c7d11a2c9d072a394f 12ff a
67ecf 316c49ef d8f 31723b11f e46740636bd89ad4f 7ef 96bc38b2ch4916d9dc04
balb2f c6

t oken: 0002alaa8b371c37c9a8ddbd7342ab4f 9dd5227d5b1600dca6517b60f 6
3143cd43a3bb8a8cf 1¢59e7a251358ed76f eOccf f 61044bc79dd261f 16020324d
22f 2d434cca572f 8982a9ca248a3056186322d93cal47266121ddeb5632c07f 1f
71cd27082899f 4bc385b4147a650a3e7ef c7d23a743cb944bb53e2ed8b88eel3a
9cOblcf 1f 73f d7f 15¢c1bd1f 850a5a96a34d4ee9f 295543f 30ac920825e9a0ce26
€924f 2¢145583019dd14408c565b660e8b702f bea559908b1a8c8f 9d21ef 22f 7c¢
c6a4641c57c146e6c5497d2890ca230a6749f 5f 83a8f dd79eba0722f 10df f 9e81
a2f b2d05f a4d989acc2e93f 595ae69¢98c3daa3bl169ef cdd6e59596b2f 049f 16b
a49528761f 661032da65a3ee0f e8a22409766e90daf 8c60323¢c16522818c49273
c795f 26bbab306dc63cf c16f el702af 2464028cf 819cc647d6f 9b8a8f 54d7d658
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