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Privacy Pass tokens are unlinkabl e authenticators that can be used to
anonynously authorize a Cient (see [ARCH TECTURE]). Tokens are
generated by token Issuers, on the basis of authentication,
attestation, or some previous action such as solving a CAPTCHA. A
Client possessing such a token is able to prove that it was able to
get a token issued, without allowing the relying party redeening the
Client’s token (the Oigin) tolink it with the issuance flow.

Different types of authenticators, using different token issuance
protocol s, can be used as Privacy Pass tokens.

Thi s docunent defines a common HTTP aut hentication schene ([HTTP],
Section 11), "PrivateToken", that allows Cients to redeem various
ki nds of Privacy Pass tokens.

Clients and relying parties (Oigins) interact using this schenme to
performthe token challenge and token redemption flow. In
particular, Oigins challenge Clients for a token with an HTTP

aut henti cation chal |l enge (using the WWMAut henticate response header
field). Cients can then react to that challenge by issuing a new
request with a correspondi ng token (using the Authorization request
header field). Cients generate tokens that match the Oigin s token
chal  enge by running one of the token issuance protocols defined in
[ SSUANCE] . The act of presenting a token in an Authorization
request header field is referred to as "token redenption". This
interaction between the Cient and Origin is shown bel ow.

| Oigin| | dient |
S oo oo+

I I
+-- WAV Aut henti cat e: TokenChal | enge -->

(Run issuance protocol)

I

| N

| <------ Aut hori zation: token ---------- +
I

Figure 1: Chall enge and Redenption Protocol Flow
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In addition to working with different token issuance protocols, this
schene optionally supports the use of tokens that are associated with
Origin-chosen contexts and specific Oigin names. Relying parties
that request and redeem tokens can choose a specific kind of token,
as appropriate for its use case. These options (1) allow for

di fferent depl oyment nodels to prevent doubl e-spending and (2) allow
for both interactive (online challenges) and non-interactive (pre-
fetched) tokens.

Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Unl ess ot herwi se specified, this docunent encodes protocol messages
in TLS notation from[TLS13], Section 3.

Thi s docunent uses the terns "Client", "Origin", "lssuer", "issuance
protocol ", and "Token" as defined in [ARCH TECTURE]. It additionally
uses the following terns in nmore specific ways

I ssuer key: Keying material that can be used with an issuance
protocol to create a signed token.

Token chal l enge: A request for tokens sent froman Oigin to a
Client, using the WNWMAut henticate HTTP header field. This
chal l enge identifies a specific token Issuer and issuance
protocol. Token chall enges optionally include one or both of the
followi ng: a redenption context (see Section 2.1.1.2) and a |ist
of associated Origins. These optional values can then be bound to
the token that is issued.

Token redenption: An action by which a Cient presents a token to an
Oigin in an HITP request, using the Authorization HTTP header
field.

HTTP Aut henti cati on Schene

Token redenption is performed using HITP aut hentication ([HTTP],
Section 11), with the scheme "PrivateToken". Oigins challenge
Clients to present a token froma specific Issuer (Section 2.1).
Once a Cient has received a token fromthat |ssuer or already has a
valid token available, it presents the token to the Origin

(Section 2.2). The process of presenting a token as authentication
to an Oiginis also referred to as "spendi ng" a token

In order to prevent linkability across different transactions,
Clients will often present a particular "PrivateToken" only once.
Oigins can link nultiple transactions to the same Cient if that
Client spends the same token value nore than once. As such, Oigins
ought to expect at nost one unique token value, carried in one
request, for each chall enge

The rest of this section describes the token chall enge and redenption
interactions in nore detail.

Token Chal | enge

Oigins send a token challenge to Clients in a WWVMAut henticate
header field with the "PrivateToken" schene. This authentication
scheme has two mandatory paranmeters: one containing a token chall enge
and anot her containing the token-key used for producing (and
verifying) a correspondi ng token.



Origins that support the "PrivateToken" authentication schene need to
handl e the followi ng tasks in constructing the WWV Aut henticate
header fi el d:

1. Select which Issuer to use, and configure the Issuer nanme and
token-key to include in WWVY Aut henticate token chall enges. The
I ssuer nane is included in the token challenge, and the |ssuer
token-key is used to popul ate the WNWV Aut henti cat e header
par aneter.

2. Determine a redenption context construction to include in the
token chal l enge, as discussed in Section 2.1.1.2.

3. Select the Oigin information to include in the token chall enge.
This can be enpty to allow fully cross-Origin tokens, a single
Oigin name that matches the Oigin itself for per-Oigin tokens,
or alist of Origin nanes containing the Oigin itself. See
Section 3.4 of [ARCH TECTURE] for nore information about the
di fference between cross-Origin and per-Origin tokens.

Once these decisions are nade, Oigins construct the WWVAut henticate
header by first constructing the token challenge as described in
Section 2.1.1. Oigins send chall enges as described in

Section 2.1.2, and Cients process themas described in

Sections 2.1.3 and 2.1. 4.

.1.1. Token Challenge Structure

Thi s docunent defines the default challenge structure that can be
used across token types, although future token types MAY extend or
nodi fy the structure of the challenge; see Section 6.2 for the

registry information that establishes and defines the relationship
bet ween token type and the contents of the TokenChal | enge nessage.

Al'l token chall enges MUST begin with a 2-octet integer that defines
the token type, in network byte order. This type indicates the

i ssuance protocol used to generate the token and determ nes the
structure and semantics of the rest of the structure. Values are
registered in an | ANA registry; see Section 6.2. Cdients MJST ignore
chal  enges with token types they do not support.

Even when a given token type uses the default chall enge structure,
the requirenents on the presence or interpretation of the fields can
differ across token types. For exanple, sone token types m ght
require that origin_info is non-enpty, while others allowit to be

enpty.
The default TokenChal | enge nessage has the foll owi ng structure:

struct {
uint16 t token_type;
opaque i ssuer_nhanme<l..2716-1>;
opaque redenption_cont ext <0. . 32>;
opaque origin_info<0..2"16-1>;

} TokenChal | enge;

The structure fields are defined as foll ows:

* token_type is a 2-octet integer, in network byte order, as
descri bed above.

* issuer_name is an ASCI| string that identifies the |Issuer, using
the format of a server nanme as defined in Section 2.1.1.1. This
nane identifies the Issuer that is allowed to issue tokens that
can be redeened by this Origin. The field that stores this string



in the challenge is prefixed with a 2-octet integer indicating the
| ength, in network byte order

* redenption_context is a field that is either 0 or 32 bytes,
prefixed with a single octet indicating the Iength (either 0 or
32). If the value is non-enpty, it is a 32-byte val ue generated
by the Oigin that allows the Origin to require that dients fetch
tokens bound to a specific context, as opposed to reusing tokens
that were fetched for other contexts. See Section 2.1.1.2 for
exanpl e contexts that m ght be useful in practice. Challenges
with redenption_context values of invalid | engths MJUST be ignored.

* origin_infois an ASCIl string that either is enpty or contains
one or nore Origin nanmes that allow a token to be scoped to a
specific set of Origins. Each Oigin nane uses the format of a
server nanme as defined in Section 2.1.1.1. The string is prefixed
with a 2-octet integer indicating the length, in network byte
order. If enpty, any non-Origin-specific token can be redeened.

If the string contains nultiple Oigin nanes, they are delimted
with commas (",") without any whitespace. |If this field is not
enpty, the Origin MJUST include its own name as one of the nanes in
the list.

If origin_info contains multiple Origin nanes, this neans the
challenge is valid for any of the Origins in the list, including the
Oigin that issued the challenge (which nmust always be present in the
list if it is non-enpty; see Section 2.1.3). This can be useful in
settings where Clients pre-fetch and cache tokens for a particul ar
challenge -- including the origin_info field -- and then | ater redeem
these tokens with one of the Origins in the list. See Section 2.1.4
for more di scussion about token caching.

2.1.1.1. Server Nanme Encodi ng

Server nanes contained in a token challenge are ASCII strings that
contain a hostname and optional port, where the port is inplied to be
"443" if mssing. The names use the format of the authority portion
of a URI as defined in Section 3.2 of [URI]. The nanes MJUST NOT
include a "userinfo" portion of an authority. For exanple, a valid
server nane night be "issuer.exanple.com or

"i ssuer.exanpl e. com 8443", but not "issuer @xanpl e.coni.

2.1.1.2. Redenption Context Construction

The TokenChal | enge redenption context allows the Origin to determ ne
the context in which a given token can be redeened. This value can
be a uni que per-request nonce, constructed from 32 freshly generated
random bytes. It can also represent state or properties of the
Client session. Sonme exanple properties and nmethods for constructing
the correspondi ng context are below. This list is not exhaustive.

Context bound to a given tine window. Construct the redenption
context as F(current time w ndow), where F is a pseudorandom
function.

Context bound to a Cient network based on Autononbus System
Nunber (ASN): Construct the redenption context as F(Client ASN),
where F is a pseudorandom function

Cont ext bound to a given time wi ndow and Cient network: Construct
the redenption context as F(current time w ndow, Cient ASN),
where F is a pseudorandom functi on.

Preventi ng doubl e-spendi ng on tokens requires the Oigin to keep
state associated with the redenption context. An enpty redenption
context is not bound to any property of the Client request, so state



to prevent doubl e-spending needs to be stored and shared across al
Oigin servers that can accept tokens until token-key expiration or
rotation. For a non-enpty redenption context, the doubl e-spend state
only needs to be stored across the set of Origin servers that wll
accept tokens with that redenption context.

Oigins that share redenption contexts, i.e., by using the sane
redenption context, choosing the sane |Issuer, and providing the sane
origin_info field in the TokenChal | enge, nust necessarily share state
required to enforce doubl e-spend prevention. Oigins should consider
the operational conplexity of this shared state before choosing to
share redenption contexts. Failure to successfully synchronize this
state and use it for doubl e-spend prevention can allow Cients to
redeem tokens to one Origin that were issued after an interaction
with another Origin that shares the context.

2.1.2. Sending Token Chall enges

When used in an authentication challenge, the "PrivateToken" schene
uses the follow ng paraneters

* chall enge, which contains a base64url TokenChal |l enge val ue,
encoded per [RFC4648]. This docunent follows the default padding
behavi or described in Section 3.2 of [RFC4648], so the base64url
val ue MJST include padding. As an authentication paraneter (auth-
param from [HTTP], Section 11.2), the value can be either a token
or a quoted-string and mght be required to be a quoted-string if
the base64url string includes "=" characters. This paranmeter is
required for all challenges.

* token-key, which contains a base64url encoding of the public key
for use with the issuance protocol indicated by the chall enge.
See [I SSUANCE] for nore infornmation about how this public key is
used by the issuance protocols described in that specification
The encoding of the public key is determined by the token type;
see Section 6.2. As with challenge, the base64url val ue MJST
i ncl ude padding. As an authentication paranmeter (auth-paramfrom
[HTTP], Section 11.2), the value can be either a token or a
quot ed-string and might be required to be a quoted-string if the
base64url string includes "=" characters. This paranmeter MAY be
omtted in deploynents where Clients are able to retrieve the
| ssuer key using an out-of-band mechani sm

*  max-age, which is an optional paraneter that consists of the
nunber of seconds for which the challenge will be accepted by the
Oigin.

The header field MAY al so include the standard real m parameter, if
desired. |ssuance protocols MAY define other paraneters, some of
which might be required. dients MJST ignore paraneters in
chal I enges that are not defined for the issuance protoco
corresponding to the token type in the chall enge.

As an exampl e, the WWM Aut henticate header field could | ook |ike
t hi s:

WAV Aut hent i cat e:
Privat eToken chal | enge="abc...", token-key="123..."

2.1.2.1. Sending Miltiple Token Chall enges

It is possible for the WWV Aut henticate header field to include

mul tiple challenges ([HTTP], Section 11.6.1). This allows the Oigin
to indicate support for different token types or different |ssuers,
or to include nultiple redenption contexts. For exanple, the WWW
Aut henti cate header field could |ook like this:



WA Aut hent i cat e
Pri vat eToken chal | enge="abc...", token-key="123...",
Privat eToken chal | enge="def...", token-key="234..."

Oigins should only include challenges for different types of

i ssuance protocols with functionally equival ent properties. For

i nstance, both issuance protocols in [I SSUANCE] have the sane
functional properties, albeit with different nmechanisns for verifying
the resulting tokens during redenption. Since Cients are free to
choose which chall enge they want to consume when presented with
options, mxing multiple challenges with different functiona
properties for one use case is nonsensical. |If the Oigin has a
preference for one chall enge over another (for exanple, if one uses a
token type that is faster to verify), it can sort it to be first in
the list of challenges as a hint to the Cient.

.1.3. Processing Token Chal |l enges

Upon recei pt of a challenge, a Cdient validates the TokenChall enge
structure before taking any action, such as fetching a new token or
redeem ng a token in a new request. Validation requirenments are as
fol | ows:

* The token_type is recognized and supported by the dient;
* The TokenChal |l enge structure is well-forned; and

* |f the origin_info field is non-enpty, the name of the Origin that
i ssued the authentication challenge is included in the list of
Oigin names. Conparison of the Origin name that issued the
aut henti cation chall enge against elenments in the origin_info |ist
is done via case-insensitive equality checks.

If validation fails, the Cient MJUST NOT fetch or redeem a token
based on the challenge. dients MAY have further restrictions and
requi renents around validating when a challenge is considered
acceptable or valid. For exanple, Cients can choose to ignore
chal l enges that list Oigin nanes for which the current connection is
not authoritative (according to the TLS certificate).

Caching and pre-fetching of tokens are discussed in Section 2.1.4.
.1.4. Token Caching

Clients can generate nultiple tokens froma single TokenChal |l enge and
cache themfor future use. This inproves privacy by separating the
time of token issuance fromthe tine of token redenption, and al so
allows Clients to avoid the overhead of receiving new tokens via the
i ssuance protocol

Cached tokens can only be redeened when they match all of the fields
in the TokenChal | enge: token_type, issuer_name, redenption_context,
and origin_info. Cdients ought to store cached tokens based on all
of these fields, to avoid trying to redeem a token that does not

mat ch. Note that each token has a unique Cient nonce, which is sent
in token redenption (Section 2.2).

If a dient fetches a batch of nultiple tokens for future use that
are bound to a specific redenption context (the redenption_context in
the TokenChal | enge was not enpty), Cients SHOULD di scard these

t okens upon flushing state such as HTTP cookies [COXIES], or if
there is a network change and the dient does not have any Oigin-
specific state |ike HTTP cookies. Using these tokens in a context
that ot herwi se would not be linkable to the original context could
allowthe Oigin to recognize a dient.



. 2. Token Redenption

The output of the issuance protocol is a token that corresponds to
the Origin's challenge (see Section 2.1).

.2.1. Token Structure

A token is a structure that begins with a 2-octet field that

i ndi cates a token type, which MJUST match the token_ type in the
TokenChal | enge structure. This value determnines the structure and
semantics of the rest of the token structure.

This docunent defines the default token structure that can be used
across token types, although future token types MAY extend or nodify
the structure of the token; see Section 6.2 for the registry

i nformati on that establishes and defines the relationship between
token_type and the contents of the token structure.

The default token nessage has the follow ng structure:

struct {
uint16_t token_type;
uint8_t nonce[ 32];
uint8_ t chall enge_di gest[32];
uint8 t token key id[Nd];
uint8 t authenticator[NK];

} Token;

The structure fields are defined as foll ows:

* token_type is a 2-octet integer, in network byte order, as
descri bed above.

* nonce is a 32-octet value containing a dient-generated random
nonce.

* chall enge_digest is a 32-octet value containing the hash of the
ori gi nal TokenChal | enge, SHA-256(TokenChal |l enge), where SHA-256 is
as defined in [SHS]. Changing the hash function to sonething
ot her than SHA-256 woul d require defining a new token type and
token structure (since the contents of chall enge_di gest would be
computed differently), which can be done in a future
speci fication.

* token key idis a Nid-octet identifier for the token
aut hentication key. The value of this field is defined by the
token_type and correspondi ng i ssuance protocol

* authenticator is a Nk-octet authenticator that is
cryptographically bound to the preceding fields in the token; see
Section 2.2.3 for nore information about how this field is used in
verifying a token. The token_type and correspondi hg i ssuance
protocol determ ne the value of the authenticator field and how it
is computed. The value of constant Nk depends on token_type, as
defined in Section 6.2.

The authenticator value in the token structure is conputed over the
token_type, nonce, challenge_digest, and token_key id fields. A
token is considered valid if token verification succeeds; see
Section 2.2.3 for details about verifying the token and its

aut henti cat or val ue.

.2.2. Sending Tokens

When used for Cient authorization, the "PrivateToken" authentication



schene defines one parameter, token, which contains the base64url -
encoded token structure. As with the challenge paraneters

(Section 2.1), the base64url value MJIST include padding. As an

aut henti cation paraneter (auth-paramfrom[HTTP], Section 11.2), the
val ue can be either a token or a quoted-string and mi ght be required
to be a quoted-string if the base64url string includes "="
characters. Al unknown or unsupported parameters to "PrivateToken"
aut hentication credentials MJST be ignored.

Clients present this token structure to Origins in a new HITP request
usi ng the Authorization header field as foll ows:

Aut hori zation: PrivateToken token="abc..."

For context-bound tokens, Origins store or reconstruct the contexts
of previous TokenChal |l enge structures in order to validate the token
A TokenChal | enge can be bound to a specific TLS session with a
Client, but Origins can al so accept tokens for valid challenges in
new sessions. Oigins SHOULD i npl erent some form of doubl e-spend
prevention that prevents a token with the same nonce from bei ng
redeenmed twi ce. Doubl e-spend prevention ensures that Cients cannot
replay tokens for previous challenges. See Section 5.2 for nore

i nformati on about replay attacks. For context-bound tokens, this
doubl e-spend prevention can require no state or mniml state, since
the context can be used to verify token uni queness.

2.2.3. Token Verification

A token consists of some input cryptographically bound to an
aut henti cator value, such as a digital signature. Verifying a token
consi sts of checking that the authenticator value is correct.

The authenticator value is as conputed when running and finalizing
the i ssuance protocol corresponding to the token type with the
foll owi ng values as the input:

struct {
uintl1l6 t token_type;
uint8 t nonce[ 32];
uint8 t chall enge_digest[32];
uint8 t token_key id[Nd];
} Aut henti catorl nput;

The val ues of these fields are as described in Section 2.2.1. The
cryptographic verification check depends on the token type; see
Sections 5.4 and 6.4 of [ISSUANCE] for verification instructions for
the i ssuance protocols described in that specification. As such, the
security properties of the token, e.g., the probability that one can
forge an authenticator value w thout invoking the issuance protocol,
depend on the cryptographic algorithmused by the issuance protoco

as determned by the token type.

3. dient Behavior

VWen a Cient receives one or nmore token challenges in response to a
request, the Client has a set of choices to nake:

*  Whether or not to redeema token via a new request to the Origin

* \Wether to redeema previously issued and cached token or redeem a
token freshly issued fromthe issuance protocol

* |f nmultiple challenges were sent, which challenge to use for
redeem ng a token on a subsequent request.

The approach to these choi ces depends on the use case of the



application, as well as the deploynment nodel (see Section 4 of
[ ARCH TECTURE] for discussion of the different depl oynent nodels).

3.1. Choosing to Redeem Tokens

Sone applications of tokens mght require Clients to al ways present a
token as authentication in order to successfully make requests. For
exanple, a restricted service that wants to only allow access to
valid users but wants to do so without |earning specific user
credential information could use tokens that are based on attesting
user credentials. In these kinds of use cases, Clients will need to
al ways redeem a token in order to successfully make a request.

Many ot her use cases for Privacy Pass tokens involve open services
that nmust work with any Cient, including those that either cannot
redeem t okens or can only sonetinmes redeemtokens. For exanple, a
service can use tokens as a way to reduce the incidence of presenting
CAPTCHAs to users. In such use cases, services will regularly
encounter Clients that cannot redeem a token or choose not to. In
order to mtigate the risk of these services relying on always
receiving tokens, Clients that are capable of redeem ng tokens can

i gnore token chall enges (and i nstead behave as if they were a Cient
that either doesn't support redeemi ng tokens or is unable to generate
a new token, by not sending a new request that contains a token to
redeem) with sone non-trivial probability. See Section 5.1 of

[ ARCH TECTURE] for further considerations regardi ng avoiding

di scrimnatory behavior across COients when using Privacy Pass

t okens.

Clients mght also choose to not redeemtokens in subsequent requests
when the token chal l enges indicate erroneous or malicious behavior on
the part of the challenging Origin. For exanple, if a dient’s
ability to generate tokens via an Attester and Issuer is linted to a
certain rate, a malicious Oigin could send an excessi ve nunber of
token chall enges with unique redenption contexts in order to

(1) cause the dient to exhaust its ability to generate new tokens or
(2) overwhel missuance servers. Based on the specific depl oynent,
the limts here will vary, but dients SHOULD have sone

i mpl ementation-specific policy to minimze the nunber of tokens that
can be retrieved by Oigins.

3.2. Choosing between Miltiple Chall enges

A single response froman Origin can include nultiple token
chal | enges. For exanmple, a set of challenges could include different
token types and Issuers, to allow Clients to choose a preferred

| ssuer or type.

If Clients choose to respond, Cients should satisfy exactly one of
the chal | enges presented. The choice of which challenge to use for
redeem ng tokens is up to Client policy. This can involve which
token types are supported or preferred, which |Issuers are supported
or preferred, or whether or not the Client is able to use cached
tokens based on the redenption context or Origin information in the
chal l enge. See Section 2.1.4 for nore discussion on token caching.
Regardl ess of how the choice is nmade, it SHOULD be done in a

consi stent manner to ensure that the choice does not revea

i nformati on about the specific Client; see Section 6.2 of

[ ARCH TECTURE] for nore details on the privacy inplications of

i ssuance consi stency.

4. Oigin Behavior
Oigins choose what token challenges to send to Cients; these token

chal l enges will vary, depending on the use case and depl oynent nodel.
The Origin chooses which token types, |ssuers, redenption contexts,



and Oigin information to include in challenges. [If an Oigin sends
mul ti pl e chall enges, each chall enge SHOULD be equivalent in terns of
acceptability for token redenption, since Clients are free to choose
to generate tokens based on any of the chall enges.

Origins ought to consider the time involved in token issuance.
Particularly, a challenge that includes a unique redenption context
will prevent a dient fromusing cached tokens and thus can add nore
del ay before the Client is able to redeem a token

Origins SHOULD ninim ze the nunber of challenges sent to a particul ar
Client context (referred to as the "redenption context" in

Section 3.3 of [ARCH TECTURE]), to avoid overwhelm ng dients and

I ssuers with token requests that mght cause Clients to hit rate
[imts.

4.1. Geasing

In order to prevent Cients from becom ng inconpatible with new token
chal | enges, Oigins SHOULD i ncl ude random token types, fromthe
reserved list of "greased" types (defined in Section 6.2), with sone
non-trivial probability.

Additionally, for deploynents where tokens are not required (such as
when tokens are used as a way to avoid showi ng CAPTCHAs), Oigins
SHOULD randomy choose to not challenge Cients for tokens with sone
non-trivial probability. This helps Origins ensure that their
behavior for handling Cients that cannot redeemtokens i s naintained
and exercised consistently.

5. Security Considerations

This section contains security considerations for the "PrivateToken"
aut henti cation schene described in this docunent.

5.1. Randommess Requiremnents

Al'l random val ues in the challenge and token MJUST be generated using
a cryptographically secure source of randomess [ RFC4086].

5.2. Replay Attacks

Appl i cations SHOULD constrain tokens to a single Origin unless the
use case can accommpbdate replay attacks. Replaying tokens is not
necessarily a security or privacy problem As an exanple, it is
reasonable for Cients to replay tokens in contexts where token
redenpti on does not induce side effects and in which Cient requests
are already |linkable. One possible setting where this applies is
where tokens are sent as part of 0-RTT data.

I f successful token redenption produces side effects, Oigins SHOULD
i npl erent an anti-replay nmechanismto mitigate the harm of such
replays. See [TLS13], Section 8 and [ RFCO9001], Section 9.2 for
details about anti-replay mechani sms, as well as [RFC8470], Section 3
for discussion about safety considerations for O-RTT HITP dat a.

5.3. Reflection Attacks

The security properties of token challenges vary, depending on
whet her the chal |l enge contains a redenption context or not, as well
as whether the challenge is a per-Origin challenge or not. For
exanple, cross-Origin tokens with enpty contexts can be reflected
fromone party by another, as shown bel ow.

| Oigin | | Attacker | | dient |
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Fom e -+ R + Fom e -+
I I I
+--- TokenChal | enge -->| |
| +-- (reflect challenge) -->
| <-------- Token ---------- +
| <-- (reflect token) --+ |

I I I
Figure 2: Reflection Attack Exanple

Token Exhaustion Attacks

VWen a Cient holds cross-Origin tokens with enpty contexts, it is
possible for any Origin in the cross-Oigin set to deplete that
Client’s set of tokens. To prevent this from happeni ng, tokens can
be scoped to single Oigins (with non-enpty origin_info) such that
they can only be redeenmed for a single Oigin. Alternatively, if
tokens are cross-Oigin tokens, Clients can use alternate nethods to
prevent many tokens from being redeened at once. For exanple, if the
Origin requests an excess of tokens, the Cient could choose to not
present any tokens for verification if a redenption had al ready
occurred in a given tine w ndow.

Token chal | enges that include non-enpty origin_info bind tokens to
one or nmore specific Origins. As described in Section 2.1.3, Cients
only accept such challenges fromOigin nanes listed in the
origin_info string if it is non-enpty. Even if nmultiple Origins are
listed, a token can only be redeened for an Origin if the challenge
has a match for the origin_info. For example, if "a.exanple.cont

i ssues a challenge with an origin_info string of

"a. exanpl e.com b. exampl e. conf, a Client could redeem a token fetched
for this challenge if and only if "b.exanple.con also included an
origin_info string of "a.exanple.comb.exanple.cont. On the other
hand, if "b.exanple.com had an origin_info string of

"b. exanpl e. comt', "b.exanpl e.com a. exanpl e. comt', or

"a. exanpl e. com b. exanpl e. com c. exanpl e. cont, the string would not

mat ch, and the Cient would need to use a different token

Timng Correlation Attacks

Cont ext - bound token chall enges require Clients to obtain natching

t okens when chal | enged, rather than presenting a token that was
obtained froma different context in the past. This can nmake it nore
likely that issuance and redenption events will occur at
approximately the same tinme. For exanple, if a Cient is challenged
for a token with a unique context at time Tl and then subsequently
obtains a token at time T2, a colluding |Issuer and Oigin can |ink
this to the sanme Client if T2 is unique to the dient. This
linkability is | ess feasible as the nunber of issuance events at tine
T2 increases. Depending on the max-age token chal |l enge paraneter,
Clients MAY try to add delay to the tine between being chall enged and
redeening a token to nmake this sort of linkability nore difficult.

For nore discussion on correlation risks between token issuance and
redenption, see Section 6.3 of [ARCH TECTURE]

Cross-Context Linkability Attacks

As discussed in Section 2.1, dients SHOULD di scard any context-bound
t okens upon flushi ng cooki es or changi ng networks, to prevent an
Oigin fromusing the redenpti on context state as a cookie to
recogni ze Cients.

I ANA Consi derations

Aut henti cati on Scheme



| ANA has registered the "PrivateToken" authentication scheme in the
"HTTP Aut hentication Schenes" subregistry of the "Hypertext Transfer
Protocol (HTTP) Authentication Schene Registry" as defined in [HITP],
Section 16. 4.

Aut henti cati on Schene Nane: Pri vat eToken
Ref erence: RFC 9577, Section 2
6.2. Privacy Pass Token Types Registry

| ANA has created a new "Privacy Pass Token Types" registry in a new
"Privacy Pass" page to list identifiers for issuance protocols
defined for use with the Privacy Pass token authentication schene.
These identifiers are 2-byte values, so the maxi mum possible value is
OxFFFF = 65535.

New regi strations need to list the following attributes:

Val ue: The 2-byte identifier for the algorithm

Nane: Nanme of the issuance protocol

Token Structure: The contents of the token structure; see
Section 2. 2.

Token Key Encodi ng: The encoding of the token-key paraneter; see
Section 2.1.2.

TokenChal | enge Structure: The contents of the TokenChal |l enge
structure; see Section 2.1.

Publicly Verifiable: A Y/Nvalue indicating if the output tokens
have the public verifiability property; see Section 3.5 of
[ ARCH TECTURE] for nore details about this property.

Public Metadata: A Y/N value indicating if the output tokens can
contain public nmetadata; see Section 3.5 of [ARCH TECTURE] for
nore details about this property.

Private Metadata: A Y/N value indicating if the output tokens can
contain private netadata; see Section 3.5 of [ARCH TECTURE] for
more details about this property.

Nk: The length in bytes of an output authenticator.

Nid: The length of the token key identifier

Change Controller: The entity that is responsible for the definition
of the registration.

Ref erence: \Vhere this algorithmis defined.

Notes: Any notes associated with the entry.

New entries in this registry are subject to the Specification
Required registration policy ([RFC8126], Section 4.6). Designated
experts need to ensure that the token type is defined to be used for
both token issuance and redenption. Additionally, the experts can
reject registrations on the basis that they do not neet the security
and privacy requirenents for issuance protocols defined in

Section 3.2 of [ARCH TECTURE].

[ 1 SSUANCE] defines entries for this registry.
6.2.1. Reserved Val ues

Thi s docunent defines several reserved val ues, which can be used by
Clients and servers to send "greased" values in token challenges and
redenptions to ensure that inplenentations renmain able to handl e
unknown t oken types gracefully (this technique is inspired by

[ RFC8701]). Inplenentati ons SHOULD sel ect reserved val ues at random
when including themin greased nmessages. Servers can include these

i n TokenChal | enge structures, either as the only chall enge when no
real token type is desired or as one challenge in a |list of
chal | enges that include real values. dients can include these in
token structures when they are not able to present a real token. The
contents of the token structure SHOULD be filled with random bytes
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when using greased val ues.

The initial contents of this registry consist of nmultiple reserved
values, with the following attributes, which are repeated for each
regi stration:

Val ue: 0x0000, Ox02AA, 0x1132, Ox2E96, O0x3CD3, 0x4473, Ox5A63,
0x6D32, Ox7F3F, 0x8D07, 0x916B, 0xA6A4, OxBEAB, O0xC3F3, 0xDA42,
0xE944, O0xF057

Name: RESERVED

Token Structure: Random bytes

Token Key Encodi ng: Random byt es

TokenChal | enge Structure: Random bytes

Publicly Verifiable: NA

Public Metadata: NA

Private Metadata: NA

Nk: N A

Nid: NA

Change Controller: |ETF

Ref erence: RFC 9577

Not es: None
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Appendi x A, Test Vectors

This section includes test vectors for the HITP aut henticati on schene
specified in this docunent. It consists of the follow ng types of
test vectors:

1. Test vectors for the challenge and redenpti on protocols.
I mpl enent ati ons can use these test vectors for verifying code
that builds and encodes TokenChal l enge structures, as well as
code that produces a well-formed token bound to a TokenChal | enge.

2. Test vectors for the HTTP headers used for authentication
I mpl ement ati ons can use these test vectors for validating whether
they parse HITP authentication headers correctly to produce
TokenChal | enge structures and the ot her associ ated paraneters,
such as the token-key and max-age val ues.

A. 1. Challenge and Redenption Structure Test Vectors

This section includes test vectors for the challenge and redenption
functionalities described in Sections 2.1 and 2.2. Each test vector
lists the foll owi ng val ues:

token_type: The type of token issuance protocol -- a value from
Section 6.2. For these test vectors, token_type is 0x0002,
corresponding to the issuance protocol discussed in Section 6
("lssuance Protocol for Publicly Verifiable Tokens") of

[ 1 SSUANCE] .

i ssuer _nane: The nane of the Issuer in the TokenChal |l enge structure,
represented as a hexadeci mal string.

redenption_context: The redenption context in the TokenChall enge



structure, represented as a hexadeci mal string.

origin_info: The Oigin information in the TokenChal |l enge structure,
represented as a hexadeci mal string.

nonce: The nonce in the token structure, represented as a
hexadeci mal string.

token_key id: The public token key, encoded based on the
correspondi ng token type, represented as a hexadeci nal string.

token_aut henticator _input: The values in the token structure used to
comput e the token authenticator value, represented as a
hexadeci mal string.

Test vectors are provided for each of the followi ng TokenChall enge
configurations:

1. TokenChallenge with a single Origin and a non-enpty redenption
cont ext .

2. TokenChallenge with a single Origin and enpty redenption context.
3. TokenChallenge with an enmpty Origin and redenption context.

4. TokenChallenge with an enpty Origin and a non-enpty redenption
cont ext .

5. TokenChallenge with multiple Origins and a non-enpty redenption
cont ext .

6. TokenChal |l enge for greasing.
These test vectors are bel ow.

/] Test vector 1:

/1 t oken_t ype(0002), issuer_nane(issuer.exanple),

/1 origin_info(origin.exanple), redenption_context(non-enpty)

t oken_type: 0002

i ssuer_nanme: 6973737565722e6578616d706c65

redenpti on_cont ext:

476ac2c935f 458e9b2d7af 32dacf bd22dd6023ef 5887a789f 1abe004e79bb5bb
origin_info: 6f726967696e2e6578616d706c65

nonce:
€01978182c469e5e026d66558ee186568614f 235e41ef 7e2378e6f 202688abab
t oken_key_i d:

ca572f 8982a9ca248a3056186322d93cal47266121ddeb5632c07f 1f 71¢cd2708
t oken_aut henti cator _i nput: 0002e01978182c469e5e026d66558ee1865686
14f 235e41lef 7e2378e6f 202688abab8e1d5518ec82964255526ef d8f 9db88205a
8ddd3f f b1db298f cc3ad36c42388f cab572f 8982a9ca248a3056186322d93calad?
266121ddeb5632c07f 1f 71cd2708

/] Test vector 2:

/1 t oken_t ype(0002), issuer_nane(issuer.exanple),

/1 origin_info(origin.exanple), redenption_context(enpty)

t oken_type: 0002

i ssuer_nane: 6973737565722e6578616d706c65

redenpti on_cont ext:

origin_info: 6f726967696e2e6578616d706c65

nonce:
e01978182c469e5e026d66558ee186568614f 235e41ef 7e2378e6f 202688abab
t oken_key id:

cab72f 8982a9ca248a3056186322d93cal47266121ddeb5632c07f 1f 71¢cd2708
t oken_aut henti cator _i nput: 0002e01978182c469e5e026d66558ee1865686
14f 235e41lef 7e2378e6f 202688ababllel5¢c91a7c2ad02abd66645802373db1d8
23bea80f 08d452541f b2b62b5898bca572f 8982a9ca248a3056186322d93cal47



266121ddeb5632c07f 1f 71cd2708

/] Test vector 3:

/1 t oken_type(0002), issuer_nane(issuer.exanple),

/1 origin_info(), redenption_context(enpty)

t oken_t ype: 0002

i ssuer_nane: 6973737565722e6578616d706c65

redenpti on_cont ext:

ori gin_info:

nonce:
e01978182c469e5e026d66558ee186568614f 235e41ef 7e2378e6f 202688abab
t oken_key i d:

cab572f 8982a9ca248a3056186322d93cal47266121ddeb5632c07f 1f 71cd2708
token_aut henticator _input: 0002e01978182c469e5e026d66558ee1865686
14f 235e41lef 7e2378e6f 202688ababb741ec1b6f dO5f 1e95f 8982906aec161289
6d9ca97d53eef 94ad3c9f e023f 7ad4ca572f 8982a9ca248a3056186322d93calsd7
266121ddeb5632c07f 1f 71cd2708

/] Test vector 4:

/1 t oken_type(0002), issuer_nanme(issuer.exanple),

/1 origin_info(), redenption_context(non-enpty)

t oken_type: 0002

i ssuer_nane: 6973737565722e6578616d706c65

redenpti on_cont ext :

476ac2c935f 458e9b2d7af 32dacf bd22dd6023ef 5887a789f 1abe004e79bb5bb
origin_info:

nonce:
e01978182c469e5e026d66558ee186568614f 235e41ef 7e2378e6f 202688abab
t oken_key_i d:

cab572f 8982a9ca248a3056186322d93cal47266121ddeb5632c07f 1f 71cd2708
token_aut henti cator _i nput: 0002e01978182c469e5e026d66558ee1865686
14f 235e4lef 7e2378e6f 202688ababb85f b5bc06edeb0e8e8bdb5b3bea8c4f a40
837c82e8bcaf 5882¢81e14817eal8cab572f 8982a9ca248a3056186322d93calad?
266121ddeb5632c07f 1f 71cd2708

/] Test vector 5:

/1 t oken_t ype(0002), issuer_nane(issuer.exanple),

/1 ori gi n_i nfo(foo. exanpl e, bar. exanpl e),

/1 redenpti on_cont ext (non-enpty)

t oken_type: 0002

i ssuer_nane: 6973737565722e6578616d706c65

redenpti on_cont ext :

476ac2c935f 458e9b2d7af 32dacf bd22dd6023ef 5887a789f 1abe004e79bb5bb
origin_info: 666f6f2e6578616d706c652c6261722e6578616d706c65
nonce:
€01978182c469e5e026d66558ee186568614f 235e41ef 7e2378e6f 202688abab
t oken_key_i d:

cab572f 8982a9ca248a3056186322d93cal47266121ddeb5632c07f 1f 71cd2708
token_aut henti cator _i nput: 0002e01978182c469e5e026d66558ee1865686
14f 235e4lef 7e2378e6f 202688ababa2a775866b6ae0f 98944910c8f 48728d8a2
735b9157762ddbf 803f 70e2e8ba3eca572f 8982a9ca248a3056186322d93cal47
266121ddeb5632c07f 1f 71cd2708

/1l Test vector 6:

/1 t oken_t ype(0000), structure(random bytes)

t oken_t ype: 0000

token_aut henti cator i nput: 000058405ad31e286e874chb42d0ef 9d50461ae
703bb71a21178beb429c43c0ef f e587456d856f Of 2bdf c216ef 93d5¢c225e2a93e
84ch686€63919788087f 7ab1054aa817f 09dcb919a0ed6f 90f e887e8b08cdleee
44d5be8d813eda9f 2656db61c932db8d73f 8690604ded0120157923bbd19d5549
€639e4de07530aeeld370f 5187b678685715bd878dde24346751eb532a87b71ea
40bbe5al13218658e303c648ehb03817453690bf che8255081bf 27f f 0891cd02ee?2
483e48a2c494bdef 696f 943f a992a65303292¢25d0d3f 62da86a70d0b020f Of f 5
b90dof f Of 6abdb097d321f de04f 3a1994e63bcd35a88c21236c7dc67600482223
f 54b25e39a250439f 27ecb5ae9eb8ed548a3ec1f 1d6f 510d08281929c8f e08834
2959e35ea9b3b6f 6a96f claB8edbad4ed297f 4cf 02d0e4482b79al11f 671745d7b7d
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b120eddd8a4c2b6501bbc895b2160b8071615d9c1b18f 32e056bf ee29deac6a7d
6cf 7b522a5badd63b9ch

HTTP Header Test Vectors

This section includes test vectors for the contents of the HITP

aut henti cati on headers. Each test vector consists of one or nore
chal | enges that conprise a WWVY Aut henti cate header; see Section 3.2.
For each chal |l enge, the token-type, token-key, nax-age, and token-
chal | enge paraneters are listed. Each challenge al so includes an
unknown (unspecified) parameter that inplenmentations are nmeant to

i gnor e.

The paraneters for each chall enge are indexed by their position in
the WWM Aut henticate challenge list. For exanple, token-key-0
denot es the token-key paraneter for the first challenge in the list,
wher eas token-key-1 denotes the token-key for the second challenge in
the list.

The resulting wire-encoded WWV Aut henti cate header based on this |ist
of challenges is then |listed at the end. Line folding is only used
to fit the docunent-formatting constraints and is not supported in
actual requests.

The last challenge in this list includes Basic authentication, a
grease challenge, and a valid challenge for token type 0x0001
Correct Client inplenentations will ignore the Basic and grease
chal | enges

t oken-type-0: 0x0002

t oken-key-0: 30820152303d06092a864886f 70d01010a3030a00d300b060960864
8016503040202a11a301806092a864886f 70d010108300b060960864801650304020
2a2030201300382010f 003082010a0282010100cbhlaed6b6a95f 5blce013a4cf cab2
5b94b2e64a23034e4250a7eab43c0df 3a8c12993af 12b111908d4b471bec31d4b6c9
ad9cdda90612a2ee903523e6de5a224d6b02f 09e5¢374d0cf e01d8f 529c500a78a2f
67908f a682b5a2b430c81eaf 1af 72d7b5e794f c98a3139276879757ce453b526ef 9b
f 6ceb99979b8423b90f 4461a22af 37aab0cf 5733f 7597abe44d31c732db68al81c6e
bbe607d8c0e52e0655f d9996dc584ecalbe87af bcd78a337d17bldba9e828bbd81e2
91317144e7f f 89f 55619709b096cbb9ead474cead264c2073f e49740c01f 00e109106
066983d21e5f 83f 086e2e823c879cd43cef 700d2a352a9babd612d03cad02db134b7
e225a5f 0203010001

max-age-0: 10

t oken-chal | enge- 0: 0002000e6973737565722e6578616d706c65208a3e83a33d9
8005d2f 30bef 419f a6bf 4cd5¢c6005e36b1285bbb4ccd40f a4b383000e6f 726967696
e2e6578616d706c65

WA Aut henti cate: PrivateToken chal | enge="AAl ADm zc3VI ci 5l eGFt c&xI |
0- g6MBIMABdLz C- 9Bn6a_ TNXGAF42s Shbu0z NQPpLODAASvem naWluZXhhbXBsZQ==",
t oken- key="M | BUj A9Bgkghki G3w0BAQuWVKANMAS GCCWCGSAFI AWQCAgEaMBgGCSqG
S| b3DQEBCDALBg! ghkgBZQVEAgKi Awi BMAOCAQBAM | BCgKCAQEAY xr t a2qVIbHOATpM
_Ksl uUsuZzKI wWNOQ Cn6r BDf CowSnmTr x Kx EZCNSOcb7DHUt st nN2pBhKi 7pAll - beW
JNawLwnl w3TQz- Adj 1KcUAp4ovZ5CPpoKlor QwB6vGrct e155T8nKMrknaH 1f ORTt S
bvm bQuzl 5uEl 7kPRGG KvN6qwz1cz91l 6vKTTHHM t 00 YHGy 75gf YWOUUBIl X9nzZbcVE
7KC- h6- 8140zf Rex26noKLvYH kTFxROF _i f VWGXCbCW 7ngR0zqOmTrCBz k| ODAHwWDh
CRBgZpg9l eX4PwhulLol 8n5zUPCOWDS01Kpur 1hLQPKOC2xNLf i JaXwl DAQAB" , unknow
nChal | engeAttri bute="i gnore-ne", nmax-age="10"

t oken-type-0: 0x0002

t oken-key-0: 30820152303d06092a864886f 70d01010a3030a00d300b060960864
8016503040202a11a301806092a864886f 70d010108300b060960864801650304020
2a2030201300382010f 003082010a0282010100cblaed6b6a95f 5bhlce013a4cf cab2
5b94b2e64a23034e4250a7eab43c0df 3a8c12993af 12b111908d4b471bec31d4b6c9
ad9cdda90612a2ee903523e6de5a224d6b02f 09e5¢374d0cf e01d8f 529c500a78a2f
67908f a682b5a2b430c81eaf 1af 72d7b5e794f c98a3139276879757ce453b526ef 9b
f 6ceb99979b8423b90f 4461a22af 37aab0cf 5733f 7597abe44d31c732db68al81c6e
bbe607d8c0e52e0655f d9996dc584ecalbe87af bcd78a337d17b1ldba9e828bbd81e2



91317144e7f f 89f 55619709b096cbb9ead74cead264c2073f e49740c01f 00109106
066983d21e5f 83f 086e2e823¢c879cd43cef 700d2a352a9babd612d03cad02db134b7
e225a5f 0203010001

mex-age-0: 10

t oken- chal | enge- 0: 0002000e6973737565722e6578616d706c65208a3e83a33d9
8005d2f 30bef 419f a6bf 4cd5¢c6005e36b1285bbb4ccd40f a4b383000e6f 726967696
€2e6578616d706c65

token-type-1: 0x0001

t oken- key-1: ebblfed338310361c08d0c7576969671296e05e€99a17d7926df c28a
53f abd489f ac0f 82bca86249a668f 3a5bf ab374c9

max-age-1: 10

t oken-chal | enge-1: 0001000e6973737565722e6578616d706c65208a3e83a33d9
8005d2f 30bef 419f a6bf 4cd5¢c6005e36b1285bbb4ccd40f a4b383000e6f 726967696
€2e6578616d706c65

WAV Aut henti cat e: PrivateToken chal | enge="AAl ADm zc3VI ci 51 eGFt cGxl | |
0- g6MBMABdLz C- 9Bn6a_TNXGAF42s Shbu0z NQPpLODAASv e naWluZXhhbXBs ZQ=="

t oken- key="M | BUj A9Bgkghki G3w0BAQuWVKANMAS GCCWCGSAFI AWQCAgEaMBgGCSqG
S| b3DQEBCDALBg! ghkgBZQVEAgKi Awi BMAOCAQBAM | BCgKCAQEAY xr t a2qVIbHOATpM
_Ksl uUsuzKIl wNOQ Cn6r QBDf CowSmilr x KX EZCNSOcb7DHUt snt nN2pBhKi 7pAll - beW
JNawLwnl w3TQz- Adj 1KcUAp4ovZ5CPpoKlor QwB6vGvct e155T8nKMrknaH 1f ORTt S
bvm bQuzl 5uEl 7kPRGG KvN6qwz1cz91l 6vKTTHHM t 00 YHGy 75gf YWOUUBIl X9nzbcVE
7KC- h6- 8140zf Rex26noKLvYHi KTFXROF _i f VWGXChCW 7nqROzqOmrCBz _k| O DAHWDh
CRBgZpg9l eXd4PwhulLol 8h5zUPOOWDS01Kpur 1hLQPKOC2xNLf i JaXwi DAQAB" , unknow
nChal | engeAttri bute="i gnore-ne", nax-age="10", PrivateToken chall eng
e="AAEADm zc3VI ci 5| eGFt cGxl | | 0- g6MIMABdLz C- 9Bn6a_TNXGAF42s Shbu0z NQPp
LODAASven naWluZXhhbXBsZQ==", t oken-key="67H 0zgxA2HA] Qx1dpaW Sl uBem
aF9eShf wopT-r 11 néwPgr yoYkmmaPO v6s3TJ", unknownChal | engeAttri bute="ig
nore-nme", max-age="10"

t oken-type-0: 0x0000

t oken- key-0: 856de3c710b892e7ccalaeb5ebl2laf 42ca8e779137a11224228c9b9
9b0729bf 84d5057d030000309hb8f 0d06¢ccf f al7561f Qeacd4c312e985a6bc60f f bea
0610264dch1726255313da81d665692686a1d8644f 1516bf 612cea009e6df f 6d9a9a
959f b538e1b5b2343¢c092992942382bdde22d5b324b1e4618ed21d7806286c2ce

t oken-chal | enge-0: 0000acc3b25795¢c636f d9dd8b12982394abba8777d35978e8
77fc8848892a217233045ac25a3d55c07c54ef e6372973f ee0073e77f c61bf 19ab88
0f 20edf 5d627502

t oken-type-1: 0x0001

t oken-key-1: ebblfed338310361c08d0c7576969671296e05e99a17d7926df c28a
53f abd489f ac0f 82bca86249a668f 3a5bf ab374c9

max-age-1: 10

t oken-chal | enge-1: 0001000e6973737565722e6578616d706c65208a3e83a33d9
8005d2f 30bef 419f a6bf 4cd5c6005e36b1285bbb4ccd40f a4b383000e6f 726967696
€2e6578616d706c65

WAV Aut henti cat e: Basic real me"grease", PrivateToken chal |l enge="AACs
w7JIXl cY2_Z3YsSnmCOUq7qHId9NZeCh3_I hl i Sohcj MEWJaPVXAf FTv5j cpc_7gBz53_G
G _Gaul DyDt 9dYnUC', t oken- key="hWBj xxC4kuf Mba5esSGsQsqCd5E30RI kl oybnmbB
ym_hNUFf QVAADCHj wWOGz P- hdWH56s 1MVS6 YWhv GD_vgBhANniTcs XJi VTE9qB1nVpJoah2
GRPFRa_YSzqAJ5t _22anmpWt Tj ht bl OPAkpkpQ gr 3el t W JLHKYY7SHXgCKGns4=",
Privat eToken chal | enge="AAEADM zc3Vl ci 5l eGFt cGxl | | 0- g6MPNMABdLZzC- 9Bn6
a_TNXGAF42s Shbu0z NQPpLODAASvem naWluZXhhbXBsZzQ==", t oken-key="67H 0z
gXA2HA] x1dpaW Sl uBemaF9eSbf wopT-r 11 néwPgr yoYkmmaPd v6s3TJ", unknownC
hal | engeAttri bute="i gnore-ne", nax-age="10"

Aut hors’ Addr esses

Tonmy Paul y

Appl e Inc.

One Appl e Park Way
Cupertino, California 95014
United States of America
Emai | : tpaul y@ppl e. com



St even Val dez
Googl e LLC
Enmai | : sval dez@hrom umorg

Chri st opher A. Wod
Cl oudfl are
Emai | : caw@eapi nghits. net



