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I nt roduction

Privacy Pass is an architecture for authorization based on privacy-
preserving authentication mechanisms. |In other words, relying
parties authenticate Clients in a privacy-preserving way, i.e.,

wi t hout | earning any unique, per-Cient information through the

aut henti cation protocol, and then make authorization decisions on the
basis of that authentication succeeding or failing. Possible

aut hori zati on decisions mght be to provide Cients with read access
to a particular resource or wite access to a particular resource.

Typi cal approaches for authorizing dients, such as through the use
of long-termstate (cookies), are not privacy friendly, since they
all ow servers to track Cients across sessions and interactions.
Privacy Pass takes a different approach: instead of presenting
linkable state-carrying information to servers, e.g., a cookie

i ndi cati ng whether or not the Cient is an authorized user or has
compl eted sone prior challenge, dients present unlinkable proofs
that attest to this information. These proofs, or tokens, are
private in the sense that a given token cannot be linked to the
protocol interaction where that token was initially issued.

At a high level, the Privacy Pass architecture consists of two
protocol s: redenption and i ssuance. The redenption protocol,
described in [ AUTHSCHEME], runs between Cients and Origins

(servers). It allows Origins to challenge Cients to present tokens
for consunmption. Oigins verify the token to authenticate the dient
-- without | earning any specific information about the Client -- and

then nake an authorization decision on the basis of the token

veri fying successfully or not. Depending on the type of token, e.g.,
whet her or not it can be cached, the Client either presents a

previ ously obtained token or invokes an issuance protocol, e.g., the
protocol s described in [I SSUANCE], to acquire a token to present as
aut hori zati on.

Thi s docunent describes requirenments for both redenption and issuance



protocols and how they interact. It also provides recomendati ons on
how the architecture should be deployed to ensure the privacy of
Clients and the security of all participating entities.

Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

The following terns are used throughout this docunent:

Client: An entity that seeks authorization to an Oigin. Using
term nol ogy from|[RFC9334], Cients inplenment the Renote
ATt estation procedureS (RATS) Attester role.

Token: A cryptographic authentication nmessage used for authorization
deci si ons, produced as output from an issuance mechani sm or
pr ot ocol .

Oigin: An entity that consunes tokens presented by Cients and uses
themto nake authorization deci sions.

Token chal | enge: The nechani sm by which Oigins request tokens from
Clients, often denoted TokenChal |l enge.

Token request: A nessage used by Cients to request a token from an
I ssuer, often denoted TokenRequest.

Token response: A nessage used by Issuers to send tokens to a
Client, often denoted TokenResponse.

Redenpti on: The mechani sm by which dients present tokens to Oigins
for the purposes of authorization.

Issuer: An entity that issues tokens to Clients for properties
attested to by the Attester.

| ssuance: The mechani sm by which an |ssuer produces tokens for
Cients.

Attester: An entity that attests to properties of Cients for the
pur poses of token issuance. Using term nology from|[RFC9334],
Attesters inplenment the RATS Verifier role.

Attestation procedure: The procedure by which an Attester determ nes
whet her or not a Client has the specific set of properties that
are necessary for token issuance.

The trust relationshi ps between each of the entities in this list are
further el aborated upon in Section 3.3.

Architecture

The Privacy Pass architecture consists of four logical entities --
Client, Oigin, Issuer, and Attester -- that work in concert for
token redenption and issuance. This section presents an overvi ew of
Privacy Pass, a high-level description of the threat nodel and
privacy goals of the architecture, and the goals and requirements of
the redenption and issuance protocols. Deploynent variations for the
Oigin, Issuer, and Attester in this architecture, including
considerations for inplementing these entities, are further discussed
in Section 4.



3.

1.

Overvi ew

This section describes the typical interaction flow for Privacy Pass,
as shown in Figure 1.

1. Adient interacts with an Oigin by sending a request or
otherwi se interacting with the Origin in a way that triggers a
response containing a token challenge. The token chall enge
i ndi cates a specific |Issuer to use.

2. If the dient already has a token avail able that satisfies the
token chal l enge, e.g., because the Cient has a cache of
previously issued tokens, it can skip to step 6 and redeemits
token; see Section 7.1 for security considerations regarding
cached tokens.

3. If the dient does not have a token avail abl e and decides it
wants to obtain one (or nore) bound to the token challenge, it
then invokes the issuance protocol. As a prerequisite to the

i ssuance protocol, the Cient runs the depl oynent-specific
attestation process that is required for the designated |ssuer.
Client attestation can be done via proof of solving a CAPTCHA,
checki ng device or hardware attestation validity, etc.; see
Section 3.5.1 for nore details.

4. |1f the attestation process conpl etes successfully, the dient
creates a token request to send to the designated |ssuer
(generally via the Attester, though it is not required to be sent
through the Attester). The Attester and I|Issuer night be
functions on the sane server, depending on the depl oynent node
(see Section 4). Depending on the attestation process, it is
possible for attestation to run al ongside the issuance protocol,
e.g., where Clients send necessary attestation information to the
Attester along with their token request. |If the attestation
process fails, the Cient receives an error and issuance aborts
wi t hout a token.

5. The Issuer generates a token response based on the token request,
which is returned to the Client (generally via the Attester).
Upon receiving the token response, the dient conputes a token
fromthe token challenge and token response. This token can be
val i dated by anyone with the per-Ilssuer key but cannot be I|inked
to the content of the token request or token response.

6. If the dient has a token, it includes it in a subsequent request
to the Oigin, as authorization. This token is sent only once in
reaction to a challenge; dients do not send tokens nore than
once, even if they receive duplicate or redundant chall enges.

The Oigin validates that the token was generated by the expected
| ssuer and has not already been redeenmed for the correspondi ng
token challenge. |If the dient does not have a token, perhaps
because issuance failed, the Cient does not reply to the
Oigin's challenge with a new request.

| Oigin | | dient | | Attester | | Issuer |
e e S I + - t--- -+

| <----- Request ------ + | |
+-- TokenChal | enge -->| | |
| | <== Attestation ==>| |
I I I I
| R TokenRequest ------- >|
| | <-------- TokenResponse ------- +
| <-- Request +Token ---+ | |
I
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Figure 1: Privacy Pass Redenption and |ssuance Protocol Interaction

2. Use Cases

3.

Use cases for Privacy Pass are broad and depend greatly on the

depl oynent nodel as discussed in Section 4. The initial notivating
use case for Privacy Pass [PrivacyPassC oudflare] was to help rate-
limt malicious or otherw se abusive traffic from services such as
Tor [DMS2004]. The generalized and evol ved architecture described in
thi s docunent also works for this use case. However, for added
clarity, sonme nore possible use cases are described bel ow

* Lowquality, anti-fraud signal for open Internet services. Tokens
can attest that the Cient behind the user agent is likely not a
bot attenpting to perform sone form of automated attack such as
credential stuffing. Exanple attestation procedures for this use
case m ght be solving sonme form of CAPTCHA or presenting evidence
of a valid, unlocked device in good standing.

* Privacy-preserving authentication for proprietary services.
Tokens can attest that the Cient is a valid subscriber for a
proprietary service, such as a deploynent of Oblivious HITP
[ OHTTP] .

Privacy Goals and Threat WNbdel

The end-to-end flow for Privacy Pass described in Section 3.1
i nvol ves three different types of contexts:

Redenpti on context: The interactions and set of information shared
between the Cient and Oigin, i.e., the information that is
provided or otherw se available to the Origin during redenption
that m ght be used to identify a dient and construct a token
chall enge. This context includes all information associated with
redenption, such as the timestanp of the event, dient-visible
information (including the IP address), and the Oigin nanme.

I ssuance context: The interactions and set of information shared
between the Cient, Attester, and Issuer, i.e., the information
that is provided or otherwi se available to the Attester and |ssuer
during issuance that mght be used to identify a Client. This
context includes all information associated with issuance, such as
the tinmestanp of the event, any Client-visible informtion
(including the I P address), and the Origin nanme (if reveal ed
during issuance). This does not include the token challenge in
its entirety, as that is kept secret fromthe Issuer during the
i ssuance protocol.

Attestation context: The interactions and set of information shared
between the Cient and Attester only, for the purposes of
attesting the validity of the Cient, that is provided or
ot herw se avail abl e during attestation that might be used to
identify the Client. This context includes all informtion
associated with attestation, such as the tinestanp of the event
and any Cient-visible information, including information needed
for the attestation procedure to conpl ete.

The privacy goals of Privacy Pass assune a threat nodel in which
Oigins trust specific Issuers to produce tokens, and Issuers in turn
trust one or nore Attesters to correctly run the attestation
procedure with Cients. This arrangenent ensures that tokens that
validate for a given Issuer were only issued to a Cdient that
successfully conpleted attestation with an Attester that the Issuer
trusts. Moreover, this arrangenent means that if an Origin accepts
tokens issued by an Issuer that trusts nmultiple Attesters, then a



Client can use any one of these Attesters to issue and redeem tokens
for the Origin. Wether or not these different entities in the
architecture collude for |earning redenption, issuance, or
attestation contexts, as well as the necessary preconditions for
context unlinkability, depends on the depl oyment nodel; see Section 4
for nmore details.

The nechani sns for establishing trust between each entity in this
arrangenent are depl oynent specific. For exanple, in settings where
Clients interact with Issuers through an Attester, Attesters and

I ssuers mght use nutually authenticated TLS to authenticate one
another. In settings where Clients do not comrunicate with |Issuers
through an Attester, the Attesters mght convey this trust via a
digital signature that |Issuers can verify.

Clients explicitly trust Attesters to performattestation correctly
and in a way that does not violate their privacy. In particular,
this means that Attesters that may be privy to private informtion
about Cients are trusted to not disclose this information to non-
colluding parties. Colluding parties are assuned to have access to
the same information; see Section 4 for nore about different

depl oynent nodel s and non-col | usi on assunptions. However, Cients
assune that Issuers and Origins are malicious.

Gven this threat nodel, the privacy goals of Privacy Pass are
oriented around unlinkability based on redenption, issuance, and
attestation contexts, as described bel ow

1. Oigin-dient unlinkability. This means that given two
redenption contexts, the Origin cannot deternmine if both
redenption contexts correspond to the same Cient or two
different dients. Informally, this neans that a dient in a
redenption context is indistinguishable fromany other dient
that m ght use the sane redenption context. The set of Clients
that share the same redenption context is referred to as a
redenpti on anonymity set.

2. Issuer-dient unlinkability. This is simlar to Oigin-dient
unlinkability in that a dient in an issuance context is
i ndi stinguishable fromany other Cient that mght use the sane
i ssuance context. The set of Cients that share the sane
i ssuance context is referred to as an i ssuance anonymity set.

3. Attester-Oigin unlinkability. This is simlar to Origin-dient
and Issuer-Cient unlinkability. It neans that given two
attestation contexts, the Attester cannot determine if both
contexts correspond to the same Origin or two different Oigins.
The set of Origins that share the same attestation context is
referred to as an attestati on anonymity set.

4. Redenption context unlinkability. G ven two redenption contexts,
the Origin cannot deternine which i ssuance and attestation
contexts each redenption corresponds to, even with the
col l aboration of the Issuer and Attester (should these be
different parties). This nmeans that any information that may be
| earned about the Client during the issuance and attestation
fl ows cannot be used by the Origin to conpromise Cient privacy.

These unlinkability properties ensure that only the Clients are able
to correlate information that mght be used to identify themwth
activity on the Origin. The Attester, Issuer, and Oigin only
receive the informati on necessary to performtheir respective
functions.

The manner in which these unlinkability properties are achieved
depends on the depl oynment nodel, type of attestation, and issuance



protocol details. For exanple, as discussed in Section 4, in sone
cases it is necessary to use an anonym zation service that hides
Client | P addresses, such as Tor [DVB2004]. |In general,

anonymi zation services ensure that all Cients that use the service
are indistinguishable fromone another, though in practice there my
be smal |l distinguishing features (TLS fingerprints, HITP headers,
etc.). Moreover, Cients generally trust these services to not

di sclose private Cient information (such as |P addresses) to
untrusted parties. Failure to use an anonym zation service when
interacting with Attesters, Issuers, or Oigins can allow the set of
possible Cients to be partitioned by the Cient’s |IP address and can
therefore lead to unlinkability violations. Simlarly, malicious
Oigins may attenpt to link two redenpti on contexts together by using
Client-specific Issuer Public Keys. See Sections 5 and 6 for nore

i nformation.

Sections 3.4 and 3.5 describe the functional properties and security
requi renents of the redenption and i ssuance protocols in nore detail.
Section 3.6 describes how information fl ows between the Issuer,
Oigin, dient, and Attester through these protocols

3.4. Redenption Protoco

The Privacy Pass redenption protocol, described in [ AUTHSCHEME], is
an aut horization protocol wherein Cients present tokens to Origins
for authorization. Normally, redenption is preceded by a chall enge,
wherein the Oigin challenges Clients for a token with a
TokenChal | enge ([ AUTHSCHEME], Section 2.1) and, if possible, Cients
present a valid token ([ AUTHSCHEME], Section 2.2) in reaction to the
chal l enge. This interaction is shown bel ow

| Oigin | | dient |
g g

| <----- Request ------ +

+-- TokenChal | enge -->

| | <== Issuance protocol ==>
| <-- Request +Token ---+

Figure 2: Chall enge and Redenption Protocol Interaction

Al ternatively, when configured to do so, Cients may
opportuni stically present token values to Origins without a
correspondi ng TokenChal | enge.

The structure and semantics of the TokenChal | enge and token nmessages
depend on the issuance protocol and token type being used; see
[ AUTHSCHEME] for nore information.

The chal l enge provides the Client with the informati on necessary to
obtain tokens that the server m ght subsequently accept in the
redenption context. There are a nunber of ways in which the token
may vary based on this challenge, including the foll ow ng:

* |ssuance protocol. The challenge identifies the type of issuance
protocol required for producing the token. Different issuance
protocol s have different security properties, e.g., sone issuance
protocol s may produce tokens that are publicly verifiable, whereas
others may not have this property.

* |ssuer identity. Token challenges identify which Issuers are
trusted for a given issuance protocol. As described in
Section 3.3, the choice of |ssuer determ nes the type of Attesters
and attestation procedures possible for a token fromthe specified



I ssuer, but the Origin does not |learn exactly which Attester was
used for a given token issuance event.

* Redenption context. Challenges can be bound to a given redenption
context, which influences a Client’s ability to pre-fetch and
cache tokens. For exanple, an enpty redenption context always
all ows tokens to be issued and redeemed non-interactively, whereas
a fresh and random redenpti on context means that the redeened
token nust be issued only after the Cient receives the chall enge.
See Section 2.1.1 of [AUTHSCHEME] for nore details.

* Per-Origin or cross-Origin. Challenges can be constrained to the
Oigin for which the challenge originated (referred to as per-
Origin tokens) or can be used across nultiple Origins (referred to
as cross-Origin tokens). The set of Origins for which a cross-
Oigin token is applicable is referred to as the cross-Oigin set.
Opting into this set is done by explicitly agreeing on the
contents of the set. Every Oiginin a cross-Oigin set, by
opting in, agrees to admt tokens for any other Origin in the set.
See Section 2.1.1 of [AUTHSCHEME] for nore information on howthis
set is created.

Oigins that admit cross-Origin tokens bear sone risk of allow ng
tokens issued for one Origin to be spent in an interaction with
another Origin. In particular, cross-Oigin tokens issued based on a
chal l enge for one Origin can be redeened at another Origin in the
cross-Origin set, which can make it difficult to regul ate token
consunption. Depending on the use case, Oigins may need to naintain
state to track redeened tokens. For exanple, Oigins that accept
cross-Origin tokens across shared redenpti on contexts SHOULD track
whi ch tokens have al ready been redeened in those redenption contexts,
since these tokens can be issued and then spent nmultiple tinmes for
any such challenge. Note that Cients that redeemthe same token to
multiple Oigins do risk those Origins being able to link dient
activity together, which can disincentivize this behavior. See
Section 2.1.1 of [AUTHSCHEME] for discussion.

How Clients respond to token chall enges can have privacy
inplications. For exanple, if an Oigin allows the Client to choose
an |ssuer, then the choice of Issuer can reveal infornmation about the
Client used to partition anonymty sets; see Section 6.2 for nore

i nformati on about these privacy considerations.

.5. Issuance Protocol

The Privacy Pass issuance protocols, such as those described in
[ 1 SSUANCE], are two-nmessage protocols that take as input a
TokenChal | enge fromthe redenpti on protocol ([AUTHSCHEME],
Section 2.1) and produce a token ([AUTHSCHEME], Section 2.2), as
shown in Figure 1.

The structure and semantics of the TokenRequest and TokenResponse
messages depend on the issuance protocol and token type being used;
see [I SSUANCE] for nore information.

Clients interact with the Attester and Issuer to produce a token for
a challenge. The context in which an Attester vouches for a dient
during issuance is referred to as the attestation context. This
context includes all information associated with the issuance event,
such as the tinestanp of the event and Cient-visible information,
including the I P address or other information specific to the type of
attestation done.

Each i ssuance protocol nmay be different, e.g., in the nunber and
types of participants, underlying cryptographic constructions used
when issuing tokens, and even privacy properties.



Clients initiate the issuance protocol using the token challenge, a
random y generated nonce, and a public key for the Issuer, all of
which are the Client’'s private input to the protocol and ultinmately
bound to an output token; see Section 2.2 of [AUTHSCHEME] for
details. Future specifications my change or extend the Client’s
input to the issuance protocol to produce tokens with a different
structure.

Token properties vary based on the issuance protocol. |nportant
properties supported in this architecture are described bel ow.

1. Public verifiability. This means that the token can be verified
using the Issuer Public Key. A token that does not have public
verifiability can only be verified using the Issuer secret key.

2. Public netadata. This neans that the token can be
cryptographically bound to arbitrary public information. See
Section 6.1 for privacy considerations regardi ng public mnetadata.

3. Private netadata. This means that the token can be
cryptographically bound to arbitrary private information, i.e.,
information that the Cient does not observe during token
i ssuance or redenption. See Section 6.1 for privacy
consi derations regardi ng private netadata.

The issuance protocol itself can be any interactive protocol between
the Client, Issuer, or other parties that produces a valid token
bound to the Client’s private input, subject to the follow ng
security requirenments

1. Unconditional input secrecy. The issuance protocol MJST NOT
reveal anything about the Client’s private input, including the
chal I enge and nonce, to the Attester or |ssuer, regardless of the
hardness assunptions of the underlying cryptographic protocol (s).
This property is sonetimes also referred to as blindness.

2. One-nore forgery security. The issuance protocol MJST NOT all ow
malicious Clients or Attesters (acting as Clients) to forge
tokens offline or otherwise without interacting with the |ssuer
directly.

3. Concurrent security. The issuance protocol MJST be safe to run
concurrently with arbitrarily nany Cients, Attesters, and
| ssuers.

See Section 3.5.4 for requirenments on new i ssuance protocol variants
and rel ated extensions.

In the sections bel ow, we describe the Attester and |Issuer roles in
nmore detail.

.1. Attester Role

In Privacy Pass, attestation is the process by which an Attester
bears witness to, confirns, or authenticates a Client so as to verify
properties about the Client that are required for issuance. |ssuers
trust Attesters to performattestation correctly, i.e., to inplenent
attestation procedures in such a way that those procedures are not
subverted or bypassed by malicious dients.

[ RFC9334] describes an architecture for attestati on procedures.
Using that architecture as a conceptual basis, Cients are RATS
Attesters that produce attestation evidence, and Attesters are RATS
Verifiers that appraise the validity of attestation evidence.



The type of attestation procedure is a depl oynent-specific option and
outside the scope of the issuance protocol. Exanple attestation
procedures are bel ow.

* Solving a CAPTCHA. dients that solve CAPTCHA chal | enges can be
attested to have this capability for the purpose of being ruled
out as a bot or otherw se automated Cient.

* Presenting evidence of Cient device validity. Sone Clients run
on trusted hardware that is capable of producing device-I|eve
attestation evidence.

* Proving properties about Client state. Cients can be associ ated
with state, and the Attester can verify this state. Exanples of
state include the dient’s geographic regi on and whether the
Client has a valid application-|layer account.

Attesters may support different types of attestation procedures.

Each attestation procedure has different security properties. For
exanple, attesting to having a valid account is different from
attesting to running on trusted hardware. Supporting nultiple
attestation procedures is an inportant step towards ensuring

equi tabl e access for Cients; see Section 5.1

The role of the Attester in the issuance protocol and its inpact on
privacy depend on the type of attestation procedure, issuance
protocol, and depl oynent nodel. For instance, increasing the nunber
of required attestati on procedures could decrease the overal
anonymity set size. As an exanple, the nunber of Cients that have
sol ved a CAPTCHA in the past day, that have a valid account, and that
are running on a trusted device is |l ess than the nunber of Clients
that have solved a CAPTCHA in the past day. See Section 6.2 for nore
di scussion of how the variety of attestation procedures can
negatively inpact Cient privacy.

Dependi ng on the issuance protocol, the Issuer might |earn

i nformati on about the Origin. To ensure Issuer-Cient unlinkability,
the Issuer should be unable to link that information to a specific
Client. For such issuance protocols where the Attester has access to
Client-specific information, such as is the case for attestation
procedures that involve Cient-specific information (such as
application-layer account information) or for depl oynment nodel s where
the Attester learns Cient-specific information (such as Cient IP
addresses), Clients trust the Attester to not share any Cient-
specific information with the Issuer. |n deploynments where the
Attester does not learn Client-specific information or where the
Attester and |Issuer are operated by the sane entity (such as in the
Joint Attester and |Issuer nodel described in Section 4.2), the Cient
does not need to explicitly trust the Attester in this regard.

| ssuers trust Attesters to correctly and reliably perform
attestation. However, certain types of attestation procedures can
vary in value over tine, e.g., if the attestation procedure is
comprom sed. Broken attestation procedures are considered
exceptional events and require configuration changes to address the
underlying cause. For exanple, if an attestation procedure is
conprom sed or subverted because of a zero-day exploit on devices
that inplement the attestation procedure, then the corresponding
attestation procedure should be untrusted until the exploit is

pat ched. Addressing changes in attestation quality is therefore a
depl oynent -specific task. In Split Oigin, Attester, and I|ssuer
depl oynents (see Section 4.4), |ssuers can choose to renove
conprom sed Attesters fromtheir trusted set until the conpromse is
pat ched



From the perspective of an Oigin, tokens produced by an Issuer with
at | east one conprom sed Attester cannot be trusted, assum ng that
the Oigin does not know which attestation procedure was used for

i ssuance. This is because the Origin cannot distinguish between
tokens that were issued via conprom sed Attesters and tokens that
were issued via unconprom sed Attesters, absent sone distinguishing
information in the tokens thenselves or fromthe Issuer. As a
result, until the attestation procedure is fixed, the |Issuer cannot
be trusted by Origins. Moreover, as a consequence, any tokens issued
by an Issuer with a conprom sed Attester nay no | onger be trusted by
Oigins, even if those tokens were issued to Clients interacting with
an unconprom sed Attester.

3.5.2. Issuer Role

In Privacy Pass, the Issuer is responsible for conpleting the

i ssuance protocol for Cients that conplete attestati on through a
trusted Attester. As described in Section 3.5.1, Issuers explicitly
trust Attesters to correctly and reliably performattestation
Origins explicitly trust Issuers to only issue tokens fromtrusted
Attesters. Cdients do not explicitly trust |ssuers.

Dependi ng on the depl oynent nodel case, issuance may require sone
formof dient anonym zation service, sinmlar to an |P-hiding proxy,
so that Issuers cannot learn information about Cients. This can be
provided by an explicit participant in the issuance protocol, or it
can be provided via external neans, such as through the use of an I P-
hi di ng proxy service |like Tor [DVMS2004]. |In general, Cients SHOULD
nm nimze or renove identifying information where possible when

i nvoki ng the issuance protocol

I ssuers are uniquely identifiable by all Cdients with a consistent
identifier. In a web context, this identifier mght be the Issuer
host name. Issuers mmintain one or nore configurations, including

i ssuance key pairs, for use in the issuance protocol. Each
configuration is assumed to have a uni que and canonical identifier,
sometines referred to as a key identifier or key ID. Issuers can
rotate these configurations as needed to nitigate the risk of
conprom se; see Section 6.2 for nore considerations around
configuration rotation. The Issuer Public Key for each active
configuration is made available to Oigins and Clients for use in the
i ssuance and redenption protocols.

3.5.3. Issuance Mt adata

Certain instantiations of the issuance protocol may pernit public or
private nmetadata to be cryptographically bound to a token. As an
exanple, one trivial way to include public netadata is to assign a
uni que | ssuer Public Key for each value of nmetadata, such that N keys
yield log 2(N) bits of netadata. Metadata nmay be public or private.

Public netadata is netadata that Cients can observe as part of the
token issuance flow. Public netadata can be either transparent or
opaque. For exanple, transparent public netadata is a val ue that
either the dient generates itself or the |Issuer provides during the
i ssuance flow and that the Cient can check for correctness. Opaque
public netadata is netadata the dient can see but cannot check for
correctness. As an exanple, the opaque public netadata night be a
"fraud detection signal", conmputed on behalf of the Issuer, during
token issuance. Generally speaking, Cients cannot determine if this
value is generated in a way that permts tracking.

Private netadata is netadata that Cients cannot observe as part of
the token issuance flow. Such instantiations can be built on the
private nmetadata bit construction fromKreuter et al. [KLOR20] or the
attribute-based Verifiable Oblivious Pseudorandom Functi on (VOPRF)
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fromHuang et al. [H JK21].

Met adata can be arbitrarily long or bounded in | ength. The amount of
pernmitted netadata rmay be deternined by an application or by the
underlying cryptographic protocol. The total anpbunt of metadata bits
included in a token is the sumof public and private metadata bits.
Every bit of netadata can be used to partition the Cient issuance or
redenption anonynmity sets; see Section 6.1 for nore information

5.4. Future |Issuance Protocol Requirenents

The Privacy Pass architecture and ecosystemare both intended to be
receptive to extensions that expand the current set of
functionalities through new i ssuance protocols. Each new issuance
protocol and extensi on MJUST adhere to the foll ow ng requirenents:

1. Include a detail ed analysis of the privacy inpacts of the
ext ensi on, why these inpacts are justified, and gui delines on how
to use the protocol to mitigate or mnimze negative depl oynent
or privacy consequences discussed in Sections 5 and 6,
respectively.

2. Adhere to the guidelines specified in Section 3.5.2 for managi ng
I ssuer Public Key data.

3. Cearly specify howto interpret and validate TokenChal |l enge and
t oken nessages that are exchanged during the redenption protocol

6. I nformati on Fl ow

The end-to-end process of redenption and issuance protocols involves
information fl owing between the Issuer, Origin, Cient, and Attester
That information can have inplications on the privacy goals that
Privacy Pass ainms to provide as outlined in Section 3.3. In this
section, we describe the flow of information between each party. How
this information affects the privacy goals in particul ar depl oynent
nodel s is further discussed in Section 4.

6.1. Token Chall enge Fl ow

To use Privacy Pass, Oigins choose an |Issuer from which they are
willing to accept tokens. Oigins then construct a token challenge
using this specified Issuer and information fromthe redenption
context it shares with the Cient. This token challenge is then
delivered to a Client. The token challenge conveys information about
the Issuer and the redenption context, such as whether the Oigin
desires a per-Origin or cross-Oigin token. Any entity that sees the
token chal l enge m ght | earn things about the Cient as known to the
Oigin. This is why input secrecy is a requirement for issuance
protocols, as it ensures that the challenge is not directly avail abl e
to the |ssuer.

6.2. Attestation Fl ow

Clients interact with the Attester to prove that they neet sone
required set of properties. |In doing so, Clients contribute
information to the attestation context, which m ght include sensitive
informati on such as application-layer identities, |IP addresses, and
so on. Cients can choose whether or not to contribute this

i nformati on based on | ocal policy or preference.

6.3. Issuance Fl ow
Clients use the issuance protocol to produce a token bound to a token

challenge. In doing so, there are several ways in which the issuance
protocol contributes information to the attestation or issuance



contexts. For exanple, a token request may contribute information to
the attestation or issuance contexts as described bel ow

* |ssuance protocol. The type of issuance protocol can contribute
i nformati on about the Issuer’s capabilities to the attestation or
i ssuance contexts, as well as the capabilities of a given Cient.
For exanple, if a Cient is presented with multiple issuance
protocol options, then the choice of which issuance protocol to
use can contribute information about the Cient’'s capabilities.

* |ssuer configuration. Information about the Issuer configuration,
such as its identity or the public key used to validate tokens it
creates, can be reveal ed during i ssuance and contribute to the
attestation or issuance contexts.

* Attestation information. The issuance protocol can contribute
information to the attestation or issuance contexts based on what
attestation procedure the |Issuer uses to trust a token request.
In particular, a token request that is validated by a given
Attester nmeans that the Cient that generated the token request
must be capabl e of conpleting the designated attestation
procedur e.

* Oigin information. The issuance protocol can contribute
i nformati on about the Origin that challenged the Cient; see
Section 3.6.1. In particular, a token request designated for a
specific Issuer might inply that the resulting token is for an
Oigin that trusts the specified | ssuer. However, this is not
al ways true, as some token requests can correspond to cross-Origin
tokens, i.e., they are tokens that woul d be accepted at any Origin
that accepts the cross-Origin token

Moreover, a token nmay contribute information to the issuance
attestation or contexts as described bel ow.

* Oigin information. The issuance protocol can contribute
i nformati on about the Origin in howit responds to a token
request. For exanple, if an Issuer learns the Oigin during
i ssuance and is also configured to respond in sone way on the
basis of that information, and the Cient interacts with the
I ssuer transitively through the Attester, that response can revea
information to the Attester.

* Token. The token produced by the issuance protocol can contain
informati on fromthe i ssuance context. |n particular, depending
on the issuance protocol, tokens can contain public or private
met adata, and |ssuers can choose that netadata on the basis of
information in the issuance context.

Exceptional cases in the issuance protocol, such as when either the
Attester or |ssuer aborts the protocol, can contribute information to
the attestation or issuance contexts. The extent to which
information in this context harns the Issuer-Cient or Attester-
Oigin unlinkability goals as discussed in Section 3.3 depends on the
depl oynent nodel ; see Section 4. dients can choose whet her or not
to contribute information to these contexts based on | ocal policy or
pr ef erence.

.6.4. Token Redenption Fl ow

Clients send tokens to Oigins during the redenption protocol. Any
information that is added to the token during issuance can therefore
be sent to the Oigin. Information can be either (1) explicitly
passed in a token or (2) inplicit in the way the Cient responds to a
token challenge. For exanple, if a Client fails to conplete issuance
and consequently fails to redeem a token for a token challenge, this



can reveal information to the Oigin that it m ght not otherw se have
access to. However, an Origin cannot necessarily distinguish between
a Client that fails to conplete issuance and one that ignores the

t oken chal | enge al t oget her.

Depl oyment Model s

The Origin, Attester, and |Issuer portrayed in Figure 1 can be
instantiated and depl oyed in a nunber of ways. The depl oynent nodel
directly influences the manner in which attestation, issuance, and
redenption contexts are separated to achieve Origin-Client, |ssuer-
Client, and Attester-Oigin unlinkability.

This section covers sone expected depl oynent nodels and their
correspondi ng security and privacy considerations. Each depl oynent
nmodel is described in terms of the trust relationships and

communi cati on patterns between the Cient, Attester, |ssuer, and
Oigin. Entities drawmn within the same boundi ng box are assuned to
be operated by the same party and are therefore able to coll ude.

Col lusion can enable linking of attestation, issuance, and redenption
contexts. Entities not drawn within the sane boundi ng box (i.e.,
operated by separate parties) are assuned to not collude. Mechanisns
for enforcing non-collusion are out of scope for this architecture.

.1. Shared Origin, Attester, |ssuer

In this nodel, the Oigin, Attester, and Issuer are all operated by
the same entity, as shown in Figure 3.

o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e e = =
E S + | S + E S + E S +
| dient | | | Attester | | Issuer | | Oigin| |
Fo-o o oo - -+ | +--mna +----+ Fo- oo - -+ R S e |

| IR R R | ------ !

I TokenChal | enge --+

I I I I

| <=== Attestation ===>| | |

I I I I

Fomme - TokenRequest ----------- >| |

| <---------- TokenResponse ----------- + |

I I

R Token ------------mmmioo >

Fi gure 3: Shared Depl oynent WMbdel

Thi s nodel represents the initial deploynent of Privacy Pass, as
described in [PrivacyPassCl oudflare]. 1In this nodel, the Attester,

I ssuer, and Origin share the attestation, issuance, and redenption
contexts. As a result, attestation nmechanisns that can uni quely
identify a Client, e.g., requiring that dients authenticate with
sonme type of application-layer account, are not appropriate, as they
could lead to unlinkability violations.

Oigin-Cient, Issuer-Cient, and Attester-Origin unlinkability
requires that issuance and redenpti on events be separated over tineg,
such as through the use of tokens that correspond to token chall enges
with an enpty redenption context (see Section 3.4), or that they be
separ at ed over space, such as through the use of an anonymi zi ng

servi ce when connecting to the Oigin.

.2. Joint Attester and |ssuer
In this nodel, the Attester and |Issuer are operated by the sane

entity, separate fromthe Origin. The Origin trusts the joint
Attester and Issuer to performattestation and i ssue tokens. dients



interact with the joint Attester and Issuer for attestation and
i ssuance. This arrangenent is shown in Figure 4.

o e e e e e e e e e e e e e e e e mm - -
E - + | - + E - + E - +
| dient | | | Attester | | I'ssuer | | | Origin |
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[ <----------- TokenResponse ------------ + |
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R e R Token -------mmmmmi e >

Figure 4: Joint Attester and Issuer Depl oynent Model

This nodel is useful if an Origin wants to offload attestation and

i ssuance to a trusted entity. 1In this nodel, the Attester and |ssuer
share an attestation and issuance context for the Cdient, separate
fromthe Oigin s redenpti on context.

Simlar to the shared Origin, Attester, |ssuer nodel, Issuer-dient
and Oigin-Cient unlinkability in this nodel requires that issuance
and redenption events, respectively, be separated over tinme or space.
Attester-Origin unlinkability requires that the Attester and Issuer
do not learn the Oigin for a particular token request. For this
reason, issuance protocols that require the Issuer to learn

i nformati on about the Origin, such as the issuance protocol described
in [RATE-LIM TED], are not appropriate, since they could lead to
Attester-Origin unlinkability violations through the Origin nane.

4.3. Joint Oigin and |ssuer

In this nodel, the Oigin and |ssuer are operated by the sanme entity,
separate fromthe Attester, as shown in Figure 5. The |ssuer accepts
token requests that come fromtrusted Attesters. Since the Attester
and |ssuer are separate entities, this nodel requires sone nmechani sm
by which Issuers establish trust in the Attester (as described in
Section 3.3). For exanple, in settings where the Attester is a
Client-trusted service that directly communicates with the Issuer,
one way to establish this trust is via nutually authenticated TLS.
However, alternative authentication nechanisns are possible. In this
model , the Origin and Issuer are operated by the sane entity,
separate fromthe Attester, as shown in the figure bel ow

e e e e e e e e e e e e e e m e —— - - -
S + S + S + S +
| dient | | Attester | | | Issuer | | Oigin| |
T S e A L SR SR e TR
| | B RO | ------ !
I R T T T TokenChal | enge --+
I I I I
| <=== Attestation ===>| | |
I I I
R TokenRequest ---------- >| |
| <---------- TokenResponse ----------- + |
I I
A L Token ---------cmmmma e >

Figure 5: Joint Origin and |ssuer Depl oynent Model



This nodel is useful for Oigins that require Cient-identifying
attestation, e.g., through the use of application-layer account

i nformati on, but do not otherw se want to |earn information about
i ndividual Cdients beyond what is observed during the token
redenption, such as Cient |P addresses.

In this nodel, attestation contexts are separate fromlssuer and
redenption contexts. As a result, any type of attestation is
suitable in this nodel.

Mor eover, assuning that there is nmore than one Origin involved, any

type of token challenge is suitable, since no single party will have
access to the identifying Cient information and unique Oigin
information. |ssuers that produce tokens for a single Origin are not

suitable in this nodel, since an Attester can infer the Oigin froma
token request, as described in Section 3.6.3. However, since the

i ssuance protocol provides input secrecy, the Attester does not |earn
details about the correspondi ng token chall enge, such as whether the
token challenge is per Origin or across Oigins.

4.4. Split Oigin, Attester, Issuer

In this nodel, the Oigin, Attester, and Issuer are all operated by
different entities. As with the Joint Oigin and |ssuer nodel
(Section 4.3), the Issuer accepts token requests that conme from
trusted Attesters, and the details of that trust establishnment depend
on the issuance protocol and relationship between the Attester and

| ssuer; see Section 3.3. This arrangenment is shown in Figure 1.

This is the nbst general depl oyment nmodel and is necessary for some
types of issuance protocols where the Attester plays a role in token
i ssuance; see [RATE-LIM TED] for one such type of issuance protocol.

In this nodel, the Attester, Issuer, and Origin have a separate view
of the Cient: the Attester sees potentially sensitive dient-
identifying information, such as account identifiers or |IP addresses;
the Issuer sees only the informati on necessary for issuance; and the
Oigin sees token chall enges, correspondi ng tokens, and Cient source
information, such as their IP address. As a result, attestation,

i ssuance, and redenption contexts are separate, and therefore any
type of token challenge is suitable in this nodel as long as there is
more than a single Origin.

As with the Joint Origin and |Issuer nodel (Section 4.3), and as
described in Section 3.6.3, if the Issuer produces tokens for a
single Origin, then per-Origin tokens are not appropriate, since the
Attester can infer the Origin froma token request.

5. Depl oynent Considerations

Section 4 discusses deploynment nodels that are possible in practice.
Beyond possible inplications on security and privacy properties of
the resulting system Privacy Pass depl oynments can inpact the overall
ecosystemin two inportant ways: (1) discrimnatory treatment of
Clients and the gated access to ot herw se open services and

(2) centralization. This section describes considerations rel evant
to these topics.

5.1. Discrimnatory Treatnent

Oigins can use tokens as a signal for distinguishing between

(1) dients that are capable of conpleting attestation with one
Attester trusted by the Origin's chosen Issuer and (2) dients that
are not capable of doing the same. A consequence of this is that
Privacy Pass could enable discrimnatory treatment of Cients based
on attestation support. For exanple, an Oigin could only authorize



Clients that successfully authenticate with a token, prohibiting
access to all other Cients.

The types of attestation procedures supported for a particul ar

depl oynent depend greatly on the use case. For exanple, consider a
proprietary depl oynment of Privacy Pass that authorizes Clients to
access a resource such as an anonym zation service. In this context,
it is reasonable to support specific types of attestation procedures
that denonstrate that Clients can access the resource, such as with
an account or specific type of device. However, in open deployments
of Privacy Pass that are used to safeguard access to otherw se open
or publicly accessible resources, diversity in attestation procedures
is critically inportant so as to not discrimnate against Cients
that choose certain software, hardware, or identity providers.

In principle, Issuers should strive to nitigate discrimnatory
behavi or by providing equitable access to all Cients. This can be
done by working with a set of Attesters that are suitable for al

Clients. 1In practice, this may require trade-offs in what type of
attestation Issuers are willing to trust so as to enable nore
wi despread support. In other words, trusting a variety of Attesters

with a diverse set of attestation procedures would presunably
i ncrease support anmong Clients, though nost likely at the expense of
decreasing the overall value of tokens issued by the Issuer.

For exanple, to disallow discrimnatory behavior between Cients with
and w thout device attestation support, an Issuer may w sh to support
Attesters that support CAPTCHA-based attestation. This neans that
the overall attestation value of a Privacy Pass token is bound by the
difficulty in spoofing or bypassing either one of these attestation
pr ocedures.

.2. Centralization

A consequence of liniting the nunber of participants (Attesters or

I ssuers) in Privacy Pass depl oynents for meani ngful privacy is that
it forces concentrated centralizati on anong those partici pants.

[ CENTRALI ZATI ON] di scusses several ways in which this mght be
mtigated. For exanple, a multi-stakehol der governance nodel could
be established to deterni ne what candi date participants are fit to
operate as participants in a Privacy Pass deploynent. This is
precisely the systemused to control the Web’'s trust nodel

Al ternatively, Privacy Pass deploynents nmght nmitigate this probl em
through i npl enentation. For exanple, rather than centralize the role
of attestation in one or a fewentities, attestation could be a
distributed function perforned by a quorum of many parties, provided
that neither Issuers nor Oigins learn which Attester inplenentations
were chosen. As a result, Clients could have nore opportunities to
switch between attestation participants.

Privacy Considerations

The previous section discusses the inmpact of deploynent details on
Oigin-Cient, Issuer-Cient, and Attester-Origin unlinkability. The
val ue these properties afford to end users depends on the size of
anonymty sets in which Cients or Oigins are unlinkable. For
exanpl e, consider two different deploynents, one wherein there exists
a redenption anonynity set of size two and another wherein there

exi sts a redenption anonynity set of size 2732. Although Oigin-
Client unlinkability guarantees that the Oigin cannot |ink any two
requests to the same Client based on these contexts, respectively,
the smaller these sets becone, the higher the probability of
determining the "true" dient.

In practice, there are a nunmber of ways in which the size of



anonymty sets may be reduced or partitioned, though they all center
around the concept of consistency. |In particular, by definition, all
Clients in an anonymity set share a consistent view of information
needed to run the issuance and redenption protocols. The |ssuer
Public Key is an exanple of the type of information needed to run
these protocols. When two Cients have inconsistent information
these Clients effectively have different redenpti on contexts and
therefore belong in different anonymty sets.

The foll owi ng subsections discuss issues that can influence anonynmity
set size. For each issue, we discuss nitigations or safeguards to
protect against the underlying problem

6.1. Partitioning by Issuance Mt adata

Any public or private metadata bits of information can be used to
further segnent the size of the Cient anonymity set. Any |ssuer
that wanted to track a single Cient could add a single nmetadata bit
to Cient tokens. For the tracked Client, it would set the bit to 1
and 0 otherwi se. Adding additional bits provides an exponenti al
increase in tracking granularity in a manner simlar to introducing
nmore |ssuers (though with nore potential targeting).

For this reason, deploynents should take the anmount of netadata used
by an Issuer in creating tokens, together with the bits of
information that Issuers may | earn about Cients through other neans,
into account. Since this nmetadata may be useful for practica

depl oynents of Privacy Pass, |ssuers nust bal ance this against the
reduction in Cient privacy.

The nunber of pernitted netadata val ues often depends on depl oynent -
specific details. In general, limting the anbunt of netadata
permitted helps limt the extent to which netadata can uniquely
identify individual Cients. Failure to bound the nunber of possible
nmet adat a val ues can therefore lead to a reduction in Cient privacy.
Most token types do not admit any netadata, so this bound is
inmplicitly enforced.

6.2. Partitioning by |Issuance Consi stency

Anonymity sets can be partitioned by information used for the
i ssuance protocol, including nmetadata, |ssuer configuration (keys),
and | ssuer sel ection

Any issuance netadata bits of information can be used to partition
the ddient anonymity set. For exanple, any |ssuer that wanted to
track a single Cient could add a single nmetadata bit to dient
tokens. For the tracked Client, it would set the bit to 1, and 0
otherw se. Adding additional bits provides an exponential increase
in tracking granularity in a manner simlar to introducing nore

I ssuers (though with nore potential targeting).

The nunber of active Issuer configurations also contributes to
anonymity set partitioning. |In particular, when an |ssuer updates
their configuration and the correspondi ng key pair, any Cient that

i nvokes the issuance protocol with this configuration becones part of
a set of Cients that also ran the issuance protocol using the sane

configuration. |ssuer configuration updates, e.g., due to key
rotation, are an inportant part of hedgi ng against |long-termprivate
key conmpronise. In general, key rotations represent a trade-off

between Cient privacy and |ssuer security. Therefore, it is
important that key rotations occur on a regular cycle to reduce the
harm of an |ssuer key conprom se.

Lastly, if Clients are willing to issue and redeem tokens from a
| arge number of Issuers for a specific Oigin and that Oigin accepts



tokens fromall Issuers, partitioning can occur. As an exanple, if a
Client obtains tokens frommany |Issuers and an Origin |ater
chal l enges that dient for a token fromeach Issuer, the Origin can

| earn informati on about the Cient. This arrangenent night happen if
Clients request tokens fromdifferent Issuers, each of which has
different Attester preferences. Each per-Issuer token that a dient
hol ds essentially corresponds to a bit of information about the
Client that the Oigin learns. Therefore, there is an exponentia
loss in privacy relative to the nunber of |ssuers.

The fundamental problemhere is that the nunber of possible issuance
configurations, including the keys in use and the Issuer identities
thensel ves, can partition the Cient anonymty set. To mitigate this
problem dients SHOULD bound the nunber of active issuance
configurations per Origin as well as across Origins. Moreover,
Clients SHOULD enpl oy sone form of consistency nmechanismto ensure
that they receive the sane configuration information and are not
being actively partitioned into snmaller anonymty sets. See

[ CONSI STENCY] for possible consistency nechani sns. Depending on the
depl oynent, the Attester might assist the Cient in applying these
consi stency checks across Cients. Failure to apply a consistency
check can allow Cient-specific keys to violate Origin-Cient
unlinkability.

6.3. Partitioning by Side Channels

Si de-channel attacks, such as those based on timng correlation,
could be used to reduce anonymity set size. |In particular, for
interactive tokens that are bound to a Cient-specific redenption
context, the anonynmity set of Clients during the issuance protoco
consists of those Clients that started i ssuance between the time of
the Oigin’s challenge and the correspondi ng token redenpti on.
Dependi ng on the nunber of Cients using a particular |ssuer during
that tinme window, the set can be snmall. Applications should take
such side channels into consideration before choosing a particul ar
depl oynent nodel and type of token chall enge and redenption context.

7. Security Considerations

Thi s docunent describes security and privacy requirenents for the
Privacy Pass redenption and i ssuance protocols. It also describes
depl oynent nodel s built around non-col |l usi on assunptions and privacy
considerations for using Privacy Pass within those nodels. Ensuring

Client privacy -- separation of attestation and redenpti on contexts
-- requires active work on behalf of the Client, especially in the
presence of malicious Issuers and Origins. |nplenmenting the

mtigations discussed in Sections 4 and 6 is therefore necessary to
ensure that Privacy Pass offers neaningful privacy inprovenents to
end users.

7.1. Token Caching

Depending on the Origin’s token challenge, Cients can request and
cache nore than one token using an issuance protocol. Cached tokens
hel p i mprove privacy by separating the tine of token issuance from
the tinme of token redenption; they also allow Clients to reduce the
over head of receiving new tokens via the issuance protocol

As a consequence, Origins that send token chall enges that are

compati ble with cached tokens need to take precautions to ensure that
tokens are not replayed. This is typically done via keeping track of
tokens that are redeened for the period of tinme in which cached
tokens woul d be accepted for particular chall enges.

Mor eover, since tokens are not intrinsically bound to Cients, it is
possible for malicious Clients to collude and share tokens in a so-
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call ed "hoarding attack”. As an exanple of this attack, many
distributed Cients could obtain cacheabl e tokens and then share them
with a single Client to redeemthe tokens in a way that woul d viol ate
an Origin's attenpt to linmt tokens to any one particular ient. In
general, nechanisns for mitigating hoarding attacks depend on the
depl oynent nodel and use case. For exanple, in the Joint Origin and
| ssuer nodel, conparing the issuance and redenpti on contexts can help
detect hoarding attacks, i.e., if the distribution of redenption
contexts is noticeably different fromthe distribution of issuance
contexts. Rate-limiting issuance, at either the Client, Attester, or
I ssuer, can also help mitigate these attacks.

I ANA Consi derations
Thi s docunment has no | ANA acti ons.
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