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Abst ract

The Drone Renote ldentification Protocol (DRIP), plus trust policies
and periodic access to registries, augnments Unmanned Aircraft System
(UAS) Renpte ldentification (RID), enabling local real-tine
assessnent of trustworthiness of received R D nessages and observed
UAS, even by Observers |acking Internet access. This docunent
defines DRI P nessage types and formats to be sent in Broadcast RID
Aut henti cati on Messages to verify that attached and recently detached
messages were signed by the registered owner of the DRIP Entity Tag
(DET) cl ai nmed.
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I nt roducti on

The initial regulations (e.g., [FAA-14CFR]) and standards (e.g.,

[ F3411]) for

(RID) and tracking do not address trust. However,
requi renent that needs to be addressed for various different parties

that have a stake in the safe operation of National

Unmanned Aircraft Systens (UAS) Renote Identification

this is a

Ai rspace Systens
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(NAS). Drone Renote ID Protocol’s (DRIP' s) goal is to specify how
RI D can be made trustworthy and available in both Internet and | ocal -
only connected scenarios, especially in enmergency situations.

UAS often operate in a volatile environnent. A small Unmanned
Aircraft (UA) offers little capacity for computation and

communi cation. UAS RID nust al so be accessible w th ubiquitous and

i nexpensi ve devices without nodification. This linmts options. Most
current snall UAS are Internet of Things (10T) devices even if they
are not typically thought of as such. Thus many | 0T considerations
apply here. Some DRIP work, currently strongly scoped to UAS RID, is
likely to be applicable to some other |0T use cases.

General |y, two communi cation schenes for UAS RI D are consi der ed:
Br oadcast and Network. This docurment focuses on adding trust to
Broadcast RID (Section 3.2 of [RFC9153] and Section 1.2.2 of

[ RFC9434]). As defined in [F3411] and outlined in [ RFC9153] and
[ RFC9434], Broadcast RID is a one-way Radi o Frequency (RF)
transm ssion of Media Access Control (MAC) | ayer nessages over

Bl uetooth or W-Fi.

Senders can make any clains the RID message formats allow. Observers
have no standardi zed neans to assess the trustworthi ness of nessage
content, nor verify whether the nessages were sent by the UA
identified therein, nor confirmthat the UA identified therein is the
one they are visually observing. I|ndeed, Cbservers have no way to
det ect whether the nessages were sent by a UA or spoofed by sone
other transmitter (e.g., a |aptop or smartphone) anywhere in direct

Wi rel ess broadcast range. Authentication is the primary strategy for
mtigating this issue.

1. DRIP Entity Tag (DET) Authentication Goals for Broadcast R D

ASTM [ F3411] Aut hentication Messages (Message Type 0x2), when used
wi th DET-based formats [ RFC9374], enable a high level of trust that
the content of other ASTM Messages was generated by their claimed
regi stered source. These messages are designed to provide the
observers with trustworthy and i nmedi ately actionabl e information
Appendi x A provides a high-level overview of the various states of
trustworthiness that nay be used along with these fornmats.

Thi s aut hentication approach al so provides sone error correction
(Section 5) as mandated by the United States (US) Federal Aviation
Adm ni stration (FAA) [ FAA-14CFR], which is mssing from|[F3411] over
Legacy Transports (Bluetooth 4.x).

These DRI P enhancenents to ASTM s specification for RID and tracking
[ F3411] further support the inportant use case of Observers who may
be offline at the time of observation

Section 7 summari zes the DRIP requirenents [ RFC9153] addressed
her ei n.

Ter m nol ogy
1. Required Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here
2. Definitions

Thi s docunent nakes use of the terms (CAA, Observer, USS, UTM etc.)



defined in [RFC9153]. Oher terns (such as DIME) are from [ RFC9434],
while others (H, DET, RAA, HDA, etc.) are from|[RFC9374].

In addition, the following terns are defined for this document:

Ext ended Transports: Use of extended advertisenents (Bluetooth 5.x),
service info (W-Fi Neighbor Awareness Networking (NAN)), or |EEE
802. 11 Beacons with the vendor-specific information el ement as
specified in [F3411]. Must use ASTM Message Pack (Message Type
OxF).

Legacy Transports: Use of broadcast frames (Bluetooth 4.x) as
specified in [F3411].

Mani fest: An immutable list of itens being transported (in this
specific case over wirel ess conmunication).

observation Session: The period of tine during which a given
observer’s receiver is processing (even if only intermttently) a
series of UAS RI D nessages, at |east sone of which use DRIP
extensions to [F3411], all nominally fromthe sane UA executing a
single flight operation

Not e: For the remai nder of this docunent, _Broadcast Endorsenent:
Parent, Child_wll be abbreviated as BE:. Parent, Child_. For
exanpl e, _Broadcast Endorsenent: RAA, HDA wll be abbreviated as
_BE: RAA, HDA .

3. UAS RID Authentication Background and Procedures
3.1. DRIP Authentication Protocol Description

[ F3411] defines Authentication Message framng only. It does not
define authentication formats or nmethods. It explicitly anticipates
several signature options but does not fully define those. Annex Al
of [F3411] defines a Broadcast Authentication Verifier Service, which
has a heavy reliance on Observer real-time connectivity to the
Internet. Fortunately, [F3411] also allows third-party standard

Aut henti cation Types using the Type 0x5 Specific Authentication

Met hod (SAM, several of which DRI P defines herein.

The standardi zation of specific formats to support the DRI P
requirenments in UAS RID for trustworthy communi cati ons over Broadcast
RIDis an inportant part of the chain of trust for a UAS ID. Per
Section 5 of [RFC9434], Authentication formats are needed to rel ay
informati on for Cbhservers to determine trust. No existing formats
(defined in [ F3411] or other organizations |leveraging this feature)
provide functionality to satisfy this goal, resulting in the work
reflected in this docunent.

3.1.1. Usage of DNS

Li ke npost aviation matters, the overall objectives here are security
and ultimately safety oriented. Since DRI P depends on DNS for some
of its functions, DRI P usage of DNS needs to be protected per best
security practices. Many participating nodes will have limted | oca
processi ng power and/or poor, |ow bandwi dth QoS paths. Appropriate
and feasible security techniques will be highly dependent on the UAS
and Observer situation. Therefore, specification of particular DNS
security options, transports, etc. is outside the scope of this
docunent (see also Section 9.4).

In DRIP, Cbservers MJST validate all signatures received. This
requires that the Host Identity (H') correspond to a DET [ RFC9374].
H's MAY be retrieved froma |local cache, if present. The |loca
cache is pre-configured with well-known H's (such as those of CAA



DI MEs) and is further popul ated by received Broadcast Endorsements
(BEs) (Section 3.1.2.1) and DNS | ookups (when avail abl e).

The Observer MJST performa DNS query, when connectivity allows, to
obtain a previously unknown H . If a query cannot be performed, the
message SHOULD be cached by the (bserver to be validated once the H
i s obt ai ned.

A nore conprehensive specification of DRIP's use of DNS is out of
scope for this document and can be found in [DRI P-REG .

3.1.2. Providing UAS RID Trust

For DRIP, two actions together provide a nechanismfor an Qobserver to
trust in UAS RI D using Authentication Messages.

First is the transnmission of an entire trust chain via Broadcast
Endorsenments (Section 3.1.2.1). This provides a hierarchy of DI MeEs
down to and including an individual UA's registration of a clainmed
DET and corresponding H (public key). This alone cannot be trusted
as having any relevance to the observed UA because replay attacks are
trivial.

After an Observer has gathered such a conplete key trust chain (from
pre-configured cache entries, Broadcast Endorsements received over
the air and/or DNS | ookups) and verified all of its links, that
device can trust that the clained DET and correspondi ng public key
are properly registered, but the UA has not yet been proven to
possess the corresponding private key.

Second is for the UA to prove possession by dynamically signing data
that is unique and unpredictable but easily verified by the Chserver
(Section 3.1.2.2). Verification of this signed data MJST be
performed by the Cbserver as part of the received UAS RID information
trust assessment (Section 6.4.2).

3.1.2.1. DI ME Endorsenents of Subordi nate DETs

observers receive DRIP Link Authenticati on Messages (Section 4.2)
cont ai ni ng Broadcast Endorsenents by DI MEs of child DET
registrations. A series of these Endorsenments confirnms a path
through the hierarchy, defined in [DRIP-REG, fromthe DET Prefix
Omer all the way to an individual UA DET registration

3.1.2.2. UA-Signed Evidence

To prove possession of the private key associated with the DET, the
UA MJST sign and send data that is unique and unpredictabl e but
easily validated by the Cbserver. The data can be an ASTM Message
that fulfills the requirenments to be unpredictable but easily

val idated. An (Qbserver receives this UA-signed Evidence from DRI P-
based Aut hentication Messages (Sections 4.3 or 4.4). The Cbserver
must verify the signature (cryptographically, as specified in

Section 3.1.1) and validate the signed content (via non-cryptographic
means, as specified in Section 6.3).

Whet her the content is true is a separate question that DRI P cannot
address, but validation perforned using observabl e and/ or out-of - band
data (Section 6) is possible and encouraged.

3.2. ASTM Aut henti cati on Message Fram ng

The Authenticati on Message (Message Type 0x2) is unique in the ASTM
[ F3411] Broadcast standard, as it is the only nessage that can be

| arger than the Legacy Transport size. To address this limtation
around transport size, it is defined as a set of "pages", each of



which fits into a single Legacy Transport frame. For Extended
Transports, pages are still used but they are all in a single frane.

| Informational Note: Message Pack (Message Type OxF) is al so
| larger than the Legacy Transport size but is linmited for use
| only on Extended Transports where it can be support ed.

The foll owi ng subsections are a brief overview of the Authentication
Message format defined in [ F3411] for better context on how DRIP

Aut hentication fills and uses various fields already defined by ASTM
[ F3411].

3.2.1. Authentication Page

Thi s docunent | everages Authentication Type 0x5 (Specific

Aut hentication Method (SAM) as the principal authentication
container, defining a set of SAM Types in Section 4. Authentication
Type is encoded in every Authentication Page in the _Page Header _.
The SAM Type is defined as a field in the _Authenticati on Payl oad_
(see Section 3.2.3).

0 1 2 3
012345678901234567890123456789¢01

Figure 1. Standard ASTM Aut henticati on Message Page
_Page Header _: (1 octet)
Aut hentication Type (4 bits) and Page Nunber (4 bits)
_Aut hentication Payload : (23 octets per page)

Aut henti cati on Payl oad, including headers. Null padded. See
Section 3.2.2.

The Authentication Message is structured as a set of pages per

Figure 1. There is a technical maxi mum of 16 pages (indexed 0 to 15)
that can be sent for a single Authentication Message, with each page
carrying a maxi mum 23-octet _Authentication Payload . See

Section 3.2.4 for nore details. Over Legacy Transports, these
messages are "fragnmented", with each page sent in a separate Legacy
Transport frane.

Either as a single Authentication Message or a set of fragmented
Aut henti cati on Message Pages, the structure is further w apped by
outer ASTM fram ng and the specific |ink fram ng.

3.2.2. Authentication Payload Field

Figure 2 is the source data view of the data fields found in the
Aut henti cati on Message as defined by [F3411]. This data is placed
into the _Authentication Payload_ shown in Figure 1, which spans
multiple _Authentication Pages_.

0 1 2 3
012345678901234567890123456789¢01



Aut henti cati on Headers |

Figure 2: ASTM Aut henticati on Message Fi el ds

_Aut hentication Headers : (6 octets)
As defined in [F3411].

_Authentication Data / Signhature_: (0 to 255 octets)
Opaque authentication data. The length of this payload is known
through a field in the _Authentication Headers_ (defined in
[ F3411]).

_Additional Data Length (ADL) : (1 octet - unsigned)
Length in octets of _Additional Data . The value of _ADL_ is
calculated as the mininumof 361 - Authentication Data / Signature
Length and 255. Only present with _Additional Data_.

_Additional Data:_ (_ADL_ octets)
Data that follows the Authentication Data / Signature_but is not
considered part of the Authentication Data_, and thus is not
covered by a signature. For DRIP, this field is used to carry
Forward Error Correction (FEC) generated by transmitters and
parsed by receivers as defined in Section 5.

3.2. 3. SAM Dat a For mat

Figure 3 is the general format to hold authentication data when using
SAM and is placed inside the _Authentication Data / Signature_field

in Figure 2.
0 1 2 3
01234567890123456789012345678901
oo oo oo oo +
| SAM Type | |
Fom e e e oo - + |
SAM Aut henti cati on Data
o e oo o e e oo o e e oo o e e oo +

Figure 3: SAM Dat a For nmat
_SAM Type_: (1 octet)

The foll owi ng SAM Types are allocated to DRI P:



[} ey Cpp—p—p—p—_—(—(———————————————(——————
| SAM Type | Description |

B et el sty
| 0x01 | DRIP Link (Section 4.2) |
T T T T pepppp +
| 0x02 | DRIP Wapper (Section 4.3) |
TS o e e e e e e e e m o +
| 0x03 | DRIP Manifest (Section 4.4)

Focmmnaaann e +
| Ox04 | DRIP Frane (Section 4.5) |
T T T L re e +

Table 1: DRI P SAM Types

| Note: ASTMInternational is the owner of these code points as
| they are defined in [F3411]. |In accordance with Annex 5 of

| [F3411], the International Cvil Aviation O ganization (ICAO
| has been selected by ASTM as the registrar to nanage

| allocations of these code points. The list is available at

| [ASTM Renote-ID].

_SAM Aut hentication Data : (0 to 200 octets)

Cont ai ns opaque aut hentication data formatted as defined by the
precedi ng SAM Type.

3.2.4. ASTM Broadcast RID Constraints
3.2.4.1. Wreless Frane Constraints

A UA has the option to broadcast using Bluetooth (4.x and 5.x), W-Fi
NAN, or | EEE 802.11 Beacon; see Section 6. Wth Bluetooth, FAA and
other Civil Aviation Authorities (CAA) nandate transmitting

si mul taneously over both 4.x and 5.x. The sane application-|ayer
informati on defined in [F3411] MJUST be transmitted over all the
physi cal -1 ayer interfaces performng RI D, because Chserver transports
may be limted. |[If an Observer can support multiple transports, it
shoul d use (display, report, etc.) the latest data regardl ess of the
transport over which that data was received

Bl uetooth 4.x presents a payl oad-size challenge in that it can only
transmt 25 octets of payl oad per frane, while other transports can
support | arger payl oads per frame. As [F3411] nessage formats are
the sane for all nmedia, and their fram ng was designed to fit within
these | egacy constraints, Extended Transports cannot send | arger
messages; instead, the Message Pack format encapsul ates nmultiple
messages (each of which fits within these | egacy constraints).

By definition Extended Transports provide FEC, but Legacy Transports
|l ack FEC. Thus over Legacy Transports, paged Authentication Messages
may suffer the | oss of one or nore pages. This would result in
delivery to the Oobserver application of inconplete (typically
unusabl e) nessages, so DRIP FEC (Section 5) is specified to enable
recovery of a single |ost page and thereby reduce the |ikelihood of
recei ving inconpletely reconstructabl e Authenticati on Messages.

Aut henti cati on Messages sent using Extended Transports do not suffer
this issue, as the full nessage (all pages) is sent using a single
Message Pack. Furthernore, the use of one-way RF broadcasts
prohibits the use of any congestion-control or |oss-recovery schenes
that require ACKs or NACKSs.

3.2.4.2. Paged Authentication Message Constraints
To keep consistent fornmatting across the different transports (Legacy

and Extended) and their independent restrictions, the authentication
data being sent is REQURED to fit within the page Iimt that the



nmost constrained existing transport can support. Under Broadcast
RI D, the Extended Transport that can hold the | east anmpbunt of
authentication data is Bluetooth 5. x at 9 pages.

As such, DRIP transnitters are REQU RED to adhere to the foll ow ng
when using the Authentication Message:

1. _Authentication Data / Signature_ data MJST fit in the first 9
pages (Page Nunmbers O through 8).

2. The _Length_ field in the _Authentication Headers_ (which encodes
the length in octets of _Authentication Data / Signhature_ only)
MJUST NOT exceed the value of 201. This includes the SAM Type but
excludes _Additional Data_.

3.2.4.3. Timestanps
In ASTM [ F3411], timestanps are a Unix-style tinestanp with an epoch
of 2019-01-01 00: 00: 00 UTC. For DRIP, this format is adopted for
Aut hentication to keep a common tine format in Broadcast payl oads.

Under DRIP, there are two tinestanps defined: Valid Not Before (VNB)
and Valid Not After (VNA).

Valid Not Before (VNB) Timestamp: (4 octets)
Ti mestanp denoting the recomended tinme at which to start trusting
data. MJST follow the format defined in [F3411] as described
above. MJST be set no earlier than the tinme the signature (across
a given structure) is generated.

Va

id Not After (VNA) Tinmestanp: (4 octets)

Ti mestanp denoting the recomended tinme at which to stop trusting
data. MJST follow the format defined in [F3411] as described
above. Has an offset (relative to VNB) to avoid replay attacks.
The exact offset is not defined in this docunment. Best practice
for identifying an acceptable of fset should be used and shoul d
take into consideration the UA environnment, propagation
characteristics of the nmessages being sent, and clock differences
bet ween the UA and (bservers. For UA signhatures in scenarios
typical as of 2024, a reasonable offset would be to set VNA
approximately 2 mnutes after VNB; see Appendi x B for exanples
that may aid in tuning this val ue.

4. DRIP Authentication Fornats

All formats defined in this section are contained in the
_Authentication Data / Signature_ field in Figure 2 and use the
Speci fic Authentication Method (SAM Authentication Type 0x5). The
first octet of the Authentication Data / Signature_ of Figure 2 is
used to nmultiplex anong these various fornats.

When sendi ng data over a mediumthat does not have underlying FEC
for exanple Legacy Transports, then FEC (per Section 5) MJST be used.

Exampl es of Link, Wapper, and Manifest are shown as part of an
operational schedule in Appendix B.2.1

4.1. UA-Signed Evidence Structure

The _UA-Signed Evidence Structure_ (Figure 4) is used by the UA
during flight to sign over information el enments using the private key
associated with the current UA DET. It is encapsulated by the _SAM
Aut hentication Data_ field of Figure 3.



This structure is used by the DRIP Wapper (Section 4.3), Mnifest
(Section 4.4), and Frane (Section 4.5). DRIP Link (Section 4.2) MJST
NOT use it, as it will not fit in the ASTM Aut henticati on Message
with its intended content (i.e., a Broadcast Endorsenent).

0 1 2 3
01234567890123456789012345678901
S S S S +
| VNB Ti nestanp by UA |
o o o o +
| VNA Ti nestanp by UA |
o m e e e oo - o m e e e oo - o m e e e oo - o m e e e oo - +
| |
Evi dence

I I
o m e e e oo - o m e e e oo - o m e e e oo - o m e e e oo - +

|
| UA
I
I

UA Signature

Figure 4: Endorsenment Structure for UA-Signed Evidence
~Valid Not Before (VNB) Tinestanp by UA : (4 octets)
See Section 3.2.4.3. Set by the UA
_Valid Not After (VNA) Timestanp by UA : (4 octets)
See Section 3.2.4.3. Set by the UA
_Evidence_: (0 to 112 octets)
The Evidence_ field MJST be filled in with data in the formof an
opaque object specified in the DRIP Wapper (Section 4.3),
Mani fest (Section 4.4), or Frame (Section 4.5).
_UADRIP Entity Tag : (16 octets)
This is a DET [ RFC9374] currently being used by the UA for
authentication; it is assumed to be a Specific Session ID (a type
of UAS ID typically also used by the UAin the Basic |ID Message).
_UA Signature_ : (64 octets)

Si gnature over the concatenation of preceding fields (_VNB_,



_VNA , Evidence_, and _UA DET_) using the keypair of the UA DET
The signature algorithmis specified by the Hierarchical Host
Identity Tags (HHIT) Suite ID of the DET.

When using this structure, the UAis mninmally self-endorsing its
DET. The H of the UA DET can be | ooked up by nechani sns descri bed
in [DRIP-REG or by extracting it froma Broadcast Endorsenent (see
Sections 4.2 and 6. 3).

4.2. DRIP Link

This SAM Type (Figure 5) is used to transmt Broadcast Endorsements.
For exanple, the _BE: HDA, UA is sent (see Section 6.3) as a DRIP
Li nk nessage.

DRIP Link is inmportant as its contents are used to provide trust in
the DET/H pair that the UAis currently broadcasting. This nessage
does not require Internet connectivity to perform signature
verification of the contents when the DIME DET/H is in the
observer’'s cache. It also provides the UAH, when it is filled with
a BE: HDA, UA, so that connectivity is not required when performng
signature verification of other DRI P Authenticati on Messages.

Various Broadcast Endorsenents are sent during each UAS flight
operation to ensure that the full Broadcast Endorsenent chain is
avail able offline. See Section 6.3 for further details.

0 1 2 3
01234567890123456789012345678901
Fom e e e oo - Fom e e e oo - Fom e e e oo - Fom e e e oo - +
| VNB Ti nest anp by Parent |
R R R R +
| VNA Ti nestanp by Parent |
o o o o +
I I
I DET I
| of Child |
I I
oo oo oo oo +
I I
I I
| _ |
| H of Child |
I I
I I
I I
I I
Fom e e e oo - Fom e e e oo - Fom e e e oo - Fom e e e oo - +
| |
I DET I
| of Parent |
I I
oo oo oo oo +

Si gnature by Parent



4. 3.

4. 3.

Figure 5: Broadcast Endorsement / DRIP Link

_VNB Tinestanp by Parent : (4 octets)

See Section 3.2.4.3. Set by Parent Entity.
_VNA Tinestanp by Parent : (4 octets)

See Section 3.2.4.3. Set by Parent Entity.
_DET of Child : (16 octets)

DRIP Entity Tag of Child Entity.
_H of Child : (32 octets)

Host ldentity of Child Entity.
_DET of Parent_: (16 octets)

DRIP Entity Tag of Parent Entity in DI ME Hierarchy.
_Signature by Parent : (64 octets)

Si gnature over concatenation of preceding fields (_VNB_, _VNA ,
_DET of Child_, _H of Child_, and _DET of Parent_) using the
keypair of the Parent DET.

This DRI P Aut hentication Message is used in conjunction with other
DRI P SAM Types (such as the Manifest or the Wapper) that contain
data (e.g., the ASTM Location/ Vector Message, Message Type 0x2) that
is guaranteed to be uni que, unpredictable, and easily cross-checked
by the receiving device.

A hash of the final link (BE: HDA on UA) in the Broadcast Endorsenent
chain MUST be included in each DRIP Manifest (Section 4.4).

Not e: The Endorsenent that proves a DET is registered MIST come from
its imrediate parent in the registration hierarchy, e.g., a DRIP
Identity Managenent Entity (DIME) [DRIP-REG. In the definitive

hi erarchy, the parent of the UAis its HHI T Dormain Authority (HDA)
the parent of an HDA is its Registered Assigning Authority (RAA),
etc. It is also assunmed that all DRI P-aware entities use a DET as
their identifier during interactions with other DRI P-aware entities.

DRI P W apper

This SAM Type is used to wap and sign over a list of other [F3411]
Br oadcast RI D messages.

The Evidence_field of the _UA-Signed Evidence Structure_

(Section 4.1) is populated with up to four ASTM Messages [F3411] in a
contiguous octet sequence. Only ASTM Message Types 0x0, Ox1, Ox3,
0x4, and 0x5 are allowed and nmust be in Message Type order as defined
by [F3411]. These nmessages MJST include the Message Type and

Prot ocol Version octet and MJST NOT include the Message Counter octet
(thus are fixed at 25 octets in length).

1. Wapped Count and Format Validation

When decoding a DRIP Wapper on a receiver, a calculation of the



nunber of nessages w apped and a validation MJUST be performed by
usi ng the nunber of octets (defined as w apperLength) between the
_VNA Tinestanp by UA_ and the _UA DET_ as shown in Figure 6.

<CCDE BEG NS>
if (wapperLength MOD 25) !'= 0 {
return DECODE_FAI LURE;

wr appedCount = w apperLength / 25;
if (wappedCount == 0) {
/] DECODE_SUCCESS; treat as DRI P Wapper over extended transport

}
else if (wappedCount > 4) {
return DECODE_FAI LURE;
} else {
/1 DECODE_SUCCESS; treat as standard DRI P W apper

}
<CODE ENDS>

Figure 6: Pseudocode for Wapper Validation and Nunber of
Messages Cal cul ation

4.3.2. Wapper over Extended Transports

When using Extended Transports, an optim zation to DRIP Wapper can
be nmade to sign over co-located data in an ASTM Message Pack (Message
Type OxF).

To performthis optimzation, the _UA Signed Evidence Structure_is
filled with the ASTM Messages to be in the ASTM Message Pack, the
signature is generated, and then the _Evidence_ field is cleared,

| eaving the encoded form shown in Figure 7.

0 1 2 3

01234567890123456789012345678901
Fom e e e oo - Fom e e e oo - Fom e e e oo - Fom e e e oo - +
| VNB Ti nest anp by UA |
R R R R +
| VNA Ti nestanp by UA |
o o o o +

UA

UA Signature

Figure 7. DRIP Wapper over Extended Transports

To verify the signature, the receiver MJST concatenate all the



messages in the Message Pack (excluding the Authentication Message
found in the same Message Pack) in ASTM Message Type order and set
the Evidence_ field of the UA-Signed Evidence Structure_before
perform ng signature verification.

The functionality of a Wapper in this formis equivalent to Message
Set Signature (Authentication Type 0x3) when running over Extended
Transports. The Wapper provides the sane format but over both

Ext ended and Legacy Transports, which allows the transports to be
simlar. Message Set Signature also inplies using the ASTM vali dat or
system architecture, which depends on Internet connectivity for
verification that the receiver my not have at the tine an

Aut hentication Message is received. This is sonething the Wapper,
and all DRI P Authentication Formats, avoid when the UA key is
obtained via a DRIP Link Authenticati on Message.

4.3.3. Wapper Limtations

The primary limtation of the Wapper is the bounding of up to four
ASTM Messages that can be sent within it. Another limtation is that
the format cannot be used as a surrogate for nessages it is wapping
due to the potential that an Cbserver on the ground does not support
DRI P. Thus, when a Wapper is being used, the w apped data nust
effectively be sent twi ce, once as a single-framed nessage (as
specified in [F3411]) and again within the Wapper.

4.4. DRI P Manifest

This SAM Type is used to create nessage manifests that contain hashes
of previously sent ASTM Messages.

By hashi ng previously sent nessages and signing them we gain trust
in a UA s previous reports without retransnmitting them This is a
way to evade the linitation of a maxi num of four nessages in the

W apper (Section 4.3.3) and greatly reduce overhead.

observers MJST hash all received ASTM Messages and cross-check them
agai nst hashes in received Mnifests.

Judi ci ous use of a Manifest enables an entire Broadcast RID nessage
streamto be strongly authenticated with | ess than 100% over head
relative to a conpletely unauthenticated nessage stream (see
Section 6.3 and Appendi x B).

The _Evidence_ field of the _UA-Signed Evidence Structure_

(Section 4.1) is populated with 8-octet hashes of [F3411] Broadcast
RI D nmessages (up to 11) and three special hashes (Section 4.4.2).

Al'l of these hashes MJST be concatenated to forma contiguous octet
sequence in the _Evidence_ field. It is RECOWENDED that the maxi mum
nunber of ASTM Message Hashes used be 10 (see Appendix B.1.1.2).

The _Previous Manifest Hash_, Current Manifest Hash , and DRI P Link
(BE: HDA, UA) Hash_ MUST al ways come before the _ASTM Message Hashes_
as seen in Figure 8.

An Cbserver MJST use the Manifest to verify each ASTM Message hashed
therein that it has previously received. It can do this without
havi ng received themall. A Manifest SHOULD typically enconpass a
single transni ssion cycle of nmessages being sent; see Section 6.4 and
Appendi x B

0 1 2 3
01234567890123456789012345678901

| Previ ous Mani f est |
| Hash |



| Hash |
oo oo oo oo +
| DRIP Link (BE: HDA, UA) |
| Hash |
o o ee e o ee e o ee e +

Figure 8. DRI P Mnifest Evidence Structure
_Previous Manifest Hash_: (8 octets)
Hash of the previously sent Mnifest Message.
_Current Manifest Hash : (8 octets)
Hash of the current Manifest Message.
_DRIP Link (BE: HDA, UA) : (8 octets)

Hash of the DRI P Link Authentication Message carrying BE HDA, UA
(see Section 4.2).

_ASTM Message Hash_: (8 octets)

Hash of a single full ASTM Message usi ng hash operations descri bed
in Section 4.4.3.

4.4.1. Hash Count and Formmt Validation

When decoding a DRIP Manifest on a receiver, a calculation of the
nunber of hashes and a validation can be perfornmed by using the
nunber of octets between the UA DET_ and the _VNB Tinestanp by UA_
(defined as manifestlLength) such as shown in Figure 9.

<CODE BEG NS>
if (manifestLength MOD 8) != 0 {
return DECODE_FAI LURE

}
hashCount = (nanifestLength / 8) - 3;
<CODE ENDS>

Figure 9: Pseudocode for Manifest Sanity Check and Number of
Hashes Cal cul ation

4.4.2. Manifest Ledger Hashes
The foll owi ng three special hashes are included in all Manifests:
* the _Previous Mnifest Hash_links to the previous Manifest.

* the _Current Manifest Hash_is of the Manifest in which it
appears.

* the _DRIP Link (BE: HDA, UA) Hash_ ties the endorsed UA key to the
Mani f est chai n.

The Previous and Current hashes act as a | edger of provenance for the
Mani f est chain, which should be traced back if the Cbserver and UA
were within Broadcast RID wirel ess range of each other for an



ext ended period of tine.

The DRIP Link (BE: HDA, UA) is included so there is a direct
signature by the UA over the Broadcast Endorsenent (see Section 4.2).
Typi cal operation would expect that the list of _ASTM Message Hashes_
contain nonce-like data. To enforce a binding between the BE: HDA,
UA and avoid trivial replay attack vectors (see Section 9.1), at

| east one _ASTM Message Hash_ MUST be from an [ F3411] nessage that
satisfies the fourth requirenment in Section 6.3. At |east once per
observati on Session, the Observer must process that nessage as
specified in Section 6. 3.

4.4.3. Hash Algorithnms and Operation

The hash al gorithmused for the Manifest is the sane hash al gorithm
used in creation of the DET [ RFC9374] that is signing the Manifest.
This is encoded as part of the DET using the HHI T Suite ID.

DETs that use cSHAKE128 [ NI ST. SP. 800- 185] conpute the hash as
foll ows:

CSHAKE128( ASTM Message, 64, "", "Renote |ID Auth Hash")
For ORCHI D Generation Al gorithnms (OGAs) other than "5" (EJDSA/
cSHAKE128) [ RFC9374], use the construct appropriate for the
associ ated hash. For exanple, the hash for "2" (ECDSA/ SHA-384) is
conputed as foll ows:

Ltrunc( SHA-384( ASTM Message | "Renote I D Auth Hash" ), 8 )
VWhen buil ding a Manifest, this process MIST be foll owed:
1. The _Previous Mnifest Hash_

a. is filled with a randomnonce if and only if this is the
first manifest being generated;

b. otherwise, it contains the previous manifest’s _Current
Mani f est Hash_.

2. The _Current Manifest Hash_ is filled with null.

3. _ASTM Message Hashes_ are filled per Section 4.4.3.1 or
Section 4.4.3.2.

4. A hash, as defined above in this section, is calculated over the
_Previous Manifest Hash_, _Current Manifest Hash_ (null filled),
and _ASTM Message Hashes_.

5. The _Current Manifest Hash_ (null filled) is replaced with the
hash generated in Step r.

4.4.3.1. Legacy Transport Hashi ng

Under this transport, DRI P hashes the full ASTM Message bei ng sent
over the Bluetooth Advertising franme. This is the 25-octet object
that starts with the Message Type and Protocol Version octet al ong
with the 24 octets of nmessage data. The hash MJST NOT include the
Message Counter octet.

For paged ASTM Messages (currently only Authentication Messages), all
of the pages are concatenated together in Page Nunber order and
hashed as one obj ect.

4.4.3.2. Extended Transport Hashing



Under this transport, DRI P hashes the full ASTM Message Pack (Message
Type OxF) regardless of its content. The hash MJST NOT include the
Message Counter octet.

4.5. DRI P Frane

This SAM Type is defined to enable use of the _UA-Signed Evidence
Structure_ (Section 4.1) in the future beyond the previously defined
formats (Wapper and Manifest) by the inclusion of a single octet to
signal the format of _Evidence_ data (up to 111 octets).

The content format of _Frame Evidence Data_ is not defined in this
docunent. O her specifications MIST define the contents and register
for a Frame Type_ . At the tine of publication (2024), there are no
defined Frane Types; only an Experinental range has been defi ned.

observers MJST check the signature of the structure (Section 4.1) per
Section 3.1.2.2 and MAY, if the specification of _Frame Type_ is
known, parse the content in _Frame Evidence Data_.

0 1 2 3
012345678901234567890123456789¢01

Figure 10: DRI P Frame
_Frame Type : (1 octet)

As shown in Figure 10, the _Frame Type_ takes the first octet,
whi ch | eaves 111 octets available for _Frane Evidence Data_. See
Section 8.1 for Frame Type allocations.

5. Forward Error Correction

For Broadcast RID, FEC is provided by the | ower |layers in Extended
Transports. The Bluetooth 4.x Legacy Transport does not support FEC
so the follow ng application-level schenme is used with DRIP

Aut hentication to add sone FEC. Wen sending data over a nedi umthat
does not have underlying FEC, for exanple Bluetooth 4.x, this section
MUST be used.

The Bluetooth 4.x | ower |ayers have error detection but not
correction. Any frame in which Bluetooth detects an error is dropped
and not delivered to higher layers (in our case, DRIP). Thus it can
be treated as an erasure.

DRI P standardi zes a single page FEC scheme using XOR parity across
all page data of an Authentication Message. This allows the
correction of a single erased page in an Authenticati on Message. |f
nmore than a single page is mssing, then handling of an inconplete
Aut hentication Message is determ ned by higher |ayers.

O her FEC schenes, to protect nore than a single page of an

Aut henti cati on Message or nultiple [F3411] Messages, are left for
future standardi zation if operational experience proves it necessary
and/ or practical.

The data added during FEC is not included in the _Authentication Data
/| Signature_, but instead in the _Additional Data_field of Figure 2
This may cause the Authentication Message to exceed 9 pages, up to a



5.
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maxi mum of 16 pages.
1. Encoding
When encodi ng, two things are REQUI RED:

1. The FEC data MJST start on a new Authentication Page. To do
this, the results of parity encoding MIST be placed in the
_Additional Data_ field of Figure 2 with null padding before it
to line up with the next page. The _Additional Data Length_
field MUST be set to number of padding octets + nunber of parity
octets.

2. The _Last Page Index_field (in Page 0) MJST be increnented from
what it would have been wi thout FEC by the nunber of pages
required for the _Additional Data Length_ field, null padding,
and FEC.

To generate the parity, a sinple XOR operation using the previous
parity page and current page is used. Only the 23-octet

_Aut hentication Payload_ field of Figure 1 is used in the XOR
operations. For Page 0, a 23-octet null pad is used for the previous
parity page.

Figure 11 shows an exanple of the last two pages (out of N) of an

Aut henti cati on Message using DRIP Single Page FEC. The _Additional
Data Length_ is set to 33, as there are always 23 octets of FEC data
and there are 10 octets of padding in this exanple to line it up into
Page N.

Page N-1:

0 1 2 3
01234567890123456789012345678901
oo oo oo oo +
| Page Header | |
S + |
| Aut hentication Data / Signature |
I oo oo oo I+
| | ADL=33 | |
. . + |
| Nul I Paddi ng |
L --------------- S S S L
Page N

0 1 2 3
01234567890123456789012345678901
S S S S +
| Page Header | |
. + |
I I
| Forward Error Correction |
| |
I I
I I
oo oo oo oo +

Figure 11: Example Single Page FEC Encodi ng
2. Decoding
Frame decoding is independent of the transmt nedia. However, the

decodi ng process can determine fromthe first Authentication Page
that there may be a Bluetooth 4.x FEC page at the end. The decoding



process MJST test for the presence of FEC and apply it as foll ows.

To determine if FEC has been used, a check of the _Last Page |ndex_
is performed. 1In general, if the Last Page Index field is one
greater than that necessary to hold _Length_ octets of Authentication
Data, then FEC has been used. Note that if _Length_ octets are
exhausted exactly at the end of an Authentication Page, the
_Additional Data Length_field will occupy the first octet of the
foll owi ng page. The rermi nder of this page will be null padded under
DRIP to align the FECto its own page. |In this case, the _Last Page
Index_ will have been incremented once for initializing the
_Additional Data Length_ field and once for the FEC page, for a tota
of two additional pages, as in the last row of Table 5

To decode FEC in DRIP, a rolling XCR is used on each _Authentication
Page received in the current Authentication Message. A Message
Counter, outside of the ASTM Message but specified in [F3411], is
used to signal a different Authentication Message and to correl ate
pages to nessages. This Message Counter is only a single octet in
length, so it will roll over (to 0Ox00) after reaching its nmaxi mum
value (OxFF). If only a single page is mssing in the Authentication
Message the resulting parity octets should be the data of the erased

page.

Aut henti cati on Page 0 contains various inportant fields, only |ocated
on that page, that help decode the full ASTM Aut hentication Message.
If Page 0 has been reconstructed, the _Last Page Index_ and _Length_
fields MJST be validated by DRIP. The pseudocode in Figure 12 can be
used for both checks.

<CODE BEG NS>
function decode _check(aut h_pages[], decoded |pi, decoded |ength) {
/'l check decoded_ | pi does not exceed naxi mum val ue
if (decoded | pi >= 16) {
ret urn DECODE_FAI LURE
}

/1l check that decoded | ength does not exceed DRI P maxi num val ue
if (decoded |ength > 201) {

return DECCODE_FAI LURE
}

/1 grab the page at index where length ends and extract its data
auth_data = aut h_pages[ (decoded | ength - 17) / 23].data

/1 find the index of last auth byte

|l ast_auth byte = (17 + (23 * last_auth_page)) - decoded | ength

/1 look for non-nulls after the last auth byte

if (auth_data[(last_auth_byte + 2):] has non-nulls) {
return DECODE_FAI LURE

}

/1l check that byte directly after last auth byte is nul
if (auth_data[last_auth_byte + 1] equals null) {
return DECODE_FAI LURE

}
/1 we set our presunmed Additional Data Length (ADL)
presunmed_adl = auth_data[last_auth_byte + 1]

/1 use the presuned ADL to cal cul ate a presuned
/lLast Page Index (LPI, a field defined in [F3411])
presunmed | pi = (presuned_adl + decoded |ength - 17) / 23

/1 check that presuned LPI and decoded LPI nmatch
if (presuned_|pi not equal decoded_|pi) {
return DECODE_FAI LURE



5.

6.

6.

6.

6.

1eturn DECCDE_SUCCESS
}<C(I)E ENDS>
Figure 12: Pseudocode for Decode Checks
3. FEC Limtations

The worst-case scenario is when the Authentication Data / Signature_
ends perfectly on a page boundary (Page N-1). This neans the
_Additional Data Length_ would start the next page (Page N) and have
22 octets worth of null padding to align the FEC to begin at the
start of the next page (Page N+1). 1In this scenario, an entire page
(Page N) is being wasted just to carry the _Additional Data Length_.

Requi rements and Reconmendati ons
1. Legacy Transports

Under DRIP, the goal is to bring reliable receipt of the paged

Aut henti cati on Message usi ng Legacy Transports. FEC (Section 5) MJST
be used, per mandated RID rules (for exanple, the US FAA RID Rul es

[ FAA- 14CFR] ), when using Legacy Transports (such as Bluetooth 4.x).

Under [F3411], Authentication Messages are transnmitted at the static
rate (at |least every 3 seconds). Any DRIP Authentication Messages
contai ning dynam c data (such as the DRIP Wapper) MAY be sent at the
dynanic rate (at |east every 1 second).

2. Extended Transports

Under the ASTM specification, Extended Transports of RID nust use the
Message Pack (Message Type OxF) format for all transmissions. Under
Message Pack, ASTM Messages are sent together (in Message Type order)
in asingle frane (up to 9 single-frame equi val ent nessages under
Legacy Transports). Message Packs are required by [F3411] to be sent
at a rate of 1 per second (like dynam c nessages).

Message Packs are sent only over Extended Transports that provide
FEC. Thus, the DRI P decoders will never be presented with a Message
Pack from which a constituent Authentication Page has been dropped;
DRI P FEC coul d never provide benefit to a Message Pack, only consume
its precious payl oad space. Therefore, DRIP FEC (Section 5) MJST NOT
be used in Message Packs.

3. Authentication
To fulfill the requirenents in [RFCO9153], a UA MIST:

1. send DRIP Link (Section 4.2) using the BE Apex, RAA (partially
satisfying GEN-3); at |east once per 5 minutes. Apex in this
context is the DET prefix owner.

2. send DRIP Link (Section 4.2) using the BE: RAA, HDA (partially
satisfying GEN-3); at |east once per 5 mnutes.

3. send DRIP Link (Section 4.2) using the BE: HDA, UA (satisfying
ID5 GEN1 and partially satisfying GEN-3); at |east once per
m nut e.

4. send any other DRI P Authentication Format (non-DRIP Link) where
the UAis dynamcally signing data that is guaranteed to be
uni que, unpredictable, and easily cross checked by the receiving
device (satisfying D5, CGEN-1 and GEN-2); at |east once per 5
seconds.



An Cbserver’s receiver nmust verify the signature (cryptographically,
as specified in Section 3.1.1) on each of the 4 nessages sent in the
operations specified inmedi ately above and the Cbserver MJST validate
the signed content (via non-cryptographic neans) of the 4th nessage
sent in the last operation i medi ately above (the non-DRI P Link
message) .

These transm ssion, receiver verification, and Qoserver validation
requirenents collectively satisfy GEN 3.

6.4. (Operational

UAS operation nmay inpact the frequency of sending DRI P Authentication
Messages. Wien a UA dwells at an approxi mate | ocation, and the
channel is heavily used by other devices, |ess frequent nessage

aut hentication may be effective (to mininize RF packet collisions)
for an (bserver. Contrast this with a UA transiting an area, where
aut henti cat ed nessages SHOULD be sufficiently frequent for an
observer to have a high probability of receiving an adequate nunber
for validation during the transit.

A RECOMMENDED operational configuration (in alignment with
Section 6.3) with rationale can be found in Appendix B. It
recomrends the foll owi ng once per second:

* Under Legacy Transport:

- Two sets of those ASTM Messages required by a CAAin its
jurisdiction (exanple: Basic ID, Location/Vector, and System
and one set of other ASTM Messages (exanple: Self ID, Operator
| D)

-  An FEC-protected DRI P Manifest enabling authentication of those
ASTM Messages sent

- A single page of an FEC- protected DRI P Link
* Under Extended Transport:

- A Message Pack of ASTM Messages (up to 4) and a DRI P Wapper
(per Section 4.3.2)

- A Message Pack of a DRI P Link
6.4.1. DRI P Wapper

If DRIP Wappers are sent, they MJST be sent in addition to any

requi red ASTM Messages in a given jurisdiction. An inplementation
MUST NOT send DRI P Wappers in place of any required ASTM Messages it
may encapsul ate. Thus, nessages within a Wapper are sent tw ce:
once in the clear and once authenticated within the Wapper.

The DRI P Wapper has a specific use case for DRI P-aware (bservers.
For an Cbserver plotting Location/Vector Messages (Message Type 0x2)
on a map, display of an enbedded Location/Vector Message in a DRI P
W apper can be marked differently (e.g., via color) to signify trust
in the Location/Vector data.

6.4. 2. UAS RID Trust Assessnent

As described in Section 3.1.2, the Obhserver MJST performvalidation
of the data being received in Broadcast RID. This is because trust
inakey is different fromtrust that an observed UA possesses that
key.



A chain of DRIP Links provides trust in a key. A nessage, signed by
that key, containing data that changes rapidly and is not predictable
far in advance (relative to typical operational flight tinmes) but
that can be validated by ohservers, provides trust that sone agent
with access to that data al so possesses that key. |If the validation
i nvol ves correl ating physical world observations of the UAwth
clainms in that data, then the probability is high that the observed
UA is (or is collaborating with or observed in real time by) the
agent with the key.

At | east once per Observation session, after signature verification
of any DRI P Authenticati on Message containing UAS RI D information
el ements (e.g., DRIP Wapper, Section 4.3), the Cbserver mnust use
other sources of information to correl ate against and perform
validation (as specified in Section 6.3). An exanple of another
source of information is a visual confirmation of the UA position.

When correlation of these different data streans does not match in
acceptabl e thresholds, the data MJST be rejected as if the signature
failed to validate. Acceptable threshold limts and what happens
after such a rejection are out of scope for this docunent.

7. Summary of Addressed DRI P Requirenents

The following requirenments as defined in [ RFCO153] are addressed in
t hi s docunent:

ID-5: Non-spoofability

Addressed using the DRIP Wapper (Section 4.3), DRI P Mnifest
(Section 4.4), or DRIP Frame (Section 4.5).

GEN-1: Provabl e Omnership

Addressed using the DRIP Link (Section 4.2) and DRI P W apper
(Section 4.3), DRIP Manifest (Section 4.4), or DRIP Frame
(Section 4.5).

GEN-2: Provabl e Binding

Addressed using the DRIP Wapper (Section 4.3), DRI P Mnifest
(Section 4.4) or DRIP Frane (Section 4.5).

GEN-3: Provabl e Registration
Addr essed using the DRIP Link (Section 4.2).
8. | ANA Consi derations
8.1. | ANA DRIP Registry

| ANA has created the "DRIP SAM Types" and "DRI P Franme Types"
registries within the "Drone Renote ID Protocol" registry group
(https://wwv i ana. org/ assi gnnent s/ dri p).

DRI P SAM Types:
This registry is a mrror for SAM Types contai ning the subset of
al l ocati ons used by DRI P Authentication Messages. Future
addi ti ons MJST be done through ASTM s desi ghated registrar, which
is |CAO [ASTM Renote-1D] at the time of publication of this RFC
(2024). The registration procedure for DRIP (only) SAM Types is
St andards Action [ RFC8126]. Requests for new DRI P SAM Type
registrations will be coordinated by | ANA and the ASTM desi gnat ed
registrar of all SAM Types before being docunented in Standards
Track RFCs. The followi ng val ues have been allocated to the | ETF:



[ ey C————————— s —p—_—_——————————————(———(—(——————
| SAM Type | Nane | Description |
[ el sy ey
| 0x01 | DRIP Link | Format to hol d Broadcast Endorsenents

T S IR Fo e e eemeeeeieeieeccicemeaccneaaaas +
| 0x02 | DRIP | Authenticate full ASTM Messages |
| | Wapper | |
TS S o e m e e e e e e e e e e e e mo oo +
| 0x03 | DRIP | Authenticate hashes of ASTM Messages

| | Manifest | |
T S IR Fo e e eemeeeeieeieeccicemeaccneaaaas +
| O0x04 | DRIP | Format for future DRI P authentication |
| | Frame | |
TS S o e m e e e e e e e e e e e e mo oo +

Tabl e 2: DRI P SAM Types

DRI P Frame Types:
This 8-bit value registry is for Frame Types in DRI P Frane
Aut hentication Messages. Future additions to this registry are to
be nmade through Expert Review (Section 4.5 of [RFC8126]) for
val ues 0x01 to Ox9F and First Cone First Served (Section 4.4 of
[ RFC8126]) for values OxAO to OXEF. The follow ng values are

def i ned:
B e el e s e s
| Frane Type | Nane | Description |
| 0x00 | Reserved | Reserved |
o m e e e oo - S o e e e e e e e meme oo +
| Ox01 - OxEF | Unassi gned | |
S R o mm e e e e e e a— oo oo +
| OxFO- OxFF | Experinental | Reserved for Experinental Use |
S oo s o m e e e e e e aaao o +

Table 3: DRIP Frane Types

Criteria that should be applied by the designated experts includes
det erm ni ng whether the proposed registration duplicates existing
functionality and whether the registration description is clear and
fits the purpose of this registry.

Regi stration requests MJST be sent to drip-reg-review@etf.org
(mailto:drip-reg-review@etf.org) and be eval uated by one or nore
desi gnated experts within a three-week review period. Wthin that
revi ew period, the designated experts will either approve or deny the
regi stration request, and conmuni cate their decision to the review
list and I ANA. Denials should include an explanation and, if
appl i cabl e, suggestions to successfully register the DRIP Frane Type.

Regi stration requests that are undetermned for a period | onger than
28 days can be brought to the IESG s attention for resolution

Security Considerations
.1. Replay Attacks

[ F3411] (regardless of transport) lacks replay protection, as it nore
fundanental ly lacks fully specified authentication. An attacker can
spoof the UA sender MAC address and UAS ID, replaying (with or

wi t hout nodification) previous genui ne nessages, and/or crafting
entirely new nessages. Using DRIP in [F3411] Authentication Message
fram ng enabl es verification that nessages were signed with

regi stered keys, but when naively used may be vul nerable to replay
attacks. Technol ogies such as Single Enmitter ldentification can
detect such attacks, but they are not readily avail able and can be



prohi bitively expensive, especially for typical Cbserver devices such
as snartphones.

Repl ay attack detection using DRI P requires Cbserver devices to
conbine information frommultiple Broadcast R D nessages and from
sources other than Broadcast RID. A conplete chain of Link messages
(Section 4.2) froman Endorsenment root of trust to the clained sender
must be collected and verified by the Cbserver device to provide
trust in a key. Successful signature verification, using that public
key, of a Wapper (Section 4.3) or Mnifest (Section 4.4) nessage,
aut henticating content that is nonce-like (see bel ow), provides trust
that the sender actually possesses the correspondi ng private key.

The term "nonce-1like" describes data that is unique, changes
frequently, is not accurately predictable |long in advance, and is
easily validated (i.e., can be checked quickly at |ow conputationa
cost using readily avail able data) by the Cbserver. A Location/
Vector Message is an obvious choice. This is described in

Section 3.1.2.2 and Section 6.3 (requirenment 4). A Location/Vector
Message [ F3411] reporting precise UA position and velocity at a
preci se and very recent tinme can be checked by the Cbserver agai nst
vi sual observations of UA within both RF and Visual Line of Sight.

For normative specification of the foregoing, see Sections 3.1.2 and
6.4.2. As non-normative clarification, the requirenents are
satisfied as foll ows:

The public key corresponding to a given DET (i.e., the key attested
inthe DRIP Link (BE: HDA, UA) that is the last link in the rel evant
chain of DRIP Links) is used by an Cbserver’'s receiver to try to

aut henti cate some signed nessage.

If the signature check passes,
_and_ the nessage was a Wapper or Manifest,

_and_ the w apped or manifested message contai ned content that was
nonce- | i ke,

_and_ the Observer validated that content by non-cryptographic
means (e.g., if the wapped or manifested nessage was a Location/
Vector Message and the UA was visually observed to be in
approximately the clained |location at the reported tine),

_only then_ can the Cbserver trust that the currently observed
sendi ng UA actual |y possesses the correspondi ng private key (and thus
owns the correspondi ng DET).

Messages that pass signature verification with trusted keys coul d
still be replays if they contain only static information (e.g.,

Br oadcast Endorsenents (Section 4.2), [F3411] Basic ID, or [F3411]
Operator ID), or information that cannot be readily validated (e.g.,

[ F3411] Self-1D). Replay of Link nessages is harm ess (unless sent
so frequently as to cause RF data |ink congestion) and indeed can
increase the likelihood of an Cbserver device collecting an entire
trust chain in a short tinme window Replay of other nmessages

([ F3411] Basic ID, [F3411] COperator ID, or [F3411] Self-ID) renmains a
vul nerability, unless they are conbined with nessages containing
nonce-1li ke data ([F3411] Location/Vector or [F3411] System) in a

W apper or Mnifest. For specification of this last requirenment, see
Section 4.4.2.

9.2. Wapper vs Manifest

I mpl enent ati ons have a choice of using Wapper (Section 4.3),
Mani fest (Section 4.4), or a conbination to satisfy the fourth



9. 3.

requirenent in Section 6.3.

W apper is an attached signature on the full content of one or nore
[ F3411] nessages, providing strong authentication. Wapper is an
attached signature of the full content of one or nore [F3411]
messages, providing strong authentication. However, the size
limtation nmeans it cannot support such signatures over other

Aut henti cation Messages; thus, it cannot provide a direct binding to
any part of the trust chain (Sections 3.1.2 and 6. 4. 2).

Mani fest explicitly provides the binding of the last link in the
trust chain (with the inclusion of the hash of the Link containing
BE: HDA, UA). The use of hashes and their length also allows for a
| arger nunmber (11 vs 4) of [F3411] nessages to be authenti cated,
making it nore efficient conpared to the Wapper. However, the
detached signature requires additional Cbserver overhead in storing
and conpari ng hashes of received nessages (sone of which may not be
received) with those in a Manifest.

Appendi x B contains a breakdown of franme counts and an exanple of a
schedul e using both Manifest and Wapper. Typical operation may see
(as an exanple) 2x Basic ID, 2x Location/Vector, 2x System 1x
Operator ID and 1x Self 1D broadcast per second to conply with
jurisdiction nmandates. Each of these nmessages is a single frane in
size. A Link nessage is 8 franmes long (including FEC). This is a
base frame count of *16 franes*

When Wapper is used, up to four of the previous nessages (except the
Li nk) can be authenticated. For this conparison, we will sign al

the messages we can in two Wappers. This results in _20 franmes_
(with FEC). Due to size constraints, the Link message is left

unaut henticated. The total frame count using Wappers is *36 franes*
(wrapper franme count + base frame count).

When Manifest is used, up to 10 previ ous nmessages can be
aut henticated. For this example, all nmessages (8) are hashed
(including the Link) resulting in a single Manifest that is _9

frames_ (with FEC). The total frane count using Manifest is *25
franmes* (mani fest frane count + base frame count).

VNA Timestanp O fsets for DRI P Authentication Formats

Not e the di scussion of VNA Tinestanp offsets here is in the context
of the DRIP Wapper (Section 4.3), DRIP Mnifest (Section 4.4), and
DRI P Frame (Section 4.5). For DRIP Link (Section 4.2), these offsets
are set by the DIME and have their own set of considerations in

[ DRI P- REG .

The offset of the _VNA Tinestanp by UA_is one that needs careful
consideration for any inplenentation. The offset should be shorter
than any given flight duration (typically |less than an hour) but be
| ong enough to be received and processed by Observers (larger than a
few seconds). It is reconmended that 3-5 ninutes should be
sufficient to serve this purpose in any scenario, but it is not
limted by design.

9.4. DNS Security in DRIP

10.

10.

As stated in Section 3.1 specification of particular DNS security
options, transports, etc. is outside the scope of this document. The
mai n specification for DNS operations in DRIP [DRIP-REG w |l specify
appl i cabl e best common security practices (e.g., from|[RFC9364]).
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Appendi x A.  Authentication States

ASTM Aut henti cation has only three states: None, Invalid, and Valid.
This is because, under ASTM the authentication is done by an
external service hosted somewhere on the Internet so it is assuned an
authoritative response will always be returned. This classification
becones nore conplex in DRIP with the support of "offline" scenarios
where an Qbserver does not have Internet connectivity. Wth the use
of asymmretric cryptography, this nmeans that the public key (PK) nust
sonmehow be obtained. [DRIP-REG provides nore detail on how these
keys are stored on the DNS and how DRI P Aut henti cati on Messages can
be used to send PKs over Broadcast RID.

There are a few keys of interest: the PK of the UA and the PKs of

rel evant DI MEs. This docunent describes howto send the PK of the UA
over the Broadcast RI D nessages. The keys of DI MEs are sent over

Br oadcast RID using the sane nechani sns (see Sections 4.2 and 6. 3)

but MAY be sent at a far |ower rate due to potential operational
constraints (such as saturation of limted bandwi dth). As such,
there are scenarios where part of the key-chain may be unavail abl e at
the monent a full Authentication Message is received and processed.

The intent of this informative appendix is to recommend a way to
classify these various states and convey it to the user through
colors and state nanes/text. These states can apply to either a
single Authentication Message, a DET (and its associated public key),
and/ or a sender.

Table 4 briefly describes each state and recomends an associ at ed

col or.
[ ety et el
| State | Color | Details |
| None | Black | No Authentication has been or is |
| | | being received (as yet) |
R S SRR o e e e e e e e e e e e e oo oo +
| Partial | Gay | Authentication being received but |
| | | m ssing pages |
. Fommmaa - T T T ey +
| Unsupported | Brown | Authentication Type / SAM Type of |
| | | received message not supported |
R S SRR o e e e e e e e e e e e e oo oo +

| Unverifiable | Yellow | Data needed for signature |
| | | verification is missing |

. Fommmaa - T T T Ty +
| Verified | Geen | Valid signature verification and |
| | | content validation |
R S SRR o e e e e e e e e e e e e oo oo +
| Trusted | Blue | Evidence of Verified and DIME is |

| | | marked as only registering DETs |
| | | for trusted entities |

| Unverified | Red | I'nvalid signature verification or |
| | | content validation |

| Questionable | Orange | Evidence of both"Verified and |
| | | Unverified for the sane clainmed |
| | | sender |

| Conflicting | Purple | Evidence of both Trusted and
| | | Unverified for the sane clai ned |
| | | sender |



Table 4: Authentication State Nanes, Colors, and Descriptions
A. 1. None: Black

The default state where authentication information has not yet been
received and is not currently being received.

A 2. Partial: Gay

A pendi ng state where Authentication Pages are being received, but a
full Authentication Message has yet to be conpil ed.

A. 3. Unsupported: Brown

A state wherein authentication data is being or has been received but
cannot be used, as the Authentication Type or SAM Type is not
supported by the Cbserver.

A 4. Unverifiable: Yell ow

A pending state where a full Authentication Message has been received
but other information, such as public keys to verify signatures, is
n ssi ng.

A.5. Verified: Geen

A state where all Authentication Messages that have been received
fromthat clainmed sender up to that point pass signature verification
and the requirement of Section 6.4.2 has been net.

A.6. Trusted: Blue

A state where all Authentication Messages that have been received
fromthat clained sender up to that point have passed signature
verification, the requirenent of Section 6.4.2 has been net, and the
public key of the sending UA has been marked as trusted.

The sending UA key will have been marked as trusted if the rel evant
DI MEs only register DETs (of subordinate DI MEs, UAS operators, and
UA) that have been vetted as per their published registration
policies, and those DI MEs have been marked, by the owner (individual
or organizational) of the Cbserver, as per that owner’s policy, as
trusted to register DETs only for trusted parties.

A. 7. Questionable: Oange

A state where there is a mix of Authenticati on Messages received that
are Verified (Appendix A.5) and Unverified (Appendix A 8).

State transitions from Verified to Questionable if a subsequent
message fails verification, so it would have ot herwi se been narked
Unverified. State transitions fromUnverified to Questionable if a
subsequent nessage passes verification or validation, so it would
ot herwi se have been marked Verified. It may transition fromeither
of those states upon mxed results on the requirement of

Section 6.4. 2.

A.8. Unverified: Red
A state where all Authentication Messages that have been received
fromthat clainmed sender up to that point failed signature
verification or the requirenment of Section 6.4.2.

A.9. Conflicting: Purple

A state where there is a mix of Authentication Messages received that



are Trusted (Appendix A.6) and Unverified (Appendix A 8) and the
public key of the aircraft is marked as trusted.

State transitions from Trusted to Conflicting if a subsequent nessage
fails verification, so it would have otherw se been narked
Unverified. State transitions fromUnverified to Conflicting if a
subsequent nessage passes verification or validation and policy
checks, so it would otherwi se have been marked Trusted. It may
transition fromeither of those states upon mxed results on the
requi renent of Section 6.4.2.

Appendi x B. Operational Reconmendation Anal ysis

The recomendations in Section 6.4 may seem heavy-handed and
specific. This informative appendi x |ays out the math and
assunptions nmade that resulted in those recommendati ons and provides
an exanpl e.

In all jurisdictions known to the authors of this docunment as of its
publication (2024), at least the foll owi ng ASTM Messages are required
to be transnitted at | east once per second:
* Basic I D (0x1)
* Location (0x2)
* System (0x4)
Eur ope al so requires:
* (Operator |ID Message (0x5)
Japan requires not one but two Basic |ID nessages:
* one carrying a manufacturer assigned serial number
* one carrying a CAA assigned registration number
Japan al so requires:
* Authentication (0x2) using their own uni que schene
In all jurisdictions, one further nessage is optional, but highly
recomended for carriage of additional information on the nature of
the energency if the Emergency value is sent in the Operationa
Status field of the Location/Vector Message:
* Self ID (0x3)
To inprove the |ikelihood of successful tinmely receipt of regul ator
required RID data el enments, nobst inplenentations send at a hi gher
rate, whether by repeating the sane nessages in the sane one second
interval, or updating nessage content and sendi ng nessages nore
frequently than once per second. Excessive sending rate, however,
coul d congest the RF spectrum |eading to collisions and counter-
intuitively actually reducing the likelihood of tinely receipt of RID
dat a.

B.1. Page Counts vs Frame Counts

There are two fornmulas to determ ne the nunber of Authentication
Pages required. The following fornula is for Wapper:

<CCDE BEG NS>
wr apper _struct _size = 89 + (25 * num_ ast m nessages)
wr apper _page_count = ceiling((wapper_struct_size - 17) / 23) + 1



<CODE ENDS>
The following fornula is for Manifest:

<CCDE BEG NS>

mani f est _struct_size = 89 + (8 * (num.astm hashes + 3))

mani f est _page_count = ceiling((manifest_struct_size - 17) / 23) + 1
<CODE ENDS>

A simlar fornula can be applied to Links, as they are of fixed size:
<CODE BEG NS>

i nk_page_count = ceiling((137 - 17) / 23) + 1 =7

<CODE ENDS>

Conparing Wapper and Mani fest Authentication Message page counts
agai nst total frame counts, we have the foll ow ng:

B Sl el e s sl s s
| ASTM | Wapper | Manifest | ASTM Messages + | ASTM Messages |
| Messages | (WFEC) | (WFEC) | Wapper (W FEC) | + Manifest |
I I I I | (w FEC) I
B ool ety oo oo oo sl e
| 0 | 5(6) | 6(7) | 5 (6) | 6 (7) I
F--- - - F---- - - - F--- - - I e I T S I +
| 1 | 6 (7) | 6(7) | 7 (8) | 7 (8) I
I L I I I i +
| 2 | 7(8) | 6(7) | 9 (10) | 8 (9) I
R Fo-m e - - R I i IR I I T +
| 3 | 8 (9) | 7(8) | 11 (12) | 10 (11) I
F--- - - F---- - - - F--- - - I e I T S I +
| 4 | 9 (10) | 7 (8) | 13 (14) | 11 (12) I
I L I I I i +
| 5 | NA | 7 (8) | NA | 12 (13) |
R Fo-m e - - R I i IR I I T +
| 6 | NA | 8 (9) | NA | 14 (15) |
F--- - - F---- - - - F--- - - I e I T S I +
| 7 | NA | 8 (9) | NA | 15 (16) |
I L I I I i +
| 8 | NA | 8 (9) | NA | 16 (17) |
R Fo-m e - - R I i IR I I T +
| 9 | NA | 9 (10) | NA | 18 (19) |
F--- - - F---- - - - F--- - - I e I T S I +
| 10 | NA | 9 (10) | NA | 19 (20) |
I L I I I i +
| 11 | NA | 9 (11) | NA | 20 (22) |
R Fo-m e - - R I i IR I I T +

Tabl e 5: Page and Franme Counts
Li nk shares the sane page counts as Manifest with 5 ASTM Messages.
B.1.1. Special Cases
B.1.1.1. Zero ASTM Messages
Zero ASTM Messages (see Table 5) is where Extended W apper
(Section 4.3.2) without FEC is used in Message Packs. Wth a naximum
of nine "message slots" in a Message Pack, an Extended Wapper fills
five slots; thus it can authenticate up to four ASTM Messages co-
| ocated in the sane Message Pack.
B.1.1.2. Eleven ASTM Messages

El even ASTM Messages (see Table 5) is where a Manifest with FEC
i nvokes the situation nentioned in Section 5. 3.



B. 2.

El even i s the maxi mum nunber of ASTM Message Hashes that can be

supported resulting

in 14 total

hashes.

This completely fills the

_Evidence_ field of the UA-Signed Evidence Structure_ naking its

total size 200 octet
((201 - 17) / 23
next page (Page 10).
of Page 10 is null
Page 11,

S.
8),

Per rule 1 in Section 5.1,

This fits on exactly 9 Authentication Pages
so when the ADL is added,

it is placed on the
this neans that all

padded (expect the ADL octet) and FEC data fills
resulting in a plus-two page count when FEC is applied.

This drives the recomrendation is Section 4.4 to only use up to 10

ASTM Message Hashes,

Ful |

not 11.

Thi s exanple (Figure 13)
Messages can be authenticated over
overhead in Authentication Pages.

in this exanple,

because,

Aut henti cati on Exanpl e

for those,

achi eved usi ng Extended Wapper (Section 4.3.2).
one containing up to four ASTM

Packs are sent

in a given cycle:
Messages and an Ext ended Wapper (authenticating the pack),

is focused on showi ng that 100% of ASTM
Legacy Transports with up to 125%
Ext ended Transports are not shown
Aut hentication with DRIP is

Two ASTM Message

and one

containing a Link message with a Broadcast Endorsenment and up to two
ot her ASTM Messages.

This exanple transmt schenme covers and neets every known regul atory
case enabling manufacturers to use the same firmware worl dwi de.

Basi ¢ | D Message
Basi ¢ | D Message
Basi ¢ | D Message
Basi ¢ | D Message
Locati on/ Vect or

Sel f

Oper at or

Lly, Z]

Wy, z]

My, z]
y = Start Page
z = End Page

Enmpty Frame Sl ot

*

Frame Sl ots

05 -

(0x0)
(0x0)
(0x0)
(0x0)

07

I D

ID Type 2
I D

I

D Type 4

Message (0x1)
I D Message (0x3)
Syst em Message (0x4)
| D Message (0x5)

08 - 16 | 17 |
--------- fom e et
MO,8] | L/WO] |
--------- e
MO,8] | L/W1] |
--------- foeme et
MO,8] | L/IW2] |
--------- fom e et
MO,8] | L/W3] |
--------- e
MO,8] | L/WA4] |
--------- foeme et
MO,8] | L/IWS] |
--------- fom e et
MO,8] | L/WE] |
--------- e
MO,8] | L/IWT7] |
--------- foeme et

DRI P Li nk Authentication Message (0x2)
DRI P Wapper Authenticati on Message (0x2)
DRI P Mani fest Aut hentication Message (0x2)

Message in DRI P Manifest Authentication Message



Figure 13: Exanple of a Fully Authenticated Legacy Transport
Transmit Schedul e

Every conmon required nmessage (Basic ID, Location/Vector, and System
is sent twice along with Operator ID and Self IDin a single second.
The Manifest is over all nessages (8) in slots 00 - 04 and 05 - 07

In two seconds, either a Link or Wapper is sent. The content and
order of Links and Wappers runs as foll ows:

Li nk: HDA on UA

Li nk: RAA on HDA

Li nk: HDA on UA

Li nk: Apex on RAA

Li nk: HDA on UA

Li nk: RAA on HDA

Li nk: HDA on UA

W apper: Location/Vector (0x1), System (0x4)
Li nk: HDA on UA

Li nk: RAA on HDA

Li nk: HDA on UA

Li nk: Apex on RAA

Li nk: HDA on UA

Li nk: RAA on HDA

Li nk: HDA on UA

W apper: Location/Vector (0x1), System (0x4)
Li nk: 1 ANA on UAS RI D Apex

After perfect receipt of all nessages for a period of 8 seconds, al
messages sent during that period have been authenticated using the
Mani fest (except for the Authentication Messages thenselves). Wthin
136 seconds, the entire Broadcast Endorsenent chain is received and
can be validated. Interspersed in this schedule are 4 nessages sent
not only in their basic [F3411] form but also in DRI P Wapper
messages, together with their attached signatures, to defend agai nst
the possibility of attack against the detached signatures provided by
the Mani fest nessages.

B.2.1. Raw Exanple
Assum ng the foll owi ng DET and HI

2001: 3f: f e00: 105: a29b: 3ff 4: 2226: cO4e
b5f ef 530d450dedb59ebaf a18b00d7f 5ed0ac08a81975034297bea2b00041813

The foll owi ng ASTM Messages are to be sent in a single second:

0240012001003f f e000105a29b3f f 42226¢c04e000000000000
12000000000000000000000000000000000000000060220000
32004578616d706c652053656c662049440000000000000000
420000000000000000000100000000000000000010€a510900
52004578616d706c65204f 70657261746f 7220494400000000
0240012001003f f e000105a29b3f f 42226c04e000000000000
12000000000000000000000000000000000000000060220000
420000000000000000000100000000000000000010€a510900

This is a Link with FEC that would be spread out over 8 seconds:

2250078910ea510904314b8564b17e66662001003f f e000105
2251a29b3f f 42226c04eb5f ef 530d450dedb59ebaf a18b00d7
2252f 5ed0ac08a81975034297bea2b000418132001003f f e00
22530105b82bf 1¢99d87273103f c83f 6ecd9b91842f 205¢222
2254dd71d8el65adl18ca9ldaf 9299a73eec850c756a7e9bed6
2255f 51dddf aOf 09db7bf ddel4eec07c7a6dd1061cld5ace94
2256d9ad97940d280000000000000000000000000000000000



2257a03b0f 7a6f eb0d198167045058cf c49f 73129917024d22
This is a Wapper with FEC that woul d be spread out over 8 seconds:

2250078b10ea510902e0dd7¢6560115e671200000000000000
22510000000000000000000000000060220000420000000000
2252000000000100000000000000000010ea5109002001003f
2253f e000105a29b3f f 42226c04ef Oecad581a030ca790152a
22542f 08df 5762a463e24a742d1c530ec977bbe0d113697e2b
2255b909d6¢c7557bdaf 1227ce86154b030daaddad4a6hb8474de
22569a62f 6¢375020826000000000000000000000000000000
2257f 5e8eebchb04f 8¢2197526053e66¢c010d5d7297f f 7c1f e0

This is the Manifest with FEC sent in the sane second as the origina
nessages:

225008b110ea510903e0dd7¢c6560115e670000000000000000
2251d57594875f 8608b4d61dc9224ecf 8b842bd4862734ed01
22522ca2e5f 2b8a3e61547b81704766ba3eeb651be7eaf c928
22538884e3e28a24f d5529bc2bd4862734ed012ca2e5f 2b8a3
2254e61547b81704766ba3eeb62001003f f e000105a29b3f f 4
22552226¢c04ef b729846e7d110903797066f d96f 49a77c5a48
2256¢c4c3b330be05bc4a958e9641718aaa3laeabad368386a2
22579ed2dce2769120da83edbcdc0858dd1e357755e7860317
2258e7c06a5918ea62a937391cbf e0983539del1b2e688b7c83
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