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Abstract

"Application-Layer Traffic Optimization (ALTO Protocol" (RFC 7285)
| everages HTTP/ 1.1 and is designed for the sinple, sequential
request-reply use case, in which an ALTO client requests a sequence
of information resources and the server responds with the conplete
content of each resource, one at a tine.

RFC 8895, which describes ALTO i ncrenental updates using Server- Sent
Events (SSE), defines a multiplexing protocol on top of HTTP/1.X, so
that an ALTO server can increnentally push resource updates to
clients whenever nonitored network information resources change,
allowing the clients to nonitor nultiple resources at the sane tine.
However, HTTP/2 and | ater versions already support concurrent, non-
bl ocki ng transport of nultiple streans in the sane HITTP connection

To take advantage of newer HTTP features, this docunment introduces
the ALTO Transport Information Publication Service (TIPS). TIPS uses
an increnmental RESTful design to give an ALTO client the new
capability to explicitly and concurrently (in a non-bl ocki ng nanner)
request (or pull) specific increnmental updates using HTTP/ 2 or
HTTP/ 3, while still functioning for HTTP/ 1.1
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1. Introduction
The Application-Layer Traffic Optimzation (ALTO protocol provides

means for network applications to obtain network status information.
So far, the ALTO information can be transported in two ways:



1. Using the ALTO base protocol [RFC7285], which is designed for the
sinple use case in which an ALTO client requests a network
i nformati on resource and the server sends the conplete content of
the requested information (if any) resource to the client.

2. Using ALTO increnental updates using Server-Sent Events (ALTQO
SSE) [RFC8895]; this method is designed for an ALTO client to
indicate to the server that it wants to receive updates for a set
of resources, and the server can then concurrently and
incremental |y push updates to that client whenever nonitored
resources change

Both protocols are designed for HITP/1.1 [RFC9112]. Wile they stil
work with HTTP/ 2 [ RFC9113] and HTTP/ 3 [ RFC9114], ALTO and ALTQ SSE
cannot take full advantage of new features offered by HTTP/ 2 and
HTTP/ 3.

* First, consider the ALTO base protocol, which is designed to
transfer only conplete information resources. A client can run
the base protocol on top of HTTP/2 or HTTP/3 to request nultiple
i nformati on resources in concurrent streans, but each request nust
be for a conplete information resource: there is no capability for
the server to transnit increnmental updates. Hence, there can be a
| arge overhead when the client already has an information resource
and then there are small changes to the resource.

* Next, consider ALTQO SSE [ RFC8895]. Although ALTQ SSE can transfer
incremental updates, it introduces a custonized nultiplexing
protocol on top of HTTP, assuming a total-order nessage channe
fromthe server to the client. The multiplexing design does not
provide naming (i.e., a resource identifier) to individua
incremental updates. Such a design cannot use concurrent data
streans available in HTTP/ 2 and HTTP/ 3 because both cases require
a resource identifier. Additionally, ALTO SSE is a push-only
protocol, which denies the client flexibility in choosing how and
when it receives updates.

To mitigate these concerns, this docunent introduces a new ALTO
service called the Transport Information Publication Service (TIPS)
TIPS uses an increnmental RESTful design to provide an ALTO client
with a new capability to explicitly, concurrently issue non-bl ocking
requests for specific incremental updates using HTTP/ 2 or HITP/ 3,
while still functioning for HITP/ 1.1

Wil e both ALTQO SSE [ RFC8895] and TIPS can transport increnental
updates of ALTO information resources to clients, they have different
design goals. The TIPS extension enables nore scal abl e and robust
distribution of incremental updates but is nissing the session
managenent and built-in server push capabilities of ALTO SSE. From
the performance perspective, TIPS is optim zing throughput by

| everagi ng concurrent and out-of-order transport of data, while ALTQO
SSE is optimizing | atency as new events can be i mediately
transferred to the clients without waiting for another round of
communi cati on when there are multiple updates. Thus, we do not see
TIPS as a replacenent for ALTO SSE, but as a conplenent to it. One
exanpl e of conbining these two extensions is shown in Section 6. 3. 3.

Note that future extensions may | everage server push, a feature of
HTTP/ 2 [ RFC9113] and HTTP/ 3 [ RFC9114], as an alternative of SSE. W
di scuss why this alternative design is not ready at the tine of
witing in Appendi x C

Specifically, this docunent specifies:

* Extensions to the ALTO Protocol for dynami c subscription and
efficient uniformupdate delivery of an increnentally changing



network i nformation resource.

* A new resource type that indicates the TIPS updates graph nodel
for a resource

* URI patterns to fetch the snapshots or increnental updates.

Sone operational conplexities that nust be taken into consideration
when i nplenmenting this extension are discussed in Section 8: these
i nclude | oad balancing in Section 8.1 and fetching and processing

i ncremental updates of dependent resources in Section 8. 2.

Appendi x B di scusses to what extent the TIPS design adheres to the
best current practices for building protocols with HTTP [ RFC9205].

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

1.2. Not at i ons

Thi s docunent uses the sane syntax and notations as introduced in
Section 8.2 of [RFC7285] to specify the extensions to existing ALTO
resources and servi ces.

2. TIPS Overview
2.1. Transport Requirenents

The ALTO Protocol and its extensions support two transport
mechani sns:

1. Aclient can directly request an ALTO resource and obtain a
conpl ete snapshot of that ALTO resource, as specified in the base
protocol [RFC7285];

2. Aclient can subscribe to increnental changes of one or multiple
ALTO resources using the incremental update extension [RFC3895],
and a server pushes the updates to the client through SSE.

However, the current transport nechani sns are not optim zed for
storing, transmtting, and processing (increnmental) updates of ALTO
i nformati on resources. Specifically, the new transport mechani sm
must satisfy the followi ng requirements

I ncrenental updates: Increnental updates only maintain and transfer
the "diff" upon changes. Thus, it is nore efficient than storing
and transferring the full updates, especially when the change of
an ALTO resource is mnor. The base protocol does not support
incremental updates and the current increnental update mechani sm
in [RFC8895] has limtations (as discussed bel ow).

Concurrent, non-bl ocki ng update transm ssion: Wen a client needs to
receive and apply multiple incremental updates, it is desired to
transmt the updates concurrently to fully utilize the bandw dth
and to reduce head-of-line blocking. Unfortunately, the ALTO
i ncrement al update extension [ RFC8895] does not satisfy this
requirenent. Even though the updates can be multiplexed by the
server to avoid head-of-1ine blocking between nultiple resources,
the updates are delivered sequentially and can suffer from head-
of -1ine blocking inside the connection (for exanple, when there is
a packet |oss).



Long pol ling updates: Long polling updates can reduce the tine to
send the request, nmaking it possible to achieve sub-RTT
transm ssion of ALTO increnmental updates. |In [RFC8895], this
requirenent is fulfilled using SSE and is still desired in the new
ALTO transport.

Backward conpatibility: Wile some of the previous requirenents are
of fered by HTTP/ 2 [RFC9113] and HTTP/ 3 [RFC9114], it is desired
that the new ALTO transport mechani smcan work with HTTP/ 1.1 as
many devel opment tools and current ALTO inpl ementations are based
on HTTP/ 1. 1.

The new ALTO transport specified in this docunent satisfies all of
the follow ng design requirenents above by:

* Reusing the data format introduced in [RFC8895] that enables
i ncrement al updates using JSON patches or merge patches.

* Introducing a unified data nodel to describe the changes
(snapshots and increnental updates) of an ALTO resource, referred
to as a "TIPS view'. 1In the data nodel, snapshots and increnental
updates are indexed as individual HTTP resources followi ng a
uni fi ed nanmi ng convention, independent of the HITP version. Thus,
these updates can be concurrently requested and be transferred in
a non- bl ocki ng manner either by using nultiple connections or
| everaging multiplexed data transfer offered by HTTP/ 2 or HTTP/ 3.

* Basing the unified nami ng convention on a nonotonically increasing
sequence nunber, making it possible for a client to construct the
URL of a future update and send a | ong polling request.

* ©Making the unified nam ng convention i ndependent of the HITP
versions and able to operate atop HTTP/ 1.1, HTTP/ 2, or HITP/ 3.

Thi s docunent assunes the depl oynent nodel discussed in Appendi x A
.2. TIPS Term nol ogy

In addition to the terns defined in [ RFC7285], this docunent uses the
foll owi ng terns:

Transport Information Publication Service (TIPS): A new type of ALTO
service, as specified in this docunent, to enable a uniform
transport mechani smfor updates of an increnentally changing ALTO
network i nformati on resource.

Net work information resource: A piece of retrievable informtion
about network state, per [RFC7285].

TIPS view (tv): The container of increnmental transport infornation
about the network information resource. The TIPS view has one
basi ¢ conmponent, the updates graph (ug), but may include other
transport information

Updates graph (ug): A directed, acyclic graph whose nodes represent
the set of versions of an information resource and whose edges
represent the set of update itens to conpute these versions. An
ALTO map service (e.g., a cost map or a network map) nmay need only
a single updates graph. A dynamic network information service
(e.g., afiltered cost map) may create an updates graph (within a
new TIPS view) for each uni que request. The encoding of an
updates graph is specified in Section 6.1

Version: The representation of a historical content of an
informati on resource. For an information resource, each version



is associated with and uniquely identified by a nonotonically and
consecutively increased sequence nunber. This docunent uses the
term"version s" to refer to the version associated with sequence
nunber "s". The version is encoded as a JSONNunber, as specified
in Section 6. 1.

Start sequence nunber (<start-seg>): The snallest non-zero sequence
nunber in an updates graph

End sequence nunber (<end-seq>): The |argest sequence nunber in an
updat es graph.

Snapshot: A full replacenent of a resource that is contained within
an updat es graph.

Increnental update: A partial replacenment of a resource contained
within an updates graph, codified in this document as a JSON nerge
patch or a JSON patch. An increnmental update is nandatory if the
source version (i) and the target version (j) are consecutive
(i.e., i +1 =j); otherwise, it is optional (or a shortcut).
Mandat ory increnental updates are always in an updates graph
whi | e optional/shortcut increnental updates may or may not be
i ncluded in an updates graph

Update item The content on an edge of the updates graph, which can
be either a snapshot or an increnmental update. An update item can
be considered to be a pair (op, data) where op denotes whether the
itemis an increnmental update or a snapshot and data is the
content of the item

| D#i -#): Denotation of the update itemon a specific edge in the
updates graph to transition fromversion i to version j, where
and j are the sequence nunbers of the source node and the target
node of the edge, respectively.

o m e e e oo - +
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| dient 1 | | dient 2 | | dient 3 |

tvi = TIPS view i
tvi/ug = increnmental updates graph associated with tvi

Figure 1: Overview of ALTO TIPS

Figure 1 shows an exanple illustrating an overview of the ALTO TIPS
extension. The server provides TIPS for two information resources
(#1 and #2) where #1 is an ALTO map service and #2 is a filterable
service. There are three ALTO clients (Cient 1, dient 2, and
Client 3) that are connected to the ALTO server

Each client uses the TIPS viewto retrieve updates. Specifically, a
TIPS view (tvl) is created for the map service #1 and is shared by
multiple clients. For the filtering service #2, two different TIPS
views (tv2 and tv3) are created upon different client requests with
different filter sets.

3. TIPS Updates G aph

In order to provide incremental updates for a resource, an ALTO
server creates an updates graph, which is a directed acyclic graph
that contains a sequence of increnmental updates and snapshots
(collectively called "update itens") of a network infornmation
resource.

3.1. Basic Data Model of an Updates G aph

For each resource (e.g., a cost map or a network map), the

i ncremental updates and snapshots can be represented using the
followi ng directed acyclic graph nodel, where the server tracks the
change of the resource maps with version IDs that are assigned
sequentially (i.e., increnented by one each tine):

* Each node in the graph is a version of the resource, which is
identified by a sequence nunber (defined as a JSONNunber).
Version O is reserved as the initial state (enpty/null).

* Atag identifies the content of a node. A tag has the sanme format
as the "tag" field in Section 10.3 of [RFC7285] and is valid only
within the scope of the resource.

* FEach edge is an update item In particular, the edge fromi to j
is the update itemto transit fromversion i to version j.

* The version is path independent, i.e., different paths arriving at
the node associated with the sanme version have the sane content.

A concrete exanple is shown in Figure 2. There are seven nodes in
the graph, representing seven different versions of the resource.
Edges in the figure represent the updates fromthe source version to
the target version. Thick Iines represent mandatory increnenta
updates (e.g., 1D103-104), dotted lines represent optiona
incremental updates (e.g., 1D103-105), and thin lines represent
snapshots (e.g., 1D0-103). Note that node content is path

i ndependent: the content of node v can be obtained by applying the
updates fromany path that ends at v. For exanple, assunme the |atest
version is 105 and a client already has version 103. The base
version of the client is 103 as it serves as a base upon which

i ncremental updates can be appli ed.

The target version 105 can be:

* directly fetched as a snapshot;



* conputed increnentally by applying the increnmental updates between
103 and 104, then 104 and 105; or,

* conputed incrementally by taking the "shortcut" path from 103 to
105 if the optional update from 103 to 105 exi sts.

+======—+
------ o |
/ $======+
| D0- 101 / |
[/__ (.
+====—==+ | |
tag: 3421097 -> | 101 | I
+======+ | |
| D101-102 || |
\/ | |
F======4 | |
tag: 6431234 -> | 102 | I
+======—+ | |
| D102- 103 || |
\/ | |
+====—==+ / |
Fed el + tag: 0881080 -> | 103 |<-------- A
| Base Version | =======> +======+ | DO- 103 |
Fem s + 103-104 || . |
\/ |
+======4 . |
tag: 6452654 -> | 104 | .. IDLO3 |
+======4+ .. -105 |
| DL04- 105 || | 1D0-105
\/ | . _ /
+======+ /
tag: 7838392 -> | 105 |<----------- /
+======+
| DL05- 106 |
\/
+======—+
tag: 6470983 -> | 106 |
+==—====+4

Figure 2: TIPS Mdel Exanple
.2. Updates Graph Modification Invariants

A server mght change its updates graph (to conpact it, to add nodes,
etc.), but it will need to ensure that any resource state that it
makes available is reachable by clients, either directly via a
snapshot (that is, relative to 0) or indirectly by requesting an
earlier snapshot and a contiguous set of incremental updates.
Additionally, to allow clients to proactively construct URI's for
future update itens, the ID of each added node in the updates graph
will need to increnment contiguously by 1. More specifically, the
updat es graph MJST satisfy the follow ng invariants:

Continuity: At any tine, let ns denote the snmallest non-zero version
(i.e., <start-seg>) in the updates graph and |let ne denote the
| atest version (i.e., <end-seqg>). Then, any version in between ns
and ne MJST also exist. This inplies that the increnmental update
fromni toni + 1 exists for any ns <= ni <= ne, and all the
versi on nunbers in the updates graph (except 0) constitute exactly
the integer interval [ns, ne].

Feasibility: Let ns denote <start-seq> in the updates graph. The
server MJST provide a snapshot of ns; in other words, there is
always a direct link to ns in the updates graph.



4.

4.

"Right shift" only: Assunme a server provides versions in [nl, n2] at
time t and versions in[nl, n2'] at timet’'. If t' >1t, then nl’
>= nl and n2' >= n2

For exanple, consider the case that a server conpacts a resource’s
updat es graph to conserve space, using the exanple nodel in

Section 3.1. Assunme at tinme 0, the server provides the versions
{101, 102, 103, 104, 105, 106}. At time 1, both {103, 104, 105, 106}
and {105, 106} are valid sets. However, {102, 103, 104, 105, 106}
and {104, 105, 106} are not valid sets as there is no snapshot to
version 102 or 104 in the updates graph. Thus, there is a risk that
the right content of version 102 (in the first exanple) or 104 (in
the second exanpl e) cannot be obtained by a client that does not have
the previous version 101 or 103, respectively.

TI PS Wor kf | ow and Resource Locati on Schema
1. Workfl ow

At a high level, an ALTO client first requests the TIPS infornmation
resource (denoted as TIPS-F, where F is for frontend) to indicate the
i nformation resource or resources that the client wants to nonitor
For each requested resource, the server returns a JSON object that
contains a URI, which points to the root of a TIPS view (denoted as
TIPS-V), and a sunmary of the current view, which contains the
information to correctly interact with the current view Wth the
URI to the root of a TIPS view, clients can construct URIs (see
Section 4.2) to fetch increnental updates

An exanple workflow is shown in Figure 3. After the TIPS-F receives
the request fromthe client to nonitor the updates of an ALTO
resource, it creates a TIPS view resource and returns the
corresponding information to the client. The URl points to that
specific TIPS-V instance, and the summary contains the <start-seqg>
and <end-seq> of the updates graph and a server-recomended edge to
consunme first (e.g., fromi to j).

An ALTO client can then continuously pull each additional update with
the information. For exanple, the client in Figure 3 first fetches
the update fromi to j and then fromj to j+1. Note that the update
itemat "<tips-viewuri>/ug/<j>/<j+1>" mght not yet exist, so the
server holds the request until the update becones available (i.e.,

| ong polling).

A server MAY close a TIPS view at any tine (e.g., under high system

| oad or due to client inactivity). 1In the event that a TIPS viewis
cl osed, an edge request will receive error code 404 (Not Found) in
response, and the client will have to request a new TIPS view URI .

If resources allow, a server SHOULD avoid closing TIPS views that
have active polling edge requests or have recently served responses
until clients have had a reasonable interval to request the next
updat e, unless guided by specific control policies.

Cient TIPS-F TI PS-V
o] .
| POST to create/receive a TIPS view . Create TIPS
| for resource 1 . Vi ew
|"'-'""-'""'-'""'-'""-' """""" >|.'.'.'.'.'.'.'>|
<tips-viewuri> <tips-view summary> . |

|
T e | <omimim
I
I

|~ > |
| content on edge i to j |



content on edge j to j+1 |

o———-

TIPS Vi ew C osed 6
Figure 3: ALTO TIPS Wirkfl ow Supporting dient Pul
.2. Resource Location Schemn

The resource | ocation schenmn defines how a client constructs URIs to
fetch increnental updates

To access each update in an updates graph, consider the nodel
represented as a "virtual" file system (adjacency list), contained
within the root of a TIPS view URI (see Section 6.2 for the
definition of tips-viewuri). For exanple, assum ng that the updates
graph of a TIPS viewis as shown in Figure 2, the |ocation schema of
this TIPS viewwi Il have the format as in Figure 4.

<tips-viewpath> // root path to a TIPS view
| _ ug /1 updates graph

| 1_0

| | |_ 101 /1 full 101 snapshot

| | |_ 103

| | \_ 105

| |_ 101

| | \_ 102 /1 101 -> 102 increnental update
| |_ 102

| | \_ 103

| |_ 103

| | |_ 104

| | \_ 105 /1 optional shortcut 103 -> 105 incr. update
| |_ 104

| | \_ 105

| \_ 105

| \_ 106

\

Fi gure 4: Location Schenma Exanpl e

TIPS uses this directory schema to generate tenplate URIs that allow
clients to construct the location of increnmental updates after
receiving the tips-viewuri fromthe server. The generic tenplate
for the location of the update itemon the edge fromnode i’ to node
"j' in the updates graph is:

<tips-viewuri>/ug/<i><j>

Due to the sequential nature of the update itemIDs, a client can
long poll a future update that does not yet exist (e.g., the
incremental update from 106 to 107). This can be done by
constructing the URI for the next edge that will be added, starting
fromthe sequence nunber of the current |ast node (denoted as <end-
seqg>) in the graph to the next sequential node (with the sequence
nunber of <end-seq + 1>):

<ti ps-view uri>/ug/ <end-seq>/ <end-seq + 1>



5.

5. 1.

5. 2.

5.3.

I ncrenental updates of a TIPS view are read-only. Thus, they are
fetched using the HTTP GET net hod.

TIPS I nformati on Resource Directory (I RD) Announcenent

To announce a TIPS information resource in the IRD, an ALTO server
MJST specify "medi a-type", "capabilities”, and "uses" as foll ows.

Medi a Type

The nedia type of the Transport Information Publication Service
(TIPS) resource is "application/alto-tips+json”

Capabilities

The "capabilities" field of a TIPS information resource is nodel ed on
that defined in Section 6.3 of [RFC8895].

Specifically, the capabilities are defined as an object of the
TI PSCapabi lities type:

obj ect {
I ncr enent al Updat eMedi aTypes i ncrenent al - change- nedi a-t ypes;
} TIPSCapabilities;

obj ect-map {
Resourcel D -> String;
} I'ncrenent al Updat eMedi aTypes;

Figure 5: TIPSCapabilities
with the field:

i ncrement al -change-nedi a-types: |If a TIPS information resource can
provi de updates with increnmental changes for a resource, the
"increnent al - change- nedi a-types"” field has an entry whose key is
the 1D of the resource and the value is the supported nmedia types
of increnmental changes, separated by commas. For the
i mpl ementation of this specification, this MJST be "application/
mer ge- pat ch+j son", "application/json-patch+json", or "application/
mer ge- pat ch+j son, appli cati on/j son-pat ch+j son", unless defined by a
future extension.

When choosing the nedia types to encode increnental updates for a
resource, the server MJUST consider the limtations of the
encodi ng. For exanple, when a JSON nerge patch specifies that the
value of a field is null, its semantics are that the field is
renoved fromthe target; hence, the field is no | onger defined
(i.e., undefined). However, this may not be the intended result
for the resource, when null and undefined have different semantics
for the resource. |In such a case, the server MJST choose JSON
pat ch encodi ng over JSON nerge patch encoding for the increnental
update if both nedia types "application/json-patch+j son" and
"application/ merge-patch” are supported by the TIPS information
resour ce.

Uses

The "uses" attribute MIST be an array with the resource |Ds of every
network i nformation resource for which this TIPS information resource
can provide service

This set MAY be any subset of the ALTO server’s network infornation
resources and MAY include resources defined in linked | RDs. However,
it is RECOWENDED that the ALTO server selects a set that is closed
under the resource dependency relationship. That is, if a TIPS



informati on resource’s "uses" set includes resource Rl, and resource
R1 depends on ("uses") resource RO, then the "uses" set should
include RO as well as RlL. For exanple, if a TIPS information
resource provides a TIPS view for a cost nmap, it should al so provide
a TIPS view for the network map upon which that cost map depends.

If the set is not closed, at |east one resource Rl in the "uses"
field of a TIPS information resource depends on another resource RO
that is not in the "uses" field of the sane TIPS information
resource. Thus, a client cannot receive increnental updates for

anot her resource RO that is not in the "uses" field of the same TIPS
informati on resource. |If the client observes in an update of Rl that
the version tag for RO has changed, it nust request the full content
of RO, which is likely to be less efficient than receiving the

i ncremental updates of RO.

5.4. An Exanpl e

Extending the I RD exanple in Section 8.1 of [ RFC8895], Figure 6 is
the IRD of an ALTO server supporting the ALTO base protocol, ALTQO
SSE, and ALTO TIPS

" my- net wor k- map":
"uri": "https://alto.exanple.con networ kmap",
"medi a-type": "application/alto-networkmap+j son”
1
"ny-routingcost-mp": {
"uri": "https://alto.exanple.conf costmap/routingcost”,
"medi a-type": "application/alto-costmp+json",
"uses": ["my-network-map"],
"capabilities": {
"cost-type-nanmes": ["numroutingcost"]

}

- hopcount - map": {
"uri": "https://alto.exanpl e.conm cost map/hopcount",
"medi a-type": "application/alto-costmp+json”,
"uses": ["my-network-map"],
"capabilities": {

"cost-type-nanmes": ["num hopcount"]

}

-sinple-filtered-cost-map": {

"uri": "https://alto.exanple.con costmap/filtered/sinple",

"medi a-type": "application/alto-costmp+json”,

"accepts": "application/alto-costmapfilter+json”,

"uses": ["my-network-map"],

"capabilities": {
"cost-type-nanmes”: ["numroutingcost”, "num hopcount"],
"cost-constraints": fal se

}

pdat e-my-costs": {
"uri": "https://alto.exanple.con updates/costs",
"medi a-type": "text/event-streant,
"accepts": "application/alto-updatestreanparans+j son",
"uses": |
" my- net wor k- map",
"ny-routingcost-map",
"ny- hopcount - map"”,
"ny-sinple-filtered-cost-nmap"

}

}

}

]

"capabilities": {

"increnent al - change- nedi a-types": {
"ny-networ k- map": "application/json-patch+json",
"ny-routingcost-map": "application/nerge-patch+json”,



"ny- hopcount - map”: "application/ nerge-pat ch+j son

"support-streamcontrol": true
}
},
"updat e-my-costs-tips": {
"uri": "https://alto.exanple.com updat es-new costs”,
"medi a-type": "application/alto-tips+json",
"accepts": "application/alto-tipsparans+json",
"uses": |
" my- net wor k- map",
"ny-routingcost-map",
"ny- hopcount - map”,
"ny-sinple-filtered-cost-nap"
"capabilities": {

"increnent al - change- nedi a-types": {
"ny-networ k- map": "application/json-patch+json”,
"ny-routingcost-map": "application/nerge-patch+json”,
"ny-hopcount - map": "application/ nerge-patch+json",
"ny-sinple-filtered-cost-nmap": "application/nmerge-patch+j son"

}

}
}
"tips-sse”: {
"uri": "https://alto.exanple.confupdates/tips",
"medi a-type": "text/event-streant,
"accepts": "application/alto-updatestreanparans+j son",
"uses": [ "update-ny-costs-tips" ],
"capabilities": {

"increnent al - change- nedi a-types": {

"updat e-my-costs-tips": "application/ merge-patch+json”

}

}
}

Figure 6: Exanple of an ALTO Server Supporting the ALTO Base
Protocol, ALTQ SSE, and ALTO TIPS

Note that it is straightforward for an ALTO server to run HTTP/ 2 and
support concurrent retrieval of nultiple resources such as "ny-
net wor k- map" and "my-routingcost-map" using nultiple HTTP/ 2 streans.

The resource "update-nmy-costs-tips" provides an ALTO TIPS i nformation
resource, and this is indicated by the nmedia type "application/alto-
ti ps+j son".

6. TIPS Managenent

Upon request, a server sends a TIPS viewto a client. This TIPS view
m ght be created at the tinme of the request or might already exist
(either because another client has already created a TIPS view for
the sane requested network resource or because the server perpetually
mai ntains a TIPS view for an often-requested resource).

6.1. Open Request

An ALTO client requests that the server provide a TIPS view for a

gi ven resource by sending an HTTP POST body with the nedia type
"application/alto-tipsparans+j son". That body contains a JSON object
of the TIPSReq type, where

obj ect {
Resourcel D resource-id;
[JSONString tag;]
[ hj ect i nput ;]



} TI PSReq;
Figure 7: TIPSReq
with the follow ng fields:

resource-id: This field contains the resource |ID of an ALTO resource
to be nonitored, which MJUST be in the TIPS information resource’s
"uses" list (Section 5). |If a client does not support all
increnmental nethods fromthe set announced in the server’s
capabilities, the client MJUST NOT use the TIPS information
resource.

tag: If the "resource-id" is associated with a GET-npde resource
with a version tag (or "vtag"), as defined in Section 10.3 of
[ RFC7285], and the ALTO client has previously retrieved a version
of that resource fromALTO, the ALTO client MAY set the "tag"
field to the tag part of the client’s version of that resource.
The server MAY use the tag when cal cul ating a recommended starting
edge for the client to consunme. Note that the client MJST support
all incremental nmethods fromthe set announced in the server’s
capabilities for this resource.

input: If the resource is a POST-node service that requires input,
the ALTO client MJST set the "input"” field to a JSON object with
the paraneters that the resource expects.

6.2. Open Response

The response to a valid request MJST be a JSON object of the
AddTI PSResponse type, denoted as media type "application/alto-
ti ps+j son":

obj ect {

URI tips-viewuri;

TI PSVi ewSunmmar y tips-view sumary;
} AddTI PSResponse;

obj ect {
Updat esG aphSummary updat es- gr aph- sumrmary;
} TI PSVi ewSummary;

obj ect {
JSONNunber start-seq;
JSONNunber end- seq;
St art EdgeRec start - edge-rec;
} Updat esG aphSunmmary;
obj ect {
JSONNunber seq-i;
JSONNunber seq-j;

} Start EdgeRec;
Fi gure 8: AddTI PSResponse
with the following fields:

tips-viewuri: This is the URI to the requested TIPS view The
value of this field MJST have the follow ng format:

schenme "://" tips-viewhost "/" tips-view path

ti ps-view host = host | port]

tips-viewpath pat h

where scheme MUST be "http" or "https" unless specified by a



future extension, and host, port, and path are as specified in
Sections 3.2.2, 3.2.3, and 3.3 in [RFC3986]. An ALTO server
SHOULD use the "https" scherme unless the contents of the TIPS view
are intended to be publicly accessible and do not raise security
concerns. The field MJUST contain only ASCI|I characters. |In case
the original URL contains international characters (e.g., in the
domai n nane), the ALTO server inplenentati on MJIST properly encode
the URL into the ASCII format (e.g., using the "url encode"
function).

A server MUST NOT use the same URI for different TIPS views,
either for different resources or for different request bodies to
the sanme resource. URI generation is inplementation specific; for
exanpl e, one may conpute a Universally Unique ldentifier (UU D)

[ RFC9562] or a hash val ue based on the request and append it to a
base URL. For performance considerations, it is NOI RECOVMENDED
to use properties that are not included in the request body to
determne the URI of a TIPS view, such as cookies or the client’s
| P address, which may result in duplicated TIPS views in cases
such as nmohile clients. However, this is not mandatory as a
server mght intentionally use client infornation to conpute the
TIPS view URI to provide service isolation between clients.

tips-view summary: Contai ns an updat es-graph-sunmary.
The "updat es-graph-sumary"” field contains the <start-seq> of the

updates graph (in the "start-seq" field) and the <end-seq> that is
currently available (in the "end-seq" field), along with a

recomended edge to consune (in the "start-edge-rec" field). |If
the client does not provide a version tag, the server MJST
recomrend the edge of the | atest avail able snapshot. [If the

client provides a version tag, the server MJST either recommend
the first increnental update edge starting fromthe client’s
tagged version or recomrend the edge of the |atest snapshot: which
edge is selected depends on the inplenmentation. For exanple, a
server MAY cal cul ate the cunul ative size of the increnenta

updat es avail able fromthat version onward and conpare it to the
size of the conplete resource snapshot. |f the snapshot is

bi gger, the server reconmends the first increnental update edge
starting fromthe client’s tagged version. Oherw se, the server
recomrends the | atest snapshot edge.

If the request has any errors, the ALTO server MJST return an HTTP
400 (Bad Request) error code to the ALTO client; the body of the
response follows the generic ALTO error response format specified in
Section 8.5.2 of [RFC7285]. Hence, an exanple ALTO error response
has the format shown in Figure 9.

HTTP/ 1.1 400 Bad Request
Content-Length: 131
Cont ent - Type: application/alto-error+json

{
"meta":
"code": "E_I NVALID FlI ELD VALUE",
"field": "resource-id",
"val ue": "ny-network-map/ #"
}
}
Figure 9: ALTO Error Example
Note that "field" and "value" are optional fields. |[If the "val ue"

field exists, the "field" field MJST exi st.

* |f the TIPS request does not have a "resource-id" field, the error
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code of the error nmessage MJUST be "E M SSING FI ELD' and the
"field" field, if present, MJST be "resource-id". The ALTO server
MUST NOT create any TIPS view.

* |f the "resource-id" field is invalid or is not associated with
the TIPS informati on resource, the error code of the error nessage
MUST be "E I NVALID FI ELD VALUE'. |f present, the "field" field
MUST be the full path of the "resource-id" field, and the "val ue"
field MUST be the value of the "resource-id" field in the request.

* |f the resource is a POST-node service that requires input, the
client MJUST set the "input" field to a JSON object with the
paraneters that resource expects. |If the "input” field is m ssing
or invalid, the ALTO server MJST return the same error response
that resource would return for missing or invalid inputs (see
[ RFC7285] ) .

Furthermore, it is RECOWENDED that the server use the foll owi ng HTTP
code to indicate other errors, with the nedia type "application/alto-
error+j son".

429 (Too Many Requests): Indicates when the nunmber of TIPS views
open requests exceeds the server threshold. The server MAY
indicate when to retry the request in the "Re-Try After" headers.

It is RECOVWENDED that the server provide the ALTO SSE support for
the TIPS resource. Thus, the client can be notified of the version
updates of all the TIPS views that it nonitors and nake better cross-
resource transport decisions (see Section 8.2 for related
consi der ati ons).

Qpen Exanpl e
1. Basic Exanple
For simplicity, assume that the ALTO server is using Basic
aut hentication [RFC7617]. |If a client with usernane "client1" and
password "hell oalto" wants to create a TIPS view of an ALTO cost map
resource with the resource ID "my-routingcost-nap", it can send the

request depicted in Figure 10.

POST /tips HITP/ 1.1

Host: alto. exanpl e. com

Accept: application/alto-tips+json, application/alto-error+json
Aut hori zation: Basic Y2xpZWOMIpoZWsb2FsdG8K

Cont ent - Type: application/alto-tipsparans+j son

Content - Lengt h: 41

{

"resource-id": "my-routingcost-nmap"

}
Fi gure 10: Request Exanpl e of Opening a TIPS View

If the operation is successful, the ALTO server returns the nessage
shown in Figure 11.

HTTP/ 1.1 200 K
Content - Type: application/alto-tips+json
Cont ent - Lengt h: 255

{
"tips-viewuri": "https://alto.exanple.contips/2718281828",

"tips-viewsumary": {
"updat es- graph-sunmary": {
"start-seq": 101,
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"end-seq": 106,

"start-edge-rec" : {
"seq-i": 0,
"seq-j": 105

Fi gure 11: Response Exanple of Opening a TIPS View
2. Exanple Using Digest Authentication

Bel ow i s anot her exanple of the sane query using Di gest

aut hentication, a mandatory authentication nethod of ALTO servers as
defined in Section 8.3.5 of [RFC7285]. The content of the response

is the sanme as in Figure 11; thus, it has been omitted for
simplicity.

POST /tips HTTP/ 1.1
Host: alto.exanpl e.com

Accept: application/alto-tips+json, application/alto-error+json

Aut hori zation: Basic Y2xpZWOMIpoZWsb2FsdG8K
Cont ent - Type: application/alto-tipsparans+json
Content-Length: 41

{

"resource-id": "my-routingcost-nmap"

}

HTTP/ 1.1 401 UNAUTHORI ZED

WAV Aut henti cat e: Di gest
real n="al t 0. exanpl e. cont',
gop="aut h",
al gorit hm=" MD5",
nonce="173b5aba4242409ee2ac3a4f d797f 9d7",
opaque="a237ff 9ab865379a69d9993162ef 55e4"

POST /tips HTTP/ 1.1
Host: alto. exanpl e. com

Accept: application/alto-tips+json, application/alto-error+json

Aut hori zati on: Di gest
usernanme="client1",
real m="al t 0. exanpl e. cont',
uri="/tips",
gop=aut h,
al gori t hm=ND5,
nonce="173b5aba4242409ee2ac3a4f d797f 9d7",
nc=00000001,
cnonce="ZTg3MrIl 3NDFmVDQONz| 1IMDQBMNE3ZTFj ZmvVBMINI M| =",
response="8e937ae696c1512e4f 990f a21c7f 9347",
opaque="a237ff 9ab865379a69d9993162ef 55e4"
Cont ent - Type: application/alto-tipsparans+j son
Content-Length: 41

{

"resource-id": "my-routingcost-nmap"

}

HTTP/ 1.1 200 K
Content - Type: application/alto-tips+json
Content - Lengt h: 258

(...}



Figure 12: Open Example with Digest Authentication
6.3.3. Exanple Using ALTQO SSE

This section gives an exanpl e of receiving increnental updates of the
TIPS view sunmary usi ng ALTQ SSE [ RFC8895]. Consider the "tips-sse"
resource, as announced by the IRD in Figure 6, which provides ALTO
SSE for the "update-ny-cost-tips" resource; a client mght send the
foll owi ng request to receive updates of the TIPS view (authentication
is omtted for sinplicity).

POST /updates/tips HITP/ 1.1

Host: alto.example.com

Accept: text/event-stream application/alto-error+json
Cont ent - Type: application/alto-updatestreanparans+j son
Content - Length: 76

"add": {
"tips-123": { "resource-id": "update-ny-cost-tips" }
}
}
Figure 13: Exanple of Mnitoring TIPS View with ALTO SSE

Then, the client will be able to receive the TIPS view summary as
fol |l ows.

HTTP/ 1.1 200 K
Connection: keep-alive
Cont ent - Type: text/event-stream

event: application/alto-tips+json,tips-123

dat a:

dat a: "tips-viewuri": "https://alto.exanple.comtips/2718281828",
dat a: "tips-view sumary": {

dat a: "updat es- graph-sunmary": {
dat a: "start-seq": 101,

dat a: "end-seq": 106,

dat a: "start-edge-rec" : {

dat a: "seq-i": O,

dat a: "seq-j": 105

dat a: }

dat a: }

dat a: }

data: }

When there is an update to the TIPS view (for exanple, when the "end-
seq" field is increased by 1), the client will be able to receive the
incremental update of the TIPS view summary as foll ows.

event: application/ nerge-patch+json,tips-123
dat a:

dat a: "tips-view sumary": {

dat a: "updat es- graph-sunmary”: {

dat a: "end-seq": 107

dat a: }

dat a: }

data: }

7. TIPS Data Transfers - Cient Pull
TIPS allows an ALTO client to retrieve the content of an update item

fromthe updates graph, with an update item defined as the content
(incrermental update or snapshot) on an edge in the updates graph.
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Request

The client sends an HTTP GET request, where the nedia type of an
update itemresource MJST be the sane as the "nedi a-type" field of
the update itemon the specified edge in the updates graph

The GET request MJIST have the foll owing format:

CGET /<ti ps-vi ew pat h>/ug/ <i >/ <j >
HOST: <ti ps-vi ew host >

For exanple, consider the updates graph in Figure 4. [If the client
wants to query the content of the first update item (0 -> 101) whose
media type is "application/alto-costmp+j son", it sends a request to
"/tips/2718281828/ ug/ 0/ 101" and sets the "Accept" header to
"application/alto-costnap+json, application/alto-error+json". See
Section 7.3 for a concrete exanple.

Response

If the request is valid (i.e., "ug/<i>/<j>" exists), the response is
encoded as a JSON object whose data format is indicated by the nedia

t ype.

A client MAY conduct proactive fetching of future updates, by |ong
pol li ng updates that have not been provided in the directory yet.

For such updates, the client MJST indicate all nedia types that night
appear. It is RECOWENDED that the server allow for at |east the
long polling of <end-seqg> -> <end-seq + 1>

Hence, the server processing |ogic MIST be:

* |f aresource with path "ug/<i>/<j>" exists, return content using
encodi ng.

* Else, if long polling "ug/<i>/<j>" is acceptable, put request in a
backl og queue, then either a response is triggered when the
content is ready or the request is interrupted (e.g., by a network
error).

* Else, return error.
It is RECOWENDED that the server use the follow ng HITP codes to

indicate errors, with the nmedia type "application/alto-error+json",
regardi ng update itemrequests.

404 (Not Found): Indicates that the requested update does not exist
or the requested TIPS view does not exist or is closed by the
server.

410 (Gone): Indicates an update has a seq that is snmaller than the

<start-seq>.

415 (Unsupported Media Type): Indicates the nmedia type (or types)
accepted by the client does not include the media type of the
updat e chosen by the server

425 (Too Early): Indicates the seq exceeds the server |ong polling
wi ndow.

429 (Too Many Requests): |Indicates the nunmber of pending (long poll)
requests exceeds the server threshold. The server MAY indicate
when to retry the request in the "Re-Try After" headers.

Exanpl e



Assume the client wants to get the contents of the update item on
edge 0 to 101. The format of the request is shown in Figure 14.

GET /tips/2718281828/ug/ 0/ 101 HTTP/ 1.1

Host: alto.exanpl e.com

Accept: application/alto-costmap+json, \
appl i cation/alto-error+json

Figure 14: GET Exanple
The response is shown in Figure 15.

HTTP/ 1.1 200 K
Cont ent - Type: application/alto-costmap+json
Content-Length: 50

{ ... full replacenment of ny-routingcost-map ... }
Fi gure 15: Response to a CGET Request
7.4. New Next Edge Recommendati on

Wil e intended TIPS usage is for the client to receive a reconmended
starting edge in the TIPS summary, consune that edge, and then
construct all future URIs by increnmenting the sequence count by one,
there may be cases in which the client needs to request a new next
edge to consune. For exanple, if a client has an open TIPS view but
has not polled in a while, the client nmight request the next |ogica
incremental URI; however, the server has conpacted the updates graph
so it no longer exists. Thus, the client MAY request a new next edge
to consune based on its current version of the resource.

7.4.1. Request

An ALTO client requests that the server provide a next edge
recomrendation for a given TIPS view by sending an HTTP POST request
with the nmedia type "application/alto-tipsparans+json”. The URL of
the request MJST have the follow ng format:

<ti ps-vi ew pat h>/ ug
and the "HOST" field MJST be "<tips-vi ew host>"

The POST body has the sane fornat as the TIPSReq in Figure 7. The
"resource-id" field MJST be the same as the resource ID used to
create the TIPS view, and the optional "input" field MJUST NOT be
present.

7.4.2. Response

The response to a valid request MJUST be a JSON nerge patch to the
obj ect of the AddTI PSResponse type (defined in Section 6.2), denoted
as nmedi a type "application/nerge-patch+json". The "updates-graph-
summary" field MJST be present in the response; hence, its parent
field "tips-viewsunmary” MJST be present as well.

If the "tag" field is present in the request, the server MJST check
if any version within the range [<start-seqg> <end-seq>] has the sane
tag value. |If the version exists (e.g., denoted as <tag-seg>), the
server MJST conpute the paths from both <tag-seq> and 0 to the <end-
seg> and choose the one with the mniml cost. The cost MAY be

i mpl ementation specific (e.g., nunber of nessages, accunul ated data
size, etc.). The first edge of the selected path MJST be returned as
the recomended next edge.

If the "tag" field is not present, the interpretati on MIST be that



the <tag-seqg> is O.

It is RECOVWENDED that the server use the followi ng HTTP code to
indicate errors, with the nmedia type "application/alto-error+json",
regardi ng new next edge requests.

404 (Not Found): Indicates that the requested TIPS vi ew does not
exi st or has been closed by the server

7.4.3. Exanple

In this section, we give an exanple of the new next edge
reconmendati on service. Assume that a client already creates a TIPS
view (as in Section 6.3) whose updates graph is as shown in Figure 2
Now assune that the client already has tag 0881080, whose
correspondi ng sequence nunber is 103, and sends the foll ow ng new
next edge recomendati on request (authentication is omitted for

simplicity):

POST /tips/2718281828/ug HTTP/ 1.1

HOST al t 0. exanpl e. com

Accept: application/ nerge-patch+json, application/alto-error+json
Cont ent - Type: application/alto-tipsparans+json

Content-Length: 62

{
"resource-id": "ny-routingcost-nmap",
"tag": "0881080"

}

According to Figure 2, there are three potential paths: 103 -> 104 ->
105 -> 106, 103 -> 105 -> 106, and 0 -> 105 -> 106. Assune that the
server chooses the shortest update path by the accunul ated data size
and the best path is 103 -> 105 -> 106. Thus, the server responds
with the foll owi ng nessage:

HTTP/ 1.1 200 K
Cont ent - Type: applicati on/ merge- pat ch+j son
Content-Length: 193

{
"tips-view sumary": {
"updat es- graph-sunmary”: {
"start-seq": 101,
"end-seq": 106,
"start-edge-rec": {
"seq-i": 103,
"seq-j": 105

}

}
}

8. (Operation and Processing Consi derations

TIPS has sone comobn operational considerations as ALTQ SSE
[ RFC8895], i ncl udi ng:

* the server choosing update messages (Section 9.1 of [RFC8895]);
* the client processing update nessages (Section 9.2 of [RFC8895]);

* the updates of filtered map services (Section 9.3 of [ RFC8895]);
and

* the updates of ordinal node costs (Section 9.4 of [RFC8895]).
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There are al so sone operational considerations specific to TIPS,
whi ch we di scuss bel ow.

Consi derations for Load Bal anci ng

There are two | evels of |load balancing in TIPS: the first level is to
bal ance the |l oad of TIPS views for different clients and the second
is to balance the | oad of increnmental updates.

Load bal ancing of TIPS views can be achieved either at the
application layer or at the infrastructure |ayer. For exanple, an
ALTO server MAY set <tips-view host> to different subdomains to
distribute TIPS views or sinply use the sane host of the TIPS

i nformati on resource and rely on | oad bal ancers to distribute the
| oad.

TIPS allows a client to make concurrent pulls of incremental updates
for the same TIPS view, potentially through different HTTP
connections. As a consequence, TIPS introduces additiona

conpl exities when the ALTO server bal ances the |oad by distributing
the requests to a set of backend servers. For exanple, a request

m ght be directed to the wong backend server and get processed
incorrectly if the follow ng two conditions both hold:

* these backend servers are stateful (i.e., the TIPS view is created
and stored only on a single server); and

* the ALTO server is using Layer 4 |oad balancing (i.e., the
requests are distributed based on the TCP 5-tuple).

Thus, additional considerations are required to enable correct |oad
bal ancing for TIPS, including:

Using a stateless architecture: One solutionis to followthe
statel ess conputing pattern: states about the TIPS view are not
mai nt ai ned by the backend servers but are stored in a distributed
dat abase. Thus, concurrent requests to the same TIPS view can be
processed on arbitrary statel ess backend servers, which all fetch
data fromthe sanme database

Configuring the | oad bal ancers properly: |In the case that the
backend servers are stateful, the | oad bal ancers nust be properly
configured to guarantee that requests of the same TIPS view al ways
arrive at the sanme server. For exanple, an operator or a provider
of an ALTO server MAY configure Layer 7 |oad bal ancers that
distribute requests based on the tips-view path conponent in the
URI .

Consi derations for Cross-Resource Dependency Schedul i ng

Dependent ALTO resources result in cross-resource dependencies in
TIPS. Consider the followi ng pair of resources, where ny-cost-map
(CQ is dependent on ny-network-map (N). The updates graph for each
resource i s shown, along with |links between the respective updates
graphs to show dependency:

oo -+ oo -+ oo -+ oo -+ oo -+

my- net wor k- map (N) | 0]-->]89 |-->]90 |-->]91 |-->]92
+-- -+ +-- -+ +-- -+ +-- -+ +-- -+
| \ \ \
| \ \ \
+---+ +---+ +---+ +---+ +---+
nmy-cost-map (O | 0 |-->]101]-->|102|-->|103|-->| 104|

- -+ - -+ - -+ - -+ - -+




Fi gure 16: Exanpl e Dependency Mode

In Figure 16, the cost-nmap versions 101 and 102 (denoted as Cl101 and
C102) are dependent on the network-map version 89 (denoted as N89).
The cost-map version 103 (Cl03) is dependent on the network-map
version 90 (N90), and so on.

Thus, the client nust decide the order in which to receive and apply
the updates. The order nay affect how fast the client can build a
consi stent view and how | ong the client needs to buffer the update.

Example 1: The client requests N89, N90, N91, C101, Cl102 in that
order. The client either gets no consistent view of the resources
or has to buffer NOO and N91.

Exanple 2: The client requests C101, C102, C103, N89. The client
either gets no consistent view or has to buffer C103.

To get consistent ALTO information, a client nust process the updates
followi ng the guidelines specified in Section 9.2 of [RFC8895]. |If
resources permt (i.e., sufficient updates can be buffered), an ALTO
client can safely use long polling to fetch all the updates. This
allows a client to build consistent views quickly as the updates are
al ready stored in the buffer. Oherwise, it is RECOMWENDED to
request a full snapshot if the client does not have enough | oca
resources to buffer and process the increnental updates.

8.3. Considerations for Managi ng Shared TIPS Vi ews

Froma client’s point of view, it sees only one copy of the TIPS view
for any resource. However, on the server side, there are different

i npl ementation options, especially for conmon resources (e.g.,
networ k maps or cost maps) that nmay be frequently queried by many
clients. Sonme potential options are listed bel ow

* An ALTO server creates one TIPS view of the conmon resource for
each client.

* An ALTO server nmintains one copy of the TIPS view for each comon
resource and all clients requesting the same resources use the
same copy. There are two ways to manage the storage for the
shared copy:

- the ALTO server maintains the set of clients that have sent a
pol l'ing request to the TIPS view and only renmoves the view from
the storage when the set becones enpty and no client
i medi ately i ssues a new edge request; or

- the TIPS view is never renpved fromthe storage

Devel opers may choose different inplenentati on opti ons dependi ng on
criteria such as request frequency, avail able resources of the ALTO
server, the ability to scale, and progranmm ng conplexity.

8.4. Considerations for Ofering Shortcut Increnental Updates

Besi des the mandatory stepwi se increnental updates (fromi to i+1),
an ALTO server MAY optionally offer shortcut incremental updates, or
simpl e shortcuts, between two non-consecutive versions i and i+k (k >
1). Such shortcuts offer alternative paths in the updates graph and
can potentially speed up the transm ssion and processi ng of
incremental updates, |leading to faster synchroni zation of ALTO

i nformation, especially when the client has linmted bandw dth and
comput ation. However, inplenmentors of an ALTO server nust be aware

t hat :
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1. optional shortcuts may increase the size of the updates graph
wor st case scenari o being the square of the nunber of updates
(i.e., when a shortcut is offered for each version to all future
ver si ons).

2. optional shortcuts require additional storage on the ALTO server

3. optional shortcuts nmay reduce concurrency when the updates do not
overlap (e.g., when the updates apply to different parts of an
ALTO resource). In such a case, the total size of the origina
updates is close to the size of the shortcut, but the origina
updates can be transmtted concurrently while the shortcut is
transmitted in a single connection

Security Considerations

The security considerations of the base protocol (Section 15 of

[ RFC7285]) fully apply to this extension. For exanple, the sane
authenticity and integrity considerations (Section 15.1 of [RFC7285])
still fully apply; the sane considerations for the privacy of ALTO
users (Section 15.4 of [RFC7285]) also still fully apply.
Additionally, operators of the ALTO servers MJST follow the

gui delines in [ RFC9325] to avoid new TLS vul nerabilities discovered
after [ RFC7285] was publi shed.

The additional services (the addition of update read service and
updat e push service) provided by this extension extend the attack
surface described in Section 15.1.1 of [RFC7285]. The follow ng
subsections discuss the additional risks and their renedies.

1. TIPS: Denial-of-Service Attacks

Al'lowing TIPS views enabl es new cl asses of DoS attacks. In
particular, for the TIPS server, one or multiple malicious ALTO
clients mght create an excessive nunber of TIPS views, to exhaust
the server resource and/or to block normal users from accessing the
servi ce.

To avoid such attacks, the server MAY choose to limt the nunber of
active views and reject new requests when that threshold is reached.
TIPS all ows predictive fetching and the server MAY al so choose to
limt the nunber of pending requests. |If a new request exceeds the
threshold, the server MAY |l og the event and return the HITP status
429 (Too Many Requests).

It is inportant to note that the precedi ng approaches are not the
only possibilities. For example, it mght be possible for a TIPS
server to use somewhat nore clever logic involving TIPS view eviction
policies, IP reputation, rate-limting, and conpartnentalization of
the overall threshold into smaller thresholds that apply to subsets
of potential clients. |If service availability is a concern, ALTO
clients MAY establish service | evel agreenments with the ALTO server

2. ALTOdient: Update Overloading or Instability

The availability of continuous updates can al so cause overload for an
ALTO client, in particular, an ALTO client with Iimted processing
capabilities. The current design does not include any flow contro
mechani sms for the client to reduce the update rates fromthe server.
For exanple, TCP, HITP/ 2, and QUI C provide stream and connection fl ow
control data limts, which m ght help prevent the client from being
overl oaded. Under overl oading, the client MAY choose to renove the

i nformati on resources with high update rates.

Al so, under overloading, the client mght no | onger be able to detect
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whether information is still fresh or has becone stale. |In such a
case, the client should be careful in howit uses the information to
avoid stability or efficiency issues.

| ANA Consi derati ons

| ANA has registered the following nedia types fromthe registry
avai | abl e at [I| ANA- Medi a- Type] :

* application/alto-tips+json: as described in Section 6.2;

* application/alto-tipsparans+j son: as described in Section 6.1,

1. application/alto-tips+json Media Type

Type name: application

Subt ype nane: alto-tips+json

Required paraneters: NA

Optional parameters: NA

Encodi ng consi derations: Encoding considerations are identical to
those specified for the "application/json" media type. See

[ RFC8259] .

Security considerations: See the Security Considerations section of
RFC 9569.

Interoperability considerations: NA
Publ i shed specification: Section 6.2 of RFC 9569.

Applications that use this nmedia type: ALTO servers and ALTO clients
either stand al one or are enbedded within other applications.

Fragnment identifier considerations: NA
Addi tional infornmation:
Deprecated alias names for this type: NA
Magi ¢ nunber(s): NA
File extension(s): RFC 9569 uses the nedia type to refer to
protocol nessages; thus, it does not require a file extension.
Maci ntosh file type code(s): NA

Person & email address to contact for further information:
See the Authors’ Addresses section of RFC 9569.

I ntended usage: COMVON

Restrictions on usage: NA

Aut hor: See the Authors’ Addresses section of RFC 9569.

Change controller: Internet Engineering Task Force (iesg@etf.org).
2. application/alto-tipsparans+j son Media Type

Type name: application

Subtype nane: alto-tipsparans+json

Required paraneters: NA
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Optional parameters: NA

Encodi ng consi derations: Encoding considerations are identical to
those specified for the "application/json" nmedia type. See
[ RFC8259] .

Security considerations: See the Security Considerations section of
RFC 9569.

Interoperability considerations: NA
Publ i shed specification: Section 6.1 of RFC 9569.

Applications that use this nmedia type: ALTO servers and ALTO clients
either stand alone or are enbedded within other applications.

Fragrment identifier considerations: NA
Addi tional information:

Deprecated alias nanes for this type: NA

Magi ¢ nunber(s): NA

File extension(s): RFC 9569 uses the nmedia type to refer to
protocol nessages; thus, it does not require a file extension.

Maci ntosh file type code(s): NA

Person & email address to contact for further information:
See the Authors’ Addresses section of RFC 9569.

I ntended usage: COMMON

Restrictions on usage: NA

Aut hor: See the Authors’ Addresses section of RFC 9569.

Change controller: Internet Engineering Task Force (iesg@etf.org).
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pendi x A. A High-Level Deploynment Mbdel
Conceptual Iy, the TIPS system consists of three types of resources:
(Rl): The TIPS frontend to create TIPS views.

(R2): The TIPS view directory, which provides netadata (e.g.,
ref erences) about the network resource data.

(R3): The actual network resource data, encoded as conplete ALTO
network resources (e.g., a cost map or a network nmap) or
i ncremental updates.

o e e e e e e e e e e e e e e e e e e e e e e e e e me— o +
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Fo-m - - - + | +----- + +----- +
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Figure 17: Sanple TIPS Depl oynent Mde
Desi gn Poi nt: Conponent Resource Location

Design 1 (Single): all the three resource types at the sanme single
server (accessed via relative reference).

Design 2 (Flexible): all three resource types can be at their own
server (accessed via absolute reference).

Design 3 (Dir + Data): R2 and R3 nust remain together, though Rl
m ght not be on the sane server

Thi s docunent supports Designs 1 and 3. For Design 1, the ALTO
server sinply needs to al ways use the sane host for the TIPS views.
For Design 3, the ALTO server can set tips-viewhost to a different
server. Note that the deploynment flexibility is at the |ogica

| evel, as these services can be distinguished by different paths and
potentially be routed to different physical servers by Layer 7 |oad
bal ancing. See Section 8.1 for a discussion on | oad bal anci ng

consi derations. Future documents could extend the protocol to
support Design 2.

Appendi x B. Confornmance with "Building Protocols with HTTP' (RFC 9205)
Best Current Practices

Thi s specification adheres fully to [ RFC9205] as further el aborated
bel ow:

* TIPS does not (as described in Section 3.1 of [RFC9205]):
| ...redefine, refine, or overlay the semantics of generic
| protocol elenents such as nethods, status codes, or existing
| header fields.

and i nstead focuses on

| ...protocol elenents that are specific to [the TIPS]
| application -- nanely, [its] HITP resources.

* There are no statically defined URI conponents (Section 3.2 of
[ RFC9205]).

* No minimmversion of HITP is specified by TIPS, which is
recomrended (in Section 4.1 of [RFC9205]).

* The TIPS design follows the advice (in Section 4.1 of [RFC9205])
t hat :

| When specifying exanples of protocol interactions, applications
| should document both the request and response nessages with
| conmplete header sections, preferably in HTTP/1.1 format. ..

* TIPS uses URI tenplates, which is recommended (in Section 4.2 of
[ RFC9205]).



* TIPS follows the pattern (in Section 4.4.1 of [RFC9205]) that

| Generally, a client will begin interacting with a given

| application server by requesting an initial docunent that

| contains information about that particul ar depl oynent,

| potentially including links to other relevant resources. Doing
| so ensures that the deploynment is as flexible as possible

| (potentially spanning multiple servers), allows evolution, and
| also gives the application the opportunity to tailor the

| "discovery docunent"” to the client.

* TIPS uses existing HITP schemes (Section 4.4.2 of [RFC9205]).

* TIPS defines its errors "to use the nost applicable status code"
(Section 4.6 of [RFC9205]).

* TIPS does not (as in Section 4.11 of [RFC9205]):

| ...make assunptions about the relationship between separate

| requests on a single transport connection; doing so breaks many
| of the assunptions of HITP as a statel ess protocol and wll

| cause problens in interoperability, security, operability, and
| evolution.

The only rel ationship between requests is that a client has to
first discover where a TIPS view of a resource will be served,
which is consistent with the URI discovery in Section 4.4.1 of
[ RFC9205] .

Appendi x C. Push-Mde TIPS Using HTTP Server Push

TIPS all ows ALTO clients to subscribe to increnental updates of an
ALTO resource, and the specification in this docunent is based on the
current best practice of building such a service using basic HITP
Earlier versions of this docunent had investigated the possibility of
enabl i ng push-node TIPS (i.e., by taking advantage of the server push
feature in HITP/2 and HTTP/ 3).

In the ideal case, push-nobde TIPS can potentially inprove performance

(e.g., latency) in nore dynam c environnents and use cases with wait-
free nessage delivery. Using the built-in HTTP server push al so
results in mniml changes to the current protocol. While not

adopted due to the | ack of server push support and increased protocol
conpl exity, push-nbde TIPS remains a potential direction of protoco
i nprovenent.

Appendi x D. Persistent HTTP Connections

Previous draft versions of this docunent use persistent HTTP
connections to detect the liveness of clients. However, this design
does not conformwell with the best current practices of HITP. For
example, if an ALTO client is accessing a TIPS view over an HITP
proxy, the connection is not established directly between the ALTO
client and the ALTO server, but between the ALTO client and the proxy
and between the proxy and the ALTO server. Thus, using persistent
connections might not correctly detect the right |iveness state.
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