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Faster Than Li ght Speed Protocol (FLIP)
Abst ract

The recent advances in artificial intelligence (Al) such as |arge

| anguage nodel s enabl e the design of the Faster than LIght speed
Protocol (FLIP) for Internet. FLIP provides a way to avoid
congesti on, enhance security, and deliver faster packets on the
Internet by using Al to predict future packets at the receiving peer
before they arrive. This docunent describes the protocol, its
various encapsul ations, and sonme operational considerations.
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1. Introduction



Chat GPT was introduced to the public on 30 November 2022 [ CHATGPT].
Since then, |arge | anguage nodels (LLMs) have been used for a |l arge
variety of applications. It denonstrates the powerful ability to
generate precise output based on the input and based on the
appropriate training of the LLM This protocol specification uses
this ability to predict future packets before they arrive at the
recei ving peer, therefore achieving faster-than-1ight-speed delivery,
hence the protocol nane: Faster than LlIght speed Protocol (FLIP).

Since FLIP can predict packets, franmes, strings, or byte streans, it
could be used at any layer of the IP protocol stack. Moreover, wth
proper training, FLIP can also predict future encrypted packets, as

encryption is just strings of bytes. This specification shows FLIP

as a Layer 2 shimas well as a transport shimlayer. Since FLIP can
be used at any layer, it is expected that additional specifications

will be created, such as predicting HTTP requests and answers, enmil
content, and nore.

Si nce comuni cations in deep space are unfortunately limted to |ight
speed, and given the very |large distances between spacecrafts and
Earth, the consequence is very |long delays. By offering faster-than-
|ight-speed delivery, FLIP is a key enabler and addition to deep-
space | P networking [ | P- DEEP- SPACE]

Prot ocol Peer Preparation

In order to successfully achieve faster than |ight speed, the peers
of any protocol |ayer used by FLIP nust prepare their side of the
connection with the right nodel trained for the specific case. This
docunent does not dictate any specific LLM as the inpl enentations
may choose the one that best works for their use case and train them
accordingly. As with any LLM it is paranmount to use a |ot of
training data, such as packet captures, in a variety of conditions to
produce the best trained nodel. To avoid security, privacy, and

| egal issues, the specifics of which LLMis used, how it was trained,
and what is the data set used, shall not be published nor disclosed
in the protocol

As an exanple, an inplenentation may elect to collect a significant
nunmber of Packet Capture (PCAP) files fromtcpdunp wiretapping at
various vantage points on the Internet. The fact that traffic may be
encrypted is not an issue, since a well-trained LLMw Il be able to
predict encrypted traffic as accurately as unencrypted traffic.

FLI P Header

Wherever FLIP is used (below I P, above IP or other transport, or at
the application |ayer), a FLIP shimheader is inserted.

| Version | Command | Inner Protocol | Optional Data

The header contains the follow ng fields:

Version: A field of variable and unspecified |l ength that contains
the SHA-256 hash of the nopdel, used as the version, as described
in Section 5.

Conmand: The codepoint identifying the operation of this FLIP frane.
Commands are described in Section 4. The initial list of valid
FLI P commands i s bel ow.

The maxi mnum nunber size is infinite, given that artificial
intelligence peers can support an infinite nunmber of commands, by
just updating their nmodels without the need to update their



protocol inplenentation.

R gty gy plp— g —_—————
| Command | Codepoint | Reference

[ ety S —————— e —p——(—(——
| model | 0x01 | RFC 9564 |
F---- - - - F--- - - - F--- - - - +
| data | 0x02 | RFC 9564 |
L I I +

Table 1
Inner Protocol: As the FLIP header is a shim header, the inner

protocol is specified in this field. For exanple, for a FLIP shim
header inserted between IP and TCP, the | P packet will contain the
FLI P codepoint as the transport protocol. The FLIP inner protoco
field will then contain the TCP codepoi nt that woul d ot herw se be
in the | P packet.

Optional Data: Some conmands have additional data that are foll ow ng
the Command fi el d.

The header length is variable and depends on which comand is used.
G ven the use of artificial intelligence by inplenentations of this
protocol, the actual length of the header, and the | ength of each of
its fields, is not specified in the header. |Instead, it is expected
that the proper neural network on the receiver side will be able to
find the actual header term nation, thus saving nmany header bits.

To properly signal the upper |ayer about the presence of the FLIP
header, a specific codepoint is reserved at the | ayer bel ow FLIP
Section 7 lists the registrations for IP and transport codepoints for
this use.

Prot ocol Operation

Prior to sending a first packet using FLIP, the sender and the
recei ver should be configured with the appropriate nodel trained as
di scussed before. It is left to the inplenentation to choose the
right LLM and the right training data set.

The foll owi ng commands are defi ned:

Model :  (codepoint 0x01). This conmand provides a way for peers to
send their nodel in-band of the FLIP protocol. The nodel itself
is carried in the Optional Data field of the FLIP header. Prior
to the actual nodel data, a M ME header is inserted with the
proper nedia type. |If the media type for the nodel does not
exist, it should be registered in the | ANA Media Type registry.

Data: (codepoint 0x02). This comand tells the receiving peer that
the data that follows can be predicted and therefore achi eves
faster-than-1ight-speed performance.

Sendi ng the nodel in-band to the other peer is an operation that
shoul d be done rarely, as nodels may be large in size. Mreover, it
actual |y di scloses the nodel for any wiretappi ng adversary.

I npl enentors nay consi der using a post-quantum cryptographic
algorithmthat is also imune to Al prediction, therefore a post-
Quantum Al crypt ographic al gorithm

Ver si oni ng
As described in [ RFC6709], nobst protocols should be designed to

enabl e future enhancenents, such as providing a way to signal a new
version of the protocol. |In the case of FLIP, trained nodels wll



al ways be enhanced by new training. A SHA-256 [RFC6234] hash of the
trained nodel is used as a version nunber so each peer knows which
FLIP version is being used. The SHA-256 hash is put in version field
in the FLIP header as described previously. Gven that new SHA- 256
hashes are not sequential but fully random replay attacks of future
predi ctions are prevented.

Future Work

This new protocol may revolutioni ze how we design Internet protocols
and how we use the Internet. For exanple, it is envisioned that this
protocol may be used for video streanmi ng, augnented reality, virtua
reality, and post-quantum cryptography to name a few. By predicting
the future packets, all these protocols and applications can benefit
the use of FLIP

| ANA Consi der ati ons

For FLIP, codepoints could be registered in the follow ng | ANA
registries.

* Protocol Nunbers [IANA-PN]: 345, FLIP, Faster than LIght speed
Prot ocol, RFC 9564

* Service Nanme and Transport Protocol Port Nunber Registry
[1 ANA-SN]: FLIP, 68534, udp and tcp, RFC 9564

Security Considerations

The ability to predict future packets based on LLMs can be used by
adversaries that are listening to the traffic via wiretapping. |If
they have access to the sane nbdel used by the destination peer, they
could use it to predict the next packets and then initiate various
attacks, including novel ones such as the "futureplay attack."
Conpared to the typical replay attack, this attack is where the
adversary will predict future packets and then send themin advance
to the destination. While it may not be obvious at this time, these
novel attacks should be investigated before they becone a probl em
Therefore, further research in this field is suggested.

The ability for a peer to predict future packets enhances the overal
security of the Internet because adversaries will not be able to

i nject bad packets in a connection, as the destination will be able
to conpare the received bad packet with the cal cul ated prediction and
therefore will easily identify and deny any bad packets.
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