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I ntroduction

DNSSEC i s broadly defined in [ RFC4033], [RFC4034], and [ RFC4035]. It
uses cryptographi c keys and digital signatures to provide

aut hentication of DNS data. DNSSEC signature algorithns are
registered in the DNSSEC al gorithm nunbers registry [| ANA].

Thi s docunent defines the DNSKEY and RRSI G resource records (RRs) of
new signing algorithms: SM2 uses elliptic curves over 256-bit prine
fields with SMB hash algorithm (A description of SM2 can be found
in GMT 0003.2-2012 [ GVT-0003.2] or |SQO | EC14888-3: 2018

[1SO | EC14888-3 2018], and a description of SM3 can be found in GMT
0004-2012 [ GMT-0004] or |SQ I EC10118-3:2018 [I SO |1 EC10118-3_2018].)
Thi s docunent al so defines the DS RR for the SM3 one-way hash
algorithm In the signing algorithmdefined in this docunent, the
size of the key for the elliptic curve is matched with the size of
the out put of the hash algorithm Both are 256 bits.

Many i npl enent ati ons nay not support SM2 signhatures and SMB di gests.
Section 5.2 of [RFC6840] specifies handling of answers in such cases.
Caution: This specification is not a standard and does not have | ETF
community consensus. It makes use of cryptographic algorithnms that
are national standards for China, as well as ISQ|EC standards (ISQO
| EC 14888: 3-2018 [| SO | EC14888-3_2018] and | SO | EC 10118: 3-2018
[1SO 1 ECL0118-3_2018]). Neither the IETF nor the | RTF has anal yzed
that algorithmfor suitability for any given application, and it may
contain either intended or unintended weaknesses.

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

SM3 DS Records

The inplementati on of SM3 in DNSSEC foll ows the inplenentation of
SHA- 256 as specified in [ RFC4509] except that the underlying
algorithmis SMB with digest type code 6.

The generation of an SM3 hash value is described in Section 5 of
[ GMT- 0004] and generates a 256-bit hash val ue.

SM2 Par anet ers

Verifying SM2 signatures requires agreenent between the signer and
the verifier on the paraneters used. The SM2 digital signature

al gorithm has been added to [|I SO | EC14888-3 2018]. The paraneters of
the curve used in this profile are as foll ows:
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DNSKEY and RRSI G Resource Records for Sw
1. DNSKEY Resource Records

SM2 public keys consist of a single value, called "P'. |n DNSSEC
keys, P is a string of 64 octets that represents the unconpressed
formof a curve point, "x | y". (Conversion of a point to an octet

string is described in Section 4.2.8 of [GWI-0003.1].)
2. RRSI G Resource Records

The SM2 signature is the conbination of two non-negative integers,
called "r" and "s". The two integers, each of which is formatted as
a sinple octet string, are conbined into a single |longer octet string
for DNSSEC as the concatenation "r | s". (Conversion of the integers
to bit strings is described in Section 4.2.1 of [GMI-0003.1].) Each
i nteger MJUST be encoded as 32 octets.

Process details are described in Section 6 of [GMJI-0003. 2].

The al gorithm nunber associated with the DNSKEY and RRSI G resource
records is 17, which is described in the | ANA Consi derati ons section

Conformant inplenmentations that create records to be put into the DNS
MAY i npl ement signing and verification for the SM2 digital signature
al gorithm Conformant DNSSEC verifiers MAY inplenment verification
for the above al gorithm

Support for NSEC3 Denial of Existence

Thi s docunent does not define algorithmaliases nentioned in
[ RFC5155] .

A DNSSEC validator that inplenents the signing algorithnms defined in
this docunment MJST be able to validate negative answers in the form
of both NSEC and NSEC3 with hash algorithm SHA-1, as defined in

[ RFC5155]. An authoritative server that does not inplenment NSEC3 MAY
still serve zones that use the signing algorithns defined in this
docunment with NSEC deni al of existence.

If using NSEC3, the iterations MJUST be 0 and salt MJST be an enpty
string as recomrended in Section 3.1 of [RFC9276].

Exanpl e

The following is an exanmple of SM2 keys and signatures in DNS zone
file format, including DNSKEY RR, NSEC3PARAM RR, NSEC3 RR with RRSIG
RRs, and DS RR

Private-key-format: v1.3
Al gorithm 17 (SM2SMB)
Privat eKey: V24tj JgXxp2ykscKRZdT+i uR5J1x RQ\N+FKoQACTD9f A=

exanmpl e. 3600 IN DS 27215 17 6 (
86671f 82dd872e4ee73647a95df f 7f dOaf 599f f 8a43f fa26c9a2593091653c0e

)

example. 3600 IN DNSKEY 256 3 17 (
TE@2PTAp+lac6R9Ze2nf B8pPc2QJgkHS] ug
ALr 4SuD9awuQxhf w7wivpi Xv7J K4/ VwwTr CxJ
wu+qUuDsgoBK4w==
) ; ZSK; alg = SM2SMB ; key id = 65042
exanple. 3600 IN RRSIG DNSKEY 17 1 3600 (
20230901000000 20220901000000 65042 exanpl e.
| F2eq49e62Nn4aT5x8ZI 6PARSTPHPDI xZdyl
| MBGWI4] KRWKpTgWLE4] QK/ +qHANSADATd36



JsuuOFSCbk48(Qg==

exanple. 0 IN NSEC3PARAM 1 0 10 AABBCCDD

example. 0 IN RRSIG NSEC3PARAM 17 1 0 (
20230901000000 20220901000000 65042 exanpl e.
aqnt weYEJzkVb8SNuJLwdx 7f +vi vv5l Ul eA )

62KP1QBI3KRGR6LM? SEVPIVNGIOBLUES. exanpl e. 3600 IN NSEC3 1 1 10
AABBCCDD (
GTGVQ | LTSSI8FFO9J6DC8PRTFAEASG2 NS SOA RRSI G DNSKEY NSEC3PARAM )

62KP1(QB93KRGR6LM/ SEVPJVN@OBLUES. exanpl e. 3600 IN RRSIG NSEC3 17 2
3600 (
20230901000000 20220901000000 65042 exanpl e.
FOALegTgFkFY9vCOodkHwj EvZ+] L1INM 4s9V
hVy POMmkd5uCLKeXTP19HI eEt WW3WJ9XNe/ i e/ knp7Edo/ hxw==)

[ Exanpl e_Prograni is an examnpl e program based on dnspython and gmnssl,
whi ch supplies key generating, zone signing, zone validating, and DS
RR generating functions for convenience.

I ANA Consi der ati ons
| ANA has registered the following in the "Digest Algorithns" registry

wi thin the "DNSSEC Del egati on Signer (DS) Resource Record (RR) Type
Di gest Al gorithns" registry group.

E bl s oo oo ey oo e

| Value | Digest Type | Status | Reference |

B oo oo e el sl °)

| 6 | SM3 | OPTIONAL | This document |

+------- i i F--- - - i I +
Table 1

| ANA has registered the following in the "DNS Security Al gorithm
Nunbers” registry within the "Domain Nane System Security (DNSSEC)
Al gorithm Nunbers" registry group.

[ ety ey Ly ety oty o —p—p—————— ]
| Number | Description | Menonic | Zone | Trans. | Reference |
I I I | Signing | Sec. | I
. S sl s e e e e e el
| 17 | SM2 signing | SmesmB | Y | * | This |
| | algorithm | | | | document |
I | with SMB I I I I I
I | hashing I I I I I
I | algorithm I I I I I
+---- - - - i T F--- - - F---- - - - +---- - - - F--- - - - +
Table 2

* There has been no determ nation of standardi zati on of the use of
this algorithmw th Transaction Security.

Security Considerations

The security strength of SM2 depends on the size of the key. A
| onger key provides stronger security strength. The security of ECC
based algorithms is influenced by the curve it uses, too.

Li ke any cryptographic algorithm it may come to pass that a weakness
is found in either SM or SM3. |In this case, the proper renediation
is crypto-agility. In the case of DNSSEC, the appropriate approach
woul d be to regenerate appropriate DS, DNSKEY, RRSIG and NSEC3
records. Care MJST be taken in this situation to permt appropriate
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roll overs, taking into account record caching. See [RFC7583] for
details. A suitable replacenent al gorithm should be both widely
i mpl emented and not known to have weaknesses.

The security considerations listed in [ RFC4509] apply here as well.
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