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Abst ract

Determ ni stic Networking (DetNet), as defined in RFC 8655, ainms to
provi de bounded end-to-end | atency on top of the network
infrastructure, conprising both Layer 2 bridged and Layer 3 routed
segnents. This docunment’s prinary purpose is to detail the specific
requirenents of the Operations, Administration, and Miintenance (OAM
recommended to naintain a determnistic network. The docunent will
be used in future work that defines the applicability of and

ext ensi on of OAM protocols for a deterministic network. Wth the

i npl ementation of the OAM framework in DetNet, an operator wll have
a real-tine view of the network infrastructure regarding the
network’s ability to respect the Service Level hjective (SLO, such
as packet delay, delay variation, and packet-loss ratio, assigned to
each DetNet fl ow.
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1. Introduction

Determ ni stic Networking (DetNet) [RFC8655] has proposed to provide a
bounded end-to-end | atency on top of the network infrastructure,
conprising both Layer 2 bridged and Layer 3 routed segnents. That
wor k enconpasses the data plane, OAM tine synchronization,
managenent, control, and security aspects.

Qperations, Adm nistration, and M ntenance (QAM tools are of
primary inportance for |IP networks [RFC7276]. DetNet OAM shoul d
provide a toolset for fault detection, |ocalization, and perfornmance
neasur enent .

Thi s docunent’s primary purpose is to detail the specific
requirenents of the OAM features recommended to maintain a
determnistic/reliable network. Specifically, it investigates the
requirenents for a deternministic network that supports critical
flows.

In this docurment, the term"QAM w Il be used according to its
definition specified in [RFC6291]. DetNet is expected to inplenent
an OAM franework to maintain a real-tine view of the network
infrastructure, and its ability to respect the Service Level

oj ectives (SLGs), such as in-order packet delivery, packet del ay,
del ay variation, and packet-loss ratio, assigned to each DetNet flow

Thi s docunent |ists the OAM functional requirenents for a Det Net
domain. The list can further be used for gap analysis of available
OAM tools to identify:

* possi bl e enhancenents of existing tools, or
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* whether new OAMtools are required to support proactive and on-
demand path nonitoring and service validation.

1. Definitions

Thi s docunent uses definitions, particularly of a DetNet flow,
provided in Section 2.1 of [RFC38655]. The followi ng terns are used
t hroughout this docunent as defined bel ow

Det Net OAM donmin: a DetNet network used by the nonitored Det Net
flow A DetNet OAM domain (also referred to in this docunment as
"OAM domai n") nmay have Mai ntenance End Points (MEPs) on its edge
and Maintenance Internediate Points (MPs) wthin.

Det Net OAM i nstance: a function that nmonitors a DetNet flow for
defects and/or nmeasures its performance netrics. Wthin this
docunent, the shorter version "OAM i nstance" is used
i nt erchangeabl y.

Mai nt enance End Point (MEP): an OAMinstance that is capable of
generating OAM test packets in the particular sub-layer of the
Det Net OAM donai n.

Mai nt enance Intermediate Point (MP): an OAMinstance al ong the
DetNet flow in the particular sub-layer of the Det Net OAM domai n.
An active M P MIST respond to an OAM nessage generated by the MEP
at its sub-layer of the sanme Det Net OAM donai n.

Control and nmanagenent plane: the control and managenment planes are
used to configure and control the network. Relative to a Det Net
flow, the control and/or managenent plane can be out of band.

Active neasurenent nethods: (as defined in [RFC7799]) these nethods
modi fy a DetNet flow by injecting specially constructed test
packets [ RFC2544].

Passi ve neasurenent nethods: (as defined in [RFC7799]) these nethods
infer information by observing unnodified existing flows.

Hybrid measurenment methods: (as defined in [RFC7799]) the
conbi nation of elenments of both active and passive neasurenent
met hods.

I n-band OAM an active OAM nethod that is in band within the
moni t ored Det Net OAM domai n when it traverses the sane set of
l'inks and interfaces receiving the same QS and Packet
Replication, Elimnation, and Ordering Functions (PRECF) treatnent
as the noni tored Det Net fl ow.

Qut - of -band OAM an active OAM net hod whose path through the Det Net
domai n may not be topologically identical to the path of the
moni tored DetNet flow, its test packets may receive different QS
and/ or PREOF treatnment, or both.

On-path telenetry: on-path telenmetry can be realized as a hybrid QAM
met hod. The origination of the telenetry information is
i nherently in band as packets in a DetNet flow are used as
triggers. Collection of the on-path telenetry information can be
performed using in-band or out-of-band OAM et hods.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all



capitals, as shown here. The requirenents |anguage is used in
Sections 1.1 and 6, and applies to the inplenentations of DetNet OAM

Rol e of OAM i n Det Net

Det Net networks are expected to provide comruni cations with

predi ctabl e | ow packet del ay, packet |oss, and packet mi sordering.
Most critical applications will define a set of SLGCs to be required
for the DetNet flows they generate.

To respect strict guarantees, DetNet can use an orchestrator able to
moni tor and maintain the network. Typically, a Software-Defined
Network (SDN) controller places DetNet flows in the depl oyed network
based on their SLOs. Thus, resources have to be provisioned a priori
for the regul ar operation of the network.

Most of the existing OAMtools can be used in DetNet networks, but
they can only cover sonme aspects of determnistic networking.
Fulfilling strict guarantees is essential for DetNet flows, resulting
in new Det Net-specific functionalities that nust be covered with OAM
Filling these gaps is inevitable and needs accurate consideration of
Det Net specifics. Sinmilar to DetNet flows, their OAM al so needs
careful end-to-end engineering.

For exanple, appropriate placing of MEPs along the path of a Det Net
flowis not always a trivial task and nmay require proper design
together with the design of the service conponent of a given Det Net
flow.

There are several DetNet-specific challenges for OAM  Bounded
networ k characteristics (e.g., delay, loss) are inseparable service
paraneters; therefore, Performance Mnitoring (PM OAMis a key topic
for DetNet. QOAMtools are needed to nonitor each SLO wit hout

i mpacting the DetNet flow characteristics. A further challenge is
strict resource allocation. Resources used by OAM nust be consi dered
and allocated to avoi d disturbing DetNet flows.

The Det Net Working Group has defined two sub-1layers

The Det Net service sub-layer at which a DetNet service (e.g.,
service protection) is provided.

The Det Net forwardi ng sub-1layer, which optionally provides
resource allocation for DetNet flows over paths provided by the
under | yi ng networKk.

OAM nechani sns exi st for the DetNet forwardi ng sub-layer, but the
service sub-layer requires new OAM procedures. These new OAM
functions nmust allow, for exanple, recognizing/discovering DetNet
rel ay nodes, getting information about their configuration, and
checking their operation or status.

Det Net service sub-layer functions use a sequence nunber for PRECF
whi ch creates a challenge for inserting OAM packets in the Det Net
flow

Fault tol erance al so assunmes that nultiple paths could be provisioned
to maintain an end-to-end circuit by adapting to the existing
conditions. The DetNet Controller Plane, e.g., central controller/
orchestrator, controls the PREOF on a node. QAMis expected to
support nonitoring and troubl eshooti ng PRECF on a particul ar node and
within the domain.

Note that a distributed architecture of the Det Net Control Plane can
al so control PRECF in those scenarios where DetNet sol utions involve
more than one single central controller.
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The Det Net forwardi ng sub-layer is based on preexisting technol ogi es
and has much better coverage regarding OAM However, the forwarding
sub-layer is terminated at Det Net relay nodes, so the end-to-end OAM
state of forwarding may be created only based on the status of

mul tiple forwardi ng sub-1layer segnents serving a given DetNet flow
(e.g., in case of DetNet MPLS, there may be no end-to-end LSP bel ow
the Det Net pseudowi re).

Qperation

OAM features will enable DetNet with robust operation both for
forwardi ng and routing purposes.

It is worth noting that the test and data packets are expected to
follow the sane path, i.e., connectivity verification has to be
conducted in band w thout inpacting data traffic. It is expected
that test packets share fate with the nonitored data traffic wthout
i ntroduci ng congestion in normal network conditions.

Informati on Coll ection

I nformati on about the state of the network can be collected using
several mechanisms. Some protocols, e.g., the Sinple Network
Management Protocol (SNWP), poll for updated data. O her protocols,
such as YANG Push [RFC8641], can be used to set up subscriptions for
the data defined in the YANG data nodels to be published periodically
or when the underlying data changes. Either way, information is

coll ected and sent using the DetNet Controller Plane.

Al so, we can characterize nethods of transporting OAM i nformation
relative to the path of data. For instance, OAM i nformati on may be
transported in band or out of band relative to the DetNet flow. In
the case of the forner, the telenetry informati on uses resources

al l ocated for the nonitored DetNet flow If an in-band nmethod of
transporting telemetry is used, the anount of generated information
needs to be carefully analyzed, and additional resources nust be
reserved. [RFC9197] defines the in-band transport nechani sm where
telenmetry information is collected in the data packet on which
information is generated. Two tracing nethods are descri bed:

* end-to-end, i.e., fromthe ingress and egress nodes, and

* hop-by-hop, i.e., like end-to-end with additional information from
transit nodes.

[ RFC9326] and [HYBRI D- TWO- STEP] are exanpl es of out-of-band telenetry

transport. In the former case, information is transported by each
node traversed by the data packet of the nonitored DetNet flowin a
specially constructed packet. |In the latter, information is

collected in a sequence of follow up packets that traverse the sane
path as the data packet of the nonitored DetNet flow. In both

met hods, transport of the telenetry can avoid using resources

all ocated for the Det Net domain.

Continuity Check

A continuity check is used to nmonitor the continuity of a path, i.e.,
that there exists a way to deliver packets between MEP A and MEP B.
The continuity check detects a network failure in one direction: from
the MEP transmitting test packets to the renpte egress MEP. The
continuity check in a Det Net OAM domain nonitors the Det Net
forwardi ng sub-layer; thus, it is not affected by a PRECF that
operates at the DetNet service sub-layer ([RFC8655]).

Connectivity Verification
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In addition to the Continuity Check, DetNet solutions have to verify
connectivity. This verification considers an additional constraint:
t he absence of nisconnection. The nisconnection error state is
entered after several consecutive test packets from ot her Det Net
flows are received. The definition of the conditions for entry and
exit of a msconnection error state is outside the scope of this
docunent. Connectivity verification in a DetNet OAM dormain nonitors
the Det Net forwardi ng sub-layer; thus, it is not affected by PREOF
that operates at the Det Net service sub-layer ([RFC8655]).

Rout e Traci ng

Ping and traceroute are two ubiquitous tools that help localize and
characterize a failure in the network using an echo request/reply
mechanism They help to identify a subset of the routers in the
path. However, to be predictable, resources are reserved per flowin
Det Net. Thus, DetNet needs to define route tracing tools able to
trace the route for a specific flow Al so, tracing can be used for
the di scovery of the Path Maxi mum Transmi ssion Unit (PMIU) or

| ocation of elenents of PRECF for the particular route in the DetNet
domai n.

Det Net is not expected to use Equal -Cost Miltipath (ECWP) [ RFC8939].
As a result, DetNet QAMin an ECVP environnent is outside the scope
of this docunent.

Fault Verification/Detection

Det Net expects to operate fault-tol erant networks. Thus, nechani sns
able to detect faults before they inpact network performance are
needed.

The network has to detect when a fault has occurred, i.e., the
network has deviated fromits expected behavior. Fault detection can
be based on proactive OAM protocols like continuity check or on-
demand met hods |ike ping. While the network nust report an al arm
the cause may not be identified precisely. Exanples of such alarns
are significant degradation of the end-to-end reliability or when a
buf fer overfl ow occurs.

Fault Localization and Characterization

The ability to localize a network defect and provide its
characterization are necessary el enents of network operation

Fault | ocalization: a process of deducing the |ocation of a network
failure froma set of observed failure indications. For exanple,
this m ght be achieved by tracing the route of the DetNet flow in
whi ch the network failure was detected. Another nethod of fault
| ocal i zation can correlate reports of failures froma set of
i nterl eaved sessions nonitoring path continuity.

Fault characterization: a process of identifying the root cause of
the problem For instance, msconfiguration or malfunction of
PREOF el enents can be the cause of erroneous packet replication or
extra packets being flooded in the Det Net donmin.

Use of Hybrid OQAMin Det Net

Hybrid OAM net hods are used in performance nonitoring and defined in
[ RFC7799] as foll ows:

| Hybrid Methods are Methods of Measurenent that use a comnbination
| of Active Methods and Passive Mt hods.



A hybrid measurenent nethod can produce netrics as close to nmeasured
usi ng a passive neasurenent nethod. The passive nethods neasure
metrics closest to the network’s actual conditions. A hybrid nethod,
even if it alters something in a data packet, even if that is as
little as the value of a designated field in the packet

encapsul ati on, is considered an approximation of a passive

measur enent net hod. One exanple of such a hybrid nmeasurenent nethod
is the Alternate-Marki ng Method (AMM described in [ RFC9341]. As
with all on-path telenetry nmethods, AMMin a DetNet donmain with the

| P data plane is, by design, in band with respect to the nonitored
Det Net flow. Because the nmarking is applied to a data flow, mneasured
metrics are directly applicable to the DetNet flow. AMM minimzes
the additional |oad on the DetNet domain by using nodal collection
and conputation of performance netrics optionally in conbination with
usi ng out-of-band telenetry collection for further network analysis.

4. Administration

The ability to expose a collection of netrics to support an
operator’s decision-making is essential. The follow ng performance
metrics are useful

Queuing Delay: the tinme el apsed between enqueui ng a packet and its
transm ssion to the next hop

Buf fer occupancy: the nunber of packets present in the buffer for
each of the existing flows.

Per DetNet flow. a nmetric reflecting end-to-end perfornmance for a
given flow Each of the paths has to be isolated in a multipath
routing environnent.

Per-path: detection of a m sbehaving path or paths when nultiple
pat hs are used for the service protection.

Per-device: detection of a m sbehaving devi ce.
4.1. Collection of Metrics

It is inportant to optimize the volune and frequency of statistics/
measur enent col | ection, whether the mechani snms are distributed,
centralized, or both. Periodic and event-triggered collection
informati on characterizing the state of a network is an exanpl e of
mechani sns to achi eve the optim zation

4.2. Wrst-Case Metrics

Det Net ainms to enable real-tinme conmunications on top of a

het er ogeneous multi-hop architecture. To make correct decisions, the
Det Net Controller Plane [RFC8655] needs tinely infornmation about
packet | osses/delays for each flow and each hop of the paths. In

ot her words, just the average end-to-end statistics are not enough
The coll ected information nmust be sufficient to allow a systemto
predi ct the worst-case scenario.

5. Mai nt enance

Service protection (provided by the Det Net Service sub-layer) is
designed to nitigate sinple network failures nore rapidly than the
expected response tinme of the DetNet Controller Plane. In the face
of events that inmpact network operation (e.g., link up/down, device
crash/reboot, flows starting and ending), the DetNet Controller Plane
needs to performrepair and reoptimn zation actions in order to
permanently ensure SLGs of all active flows with mniml waste of
resources. The Controller Plane is expected to be able to
continuously retrieve the state of the network, to evaluate
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conditions and trends about the rel evance of a reconfiguration,
quantifying the foll ow ng:

the cost of the suboptimality: resources nmay not be used optinally
(i.e., a better path exists).

the reconfiguration cost: the DetNet Controller Plane needs an
ability to trigger sonme reconfigurations. For this transient
peri od, resources may be tw ce reserved, and control packets have
to be transnitted.

Thus, reconfiguration may only be triggered if the gainis
significant.

Replication/Elimnation

When nultiple paths are reserved between two MEPs, packet replication
may be used to introduce redundancy and alleviate transm ssion errors
and collisions. For instance, in Figure 1, the source device S
transmits a packet to devices A and B to reach the destination node
R

=_==> (A) = (C) = (E) ===

/1 \\// \\// \\
source (S) [1T\\ [1T\\ (R (root)
\\ [ AN\ 1\ /1

===> (B) => (D) => (F) ===
Figure 1: Packet Replication and Elimnation Functions
Resour ce Reservation

Because the quality of service associated with a path nay degrade,
the network has to provision additional resources along the path.

Requi renent s

According to [ RFC8655], DetNet functionality is divided into
forwardi ng and service sub-layers. The Det Net forwardi ng sub-I|ayer

i ncludes DetNet transit nodes and may allocate resources for a Det Net
fl ow over paths provided by the underlay network. The DetNet service
sub-l ayer includes DetNet relay nodes and provides a Det Net service
(e.g., service protection). This section |lists general requirenents
for DetNet OAM as well as requirenents in each of the DetNet sub-

| ayers of a Det Net donmain.

1. It MIST be possible to initiate a Det Net OAM session froma MEP
| ocated at a Det Net node towards a MEP or MEPs downstream from
that Det Net node within the given domain at a particul ar Det Net
sub- | ayer.

2. It MIST be possible to initiate a Det Net OAM sessi on using any of

the DetNet Controller Plane solutions, e.g., a centralized
controller.

3. DetNet OAM MJUST support proactive OAM nonitoring and neasur enent
met hods.

4. DetNet OAM MJST support on-demand OAM nonitoring and nmeasur enent
met hods.

5. DetNet OAM MJST support unidirectional OAM nethods, continuity
checks, connectivity verification, and performance neasurenents.

6. DetNet OAM MUST support bidirectional DetNet flows, but it is not
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required to support bidirectional OAM nethods for bidirectiona
Det Net flows. DetNet OAMtest packets used for nonitoring and
measurenents of a bidirectional DetNet flow MJUST be in band in
both directions.

7. DetNet QAM MUST support proactive nonitoring of a DetNet device's
reachability for a given DetNet fl ow.

8. DetNet OAM MUST support hybrid performance nmeasurenent net hods.
9. Calculated performance metrics MJST include, but are not linmted
to, throughput, packet-loss, out-of-order, delay, and del ay-

variation nmetrics. [RFC6374] provides detailed information on
performance neasurenent and performance netrics
For the Det Net Forwardi ng Sub-|ayer

Det Net OAM MUST support:

1. PMIU discovery.

2. Renote Defect Indication (RDI) notification to the Det Net OAM
i nstance performng continuity checking.

3. the nonitoring of levels of resources allocated for a particul ar
Det Net flow. Such resources include, but are not limted to,
buffer utilization and schedul er transm ssion cal endar

4. the nonitoring of any subset of paths traversed through the
Det Net domain by a DetNet fl ow.

For the Det Net Service Sub-I|ayer
The OAM functions for the DetNet service sub-layer allow, for
exanpl e, the recogni zing/di scovery of DetNet relay nodes, the
gathering of information about their configuration, and the checking
of their operation or status.

The requirenents on OAM for a DetNet relay node are that Det Net OAM
MJST:

1. provide OAM functions for the DetNet service sub-Ilayer.

2. support the discovery of DetNet relay nodes in a DetNet network

3. support the discovery of PRECF | ocations in the donain.

4. support the collection of information specific to the Det Net
service sub-layer (configuration/operation/status) from Det Net
rel ay nodes.

5. support exercising functionality of PREOF in the donain.

6. work for DetNet data planes: MPLS and IP

7. support a defect notification nechanism |ike A armIndication
Signal. Any DetNet relay node providing service for a given
Det Net flow MAY originate a defect notification addressed to any
subset of DetNet relay nodes along that flow

8. be able to measure metrics (e.g. delay) inside a collection of
OAM sessi ons, specially for conplex DetNet flows, wth PRECF
features.

| ANA Consi der ati ons
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Thi s docunent has no | ANA acti ons.
Security Considerations

Thi s docunent lists the OAMrequirenents for a DetNet donain and does
not raise any security concerns or issues in addition to ones conmobn
to networking and those specific to DetNet that are discussed in
Section 9 of [RFCO055]. Furthernore, the analysis of OAM security
concerns in Section 6 of [RFC7276] also applies to Det Net OAM

i ncluding the use of OAM for network reconnai ssance.

Privacy Consi derations

Privacy considerations of DetNet discussed in Section 13 of [ RFC9055]
are also applicable to DetNet OAM | f any privacy nmechanismis used
for the nonitored DetNet flow, then the sane privacy nethod MJST be
applied to the active Det Net OAM used to nonitor the flow
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