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I nt roducti on

Thi s docunent provides a specification of the usage of GOST
algorithms with PKCS #12 v1.1

PKCS #12 v1.1 describes a syntax for transfer of personal infornmation
such as private keys, certificates, and various secrets.

This nmeno describes the creation of transport key containers (PFX)
for keys and certificates using the GOST R 34.10-2012 algorithm The
GOST R 34.11-2012 algorithmis used to ensure the integrity of PFX
Cauti on:
This specification is not a standard and does not have | ETF conmmunity
consensus. It mmkes use of a cryptographic algorithmthat is a
national standard for Russia. Neither the | ETF nor the | RTF has
anal yzed that algorithmfor suitability for any given application,
and it may contain either intended or unintended weaknesses.
Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here
Basic Terms and Definitions
Thr oughout this docunment, the follow ng notations are used:
P a password encoded as a Unicode UTF-8 string
S a randominitializing value

V_s the set of byte strings of length s, where s >= 0; the string b



= (b_1,...,b_s) belongs to the set V.s if b_1,...,b_s belongs to
{0,..., 255}

| Al  the number of conponents (a length) of the vector A belonging to
V_s (if Ais an enpty string, then |Al = 0)

Al|C a concatenation of two byte strings A, CfromV.s, i.e., a
string fromV_(|A +/C), where the left substring fromV_(|A]) is
equal to the string A and the right substring fromV (|C) is

equal to the string C A= (a_l,...,a (n_1)) inV_(n_1l) and C =
(c_1,...,c_(n_2)) inV_(n_2), res =
(a_1,...,a (n_1),c 1,...,c (n_2)) in V_ (n_1+n_2)

Fq afinite prine field represented as a set of q integers
{0,1,...,9 - 1}, where q > 3 - prine nunber

b nod q the m ni num non-negati ve nunber conparable to b nodulo p

INT(b) integer INT(b) =b 1+ b 2 * 256 +...+ b_s * 2567(s-1), where
b belongs to V_s

Thi s docunent uses the follow ng terns and abbrevi ations:

Signature one or nore data elenents resulting fromthe signature
process (O ause 3.12 of [1SOL4888-1]). Note: The terns "digita
signature", "electronic signature", and "electronic digita
signature" are considered equivalent in this docunent.

Signature key set of private data elenents specific to an entity and
usable only by this entity in the signature process (C ause 3.13
of [1S0O14888-1]). Note: Sonetimes called a private key.

Verification key set of public data el enents that is nmathematically
related to an entity’'s signature key and is used by the verifier
in the verification process (C ause 3.16 of [1S014888-1]). Note:
Sonetimes called a public key.

ASN. 1 Abstract Syntax Notation One, as defined in [ X 680].
BER Basic Encoding Rules, as defined in [X 690].
HVAC GOSTR3411 Hash-Based Message Aut hentication Code. A function
for calculating a Message Authentication Code (MAC) based on the
GOST R 34.11-2012 hash function (see [RFC6986]) with 512-bit
output in accordance with [ RFC2104].
4. PFX
The PFX (see [RFC7292]) is designed for secure storage and data
transfer. The scope of this docunent is to define how PFX i s used
for private key and certificate protection with a password when GOST
R 34.10-2012 is applied.
4.1. Structure of PFX

In accordance with [RFC7292], PFX has the follow ng structure:

PFX :: = SEQUENCE

{
version I NTEGER {v3(3)}(v3,...),
aut hSaf e Cont ent | nf o,
macDat a MacDat a OPTI ONAL

}

The fields of the PFX have the foll ow ng meani ngs:



* version is the syntax version nunber; the only allowed val ue for
this specification is 3.

* authSafe contains the data of type Contentinfo. |In the case of
password integrity node, the authSafe.content field has a Data
type val ue and contai ns a BER-encoded val ue of the
Aut hent i cat edSaf e structure.

* macData has a MacData type; in the case of password integrity
node, the macData field should contain information about the
al gorithm and paraneters for password key generation. Integrity
control is ensured by using the HVAC GOSTR3411 2012 512 al gorithm
the macDat a. mac. di gest Algorithmal gorithmfield contains the
HVAC GOSTR3411 2012 512 algorithmidentifier (see Section 7).
When processing PFX, this field should be checked first.

4.2. AuthenticatedSafe

The AuthenticatedSafe structure is a sequence of Contentlnfo val ues
(see [ RFC5652]):

Aut henti catedSafe ::= SEQUENCE OF Contentlnfo
-- Data if unencrypted
-- EncryptedData if password-encrypted
-- Envel opedData if public key-encrypted

4.2.1. Unencrypted Data

If the data is not encrypted, then the content field is the BER-
encoded val ue of the SafeContents structure. The contentType field
is set to the id-data type.

4.2.2. Password-Encrypted Data

4. 3.

When password integrity node is used, the data is represented as an
Encrypt edData structure (see [RFC5652]). The encryption algorithm
and paraneters have the foll ow ng val ues:

Cont ent Encrypti onAl gorithm dentifier ::= SEQUENCE

{
encrypti onAl gorithmO D OBJECT | DENTI FI ER,
paraneters PBES2- par ans

}

The PBES2-parans type is defined in [RFC9337]. The content should be
encrypted according to the encryption algorithmin the PBES2 schene,
as described in [RFC9337]. The followi ng identifier MJST be
specified in the

Encr ypt edDat a. Encr ypt edCont ent | nf 0. cont ent Encrypti onAl gorithm
encryptionAl gorithnO D field:

i so(1l) nenber-body(2) us(840) rsadsi(113549)
pkcs(1l) pkcs-5(5) pbes2(13)

The encrypted content is specified in the
Encrypt edDat a. Encr ypt edCont ent | nf 0. encrypt edContent fiel d.
Saf eCont ent s and Saf eBag

In accordance with [RFC7292], the SafeContents structure is a
sequence of Saf eBag:

Saf eContents ::= SEQUENCE OF Saf eBag



wher e
Saf eBag ::= SEQUENCE

bagl d BAG TYPE. & d ({PKCS12BagSet})
bagVal ue [0] EXPLICI T BAG TYPE. &Type({PKCS12BagSet } { @agl d})
bagAttri butes SET OF PKCS12Attri bute OPTI ONAL

}

The fields of SafeBag have the foll ow ng meani ngs:
* bagld is an object identifier; it defines the type of object.
* bagVal ue is the value of an object.

* bagAttributes contains the users’ names, the key identifiers, and
other additional information. This field is optional

See [ RFC7292], Section 4.2 for the different bag types. This
docunent describes the two object types of the SafeBag structure:

1. pkcs8ShroudedKeyBag
2. certBag

When password integrity node is used, the private key has the
foll owi ng structure:

pkcs8Shr oudedKeyBag BAG TYPE :: =

PKCS8Shr oudedKeyBag | DENTI FI ED BY {bagtypes 2}
}

The bagVal ue field contains the key and infornmation about the key, in
encrypted form in the EncryptedPrivateKeylnfo structure.

A certBag contains a certificate of a certain type. bject
identifiers are used to distinguish between different certificate

types.

certBag BAG TYPE :: =
{

}

If the certificate is not encrypted, the CertBag structure is placed
in the Data structure (see [RFC5652]). |If the certificate is
encrypted, the CertBag structure is placed in the EncryptedData
structure (see [RFC5652]).

Cert Bag | DENTI FI ED BY { bagtypes 3 }

5. GOST R 34.10-2012 Key Representation

This section describes the GOST R 34.10-2012 private key
representation for asymetric key pairs. Masked keys shoul d be used
to ensure that private keys are protected from | eaking through side
channel s when readi ng and perform ng operations with keys.

5.1. Masking GOST R 34.10-2012 Keys

The masking algorithmis defined by the basic cryptographic
transformati on operation of the algorithm nultiplication in the F_q
field for GOST R 34.10-2012 keys.

Let M1, M2, ..., Mk be a sequence of k masks. Let M.i() denote
the operation of applying the i-th mask and M.i~-1() denote the
operation of removing the i-th mask, 1 <= i <= k. Let K be a key.
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The masked key K Mis obtained by applying the masking operation k
tines:

KM= MKk (...(M2(M1(K)...).

Unmaski ng is performed by applying the renmoval operation k times, but
in reverse order:

K=M1r1(... (M (k-1)*-1(MKk*-1(K.M)...).

The masked key is represented as the sequence

I = KM|MI1||M2]]...||Mk.
Let the key K be n bits in length; then, the sequence | is
represented in nenory as a sequence of (k + 1)*n bits. | is
represented in little-endian format. It is possible to use an

unmasked private key (i.e., k =0, KM= K). For GOST R 34.10-2012
keys, the masking operation is the nultiplication of the key by the
inverse of the mask: INT(K. M = INT(K) * INT(M~-1 nod Q where the Q
value is taken fromthe key paraneters. The operation of renoving
the mask is the multiplication of the masked key by the mask: | NT(K)
= INT(K.M * INT(M nod Q The public key is specified by a pair of
coordinates (x, y) as defined in GOST R 34.10-2012, presented in the
followi ng format:

* a public key corresponding to the GOST R 34.10-2012 algorithmwth
a key length of 256 bits has the Gost R3410-2012- 256- Publ i cKey
representation. It is specified by a 64-byte string, where the
first 32 bytes contain the little-endian representation of the x
coordinate and the | ast 32 bytes contain the little-endian
representation of the y coordinate.

* a public key corresponding to the GOST R 34.10-2012 algorithmw th
a key length of 512 bits has the Gost R3410-2012-512- Publ i cKey
representation. It is specified by a 128-byte string, where the
first 64 bytes contain the little-endian representation of the x
coordinate and the | ast 64 bytes contain the little-endi an
representation of the y coordinate.

The public keys Gost R3410-2012- 256- Publ i cKey and
CGost R3410- 2012- 512- Publ i cKey MJST be DER encoded as an octet string
in accordance with Section 4.3 of [RFC9215]:

CGost R3410- 2012- 256- Publ i cKey :
Gost R3410- 2012- 512- Publ i cKey :

OCTET STRING (64),
OCTET STRING (128).

KeyBag Structure for GOST R 34.10-2012 Key

In accordance with [RFC7292], a KeyBag is defined as infornmation
about a private key represented as the PrivateKeylnfo structure:

KeyBag ::= PrivateKeylnfo

In accordance with [RFC5958], information about a private key is
presented in the followi ng form

PrivateKeylnfo ::= OneAsymetri cKey
OneAsymetri cKey Structure

I n accordance with [ RFC5958], OneAsymretricKey has the foll ow ng
structure:

OneAsymet ri cKey: : = SEQUENCE
{



5.

4.

ver sion Ver si on,

privat eKeyAl gorithm Pri vat eKeyAl gorithm dentifier,
pri vat eKey Pri vat eKey,
attributes [0] Attributes OPTI ONAL
[[2: publicKey [1] PublicKey OPTIONAL]],
}
Version ::= INTEGER { v1(0), v2(1) } (vi, ..., v2)
Privat eKeyAl gorithm dentifier ::= A gorithmdentifier
PrivateKey ::= OCTET STRI NG
PublicKey ::= BIT STRI NG
Attributes ::= SET OF Attribute

The fields have the foll owi ng neani ngs:

* wversion identifies the version of OneAsymmetricKey. |f publicKey
is present, then version is set to 2; else, version is set to 1.

* privateKeyAl gorithmidentifies the private key algorithmand
optionally contains paraneters associated with the asymretric key
pair. For GOST R 34.10-2012 private keys, the identifiers of the
correspondi ng public keys are used; they are defined in [ RFC9215].
The use of identifiers and public key parameters is defined in
[ RFCO215] .

* privateKey is an OCTET STRING that contains the value of the
masked private key I.

* attributes are optional. They contain information correspondi ng
to the public key (e.g., certificates).

* publicKey contains the value of the public key

CGost R3410- 2012- 256- Publ i cKey or Gost R3410-2012-512- Publ i cKey
encoded in a BIT STRING This field is optional
Encrypt edPri vat eKeyl nfo Structure for GOST R 34.10-2012 Key

In accordance with [RFC7292], the encrypted information regarding the
private key is defined as the PKCS8ShroudedKeyBag structure:

PKCS8Shr oudedKeyBag: : = Encrypt edPri vat eKeyl nf o

In accordance with [ RFC5958], EncryptedPrivateKeylnfo has the
foll owi ng structure:

Encrypt edPri vat eKeyl nfo :: = SEQUENCE

encrypti onAl gorithm Encrypti onAl gorithmndentifier,
encrypt edDat a Encrypt edDat a

}

Encrypti onAl gorithm dentifier ::= A gorithmdentifier

EncryptedData ::= OCTET STRI NG

The fields have the foll owi ng neani ngs:

* encryptionAlgorithmidentifies the algorithmunder which the
private key information is encrypted. Encryption MJST use the
PBES2 schenme. The algorithm and paraneters of this schene are
presented in [ RFC9337].

* encryptedData is the DER-encoded PrivateKeylnfo structure.

GOST R 34.10-2012 Certificate Representation

In accordance with [RFC7292], a CertBag is defined as information



about a certificate and has the follow ng structure:
CertBag ::= SEQUENCE

certld BAG TYPE. & d ({Cert Types}),
certValue [0] EXPLICIT BAG TYPE. &Type ({CertTypes}{@ertld})

}

The fields have the foll owi ng neani ngs:

* certld identifies the type of certificate.

* certValue contains the certificate.
Security Mechanisns

Let the sender and receiver have a previously agreed-upon password P.
The sender generates a password key using the PBKDF2 algorithmin
accordance with [RFC9337] and uses it to encrypt the transmtted
private key. The recipient independently generates a password key
usi ng the sane PBKDF2 diversification algorithmin accordance with

[ RFC9337] and uses it to extract the private key fromthe PFX

The sane password P is used to encrypt different sections of the PFX
using a different randominitializing value Swith a length of 8 to
32 bytes, where S and P are the input paraneters of the PBKDF2
function. The password MJUST be encoded as a Uni code UTF-8 string and
fed into the PBKDF2 algorithmas a P paraneter.

The integrity of the PFX is ensured by using the

HVAC GOSTR3411 2012 512 algorithmin accordance with [RFC7836]. To
check the integrity of the PFX with the HVAC GOSTR3411 2012 512
algorithm the key for this algorithmis also generated by using the
PBKDF2 al gorithmin accordance with [ RFC9337], with the sanme val ue
for the P parameter and a different initializing value Swith a
length of 8 to 32 bytes. The dkLen paraneter for the PBKDF2
algorithmis set to 96 bytes. The key for the

HVAC GOSTR3411 2012 512 al gorithm nust be the last 32 bytes of the
96- byt e sequence generated by the PBKDF2 al gorithm The PBKDF2

al gorithm paraneters S and ¢ are saved in the nacData. Salt and
macData.iterations fields, respectively. The HVAC GOSTR3411_2012_512
function is calculated fromthe content field of the authSafe
structure field. The authSafe structure field is a PFX structure
field. The value of the calculated checksumis saved in the
macDat a. mac. di gest field. The nmacData. mac. di gest Al gorithm al gorithm
field contains the following algorithmidentifier:

i d-tc26-gost3411-12-512 :: =

i so(1l) nenber-body(2) ru(643) rosstandart(7) tc26(1)
al gorithms(1) digest(2) gost3411-12-512(3)
}

The macDat a. mac. di gest Al gorithm parameters field isn't used and
shoul d be onmitted.

Security Considerations

The masked keys SHOULD be used to ensure that private keys are
protected from | eaki ng through side channels when reading and
perform ng operations with keys. Applications MJST use uni que val ues
for ukmand S in the PBKDF2 algorithm It is RECOVMENDED t hat
paraneter S consist of at |east 32 octets of pseudorandomdata in
order to reduce the probability of collisions of keys generated from
the sane password. The password MJST be encoded as a Uni code UTF-8
string and fed into the PBKDF2 algorithmas a P parameter. For nore
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i nformati on, see [ RFC9337]. Encryption MJST use the PBES2 schene to
encrypt private keys. Public keys MUST be DER encoded as an octet
string in accordance with [RFC9215]. Passwords SHOULD be stored in a
secure way. For information on security considerations for
generating PFX, see [RFC7292].

| ANA Consi der ations
Thi s docunent has no | ANA acti ons.
ASN. 1 Modul es

PKCS- 12RU

{
i so(1) nenber-body(2) ru(643) rosstandart(7)
tc26(1) nodul es(0) pkcs-12ruSynt ax(5)

}
DEFI NI TIONS EXPLICI T TAGS :: =
BEG N
| MPORTS

CGost R3410- 2012- Publ i cKey
FROM Gost R3410- 2012- PKI Synt ax

i so(1l) nenber-body(2) ru(643) rosstandart(7) tc26(1)
modul es(0) gost R3410-2012- PKI Synt ax( 2)
Lo
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Appendi x A.  Exanpl es

Thi s section contains exanpl es of using GOST cryptographic al gorithns
to create a PFX

A.1l. Test Data
In all exanples, the follow ng data is used.
A 1l.1. Test Certificate
This section contains a test certificate in BASE64 fornmat.

M | CLj CCAdugAw BAgl EAYy6hDAKBggqhQVHAQEDA] A4MPOWCWYDVQRKEWRUSZ | 2
MBcwJ QYDVQQRDEX5DQSBUSZI 20 BHT1NUI DMOLj EWLTEY| DI 1N 1i aXQatHhc NVDEwW
MT Ax MDAWIVDAWMH ¢ NNDkx M Mk MDAWVDAWWY A7 MQOWCWY DVQRKEWRUSZ | 2MSowWKAYD
VQQDEY FPUKI HSUSBVE9SG BHT1NUI DMOLj EWLTEY| DUXM 1i aXQagaAwFwY! KoUD
BWEBAQ wOwYJ Ko UDBWECAQ BA4GEAASBgLSLt 1g8KQAYZVxi oU+1LVIChE7VHRIg
BEh7S1yVNG qt 7+r NGBVFgnr PM74r bUsO hV8Mrz ZKpr Xdk350z 81 SW n2o0l UHZx
i kXI H SSH 4r v3K/ Puvz7hYTQSZI / xPdp78nUnj r Ea6d5wf X8bi Ey2z0dguf FvAk
MvlUa4gdXqDOo4GHM GEMGMGAL UMl wiRe MFgAFKx s DkxEZgJCl uKf CTsl ZvPLpFMy
0TykG A4MOWCWYDVQRKEWRUSZ | 2 MScwJd QYDVQQRDEX5DQSBUSZI 20 BHT1NUI DVD
Lj EMLTEyI DI 1Ni 1i aXSCBAGWU0EWHQYDVROOBBYEFHAGVWmMYDK1r CKhX7nk AVDr J
16 Ck MAo GCCqFAwWc BAQVICAOEAC! 6p8dAbpi 9Hk+3ngMyl OW h171 r | r Sp/ nBOF72Zz
M 8XUD1Dwz 3Jr r nxeXnf Mr QASBdUJ9hCy DgMVAGs/ | cEEA==

A 1.2. Test Key
This section contains test key bytes in hexadeci nal.

FO5A5D44C5245F63F2E7DF8E782C1924EADCB8D06C52D91023179786154CBDB1
561B4DF759D69F67EE1FBD5B68800E134BAA12818DA4F3AC75BOESEGF9256911



A. 2. Exanmple of a PFX with a Password-Protected Key and Unencrypted
Certificate

In this exanple, the PKCS8SHroudedKeybag structure is used to store

the key, which is placed in the Data structure. The certBag

structure is used to store the certificate, which is placed in the

Data structure. The follow ng password is used to encrypt the key

and provide integrity control: "ITapouas nuasa PFX'. The password is in
hexadeci mal :

DO9FDOB0OD180DOBEDOBBD18C20D0B4DOBBD18F20504658
The key encryption algorithmidentifier:
1.2.643.7.1.1.5.2.2

A.2.1. PFX in BASE64 For mat

M | FKwl BAz CCBMQGCSqGS| b3DQEHAaCCBLUEggSXM | Er TCCAsWGCSqGS| b3DQEH
AaCCAr 0OEggK5M | Ct TCCAr EGCy qGSI h3DQEMCgEDoI | CSj CCAKYGCi qGSI b3DQEJ
FgGgggl 2BI | CM CCAi 4wggHooAMCAQ CBAGVLIOQWCgY! Ko UDBWEBAWM WODENMAS G
ALUEChMEVESYN EnMCUGA1UEAX MeQQEgVEsyN ogRO9TVCAz NCAXMO0xM Ay NTYt

Y 0VB4 XDT Ax MDEWMT AMVDAWMVIFO XDT QB MT | z M AMVDAWVIFowOz ENVAS GA1UECh VE
VEsyN EqMCgGALUEAXMhT1JJROI OQVRPU) ogRO9TVCAZ NCAXMOOXM ALMTI t Ym O
M GgMBc GCCqFAwWe BAQECVASs GCSg FAWe BAgECAQUBhAAEG YCOI 7davCk OGGVe YgFP
t S1f Ul ROz BOf YARI €Ot cl TRpar e/ qzRuVRapqzzO+K21LDpYVf DPs2Sqal3ZN+Ts
/ JUl v59qCFB2cYpFyB/ 0kh4+K79yvz7r 8+4WEQOEn¥Zf 8T3ae/ J1Jo6xGunecHl/ G4
hM s9HYLnxbw] DMNVGUI HV6gz qOBhz CBhDBj BgNVHSMEXDBagBSsbASMRGai Qobi

nwk 7JWbhz y 6 RTKgE8p DowODENMAsS GA1UEChMEVESY N EnMCUGAL UEAX MeQOEgQVESy
Ny 0gRO9TVCAZNCAXMCOXxM AyNTYt Y 0ggQBj LgBMBOGALUd DgQABBR+BI cJmAyt

awi o0V+55AFg6ydegpDAKBggghQVHAQEDAgNBAApeqf HQGEYVR5Pt 50DM NFi | dey
K5a0qf 5gdBe2czLf FIA9@BMya658Xl 53zLzgOQXVCF YQs g4 DFQBr Py HBBAX VDA|

Bgkghki GOwWOBCRUx FgQUeVW0+dS25M CJChpniee/ 8 Ao UNMEOWL QYJKoZI hve NAQkU
MSAe HgBWADEAMy BGAHI Aa@Bl AGAAZABs AHk ATgBhAGDAZTCCAdk GCSqGS| b3DQEH
AaCCAcoEggHGM | Bwj CCAb4GCyqGSI b3DQEMCgECoI | BVz CCAVMMWNRYJKoZI hveN
AQUNVEWWKQYJKoZI hvc NAQUMVBWECKT 4N7NMwiggAg! | ADAVBggqhQVHAQEEAgUA
VB8 GCSg FAWC BAQUCA] ASBBAI nt 2\WDf aPJl sAsOnLKgl z Bl HLDMs EacbbWRNDVSn X
JLWgYr Koi pdg DA/ 2HENBZ34uFOLNheUqi KpCPoFpbR2GBi VYVTVKII bi czgaca
EQYz DXt ¢ SOQCZOxpKW t eAl bdJLC/ SqPur PYyKi OMVRUPROhbi s FASDT38HDH1Dh
0dL5f 6gad4aPW.r WbgWERFCoOPyh4Dot | PF37AQ0M Ej sbyyRHg3HgbW ax QRuAh
eqHON4QVGY92/ HFvJ7u3TcnQILWATe/ | hIRHLNF3RnXt N9i f 9z2C23| aDZG Wzpl U
yLr Ui TCbHr t n1RppPDLFNM 9dJ7KKgCkG 7ZnbnhqPChbywX13wcf YxVDAj Bgkq
hki GOWOBCRUx FgQUeVW0+dS25M CJ ChpnmGe/ 8 AoUWEOWL QYJKoZI hvc NAQK UMBAe
Hg BWADEAMyBGAHI Aa@Bl AGAAZABs AHk ATgBhAGOAZTBe ME4AWCY Yl Ko UDBWEBAgQIVE
QAkBKwWAi hn7pSI YTEhuObcvTPZj | 3WJVx CkUVI Gsc80G69EKFECTNChGIGSKJI51U
Kk Cs XFOa7+VBZf 3Bc VWWGh9UECI VEt O+VpuskAgl | AA==

A.2.2. PFXin ASN. 1 For nat

0 1323: SEQUENCE:

4 1: INTEGER 3

7 1220: SEQUENCE:
11 9: OBJECT | DENTI FI ER data [1.2.840.113549.1.7.1]
22 1205: CONTEXT SPECI FI C (0):

26 1201: OCTET STRI NG

30 1197: SEQUENCE:

34 716: SEQUENCE:

38 9: OBJECT | DENTI FI ER data [1.2.840.113549.1.7. 1]
49 701: CONTEXT SPECI FIC (0):

53 697: OCTET STRI NG

57 693: SEQUENCE:

61 689: SEQUENCE:

65 11: OBJECT | DENTI FI ER: pkcs- 12-cert Bag

: [1.2.840.113549.1.12.10.1. 3]
78 586: CONTEXT SPECI FIC (0):



82
86

98
102
106
110
114
116
119
125
127

137
139
141
143

148
154
156
158

163

195
197
212
227
229
231
233

238
244
246
248

253

288
291
293

303
305

316
320

451
454
457
459

582:
10:

566:
562:
558:
475:

10:

56:
13:
11:

4:
39:
37:

30:

30:
13:
13:
59:
13:
11:

42:
40:
3:

33:

160:

132:
128:

135:
132:
99:

SEQUENCE
OBJECT | DENTI FI ER x509Certificate
[ 1.2.840.113549. 1. 9. 22. 1]
CONTEXT SPECI FI C (0):
OCTET STRI NG
SEQUENCE
SEQUENCE
CONTEXT SPECI FIC (0):
| NTEGER: 2
| NTEGER: 26000004
SEQUENCE
OBJECT | DENTI Fl ER:
[1.2.643.7.1.1. 3. 2]
SEQUENCE
SET:
SEQUENCE
OBJECT | DENTI Fl ER:
organi zati onNane [2.5.4.10]
PRI NTABLE STRI NG ' TK26’
SET:
SEQUENCE
OBJECT | DENTI FI ER: conmonNane
[2.5.4.3]
PRI NTABLE STRI NG
" CA TK26: GOST 34.10-12 256-bit’
SEQUENCE
UTC TI ME:’ 010101000000Z
UTC TI ME:’ 491231000000Z
SEQUENCE
SET:
SEQUENCE
OBJECT | DENTI FI ER:
organi zati onNane [ 2.5. 4. 10]
PRI NTABLE STRI NG ' TK26’

SET:
SEQUENCE

OBJECT | DENTI FI ER: commonNane

[2.5.4. 3]
PRI NTABLE STRI NG
ORI G NATOR
GOST 34.10-12 512-bit’
SEQUENCE

SEQUENCE

OBJECT | DENTI FI ER:
[1.2.643.7.1.1.1. 2]
SEQUENCE
OBJECT | DENTI FI ER:
[1.2.643.7.1.2.1.2.1]
BI T STRI NG UnusedBits: 0:
OCTET STRI NG
B48BB75ABC290E18655C62A
14FB52D5F50844ECCLD1F60
04487B4B5C9534696AB7BFA
B346E5516A9AB3CCEF8ADB5S
2C3A5855F0CFB364AA6B5DD
937E4ECFC9525BFI9F6A0850
76718A45C81FF4921E3E2BB
F72BF3EEBF3EE1613412665
FF13DDA7BF275268EB11AE9
DE707D7F1B884CB6CF4760B
9F16F024330D546B881D5EAO0CE
CONTEXT SPECI FI C (3):
SEQUENCE
SEQUENCE
OBJECT | DENTI FI ER:
aut horityKeyl dentifier



464
466
468

490
492
494
496
498
500

505

511
513
515

520

552

558
560

565
567

589
591

601

668
670
672

683
685

707
709

720
722
754
758
769
773
777
781
785

798
802

92:
90:
20:

60:
58:
56:
13:
11:

65:

84:
35:

22:
20:

32:
30:
473:

458:
454
450:
446:

11:

343:
330:

[2.5.29. 35]
OCTET STRI NG
SEQUENCE
CONTEXT SPECI FIC (0):
AC6COE4ACA466A24296E2
9F093B2566F3CBA4532A
CONTEXT SPECI FIC (1):
CONTEXT SPECI FIC (4):
SEQUENCE
SET:
SEQUENCE
OBJECT | DENTI Fl ER:
or gani zat i onNane
[2.5.4.10]
PRI NTABLE STRI NG
' TK26’
SET:
SEQUENCE
OBJECT | DENTI FI ER:
commonNanme
[2.5.4.3]
PRI NTABLE STRI NG
" CA TK26: GOST
' 34.10-12 256-hit’
CONTEXT SPECI FIC (2):
018CBA81
SEQUENCE
OBJECT | DENTI FI ER
subj ect Keyl denti fier
[2.5.29. 14]
OCTET STRI NG
OCTET STRI NG
7E065709980CAD6B08AS
57EE7900583ACOD7A0A4

SEQUENCE

OBJECT | DENTI FI ER:
[1.2.643.7.1.1. 3. 2]

BI T STRI NG UnusedBits: 0:
OA5EA9F1D01BA62F4793EDE680CC88D1
6221D7B22B96B4A9FE607417B67332DF
17503D43C33DCIOAEBIF17979DF32F380
E4175427D842C8380C5401ACFC870410

SET:
SEQUENCE
OBJECT | DENTI FI ER: | ocal Keyl D
[1.2.840.113549. 1. 9. 21]
SET:

OCTET STRI NG
795574F9D4B6E4C20224
286998673FF00A14C04D

SEQUENCE
OBJECT | DENTI FI ER: fri endl yNane
[1.2.840.113549. 1. 9. 20]
SET:
BMP STRI NG ' p12Fri endl yNane’
SEQUENCE
OBJECT | DENTI FI ER data [1.2.840.113549.1.7. 1]
CONTEXT SPECI FIC (0):
OCTET STRI NG
SEQUENCE
SEQUENCE
OBJECT | DENTI FI ER:
pkcs- 12- pkcs- 8Shr oudedKeyBag
[1.2.840.113549.1.12.10. 1. 2]
CONTEXT SPECI FIC (0):
SEQUENCE



806 89: SEQUENCE:

808 O OBJECT | DENTI FI ER:
: [1.2.840.113549. 1. 5. 13]
819  76: SEQUENCE:
821 41 SEQUENCE:
823 O OBJECT | DENTI FI ER:
: [1.2.840.113549. 1. 5. 12]
834  28: SEQUENCE:
836  8: OCTET STRI NG ' A7F837B34CC2E82A
846 2 | NTEGER 2048
850  12: SEQUENCE:
852  8: OBJECT | DENTI FI ER:
: [1.2.643.7.1.1.4.2]
862  O: NULL:
864  31: SEQUENCE:
866 O OBJECT | DENTI FI ER
: [1.2.643.7.1.1.5.2.2]
877  18: SEQUENCE:
879  16: OCTET STRI NG
: 259ADDI60DF68F265B00B3498B2A0973
897 245: OCTET STRI NG

0CCBC469C6DB5913435529D724B5B281
8ACAA22 A5D3A30C0FF61CA9C1677E2EL
4E2CD85E52A88AA423E81696D1D86062
55855354AF626E273381A71A1106330D
7B5CAB440264EC692967ED78095B7492
C2FD2A8FBAB3D8C8A8B43154543D13A1
6E2B050120D3DFC1C31F50E1D1D2F97F
AB1AE1A3D62EB59B6E05844453A838FC
A1EO3A2D94F177ECO40EC22123B1BCB2
447AB71E06D689AC5046E0217AALCE9F
8415198F76FC716F27BBB74DCOD074B5
Al4DEFES58754472CD1774675ED37D89F
F730B6DE568364E896669954C8BAD489
309B1EBB67D51A693C398B14D32DF5D2
7B28A80290E8BB666E6786A3C285BCB0

: 5F5DF071F6
1145  84: SET:
1147  35: SEQUENCE:
1149 9: OBJECT | DENTI FI ER: | ocal Keyl D
: [1.2.840.113549. 1. 9. 21]
1160 22: SET:
1162  20: OCTET STRI NG
: 795574F9D4B6E4AC20224
: 286998673FF00A14C04D
1184  45: SEQUENCE:
1186 9: OBJECT | DENTI FI ER fri endl yName
: [1.2.840.113549. 1. 9. 20]
1197  32: SET:
1199 30: BMP STRI NG ' p12Fri endl yNane’

1231 94: SEQUENCE:
1233 78: SEQUENCE:

1235 10: SEQUENCE:
1237 8: OBJECT IDENTIFIER [1.2.643.7.1.1.2. 3]

1247 64: OCTET STRI NG
: 09012B0E22867EE9488613121BB46DCB
D33D98C8DD6815C429145653AC73CD06
EBD10A1443939CE6C624648A279D542A
: 43AC5C5D1AEFES4165FDC171555087D5
1313 8: OCTET STRI NG ' 8544B4EF95A6EB24’
1323 2: | NTEGER 2048

A.2.3. Decrypted Key Val ue in BASE64 For mat

M Hi AgEBNMBc GCCqFAwe BAQECVAS GCSgFAwWe BAQECAQRAEVK] +ebl s HW 86 SNgRKq
SxMXgGnbvR/ uz5/ WA dNGlaxvUwWhpc Xl xDZUme QuNzqJBksel 7f 5/ Jj Xy TFRF1a



+YGEBgQXi 7davCkOGGVe YgFPt S1f Ul ROz BOf YARI eOt cl TRpar e/ gzRuVRapqzzO
+K21LDpYVf DPs2Sqal3ZN+Ts/ JU v59qCFB2c YpFy B/ 0kh4+K79yvz7r 8+4VNEOEmM
Zf 8T3ae/ J1Jo6xGunecHL/ G4AhM s9HYLnxbwd DMNVGUI HV6gzg==

A 2.4. Decrypted Key Value in ASN. 1 For nat

0 226: SEQUENCE:

3 1: I NTEGER: 1
6 23: SEQUENCE:
8 8: OBJECT IDENTIFIER [1.2.643.7.1.1.1.2]
18 11: SEQUENCE:
20 9: OBJECT IDENTIFIER [1.2.643.7.1.2.1.2.1]

31 64: OCTET STRI NG
116925F9E6ESBO75ACF3A48D8112AA4AB130E80685BBD1 FEE679FD6
59F74D1B56B1BD4C158697172310D9526 CDOB8DCEA24192C788EDF

: E7F2635F24C5445D5AF9

97 129: CONTEXT SPECI FIC (1):

: 01B48BB75ABC290E18655C62A14FB52D5F50844ECC1ID1F6004487B
4B5C9534696 AB7BFAB346E5516 A9AB3CCEFSADB52C3A5855F0CFB3
64AA6B5DD937E4ECFCO525BFI9F6A085076718A45C81FF4921E3E2B
BF72BF3EEBF3EE1613412665FF13DDA7BF275268EB11AESDE707D7
F1B884CB6CF4760B9F16F024330D546B881D5EAOCE

A. 3. Example of a PFX with a Password-Protected Key and a Password-
Protected Certificate

In this exanple, the PKCS8SHroudedKeybag structure is used to store
the key, which is placed in the Data structure (see [ RFC5652]). The
certBag structure is used to store the certificate, which is placed
in the EncryptedData structure (see [ RFC5652]). The foll ow ng
password is used to encrypt the key and provide integrity control.
The password is in hexadeci mal.

DO9FDOBOD180DOBEDOBBD18C20D0B4D0OBBD18F20504658
The key encryption algorithmidentifier:
1.2.643.7.1.1.5.1.1
The certificate encryption algorithmidentifier:
1.2.643.7.1.1.5.1.2

A . 3.1. PFX in BASE64 For mat

M | Fj Al BAz CCBSUGCSqGSI b3DQEHAaCCBRYEggUSM | FDj CCAOEGCSqGSI b3DQEH
BqCCAz| wggMIAgEAM | DIwYJKoZI hv e NAQec BMFUGCSqGSI b3DQEFDTBI MCk GCSqG
S| b3DQEFDDAC BAQUUSVGs SWG Q CCAAWDAY! Ko UDBWEBBAI FADAbBgk gh QVHAQEF
AQ wDgQWHk3dagt S48+d x+gl | OMAGPgxxN+sTr Kbr uRf 9R5Ya9cf 5At OLf r gvh
f LeULf mZnml'g/ BAE5S1QQ+Vbnh3v1lknspr 6h2+e4W i +ndEe CWGEA6X/ G22h/ RAHW2
Yr Vinf 6¢CWkWHYr qz T4h/ 8RQL/ 9haunD5LHPLVs Yr Eai 00abgXay DSWARVIQLQY(q
SLNMZK5VI Nt+f Ri S5wszVJ3At Vg8EuUPt 41aQEKWPY 2gntH4 S6WmQRC6W aoqml i f F
PJENJNn5K2MLJ 6z NESs6bFt YNKMAr Ngt vv3ri oY6eAaalLy6AV6l j sekngodHMQ v
Y4eEi 0Js0xhpXhZY69PXT+ZBeHv6MsheBhwXgxAd1Dgt PTaf M NK8r gKCap9Tt PG
vONvo5WOdgwegx RRQzI unBdzVAmLVWAg4Wrt 8/ Ucx DWRz 3k 6i j FPI GaA9+8ZMTEO
RHhBRvMBOY2/ VNNxbgxW GYuPxpSi 3YnCZI PnBEe5I Ul Xv7Kj zFusGVB8F8YR61k
4/ QNpKI 1QUv714YKf aUQznshGGzI LvING D62pl 1+J1 3vuawi 2DV mnkuM QFU9v
| kKRP+c2uBHDUOGEUUSNNhFO8p7+w3vxpl at GAKHIf m sPBdk2f 3wkn+r woqr Eui j M
I / bCAyl U MODMKhA09j 31UYSZdi 4f sf R\WDJIMy/ 8FPn96t uo+oCpbqv3NUwpZM 8
Li 4xqgTHt Yw +f RQ)/ P6XadNEi | | / TY] enLf VHXj AHOVIsVeCu/ t 3Es MYHQIdNCh
r Fk/ 1 c2Pdl QOyB4/ enpWOqr KegSbyZNuF1W 4zl 4m 89L8dTQBUkhy 45y QXZI DD8
k1Er Ydt dEsPt z/ 4zuSpbnmvCEl RoQuSXt GuJP+t bc WVEXRKM2UBgi 3qBj pn7DU1L8M
t sr RMBpDdadl| 8mT/ Vf h9+B8dZBZVxgQu70l MPEGexbUk YHUFCCnyi 9J0V92St bl z
El xI alVebj CCAcUGCSqGSI b3DQEHAaCCAbYEgQgGy M | Br j CCAaoCGCy qGSI b3DQEM
CgECol | BQz CCAT8WQYJKoZI hvc NAQUNVEgWKQYJ KoZI hvc NAQUMVBWECPOEQK OO
1t wAgl | ADAMBggqhQVHAQEEAg UANVBs GCSgFAWC BAQUBATACBAZ wx SqgAAAAAAAA



AAAEgeUgj 9m 3RDf KShMilOEeYws 7f 0ZK/ 5ANr 2wUhP5gnDj AZgn761 ExJ+wuvl nS
9PChf W/ugvdl / 9XJgQvvr 9Cu4pCh4l CXpl chcy0dGk/ Mzl t HRVCEWK2n TXWQAK KT
k@xhLFzoDl16dht gX0+/ dQy9GBpESEzCBI YRXLNLAr cz9k 7KVSTIJUuNM Frr 7EQuUU
Tr 80ATSQQ sq50zpFyr pznVPGCr Gdl j pymZxNdvwa8bZxqTt RVDx CYATOCGqz OpwH
Cl WULHDOLI aj LMB2GhBKyQw6uj | 11t JsOT+WNdX/ AT2FLi 1LFSS3+C 9M/QM wYJ
KoZl hve NAQKVMRYEFH VdPnUt uTCAI QoazhnP/ AKFVBNMCOGCSqGSI b3DQEJ FDEg
Hh4 Ac AAXADI ARgBy AGKAZ(BUAGQAbABS AE4AY(Bt AGUWX] BOVA0OGCCgFAWC BAQ D
BEDp4e22JnXdnvROXA99y Quz Qul8pxBeOpsLnm2dZqt 3Fj e5zqWluk/ 7VCcf V5r 2
bKnBnsLGCs2r PT8hBOoeAZvA BAj A UHW6I | QQ CCAA=

A.3.2. PFXin ASN. 1 For mat

0 1420: SEQUENCE:
4 1: | NTEGER 3
7 1317: SEQUENCE:
11 9:  OBJECT | DENTI FI ER data [1.2.840.113549. 1. 7. 1]
22 1302:  CONTEXT SPECI FIC (0):

26 1298: OCTET STRI NG
30 1294: SEQUENCE:
34 833: SEQUENCE:
38 9: OBJECT | DENTI FI ER:
: encryptedData [1.2.840.113549.1.7. 6]
49 818: CONTEXT SPECI FI C (0):
53 814: SEQUENCE:
57 1: | NTEGER: O
60 807: SEQUENCE:
64 9: OBJECT | DENTI FI ER: data [1.2.840.113549.1.7.1]
75  85: SEQUENCE:
77 9: OBJECT | DENTI FI ER: [ 1. 2. 840. 113549. 1. 5. 13]
88 72 SEQUENCE:
90 41: SEQUENCE:
92 9: OBJECT | DENTI FI ER: [ 1. 2. 840. 113549. 1. 5. 12]
103  28: SEQUENCE:
105 8: OCTET STRI NG ' 14B92546B12C068D
115 2: | NTEGER: 2048
119 12: SEQUENCE:
121 8: OBJECT IDENTIFIER [1.2.643.7.1.1.4.2]
131 0: NULL:
133 27: SEQUENCE:
135 9: OBJECT IDENTIFIER [1.2.643.7.1.1.5.1. 2]
146  14: SEQUENCE:
148  12: OCTET STRI NG
: FA793775A82DAB8F3ELBFC7E

162 705: CONTEXT SPECI FI C (0):

: 618FAB1CADFACAEB29BAEEASFF51E586BD7
1FEAOB4EDSFAEA3277F57942DF99999383F
05D139D5043E55B9E1DEFD649ACAGBEALDB
E7B85A58BE9DD11E0961BA03ASFF1B6DALF
D10075B662B5667FA7025B15BE62BAB34F8
87FF1140BFFD85ABA70F92E61CF2D5B18AC
46A2DOEC1B8176B20D2C004552502D062AB
0B36664AE5588DF9F4624B9C2CCD527702D
56AF04B8FB78D5A4042B03F2DA0987EL12E9
69A74110BA5SBB6ABAAG62227C53C910D24D9
F92B633527ACCD112B3A6C5B5834A300ACD
AADBEFDEBB8A863A78069A2F2E8057A963B1
E926AA87479908EF6387848A826CD318695
E1658EBD3D74FE641787BFA31285E061C17
AB101DD43AAD3D369F32334AF2BASA09AAT
D4ED3C6BCE36FA395BD760C1E8314514339
6E9BC7735789B55BD02AE16EEDF3F51CC4A3
591CF793A8A314F946680F7EF1931310E44
784146F33A398DBF54D3716E0C567C662E3
F1A528B762709920F98111EE6553F5EFECA
8F316EB06337F05F1847AD64E3F40DA4A23
5414BFBD7860A7DA510CE7B21186CC82EFD



4D1880FADA9975F89237BEE6B08B698332B
9A4BB8CF50154F6FFE4A44FFOCDAEO470EE38
6114512361174F29EFEC37BF1A656AD1965
C7F5F988B0OF05D9367F7C249FEAFOA2 AACA
BA28CC23F6C2032954FCCDO330A840A3D8F
7D5461265D8B87EC7D15980C932AFFC14F9
FDEADBASFAS0A96EABF7354C2964CFFC2E2
E31AA04C7B58C3FF9F446D3F3FASDA74D12
2208FD36237A72DF5475E300739526C55E0
AEFEDDC4B0C60741D74D0OA1AC593F21CD8F
74840ECB1E3F7A7AS6 D2AACA7A049BCO936
E175588E33978988F3D2FC753401524872E
39C905D99430FC93512B61DB5D12 C3EDCFF
E33B92A5BO9E6C021084683AE497B46B893F
EB5B71611744A336501822DEA063A67EC35
35F0CB6CAD133DA4375A765F264FF55F87D
F81F1D641655C6042EEF494C3C419ECSB52
4607B850829F28BD27457DD92B5B233125C

: 656B555E6E
871 453 SEQUENCE:

875 o OBJECT | DENTI FI ER data [1.2.840.113549. 1. 7. 1]
886 438: CONTEXT SPECI FI C (0):

890 434: OCTET STRI NG

894 430: SEQUENCE:

898 426: SEQUENCE:

902 11: OBJECT | DENTI FI ER:
: pkcs- 12- pkcs- 8Shr oudedKeyBag
: [1.2.840.113549.1.12.10. 1. 2]
915 323: CONTEXT SPECI FIC (0):

919 319: SEQUENCE:
923 85: SEQUENCE:
925 9: OBJECT | DENTI FI ER:

: [1.2.840.113549. 1. 5. 13]
936 72: SEQUENCE:
938 41: SEQUENCE:
940 9: OBJECT | DENTI FI ER:

: [1.2.840.113549. 1. 5. 12]
951 28: SEQUENCE:
953 8: OCTET STRI NG

: FD04424DOED6DC2F
963 2: | NTEGER: 2048
967 12: SEQUENCE:
969 8: OBJECT | DENTI FI ER:

: [1.2.643.7.1.1.4.2]
979 0: NULL:
981 27: SEQUENCE:
983 9: OBJECT | DENTI FI ER:

: [1.2.643.7.1.1.5.1.1]
994 14: SEQUENCE:
996 12: OCTET STRI NG

: FOC52AA00000000000000000
1010 229: OCTET STRI NG

2A8FDO88DD10DF2B984C77411E630B3B
7E864AFF900DAF6C1484FE6A9C38C066
09FBEA513127EC2EBE59D2F4F0AL7D65
6E82F765FFD5C9810BEFAFDOAEE293A1
E08097A65721732D1D1A4FCCCC8B4745
50B9COADA74F1C10E24293906F7184B1
73A03D7A761B6ASFAFBF75083D1BCA44
E44CC20486115CB9B502B733F64ECAS6
CACOB8D32316BAFB110BAE4AEBF340134
903ADB2AE74CE9172AE9CE754F182ACE
7488E9CA667135DBFOE3C6DIC6A4EDAS
50F1098013386AB3D29C070A55942C70
FD2C86A32CC0761A104AC90C3ABA3225
96D26CD13F9635D5FF013D852E2D4B15



1242
1244
1246

1257
1259

1281
1283

1294
1296
1328
1330
1332
1334
1344

1410
1420

84:
35:

22
20:

32:
30:
94
78:
10:

64

8:
2

24B7F828FD
SET:
SEQUENCE
OBJECT | DENTI FI ER: | ocal Keyl D
[1.2.840.113549. 1. 9. 21]
SET:

OCTET STRI NG
795574F9D4B6E4AC20224
286998673FF00A14C04D

SEQUENCE
OBJECT | DENTI FI ER:
friend yNane [1.2.840.113549. 1. 9. 20]
SET:
BMP STRI NG ' p12Fri endl yNane’
SEQUENCE
SEQUENCE
SEQUENCE
OBJECT | DENTIFIER [1.2.643.7.1.1.2.3]
OCTET STRI NG
E9E1EDB62665DDIEF474C40F7DCO0BB3
42E27CA7105E3A9B0B9B675942AB7716
37B9CEA5B5BAAFFB54E71F579AF66CA9
BCOEC2CEB36ACF4FC8413A878066F388
OCTET STRI NG ' C62141F0E888C6D9’
| NTEGER: 2048

A.3.3. Decrypted Key Val ue in BASE64 For mat

M Hi AgEBMBc GCCqFAwe BAQECVAS GCSqFAwWe BAGECAQRAEVKI +ebl sHW 86 SNgRKq
SxMXgGnbvR/ uz5/ WA dNGlaxvUwWhpc Xl xDZUme QuNzqJBksel 7f 5/ Jj Xy TFRF1a
+YGEBgQXi 7davCkOGGVe YgFPt S1f Ul ROz BOf YARI eOt cl TRpar e/ gzRuVRapgzzO
+K21LDpYVf DPs2Sqal3ZN+Ts/ JU v59qCFB2c YpFy B/ 0kh4+K79yvz7r 8+4WWEOEm
Zf 8T3ae/ J1Jo6xGunecHL/ G4AhM s9HYLnxbwd DMNVGUI HV6gzg==

A.3.4. Decrypted Key Value in ASN. 1 For nat

0 226: SEQUENCE

3 1:
6 23:
8 8:
18 11:
20 9:
31 64:

97 129:

I NTEGER 1

SEQUENCE
OBJECT I|DENTIFIER [1.2.643.7.1.1.1.2]

SEQUENCE
OBJECT IDENTIFIER [1.2.643.7.1.2.1.2. 1]

OCTET STRI NG
116925F9E6E5B075ACF3A48D8112AA4B130E80685BBD1FEE679FD6
59F74D1B56B1BD4C158697172310D9526 CDOB8DCEA24192C788EDF
E7F2635F24C5445D5AF9

CONTEXT SPECI FI C (1):
01B48BB75ABC290E18655C62A14FB52D5F50844ECCID1F6004487B
4B5C9534696AB7BFAB346E5516A9AB3CCEF8ADB52 C3A5855F0CFB3
64AA6B5DDI37E4ECFC9525BFIF6A085076718A45C81FF4921E3E2B
BF72BF3EEBF3EE1613412665FF13DDA7BF275268EB11AE9DE707D7
F1B884CB6CF4760BIF16F024330D546B881D5EA0CE
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