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I nt roducti on

[ RFC8655] introduces and expl ains Determ nistic Networking (DetNet)
architecture and how the Packet Replication, Elimnation, and
Ordering Functions (PREOF) can be used to ensure a | ow packet drop
ratio in a Det Net domain.

QOperations, Adm nistration, and Mii ntenance (QAM protocols are used
to detect and |l ocalize network defects and to monitor network
performance. Some OAM functions (e.g., failure detection) are

usual |y performed proactively in the network, while others (e.g.,
defect localization) are typically performed on demand. These tasks
can be achieved through a conbination of active and hybrid OAM

met hods, as classified in [RFC7799]. This docunment presents a format
for active OAMin DetNet networks with the MPLS data pl ane.

Al so, this docunment defines format and usage principles of the Det Net

servi ce Associ ated Channel over a DetNet network with the MPLS data

pl ane [ RFC8964] .

Conventions Used in This Docunent
Term nol ogy and Acronyns

The term "DetNet OAM' in this docunent is used interchangeably with a

"set of OAM protocols, methods, and tools for Deterministic

Net wor ki ng" .

BFD: Bidirectional Forwardi ng Detection

CFM  Connectivity Fault Managenent

d- ACH: Det Net Associ ated Channel Header

Det Net: Determnistic Networking

Det Net Node: A node that is an actor in the DetNet domain. Exanples
of Det Net nodes include Det Net domai n edge nodes and Det Net nodes
that perform PREOF within the Det Net domain.

E2E: End to end

F-Label: A DetNet "forwarding" |abel. The F-Label identifies the
Label Switched Path (LSP) used to forward a DetNet flow across an
MPLS Packet Switched Network (PSN), e.g., a hop-by-hop | abel used
bet ween | abel sw tching routers.

OAM  (Qperations, Adm nistration, and Mi ntenance

PRECF: Packet Replication, Elimination, and Ordering Functions

PW Pseudow re

S-Label: A DetNet "service" label. An S-Label is used between
Det Net nodes that inplenent the Det Net service sub-layer

functions. An S-Label is also used to identify a DetNet flow at
the Det Net service sub-layer.



TSN:  Ti me-Sensitive Networking

Underl ay Network or Underlay Layer: The network that provides
connectivity between the Det Net nodes. One exanple of an underl ay
|l ayer is an MPLS network that provides LSP connectivity between
Det Net nodes.

2.2. Key Wrds

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here.

3. Active OAM for Det Net Networks with the MPLS Data Pl ane

OAM protocol s and mechani sms act within the data plane of the
particul ar networking layer; thus, it is critical that the data pl ane
encapsul ati on supports OAM nechani sns that conply with the OAM
requirenents listed in [ CAM FRAMEWORK] .

Qperation of a DetNet data plane with an MPLS underlay network is
specified in [RFC8964]. Wthin the MPLS underlay network, DetNet
flows are to be encapsul ated anal ogous to pseudow res (PW) as
specified in [ RFC3985] and [ RFC4385]. For reference, the Generic PW
MPLS Control Word (as defined in [ RFC4385] and used with DetNet) is
reproduced in Figure 1.

0 1 2 3
01234567890123456789012345678901
I S i o T s S S S e s s T
|0 0 0 Of Sequence Number |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

Figure 1. Generic PWMPLS Control Word Format

PREOF in the Det Net domain is conposed of a conbination of nodes that
performreplication and elimnation functions. The Elimnation sub-
function always uses the S-Label in conjunction with the packet
sequencing information (i.e., the Sequence Nunber encoded in the

Det Net Control Wird). The Replication sub-function uses the S-Label
i nformati on only.

3.1. DetNet Active OAM Encapsul ation

Det Net OAM |ike PWQAM uses the PW Associ ated Channel Header
defined in [RFC4385]. At the sane tine, a DetNet PWcan be viewed as
a Multi-Segnent PW where DetNet service sub-layer functions are at
the segnment endpoints. However, DetNet service sub-layer functions
operate per packet |evel (not per segnent). These per-packet |evel
characteristics of PREOF require additional fields for proper QAM
packet processing. MPLS encapsul ation [RFC8964] of a DetNet active
OAM packet is shown in Figure 2.

| Det Net Associ ated Channel Header | |
R e + +--> Det Net active OAM
| S- Label | | MPLS encapsul ati on



| Dat a- Li nk |
T +
| Physi cal |
o e e e e e e e e e e e e e e +

Figure 2: DetNet Active OAM Packet Encapsulation in the MPLS Data
Pl ane

Figure 3 displays encapsul ation of a test packet for a DetNet active
OAM protocol in case of MPLS over UDP/IP [ RFC9025].

oo m e e e e e e e e e e ao - + <--\

| Det Net Associ ated Channel Header | |
R + +--> Det Net active OAM
| S- Label | | MPLS encapsul ati on
o mm e e e e e e e e e e e meamaoo- + |

| [ F-label(s) ] | |

oo m e e e e e e e e e e ao - + <--+

| UDP Header | |
R + +--> Det Net data plane
| | P Header | | I P encapsul ati on
o mm e e e e e e e e e e e meamaoo- + <--/

| Dat a- Li nk |

oo m e e e e e e e e e e ao - +

| Physi cal |

o m e e e e e e e e e eee oo s +

Figure 3: DetNet Active OAM Packet Encapsul ation in MPLS over UDP/IP

Figure 4 displays the format of the Det Net Associ ated Channel Header
(d- ACH) .

0 1 2 3
01234567890123456789012345678901
e i S T S S T T S i S S S S

|0 0 O 1] Version| Sequence Nunber | Channel Type |
I S i o T s S S S e s s T
| Node 1D | Level | Flags | Session

B i aT T e e o S o S S S I T et sl o ST S S S S S S
Fi gure 4: d-ACH For mat

The d- ACH encodes the followi ng fields:
Bits 0..3: These MJST be 0b0001. This allows the packet to be
di stinguished froman I P packet [RFC4928] and from a Det Net
dat a packet [RFC8964].

Version: A 4-bit field. This docunent specifies version O.

Sequence Nunber: An unsigned circular 8-bit field. Because a
Det Net active OAM test packet includes d-ACH, Section 4.2.1 of
[ RFC8964] does not apply to handling the Sequence Nunber field
in Det Net OAM over the MPLS data plane. The sequence nunber
space is circular with no restriction on the initial val ue.
The originator Det Net node MJUST set the value of the Sequence
Nunber field before the transmi ssion of a packet. The initial
val ue SHOULD be random (unpredictable). The originator node
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SHOULD i ncrease the val ue of the Sequence Nunmber field by 1 for
each active OAM packet. The origi nator MAY use other
strategies, e.g., for negative testing of Packet Odering
Functi ons.

Channel Type: A 16-bit field and the value of the Det Net
Associ ated Channel Type. It MJST be one of the values |listed
in the | ANA "MPLS Generalized Associ ated Channel (G ACh) Types
(i ncluding Pseudowi re Associ ated Channel Types)" registry
[ 1 ANA- G ACh- Types] .

Node ID:  An unsigned 20-bit field. The value of the Node ID
field identifies the Det Net node that originated the packet. A
Det Net node MJST be provisioned with a Node ID that is unique
in the Det Net donmain. Methods for distributing Node ID are
outside the scope of this specification.

Level: A 3-bit field. Semantically, the Level field is anal ogous
to the Maintenance Domain Level in [IEEE. 802.1Q . The Level
field is used to cope with the "all active path forwarding"
(defined by the TSN Task G oup of the | EEE 802.1 WG
[ 1 EEEB02. 1TSNTG ) characteristics of the PREOCF concept. A
hi erarchi cal rel ationship between OAM domai ns can be created
using the Level field value, as illustrated by Figure 18.7 in
[ I EEE. 802. 1( .

Flags: A 5-bit field. The Flags field contains five 1-bit flags.
Section 5.1 creates the | ANA "Det Net Associ ated Channel Header
(d-ACH) Fl ags" registry for new flags to be defined. The flags
defined in this specification are presented in Figure 5.

Session ID: A 4-bit field. The Session field distinguishes OAM
sessions originating fromthe sane node (a gi ven Mi ntenance
End Point may have nultiple sinultaneously active OAM sessi ons)
at the given Level.

+- - - - -+
[Uyuyyy
+- -t - -+

Figure 5: Det Net Associated Channel Header Fl ags Field Format

U Unused and for future use. MJST be 0 on transnission and ignored
on receipt.

According to [ RFC8964], a DetNet flow is identified by the S Label
that MJST be at the bottom of the stack. An active OAM packet MUIST
include d-ACH i nmmedi ately following the S-Label.

Det Net PRECF Interaction with Active OAM

At the DetNet service sub-layer, special functions (notably PREOF)
MAY be applied to the particular DetNet flow to potentially reduce
packet |oss, inprove the probability of on-tinme packet delivery, and
ensure in-order packet delivery. PRECF relies on sequencing
information in the DetNet service sub-layer. For a DetNet active OAM
packet, PRECF MJUST use the Sequence Nunber field value as the source
of this sequencing information. App-flow and OAM use different
sequence nunber spaces. PREOF algorithnms are executed with respect
to the sequence nunber space identified by the flow s characteristic
informati on. Although the Sequence Nunber field in d-ACH has a range
fromO through 255, it provides sufficient space because the rate of
Det Net active OAM packets is significantly |l ower conpared to the rate
of Det Net packets in an App-flow, therefore, wapping around is not



an issue.
4. OAM I nterwor ki ng Mdel s

Interworking of two OAM donmins that utilize different networking
technol ogy can be realized by either a peering nodel or a tunneling
model . I n a peering nodel, OAM domains are within the corresponding
networ k domain. Wen using the peering nodel, state changes that are
detected by a Fault Managenent OAM protocol can be napped from one
OAM dormai n into another or a notification, e.g., an alarmcan be sent
to a central controller. In the tunneling nodel of OAM i nt erworKking,
usual ly only one active OAM protocol is used. |Its test packets are
tunnel ed through another domain along with the data flow, thus
ensuring fate sharing anong test and data packets.

4.1. OAM of DetNet MPLS Interworking with OAM of TSN

Det Net active QOAM can provi de end-to-end (E2E) fault managenment and
performance nonitoring for a DetNet flow. In the case of DetNet with
an MPLS data plane and an | EEE 802. 1 Ti ne-Sensitive Networking (TSN)
sub-network, it inplies the interworking of DetNet active QAM with
TSN OAM of which the data pl ane aspects are specified in [ RFC9037].

When the peering nmodel (Section 4) is used in the Connectivity Fault
Management (CFM) OAM protocol [I|EEE. 802.1(Q, the node that borders
bot h TSN and Det Net MPLS domai ns MUST support [RFC7023]. [RFC7023]
specifies the mappi ng of defect states between Ethernet Attachnent
Circuits and associated Ethernet PW that are part of an E2E enul ated
Et hernet service and are also applicable to E2E OAM across Det Net
MPLS and TSN domains. The CFM [IEEE. 802. 1@ [ITU.Y1731] can provide
fast detection of a failure in the TSN segnent of the DetNet service.
In the Det Net MPLS domain, Bidirectional Forwarding Detection (BFD),
as specified in [ RFC5880] and [ RFC5885], can be used. To provide E2E
failure detection, the TSN and Det Net MPLS segnments could be treated
as concatenated such that the diagnostic codes (see Section 6.8.17 of
[ RFC5880]) MAY be used to informthe upstream Det Net MPLS node of a
TSN segment failure. Performance nonitoring can be supported by

[ RFC6374] in the DetNet MPLS and by [ITU. Y1731] in TSN donai ns,
respectively. Performance objectives for each domain should refer to
metrics that are conposabl e [ RFC6049] or are defined for each donain
separately.

The foll owi ng considerations apply when using the tunneling nodel of
OAM i nt erwor ki ng between Det Net MPLS and TSN domai ns based on general
principles described in Section 4 of [RFCO037]:

* Active OAMtest packets MJIST be mapped to the same TSN Stream | D
as the nonitored DetNet flow.

* Active OAM test packets MJUST be processed in the TSN domai n based
on their S-Label and Cass of Service nmarking (the Traffic C ass
field val ue).

Mappi ng between a DetNet flow and TSN Streamin the TSN sub- network
is described in Section 4.1 of [RFC9037]. The mapping has to be done
only on the edge node of the TSN sub-network, and internediate TSN
nodes do not need to recognize the S-Label. An edge node has two
conponents:

1. A passive Streamidentification function.
2. An active Streamidentification function.
The first conponent identifies the DetNet flow (using C ause 6.8 of

[ 1 EEE. 802. 1CBdb] ), and the second conmponent creates the TSN Stream by
mani pul ati ng the Ethernet header. That manipulation sinplifies the
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identification of the TSN Streamin the intermedi ate TSN nodes by
avoi ding the need for themto | ook outside of the Ethernet header.

Det Net MPLS OAM packets use the sane S-Label as the DetNet flow data
packets. The above-described mappi ng function treats these OAM
packets as data packets of the DetNet flow As a result, DetNet MPLS
OAM packets are fate sharing within the TSN sub-network. As an
exanpl e of the mapping between Det Net MPLS and TSN, see Annex C.1 of
[ 1 EEE. 802. 1CBdb] that, in support of [RFC9037], describes howto

mat ch MPLS Det Net flows and achieve TSN Streans.

Note that the tunneling nodel of the OAMinterworking requires that
the renote peer of the E2E OAM domai n supports the active OAM
protocol selected on the ingress endpoint. For exanple, if BFDis
used for proactive path continuity nonitoring in the DetNet MPLS
domai n, BFD support (as defined in [ RFC5885]) is necessary at any TSN
endpoi nt of the DetNet service.

2. OAM of DetNet MPLS Interworking with OAM of DetNet |P

I nterwor ki ng between active OAM segnents in Det Net MPLS and DetNet |P
domai ns can al so be realized using either the peering nodel or the
tunneling nodel, as discussed in Section 4.1. Using the sane
protocol, e.g., BFD over both segnents, sinplifies the napping of
errors in the peering nodel. For exanple, respective BFD sessions in
Det Net MPLS and Det Net | P domains can be in a concatenated

relati onship as described in Section 6.8.17 of [RFC5880]. To provide
performance nonitoring over a DetNet |P donain, the Sinple Two-way
Active Measurenent Protocol (STAWMP) [RFC8762] and its extensions

[ RFC8972] can be used to nmeasure packet | oss and packet del ay
metrics. Such performance nmetrics can be used to calcul ate

composabl e netrics [ RFC6049] within DetNet MPLS and Det Net | P domains
to reflect the end-to-end Det Net service perfornmance.

I ANA Consi derations
1. DetNet Associated Channel Header (d-ACH) Flags Registry

| ANA has created the "DetNet Associated Channel Header (d-ACH) Fl ags"
registry within the "Det Net Associ ated Channel Header (d-ACH) Flags"
registry group. The registration procedure is "I ETF Revi ew'

[ RFC8126]. There are five flags in the 5-bit Flags field, as defined
in Table 1.

+o———o4 o=+
| Bit | Description |
[ bt S oo e pe
| 0-4 | Unassigned |
+----- I +

Tabl e 1: Det Net
Associ at ed Channel
Header (d-ACH) Fl ags
Regi stry

Security Considerations
Security considerations discussed in DetNet specifications [ RFC8655],
[ RFC8964], [RFC9055], and [ OAM FRAVMEWORK] are applicable to this
docunent. Security concerns and issues related to MPLS OAM t ool s
like LSP Ping [ RFC8029] and BFD over PW][RFC5885] also apply to this
speci fication.
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