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Path Segnent ldentifier in MPLS-Based Segment Routing Networks

Abstract

A Segnent Routing (SR) path is identified by an SR segnment list. A
subset of segnments fromthe segnent |ist cannot be | everaged to

di stinguish one SR path from another as they may be partially
congruent. SR path identification is a prerequisite for various use
cases such as performance neasurement and end-to-end 1+1 path
protection.

In an SR over MPLS (SR-MPLS) data plane, an egress node cannot
determ ne on which SR path a packet traversed the network fromthe
| abel stack because the segment identifiers are renmoved fromthe

| abel stack as the packet transits the network.

Thi s docunent defines a Path Segnent Identifier (PSID) to identify an
SR path on the egress node of the path.
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I ntroduction

Segnent Routing (SR) [ RFC8402] | everages the source-routing paradi gm
to steer packets froma source node through a controlled set of
instructions, called "segnents", by prepending the packet with an SR
header. In SRwith the MPLS data pl ane [ RFC8660], the SR header is
instantiated through a | abel stack

In an SR-MPLS network, when a packet is transmtted al ong an SR path,
the labels in the MPLS | abel stack will be swapped or popped. The
result of this is that no | abel or only the last |abel may be left in
the MPLS | abel stack when the packet reaches the egress node. Thus,
the egress node cannot use the SR | abel stack to determ ne al ong

whi ch SR path the packet cane.

However, identifying a path on the egress node is a prerequisite for
various use cases in SR-MPLS networks, such as performance

measur enent (Section 3.1), bidirectional paths (Section 3.2), and
end-to-end 1+1 path protection (a Live-Live case) (Section 3.3).

Therefore, this docunment defines a new segnment type, referred to
herein as a "Path Segnent". A Path Segnent is defined to uniquely
identify an SR path on the egress node of the path. It MAY be used
by the egress node for path identification. Note that per-path state
will be maintained in the egress node due to the requirenments in the
af orenenti oned use cases, though in nornmal cases, the per-path state
will be maintained in the ingress node only.

Requi renment s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Abbrevi ati ons and Terns

MPLS: Ml tiprotocol Label Switching

PSID: Path Segnent ldentifier

SID:  Segnent ldentifier

SR Segment Routing

SR- MPLS: SR over MPLS



SR path: A path described by a segnent |ist.

Sub-Path: A part of a path, which contains a subset of the nodes and
i nks of the path.

Pat h Segnent

A Path Segrment is a |local segnent [ RFC8402] that uniquely identifies
an SR path on the egress node. A Path Segnent ldentifier (PSID) is a
single label that is assigned fromthe Segnent Routing Local Bl ock
(SRLB) [ RFC8402] of the egress node of an SR path.

A PSIDis used to identify a segnent |ist. However, one PSID can be
used to identify nultiple segnent lists in sonme use cases if needed.
For exanple, one single PSID MAY be used to identify sonme or al
segnment lists in a candidate path or an SR policy if an operator
woul d Iike to aggregate these segnment lists in operation

When a PSID is used, the PSID can be inserted at the ingress node and
MUST i nmedi ately follow the |last |abel of the SR path; in other
words, it nmust be inserted after the routing segnment (adjacency,

node, or prefix segnment) that is pointing to the egress node of the
SR path. Therefore, a PSIDwill not be the top label in the |abel
stack when received on an intermedi ate node of the associ ated path,
but it can be the top label in the label stack on the penultimte
node.

The value of the TTL field in the MPLS | abel stack entry containing a
PSI D can be set to any value except 0. |If a PSIDis the bottom

| abel, the S bit MJST be set, and if the PSIDis NOT the bottom

| abel, the S bit MJST be 0.

The egress node MJUST pop the PSID. The egress node MAY use the PSID
for further processing. For exanple, when performance neasurenent is
enabled on the SR path, it can trigger packet counting or

ti mest anpi ng.

The addition of the PSIDwll require the egress to read and process
the PSID label in addition to the regular processing. This

addi tional processing nay have an inpact on forwardi ng perfornance.
Behavior relating to the use of explicit null directly preceding the
PSID is undefined in this docunent.

A Ceneric Associated Channel Label (GAL) MAY be used for Operations,
Admi ni stration, and Mai ntenance (OAM in MPLS networks. As per

[ RFC5586], when a GAL is used, the Associated Channel Header (ACH)
appears inmedi ately after the bottom of the |abel stack

The SR path conputation needs to know t he Maxi num SI D Depth (MsSD)
that can be inposed at the ingress node of a given SR path [ RFC8664].
This ensures that the SID stack depth of a conputed path does not
exceed the nunber of SIDs the node is capable of inposing. As per

[ RFC8491], the MSD signals the total nunber of MPLS | abels that can
be inposed, where the total nunber of MPLS | abels includes the PSID.

An exanpl e | abel stack with a PSIDis shown in Figure 1:
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Figure 1: Label Stack with a PSID
Wher e:

* The Labels 1 to n are the segnent |abel stack used to direct how
to steer the packets along the SR path.

* The PSID identifies the SR path in the context of the egress node
of the SR path.

The signaling of the PSID between the egress node, the ingress node,
and possibly a centralized controller is out of the scope of this
docunent .

2.1. Equal-Cost Miultipath (ECMP) Considerations

If an Entropy Label (EL) is also used on the egress node, as per

[ RFC6790], the EL and Entropy Label Indicator (ELI) would be placed
before the tunnel |abel; hence, they do not interfere with the PSID,
whi ch is placed bel ow

It is worthy to note that in the case of ECMP, with or without the
use of an EL, the SR packets may be forwarded over nultiple paths.
In this case, the SID list cannot directly reflect the actua
forwarding path and the PSID can only identify the SID |ist rather
than the actual forwarding path.

Al so, simlar to a Synonymous Fl ow Label (SFL) [RFC8957], the
introduction of a PSID to an existing flow may cause that flow to
take a different path through the network under the conditions of
ECMP. In turn, this may invalidate certain uses of the PSID, such as
performance neasurenent applications. Therefore, the considerations
of SFLs as per Section 5 of [RFC8957] also apply to PSIDs in

i mpl ement at i on.

3. Use Cases

Thi s section describes use cases that can |l everage the PSID. The
content is for informative purposes, and the detail ed solutions night
be defined in other docunents in the future.

3.1. PSID for Performance Measurenent

As defined in [RFC7799], performance neasurenment can be classified
into Passive, Active, and Hybrid neasurenments. Since a PSIDis
encoded in the SR-MPLS | abel stack, as shown in Figure 1, existing

i mpl ement ati ons on the egress node can | everage a PSID for neasuring
packet counts.

For Passive perfornmance nmeasurenent, path identification at the
measuring points is the prerequisite. A PSID can be used by the
measuring points (e.g., the ingress and egress nodes of the SR path
or a centralized controller) to correlate the packet counts and
timestanps fromthe ingress and egress nodes for a specific SR path;
then, packet |oss and delay can be cal cul ated for the end-to-end
pat h, respectively.

Furthernore, a PSID can al so be used for:



* Active performance neasurenent for an SR path in SR-MPLS networks
for collecting packet counters and tinestanps fromthe egress node
usi ng probe nessages.

* In situ OAM [ RFC9197] for SR-MPLS to identify the SR path
associated with the in situ data fields in the data packets on the
egr ess node.

* I n-band performance measurenent for SRRMPLS to identify the SR
pat h associated with the collected perfornmance netrics.

3. 2. PSID for Bidirectional SR Paths

In sone scenarios (e.g., nobile backhaul transport networks), there
are requirenents to support bidirectional paths [ RFC6965], and the
path is normally treated as a single entity. Forward and reverse
directions of the path have the sane fate; for exanple, failure in
one direction will result in switching traffic at both directions.
MPLS supports this by introducing the concepts of a co-routed
bidirectional Label Switched Path (LSP) and an associ at ed

bi directional LSP [ RFC5654] .

In the current SR architecture, an SR path is a unidirectional path
[ RFC8402]. In order to support bidirectional SR paths, a
straightforward way is to bind two unidirectional SR paths to a
single bidirectional SR path. PSIDs can be used to identify and
correlate the traffic for the two unidirectional SR paths at both
ends of the bidirectional path.

The nmechani sm of constructing bidirectional paths using a PSID is out
of the scope of this docunent and has been described in severa
docunents, such as [BI D R PATH and [ SR- EXTENSI ONS] .

3.3. PSID for End-to-End Path Protection

For end-to-end 1+1 path protection (i.e., a Live-Live case), the
egress node of the path needs to know the set of paths that
constitute the primary and the secondaries in order to select the
primary path packets for onward transnission and to discard the
packets fromthe secondaries [RFC4426].

To do this in SR, each SR path needs a path identifier that is unique
at the egress node. For SR-MPLS, this can be the Path Segnent | abel
al | ocated by the egress node.

The detailed solution of using a PSID in end-to-end 1+1 path
protection is out of the scope of this docunent.

3.4. Nesting of PSIDs

A Binding SID (BSID) [RFC8402] can be used for SID list conpression.
Wth a BSID, an end-to-end SR path in a trusted donmain can be split
into several sub-paths, where each sub-path is identified by a BSID.
Then, an end-to-end SR path can be identified by a Iist of BSIDs;
therefore, it can provide better scalability.

A BSID and a PSID can be conbined to achi eve both sub-path and end-
to-end path nonitoring. A reference nodel for such a comnbination
(Figure 2) shows an end-to-end path (A->D) in a trusted domain that
spans three subdomains (the Access, Aggregation, and Core domai ns)
and consists of three sub-paths, one in each subdomain (sub-path
(A->B), sub-path (B->C), and sub-path (C>D)).

The SID list of a sub-path can be expressed as <SIDl1l, SID2, ...,
SIDn, s-PSID> where the s-PSIDis the PSID of the sub-path. Each



sub-path is associated with a BSID and an s-PSID.

The SID list of the end-to-end path can be expressed as <BSI D1,
BSID2, ..., BSIDn, e-PSID> where the e-PSIDis the PSID of the end-
to-end pat h.

Figure 2 shows the details of the | abel stacks when a PSID and a BSID
are used to support both sub-path and end-to-end path nonitoring in a
mul ti -domai n scenari o.
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Figure 2: Nesting of PSIDs
Security Considerations

APSIDin SRMPLS is a local label simlar to other |abels and
segnents, such as a VPN | abel, defined in MPLS and SR-MPLS. The data
pl ane processing of a PSIDis a local inplenentation of an ingress
node or an egress node, which follows the same |ogic of an existing
MPLS data plane. As per the definition of a PSID, only the egress
node and the ingress node of the associated path will learn the
information of a PSID. The internediate nodes of this path will not
learn it.

A PSID nmay be used on an ingress node that is not the ingress of the
associated path if the associated |abel stack with the PSIDis part
of a deeper |abel stack that represents a |onger path. For exanple,
the case described in Section 3.4 and the related BSID are not used
while the original |abel stack of a sub-path is inserted as a part of
the whol e | abel stack. |In this case, the PSID nust be distributed in
a trusted domain under the considerations defined in Section 8.1 of

[ RFC8402] .

A PSIDis used within an SR-MPLS trusted domain [ RFC8402] and nust
not | eak outside the domain; therefore, no new security threats are

i ntroduced conpared to current SR-MPLS. As per [RFC8402], SR donain
boundary routers MJST filter any external traffic destined to a | abel
associated with a segment within the trusted domain; this applies to
a PSID as well. Oher security considerations of SR MPLS descri bed
in Section 8.1 of [RFC8402] apply to this docunent.

The distribution of a PSID froman egress node to an ingress node is
performed within an SR-trusted donmain, and it is out of the scope of
this docunment. The details of the mechanismand rel ated security
considerations will be described in other docunents.



5. 1 ANA Consi

der ati ons

Thi s docunent has no | ANA acti ons.
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