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Abst ract
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(SLGs). These netrics, referred to as "Precision Availability
Metrics (PAMs)", are useful for defining and nonitoring SLGCs. For
exanpl e, PAMs can be used by providers and/or custoners of an RFC
9543 Network Slice Service to assess whether the service is provided
in compliance with its defined SLCs.
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I nt roducti on

Servi ce providers and users often need to assess the quality with
whi ch network services are being delivered. 1In particular, in cases
where service-level guarantees are docunented (including their
conpani on netrol ogy) as part of a contract established between the
customer and the service provider, and Service Level Cbjectives
(SLCs) are defined, it is essential to provide means to verify that
what has been delivered conplies with what has been possibly

negoti ated and (contractually) defined between the custoner and the
service provider. Exanples of SLCs would be target values for the
maxi mum packet delay (one-way and/or round-trip) or maxi mum packet
loss ratio that woul d be deened accept abl e.

More generally, SLGs can be used to characterize the ability of a
particul ar set of nodes to comunicate according to certain
measur abl e expectations. Those expectations can include but are not
limted to aspects such as latency, delay variation, |oss, capacity/
t hroughput, ordering, and fragnmentation. Whatever SLO parameters are
chosen and whi chever way service-level paraneters are being measured,
Precision Availability Metrics indicate whether or not a given
service has been avail able according to expectations at all tines.

Several metrics (often docunented in the | ANA "Performance Metrics”
registry [ ANA-PM Regi stry] according to [ RFC8911] and [ RFC8912]) can
be used to characterize the service quality, expressing the perceived
quality of delivered networking services versus their SLGCs. O
concern is not so nuch the absolute service |level (for exanple,

actual | atency experienced) but whether the service is provided in
conpliance with the negotiated and eventually contracted service

| evel s. For instance, this nmay include whether the experienced
packet delay falls within an acceptable range that has been
contracted for the service. The specific quality of service depends
on the SLO or a set thereof for a given service that is in effect.
Non-conpliance to an SLO might result in the degradation of the
quality of experience for gamers or even jeopardize the safety of a

| ar ge geographical area

The sane service | evel may be deened acceptable for one application,
whi | e unacceptabl e for another, depending on the needs of the
application. Hence, it is not sufficient to neasure service |evels
per se over time; the quality of the service being contextually
provided (e.g., with the applicable SLOin m nd) nust be al so
assessed. However, at this point, there are no standard metrics that
can be used to account for the quality with which services are
delivered relative to their SLOs or to determnmi ne whether their SLOs
are being net at all times. Such netrics and the instrunentation to
support them are essential for various purposes, including nonitoring
(to ensure that networking services are perform ng according to their
obj ectives) as well as accounting (to maintain a record of service



| evel s delivered, which is inportant for the nonetization of such
services as well as for the triaging of problens).

The current state-of-the-art of netrics include, for exanple,
interface netrics that can be used to obtain statistical data on
traffic volunme and behavi or that can be observed at an interface

[ RFC2863] [ RFC8343]. However, they are agnostic of actual service

| evel s and not specific to distinct flows. Flowrecords [RFC7011]

[ RFC7012] maintain statistics about flows, including flow volune and
flow duration, but again, they contain very little information about
service levels, let alone whether the service | evels delivered neet
their respective targets, i.e., their associated SLOCs.

Thi s specification introduces a new set of netrics, Precision
Availability Metrics (PAMs), ained at capturing service levels for a
flow, specifically the degree to which the flow complies with the
SLGs that are in effect. PAMs can be used to assess whether a
service is provided in conpliance with its defined SLOs. This
informati on can be used in multiple ways, for exanple, to optim ze
service delivery, take tinely counteractions in the event of service
degradation, or account for the quality of services being delivered.

Avail ability is discussed in Section 3.4 of [RFC7297]. In this
docunent, the term"availability" reflects that a service that is
characterized by its SLOs is considered unavail abl e whenever those
SLCs are violated, even if basic connectivity is still working.
"Precision" refers to services whose service | evels are governed by
SLGCs and nust be delivered precisely according to the associ ated

quality and performance requirenments. |t should be noted that
precision refers to what is being assessed, not the mechani smused to
measure it. In other words, it does not refer to the precision of

the mechani smw th which actual service |evels are neasured.
Furthernore, the precision, with respect to the delivery of an SLQ
particularly applies when a netric val ue approaches the specified
threshold levels in the SLO
The specification and inplenentati on of nethods that provide for
accurate neasurenents are separate topics i ndependent of the
definition of the netrics in which the results of such measurenents
woul d be expressed. Likew se, Service Level Expectations (SLEs), as
defined in Section 5.1 of [RFC9543], are outside the scope of this
docunent .

2. Conventions

2.1. Term nol ogy
In this docurment, SLA and SLO are used as defined in [RFC3198]. The
reader may refer to Section 5.1 of [RFC9543] for an applicability
exanpl e of these concepts in the context of RFC 9543 Network Slice
Servi ces

2.2. Acronyns
IPFIX P Flow Informtion Export
PAM Precision Availability Metric
SLA Servi ce Level Agreenent
SLE Servi ce Level Expectation
SLO Service Level Objective

SV Severely Violated Interva



SVIR Severely Violated Interval Ratio
SVPC Severely Viol ated Packets Count
VFI Vi ol ati on-Free Interva
Vi Violated Interva
VIR Violated Interval Ratio
VPC Vi ol at ed Packets Count

3. Precision Availability Metrics

3.1. Introducing Violated Intervals

When anal yzing the availability metrics of a service between two
measurenent points, a time interval as the unit of PAMs needs to be
selected. In [ITU G 826], a time interval of one second is used.
That is reasonable, but sone services nay require different
granularity (e.g., decamllisecond). For that reason, the tine
interval in PAMs is viewed as a variable paraneter, though constant
for a particular nmeasurenent session. Furthernore, for the purpose
of PAMs, each time interval is classified as either Violated Interva
(VI), Severely Violated Interval (SVl), or Violation-Free Interva
(VFlI). These are defined as follows:

* VI is atime interval during which at |east one of the performance
par aneters degraded bel ow its configurable optimal threshold.

* SVI is atine interval during which at |east one of the
performance paraneters degraded belowits configurable critica
t hr eshol d.

* Consequently, VFI is a time interval during which all performance
paraneters are at or better than their respective pre-defined
optimal |evels.

The nonitoring of performance paraneters to deternine the quality of
an interval is performed between the elenments of the network that are
identified in the SLO corresponding to the perfornance paraneter.
Mechani sns for setting levels of a threshold of an SLO are outside
the scope of this docunent.

Fromthe definitions above, a set of basic netrics can be defined
that count the nunber of time intervals that fall into each category:

* VI count
* SVI count
*  VFI count

These count netrics are essential in calculating respective ratios
(see Section 3.2) that can be used to assess the instability of a
servi ce.

Beyond accounting for violated intervals, it is sonetinmes beneficial
to maintain counts of packets for which a performance threshold is
violated. For exanple, this allows for distinguishing between cases
in which violated intervals are caused by isolated violation
occurrences (such as a sporadic issue that nay be caused by a
tenmporary spi ke in a queue depth along the packet’s path) or by broad
viol ations across multiple packets (such as a problemw th slow route
convergence across the network or nore foundational issues such as
insufficient network resources). Maintaining such counts and
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3. 3.

comparing themw th the overall amount of traffic also facilitate
assessing conpliance with statistical SLCs (see Section 4). For
these reasons, the followi ng additional netrics are defined:

* VPC (Violated Packets Count)

*  SVPC (Severely Viol ated Packets Count)

Derived Precision Availability Mtrics
A set of netrics can be created based on PAMs as introduced in this
docunent . In this docunent, these netrics are referred to as
"derived PAM". Sone of these netrics are nodel ed after Mean Tine

Bet ween Failure (MIBF) netrics; a "failure" in this context refers to
a failure to deliver a service according to its SLO

* Time since the last violated interval (e.g., since last violated
ms or since |last violated second). This paranmeter is suitable for
moni toring the current conpliance status of the service, e.g., for
trendi ng anal ysi s.

*  Nunber of packets since the |last violated packet. This paraneter
is suitable for the nonitoring of the current conpliance status of
the service

* N©Mean tinme between VIs (e.g., between violated nmilliseconds or
bet ween vi ol ated seconds). This paraneter is the arithnmetic nean
of time between consecutive VIs.

* Mean packets between VIs. This paranmeter is the arithmetic nean
of the nunber of SLO compliant packets between consecutive VIs.
It is another variation of MIBF in a service setting.

An anal ogous set of netrics can be produced for SVI

* Time since the last SVI (e.g., since last violated nms or since
| ast violated second). This paraneter is suitable for the
moni toring of the current conpliance status of the service

*  Nunber of packets since the |last severely violated packet. This
paraneter is suitable for the nonitoring of the current conpliance
status of the service.

* N©Mean tinme between SVIs (e.g., between severely violated
m | 1iseconds or between severely violated seconds). This
paraneter is the arithnetic nean of tine between consecutive SVIs.

* Mean packets between SVIs. This paraneter is the arithnetic nean
of the nunber of SLO compliant packets between consecutive SVIs.
It is another variation of "MIBF" in a service setting.

To indicate a historic degree of precision availability, additiona
derived PAMs can be defined as follows:

* Violated Interval Ratio (VIR) is the ratio of the sunmed nunbers
of VIs and SVIs to the total number of time unit intervals in a
time of the availability periods during a fixed neasurenent
sessi on.

* Severely Violated Interval Ratio (SVIR) is the ratio of SVIs to
the total number of time unit intervals in a tinme of the
availability periods during a fixed neasurenent session

PAM Configuration Settings and Service Availability

It mght be useful for a service provider to determ ne the current



condition of the service for which PAMs are maintained. To
facilitate this, it is conceivable to conplenent PAMs with a state
nmodel . Such a state nodel can be used to indicate whether a service
is currently considered as avail able or unavail abl e dependi ng on the
network’s recent ability to provide service w thout incurring
intervals during which violations occur. It is conceivable to define
such a state nodel in which transitions occur per some predefined PAM
settings.

Wiile the definition of a service state nodel is outside the scope of
this document, this section provides sone considerations for how such
a state nodel and acconpanying configuration settings could be

defi ned.

For exanple, a state nodel could be defined by a Finite State Mchine
featuring two states: "available" and "unavailable". The initia
state could be "available". A service could subsequently be deened
as "unavail abl " based on the nunmber of successive interva

viol ati ons that have been experienced up to the particul ar
observation tine nonent. To return to a state of "available", a
nunber of intervals wi thout violations would need to be observed.

The nunber of successive intervals with violations, as well as the
nunber of successive intervals that are free of violations, required
for a state to transition to another state is defined by a
configuration setting. Specifically, the follow ng configuration
paraneters are defined

Unavai l ability threshold: The nunber of successive intervals during
which a violation occurs to transition to an unavail able state.

Avail ability threshold: The nunber of successive intervals during
whi ch no violations nust occur to allowtransition to an avail abl e
state froma previously unavail abl e state.

Addi tional configuration paraneters could be defined to account for
the severity of violations. Likewise, it is conceivable to define
configuration settings that also take VIR and SVIR i nto account.

Statistical SLO

It should be noted that certain SLAs may be statistical, requiring
the service levels of packets in a flowto adhere to specific
distributions. For exanple, an SLA might state that any given SLO
applies to at |east a certain percentage of packets, allowing for a
certain level of, for exanple, packet |oss and/or exceeding packet
delay threshold to take place. Each such event, in that case, does
not necessarily constitute an SLO violation. However, it is stil
useful to maintain those statistics, as the nunber of out-of-SLO
packets still matters when | ooked at in proportion to the tota
nunber of packets.

Al ong that vein, an SLA might establish a nulti-tiered SLO of, say,
end-to-end latency (fromthe |l owest to highest tier) as foll ows:

* not to exceed 30 ns for any packet;

* not to exceed 25 ns for 99.999% of packets; and

* not to exceed 20 nms for 99% of packets.

In that case, any individual packet with a |latency greater than 20 ns
| atency and | ower than 30 ns cannot be considered an SLO violation in

itself, but conpliance with the SLO may need to be assessed after the
fact.
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To support statistical SLOs nmore directly requires additiona
metrics, for exanple, netrics that represent histogranms for service-
| evel paraneters with buckets corresponding to individual SLGCs.

Al t hough the definition of histogramnetrics is outside the scope of
this docunment and coul d be considered for future work (see

Section 6), for the exanple just given, a histogramfor a particul ar
flow could be maintained with four buckets: one containing the count
of packets within 20 ns, a second with a count of packets between 20
and 25 nms (or sinply all within 25 ns), a third with a count of
packets between 25 and 30 ns (or nerely all packets within 30 ns),
and a fourth with a count of anything beyond (or sinply a total
count). O course, the nunber of buckets and the boundaries between
those buckets should correspond to the needs of the SLA associ ated
with the application, i.e., to the specific guarantees and SLGCs that
wer e provi ded.

O her Expected PAM Benefits

PAMs provide several benefits with other, nore conventiona
performance netrics. Wthout PAMs, it would be possible to conduct
ongoi ng neasurenments of service levels, maintain a tine series of
service-level records, and then assess conpliance with specific SLGCs
after the fact. However, doing so would require the collection of
vast anmounts of data that would need to be generated, exported,
transmtted, collected, and stored. In addition, extensive post-
processing would be required to conpare that data agai nst SLOs and
anal yze its conpliance. Being able to performthese tasks at scale
and in real tine would present significant additional challenges.

Addi ng PAMs allows for a nmore conpact expression of service-I|evel
compliance. |In that sense, PAMs do not sinply represent raw data but
expresses actionable information. In conjunction with proper

i nstrunmentation, PAMs can thus hel p avoi d expensi ve post-processing.

Ext ensi ons and Future Wrk

The following is a list of itens that are outside the scope of this
specification but will be useful extensions and opportunities for
future work:

* A YANG data nodel will allow PAMs to be incorporated into
moni toring applications based on the YANG NETCONF, and RESTCONF
frameworks. In addition, a YANG data nodel will enable the
configuration and retrieval of PAMrel ated settings.

* Aset of IPFIX Information Elements will allow PAMs to be
associated with flow records and exported as part of flow data,
for exanple, for processing by accounting applications that assess
compliance of delivered services with quality guarantees

* Additional second-order netrics, such as "longest disruption of
service time" (measuring consecutive tinme units with SVIs), can be
defined and woul d be deened useful by sone users. At the sane
time, such netrics can be conputed in a straightforward manner and
will be application specific in many cases. For this reason, such
metrics are onmitted here in order to not overburden this
speci fication.

* Metrics can be defined to represent histograns for service-I|eve
paraneters with buckets correspondi ng to individual SLCs.

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.

Security Considerations



Instrunmentation for netrics that are used to assess conpliance with
SLGCs constitutes an attractive target for an attacker. By
interfering with the maintenance of such netrics, services could be
falsely identified as conplying (when they are not) or vice versa
(i.e., flagged as being non-conpliant when indeed they are). Wile
this document does not specify how networks should be instrumented to
maintain the identified metrics, such instrunmentati on needs to be
adequately secured to ensure accurate neasurenents and prohibit
tanmpering with nmetrics being kept.

Where netrics are being defined relative to an SLO, the configuration
of those SLOs needs to be adequately secured. Likew se, where SLOs
can be adjusted, the correlation between any netric instance and a
particul ar SLO nust be unanbi guous. The sane service |evels that
constitute SLO violations for one flow and shoul d be mai ntai ned as
part of the "violated time units" and related netrics may be
compliant for another flow. |In cases when it is inpossible to tie
together SLGCs and PAMs, it is preferable to nmerely maintain
statistics about service levels delivered (for exanple, overall

hi stograns of end-to-end | atency) w thout assessing which constitute
vi ol ati ons.

By the same token, the definition of what constitutes a "severe" or a
"significant" violation depends on configuration settings or context.
The configuration of such settings or context needs to be specially
secured. Also, the configuration nmust be bound to the netrics being
mai ntained. Thus, it will be clear which configuration setting was
in effect when those nmetrics were being assessed. An attacker that
can tanper with such configuration settings will render the
corresponding netrics useless (in the best case) or msleading (in
the worst case).
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