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Abst r act

Thi s docunent describes network slicing in the context of networks
built fromI|ETF technologies. It defines the term"I|ETF Network
Slice" to describe this type of network slice and establishes the
general principles of network slicing in the | ETF context.

The docunent di scusses the general framework for requesting and
operating | ETF Network Slices, the characteristics of an | ETF Network
Slice, the necessary system conponents and interfaces, and the
mappi ng of abstract requests to nore specific technologies. The
docunent al so di scusses related considerations with nonitoring and
security.

Thi s docunent al so provides definitions of related terns to enable
consi stent usage in other |ETF docunents that describe or use aspects
of I ETF Network Slices.
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1. Introduction

A number of use cases would benefit froma network service that

suppl enents connectivity, such as that offered by a VPN service, with
an assurance of nmeeting a set of specific network perfornmance

obj ectives. This connectivity and resource comrmitnent is referred to
as a "network slice" and is expressed in terns of connectivity
constructs (see Section 4) and service objectives (see Section 5).
Since the term"network slice" is rather generic and has w der or



different interpretations wthin other standards bodies, the
qualifying term"IETF" is used in this docunent to limt the scope of
the network slices described to network technol ogi es defined and
standardi zed by the | ETF. This docunent defines the concept of "IETF
Network Slices" that provide connectivity coupled with a set of
specific commtments of network resources between a number of

endpoi nts (known as Service Demarcation Points (SDPs); see Sections
3.2 and 5.2) over a shared underlay network that utilizes |ETF
technology. The term"IETF Network Slice Service" is also introduced
to describe the service requested by and provided to the service
provi der’s custormer.

It is intended that the terns "I ETF Network Slice" and "I ETF Network
Slice Service" be used only in this document. Oher docunents that
need to indicate the type of network slice or network slice service
described in this docunent can use the ternms "RFC 9543 Network Slice"
and "RFC 9543 Network Slice Service".

Thi s docunent al so provides a general framework for requesting and
operating | ETF Network Slices. The framework is intended as a
structure for discussing interfaces and technol ogi es.

Services that might benefit fromI|ETF Network Slices include but are
not limted to:

* b5G services (e.g., enhanced Mbile Broadband (eMBB), U tra-
Rel i abl e and Low Latency Communications (URLLC), and nassive
Machi ne Type Communi cations (nMIC) -- see [TS23.501])

*  Networ k whol esal e services
* Network infrastructure sharing anbng operators

*  Network Function Virtualization (NFV) [NFVArch] connectivity and
Data Center |nterconnect

Furt her analysis of the needs of IETF Network Slice Service custoners
is provided in [ USE- CASES] .

| ETF Network Slices are created and nanaged within the scope of one
or nmore network technologies (e.g., IP, MPLS, and optical) that use
an | ETF-specified data plane and/or managenent/control plane. They
are intended to enable a diverse set of applications with different
requirenents to coexist over a shared underlay network. A request
for an | ETF Network Slice Service is agnostic to the technology in
the underlay network so as to allow custoners to describe their
network connectivity objectives in a conmon format, independent of
the underl ay technol ogi es used.

Many preexi sting approaches to service delivery and traffic

engi neering al ready use nechanisns that can be considered as network
slicing. For exanple, Virtual Private Networks (VPNs) have served
the industry well as a means of providing different groups of users
with logically isolated access to a common network. The comon or
base network that is used to support the VPNs is often referred to as
an "underlay network", and the VPN is often called an "overl ay
network". An overlay network may, in turn, serve as an underl ay
network to support another overlay network.

Note that it is conceivable that extensions to | ETF technol ogies are
needed in order to fully support all the capabilities that can be

i mpl emented with network slices. Evaluation of existing
technol ogi es, proposed extensions to existing protocols and
interfaces, and creation of new protocols or interfaces are outside
the scope of this docunent.
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Backgr ound

The concept of network slicing has gained traction, driven largely by
needs surfacing from5G (see [ NGUW NS- Concept], [TS23.501], and

[ TS28.530]). |In [TS23.501], a Network Slice is defined as a "l ogica
networ k that provides specific network capabilities and network
characteristics”, and a Network Slice Instance is defined as a "set
of Network Function instances and the required resources (e.g.
conmput e, storage and networking resources) which forma depl oyed
Network Slice". According to [TS28.530], an end-to-end (E2E) network
slice consists of three major types of network segnments: Radi o Access
Net work (RAN), Transport Network (TN), and Core Network (CN). An

| ETF Network Slice provides the required connectivity between
different entities in RAN and CN segnments of an end-to-end network
slice, with a specific performance commtnent (for exanple, serving
as a TN slice). For each end-to-end network slice, the topol ogy and
performance requirement on a customer’s use of an | ETF Network Slice
can be very different, which requires the underlay network to have
the capability of supporting nultiple different | ETF Network Slices.

Wil e network slices are commonly discussed in the context of 5G it
is inmportant to note that | ETF Network Slices are a narrower concept
with a broader usage profile and focus primarily on particul ar
networ k connectivity aspects. Oher systemns, including 5G

depl oynents, may use | ETF Network Slices as a conponent to create
entire systens and concatenated constructs that match their needs,

i ncludi ng end-to-end connectivity.

An | ETF Network Slice could span multiple technologies and multiple
adm ni strative domains. Depending on the | ETF Network Slice Service
customer’s requirenents, an | ETF Network Slice could be isolated from
other, often concurrent, |ETF Network Slices in terns of data,
control, and nmanagenent pl anes.

The custoner expresses requirenents for a particular | ETF Network
Slice Service by specifying what is required rather than how the
requirenent is to be fulfilled. That is, the | ETF Network Slice
Service custoner’s view of an | ETF Network Slice Service is an
abstract one.

Thus, there is a need to create |logical network structures with
required characteristics. The custoner of such a |ogical network can
require a level of isolation and performance that previously m ght
not have been satisfied by overlay VPNs. Additionally, the I ETF
Network Slice Service custonmer m ght ask for sone |evel of contro
to, e.g., custom ze the service paths in a network slice

Thi s docunent specifies definitions and a franmework for the provision
of an I ETF Network Slice Service. Section 7 briefly indicates some
candi date technol ogies for realizing | ETF Network Slices.

Terms and Abbrevi ati ons
1. Abbreviations

The foll owi ng abbreviations are used in this docunent.

NSC: Network Slice Controller

SDP: Servi ce Demarcation Point

SLA: Servi ce Level Agreenent

SLE: Service Level Expectation

SLI: Servi ce Level |ndicator
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SLG Service Level Objective

The meani ng of these abbreviations is defined in greater detail in
the remai nder of this document.

Core Term nol ogy

The following terns are presented here to give context. O her
termnology is defined in the renmainder of this docunent.

Customer: The requester of an |IETF Network Slice Service. Custoners
may request nonitoring of SLGs. A customer may be an entity such
as an enterprise network or a network operator, an individua
wor ki ng at such an entity, a private individual contracting for a
service, or an application or software conponent. A custoner may
be an external party (classically, a paying custoner) or a
division of a network operator that uses the service provided by
anot her division of the same operator. Oher terns that have been
applied to the customer role are "client" and "consuner".

Provider: The organization that delivers an | ETF Network Slice
Service. A provider is the network operator that controls the
networ k resources used to construct the network slice (that is,
the network that is sliced). The provider’s network may be a
physical network or a virtual network created within the
operator’s network or supplied by another service provider

Customer Edge (CE): The custoner device that provides connectivity
to a service provider. Exanples include routers, Ethernet
switches, firewalls, 4G 5G RAN or Core nodes, application
accel erators, server |oad bal ancers, HTTP header enrichment
functions (such as proxy conponents addi ng the Forwarded HTTP
Ext ensi on Header [RFC7239]), and Perfornmance Enhanci ng Proxies
(PEPs). In sonme circunstances, CEs are provided to the customer
and managed by the provider.

Provi der Edge (PE): The device within the provider network to which
a CEis attached. A CE may be attached to nultiple PEs, and
multiple CEs may be attached to a given PE

Attachnment Circuit (AC): A channel connecting a CE and a PE over
whi ch packets that belong to an | ETF Network Slice Service are
exchanged. An ACis, by definition, technology specific: that is,
the AC defines how custoner traffic is presented to the provider
networ k. The custoner and provi der agree (for exanple, through
configuration) on which values in which conbination of Layer 2
(L2) and Layer 3 (L3) header and payload fields within a packet
identify to which {I ETF Network Slice Service, connectivity
construct, and SLGs/SLEs} that packet is assigned. The custoner
and provider nmay agree to police or shape traffic, based on the
specific | ETF Network Slice Service including connectivity
construct and SLGs/SLEs, on the AC in both the ingress (CE to PE)
direction and egress (PEto CE) direction. This ensures that the
traffic is within the capacity profile that is agreed upon in an
| ETF Network Slice Service. Excess traffic is dropped by default,
unl ess specific out-of-profile policies are agreed upon between
the customer and the provider. As described in Section 5.2, the
AC may be part of the IETF Network Slice Service or may be
external to it. Because SLOs and SLEs characterize the
performance of the underlay network between a sending SDP and a
set of receiving SDPs, the traffic policers and traffic shapers
apply to a specific connectivity construct on an AC

Service Demarcation Point (SDP): The point at which an | ETF Network
Slice Service is delivered by a service provider to a custoner.
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Dependi ng on the service delivery nodel (see Section 5.2), this
may be a CE or a PE and could be a device, a software conponent,

or an abstract virtual function supported within the provider’s
network. Each SDP nust have a unique identifier (e.g., an IP
address or Media Access Control (MAC) address) within a given | ETF
Network Slice Service and nmay use the same identifier in multiple
| ETF Network Slice Services

An SDP nay be abstracted as a Service Attachnment Point (SAP)
[ RFC9408] for the purpose of generalizing the concept across
mul tiple service types and representing it in nanagement and
configuration systens.

Connectivity Construct: A set of SDPs together with a conmmunication
type that defines how traffic flows between the SDPs. An | ETF
Network Slice Service is specified in terms of a set of SDPs, the
associ ated connectivity constructs, and the service objectives
that the customer wishes to see fulfilled. Connectivity
constructs may be grouped for adm nistrative purposes.

| ETF Network Slice

| ETF Network Slices are created to neet specific requirenents,
typically expressed as bandwi dth, |atency, |atency variation, and
other desired or required characteristics. Creation of an |IETF
Network Slice is initiated by a managenent system or ot her
application used to specify network-related conditions for particul ar
traffic flows in response to an actual or logical | ETF Network Slice
Servi ce request.

Once created, these slices can be nonitored, nodified, deleted, and
ot herw se nmanaged.

Applications and conponents will be able to use these | ETF Network
Slices to nove packets between the specified endpoints of the service
in accordance with specified characteristics.

A clear distinction should be nade between the "I ETF Network Slice
Service" and the | ETF Network Slice

| ETF Network Slice Service: The function delivered to the custoner
(see Section 4.2). It is agnostic to the technol ogi es and
mechani sms used by the service provider

| ETF Network Slice: The realization of the service in the provider’'s
networ k achi eved by partitioning network resources and by appl ying
certain tools and techniques within the network (see Sections 4.1
and 7).

Definition and Scope of |IETF Network Slice

The term"Slice" refers to a set of characteristics and behaviors
that differentiate one type of user traffic fromanother within a
network. An |IETF Network Slice is a logical partition of a network
that uses | ETF technology. An IETF Network Slice assunmes that an
underl ay network is capabl e of changing the configurations of the
net wor k devi ces on demand, through in-band signaling, or via
controllers.

An | ETF Network Slice enables connectivity between a set of SDPs with
specific Service Level (hjectives (SLOs) and Service Leve
Expectations (SLEs) (see Section 5) over a common underlay network
The SLOs and SLEs characterize the performance of the underl ay
network between a sending SDP and a set of receiving SDPs. Thus, an
| ETF Network Slice delivers a service to a customer by neeting
connectivity resource requirements and associ ated network



capabilities such as bandwidth, latency, jitter, and network
functions with other resource behaviors such as conpute and storage
availability.

| ETF Network Slices may be combi ned hierarchically so that a network
slice may itself be sliced. They may al so be conbi ned sequentially
so that various different networks can each be sliced and the network
slices placed into a sequence to provide an end-to-end service. This
form of sequential conbination is utilized in sonme services such as
in 3GPP's 5G network [TS23.501].

It is intended that the term"| ETF Network Slice" be used only in
this document. O her docunents that need to indicate the type of
network slice described in this document can use the term"RFC 9543
Net work Slice".

.2. | ETF Network Slice Service

A service provider delivers an | ETF Network Slice Service for a
custoner by realizing an I ETF Network Slice in the underlay network
The I ETF Network Slice Service is agnostic to the technol ogy of the
underlay network, and its realization my be sel ected based upon
mul tiple considerations, including its service requirenents and the
capabilities of the underlay network. This allows an | ETF Network
Slice Service custonmer to describe their network connectivity and
rel evant objectives in a common format, independent of the underlay
t echnol ogi es used.

The | ETF Network Slice Service is specified in terms of a set of
SDPs, a set of one or nore connectivity constructs between subsets of
these SDPs, and a set of SLOs and SLEs (see Section 5) for each SDP
sendi ng to each connectivity construct. A communication type (Point-
to-Point (P2P), Point-to-Miltipoint (P2MP), or Any-to-Any (A2A)) is
specified for each connectivity construct. That is, in a given |ETF
Network Slice Service

* There may be one or nore connectivity constructs of the sane or
different type.

* Each connectivity construct nmay be between a different subset of
SDPs.

* Each sending SDP has its own set of SLOs and SLEs for a given
connectivity construct, and the SLOs and SLEs in each set may be
different.

Note that different connectivity constructs can be specified in the
service request, but the service provider may deci de how many
connectivity constructs per |IETF Network Slice Service it wishes to
support such that an | ETF Network Slice Service nay be linmted to one
connectivity construct or may support nany.

An | ETF Network Slice Service custoner may provide | ETF Network Slice
Services to other custoners in a node sonetines referred to as
"carrier’s carrier" (see Section 9 of [RFC4364]). |In this case, the
rel ati onship between I ETF Network Slice Service providers may be
internal to a commercial organization or nay be external through
service provision contracts. As noted in Section 5.3, network slices
may be conposed hierarchically or serially.

Section 5.2 provides a description of SDPs as endpoints in the
context of IETF network slicing. For a given |IETF Network Slice
Service, the customer and provi der agree, on a per-SDP basis, which
end of the attachnent circuit provides the SDP (i.e., whether the
attachnent circuit is inside or outside the | ETF Network Slice
Service). This determ nes whether the attachment circuit is subject
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to the set of SLOs and SLEs at the specific SDP

It is intended that the term"IETF Network Slice Service" be used
only in this document. O her docunents that need to indicate the
type of network slice service described in this document can use the
term"RFC 9543 Network Slice Service".

2.1. Connectivity Constructs

The approach of specifying a Network Slice Service as a set of SDPs
with connectivity constructs results in the foll ow ng possible
connectivity constructs:

* For a P2P connectivity construct, there is one sending SDP and one
receiving SDP. This construct is like a private wire or a tunnel
Al traffic injected at the sending SDP is intended to be received
by the receiving SDP. The SLGs and SLEs apply at the sender (and
implicitly, at the receiver).

* For a P2MP connectivity construct, there is only one sendi ng SDP
and nore than one receiving SDP. This is |like a P2MP tunnel or
mul ti-access VLAN segnment. All traffic fromthe sending SDP is
intended to be received by all the receiving SDPs. There is one
set of SLGCs and SLEs that applies at the sending SDP (and
implicitly, at all receiving SDPs).

* Wth an A2A connectivity construct, any sending SDP rmay send to
any one receiving SDP or any set of receiving SDPs in the
construct. There is an inplicit level of routing in this
connectivity construct that is not present in the other
connectivity constructs because the provider’s network nust
determne to which receiving SDPs to deliver each packet. This
construct nmay be used to support P2P traffic between any pair of
SDPs or to support multicast or broadcast traffic fromone SDP to
a set of other SDPs. In the latter case, whether the service is
delivered using multicast within the provider’s network or using
"ingress replication” or sone other means is out of scope of the
specification of the service. A service provider may choose to
support A2A constructs but to limt the traffic to unicast.

The SLGs/SLEs in an A2A connectivity construct apply to individua
sendi ng SDPs regardl ess of the receiving SDPs, and there is no

| i nkage between sender and receiver in the specification of the
connectivity construct. A sending SDP nay be "di sappoi nted" if
the receiver is over-subscribed. |If a customer wants to be nore
speci fic about different behaviors fromone SDP to another SDP
they shoul d use P2P connectivity constructs.

A given sending SDP rmay be part of multiple connectivity constructs
within a single | ETF Network Slice Service, and the SDP nay have
different SLCs and SLEs for each connectivity construct to which it
is sending. Note that a given sending SDP's SLOs and SLEs for a

gi ven connectivity construct apply between it and each of the
receiving SDPs for that connectivity construct.

An | ETF Network Slice Service provider may freely nake a depl oynent
choice as to whether to offer a 1:1 relationship between an | ETF
Network Slice Service and connectivity construct or to support
mul ti ple connectivity constructs in a single | ETF Network Slice
Service. 1In the forner case, the provider m ght need to deliver
multiple ETF Network Slice Services to achieve the function of the
second case

2.2. Mapping Traffic Flows to Network Realizations

A custoner traffic flow nay be unicast or nulticast, and various
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network realizations are possible:

* Unicast traffic may be nmapped to a P2P connectivity construct for
direct delivery or to an A2A connectivity construct for the
service provider to performrouting to the destination SDP. |t
woul d be unusual to use a P2MP connectivity construct to deliver
uni cast traffic because all receiving SDPs woul d get a copy, but
this can still be done if the receivers are capable of dropping
the unwanted traffic.

* A bidirectional unicast service can be constructed by specifying

two P2P connectivity constructs. An additional SLE may specify
fate-sharing in this case

* Milticast traffic may be mapped to a set of P2P connectivity
constructs, a single P2MP connectivity construct, or a mxture of
P2P and P2MP connectivity constructs. Milticast nmay al so be
supported by an A2A connectivity construct. The choice clearly
i nfl uences how and where traffic is replicated in the network.
Wth a P2MP or A2A connectivity construct, it is the operator’s
choi ce whether to realize the construct with ingress replication,
multicast in the core, P2MP tunnels, or hub-and-spoke. This
choi ce shoul d not change how t he custoner perceives the service.

* The concept of a Multipoint-to-Point (MP2P) service can be
realized with multiple P2P connectivity constructs. Note that, in
this case, the egress may simultaneously receive traffic from al
i ngresses. The SLCs at the sending SDPs nust be set with this in
m nd because the provider’'s network is not capable of coordinating
the policing of traffic across multiple distinct source SDPs. It
is assuned that the custoner, requesting SLOs for the various P2P
connectivity constructs, is aware of the capabilities of the
receiving SDP. |f the receiver receives nore traffic than it can
handl e, it may drop sone and introduce queui ng del ays.

* The concept of a Miltipoint-to-Miltipoint (MP2MP) service can best
be realized using a set of P2MP connectivity constructs but could
be delivered over an A2A connectivity construct if each sender is
using multicast. As with MP2P, the custoner is assuned to be
famliar with the capabilities of all receivers. A custoner nmay
wi sh to achieve an MP2MP servi ce using a hub-and-spoke
architecture where they control the hub; that is, the hub may be
an SDP or an ancillary CE (see Section 4.2.3), and the service my
be achi eved by using a set of P2P connectivity constructs to the
hub and a single P2MP connectivity construct fromthe hub

Fromthe above, it can be seen that the SLGs of the senders define
the SLGCs for the receivers on any connectivity construct. In
particul ar, the network may be expected to handle the traffic vol une
froma sender to all destinations. This extends to all connectivity
constructs in an | ETF Network Slice Service.

Note that the realization of an | ETF Network Slice Service does not
need to map the connectivity constructs one-to-one onto underlying
networ k constructs (such as tunnels). The service provided to the
custoner is distinct fromhow the provider decides to deliver that
servi ce.

If a CE has nultiple attachnent circuits to PEs within a given | ETF
Network Slice Service and they are operating in single-active node,
then all traffic between the CE and its attached PEs transits a
single attachnent circuit; if they are operating in all-active node,
then traffic between the CE and its attached PEs is distributed
across all of the active attachnment circuits.

3. Ancillary CEs



It may be the case that the set of SDPs that delimts an | ETF Network
Slice Service needs to be supplenented with additional senders or
receivers within the network that are not custoner sites. An
addi ti onal sender could be, for exanple, an |IPTV or DNS server either
within the provider’'s network or attached to it, while an extra

recei ver could be, for example, a node reachable via the Internet.
This is nodeled in the Network Slicing architecture as a set of
ancillary CEs that supplenent the other SDPs in one or nore
connectivity constructs or that are linked by their own connectivity
constructs. Note that an ancillary CE can either have a resol vabl e
address (e.g., an | P address or MAC address), or it may be a

pl acehol der (e.g., a nanmed | PTV or DNS service or server) that is
resolved within the provider’s network when the | ETF Network Slice
Service is instantiated.

Thus, an ancillary CE nay be a node within the provider network
(i.e., not a node at the edge of the customer’s network). An exanple
is a node that provides a service function. Another exanple is a
node that acts as a hub. There will be tines when the customer

wi shes to explicitly select one of these. Alternatively, an
ancillary CE may be a service function at an unknown point in the
provider’'s network. In this case, the function my be a pl acehol der
that has its addresses resolved as part of the realization of the
slice service

Appendi ces A .2 and A 3 give sinple worked exanpl es of the use of
ancillary CEs that may aid understanding the concept.

| ETF Network Slice System Characteristics

The foll owi ng subsections describe the characteristics of I|ETF
Network Slices in addition to the list of SDPs, the connectivity
constructs, and the technol ogy of the AGCs.

.1. (bjectives for I ETF Network Slices

An | ETF Network Slice Service is defined in terns of quantifiable
characteristics known as Service Level hjectives (SLOs) and
unquantifiabl e characteristics known as Service Level Expectations
(SLEs). SLOs are expressed in ternms Service Level Indicators (SLIs)
and together with the SLEs formthe contractual agreenent between
service custonmer and service provider known as a Service Leve
Agreenent (SLA).

The terms are defined as follows:

Service Level Indicator (SLI): A quantifiable measure of an aspect
of the performance of a network. For example, it may be a neasure
of throughput in bits per second, or it my be a neasure of
|atency in milliseconds.

Service Level (bjective (SLO: A target value or range for the

measur enents returned by observation of an SLI. For exanple, an
SLO may be expressed as "SLI <= target"” or "lower bound <= SLI <=
upper bound". A custoner can determ ne whether the provider is

nmeeting the SLOs by perform ng nmeasurenents on the traffic.

Service Level Expectation (SLE): An expression of an unmeasurabl e
service-rel ated request that a customer of an |IETF Network Slice
Servi ce makes of the provider. An SLE is distinct froman SLO
because the custoner may have little or no way of determning
whet her the SLE is being net, but they still contract with the
provider for a service that meets the expectation

Service Level Agreement (SLA): An explicit or inplicit contract



5.

1.

bet ween the custoner of an | ETF Network Slice Service and the
provider of the slice. The SLA is expressed in terns of a set of
SLCs and SLEs that are to be applied for a given connectivity
construct between a sending SDP and the set of receiving SDPs.

The SLA may describe the extent to which divergence from

i ndi vidual SLOs and SLEs can be tol erated, and conmercial terms as
wel | as any consequences for violating these SLOs and SLEs.

1. Service Level Objectives

SLCs define a set of measurable network attributes and
characteristics that describe an | ETF Network Slice Service. SLGCs do
not describe how an | ETF Network Slice Service is inplemented or
realized in the underlying network |layers. Instead, they are defined
in terms of dinmensions of operation (tinme, capacity, etc.),

avai lability, and other attributes.

An | ETF Network Slice Service may include nultiple connectivity
constructs that associate sets of endpoints (SDPs). SLGs apply to a
gi ven connectivity construct and apply to a specific direction of
traffic flow That is, they apply to a specific sending SDP and the
set of receiving SDPs.

5.1.1.1. Some Comron SLGs

SLGCs can be described as "Directly Measurabl e Objectives"; they are

al ways nmeasurable. See Section 5.1.2 for the description of Service
Level Expectations, which are unneasurable service-related requests

soneti nes known as "Indirectly Measurable Objectives"

hj ectives such as guaranteed m ni mum bandw dt h, guaranteed maxi num
| at ency, maxi mum perm ssi bl e delay variation, maxi num pernissible
packet loss ratio, and availability are "Directly Measurabl e

oj ectives". Future specifications (such as | ETF Network Slice
Servi ce YANG nodel s) may precisely define these SLGOs, and other SLGs
may be introduced as described in Section 5.1.1.2.

The definition of these objectives are as foll ows:

Guaranteed M ni num Bandwi dth: M ni num guar ant eed bandw dt h bet ween
two endpoints at any time. The bandwidth is neasured in data rate
units of bits per second and is nmeasured unidirectionally.

Guar ant eed Maxi num Latency: Upper bound of network | atency when
transmtting between two endpoints. The latency is neasured in
terms of network characteristics (excluding application-|eve
| atency). [RFC7679] discusses one-way metrics.

Maxi mum Perm ssi bl e Del ay Variation: Packet Delay Variation (PDV) as
defined by [RFC3393] is the difference in the one-way del ay
bet ween sequential packets in a flow This SLO sets a nmaxi rum
val ue PDV for packets between two endpoints.

Maxi mum Per m ssi bl e Packet Loss Ratio: The ratio of packets dropped
to packets transmtted between two endpoints over a period of
tine. See [RFC7680].

Avail ability: The ratio of uptine to the sumof uptine and downti ne,
where uptime is the time the connectivity construct is available
in accordance with all of the SLOs associated with it.
Availability will often be expressed along with the tinme period
over which the availability is neasured and the nmaxi num al | owed
singl e period of downtine.

5.1.1.2. Oher Service Level Objectives



Additional SLOs may be defined to provide additional description of
the I ETF Network Slice Service that a custoner requests. These would
be specified in further docunents.

If the ETF Network Slice Service is traffic-aware, other traffic-
specific characteristics may be val uable including MU, traffic type
(e.g., IPv4, 1Pv6, Ethernet, or unstructured), or a higher-I|eve
behavi or to process traffic according to user application (which may
be realized using network functions).

5.1.2. Service Level Expectations

SLEs define a set of network attributes and characteristics that
describe an I ETF Network Slice Service but are not directly
measur abl e by the custonmer (e.g., diversity, isolation, and
geographi cal restrictions). Even though the delivery of an SLE
cannot usually be determ ned by the customer, the SLEs form an

i mportant part of the contract between custonmer and provider.

Quite often, an SLE will inply sone details of how an | ETF Network
Slice Service is realized by the provider, although nost aspects of
the inplementation in the underlying network layers remain a free
choice for the provider. For exanple, activating unicast or

mul ticast capabilities to deliver an | ETF Network Slice Service could
be explicitly requested by a customer or could be left as an

engi neering decision for the service provider based on capabilities
of the network and operational choices.

SLEs may be seen as aspirational on the part of the custoner, and
they are expressed as behaviors that the provider is expected to
apply to the network resources used to deliver the I ETF Network Slice
Service. O course, over tine, it is possible that mechanisns wll
be devel oped that enable a custoner to verify the provision of an
SLE, at which point it effectively becones an SLO

An | ETF Network Slice Service may include nultiple connectivity
constructs that associate sets of endpoints (SDPs). SLEs apply to a
gi ven connectivity construct and apply to specific directions of
traffic flow That is, they apply to a specific sending SDP and the
set of receiving SDPs. However, being nore general in nature than
SLGCs, SLEs may commonly be applied to all connectivity constructs in
an | ETF Network Slice Service

51.2. 1. Some Comron SLEs

SLEs can be described as "Indirectly Measurable Objectives"; they are
not generally directly neasurable by the custoner.

Security, geographic restrictions, maxi num occupancy |evel, and
i solation are exanple SLEs as foll ows.

Security: A customer may request that the provider applies
encryption or other security techniques to traffic flow ng between
SDPs of a connectivity construct within an | ETF Network Slice
Service. For exanple, the customer could request that only
network |inks that have Media Access Control Security (MACsec)

[ MACsec] enabled are used to realize the connectivity construct.

This SLE nmay include a request for encryption (e.g., [RFC4303])
between the two SDPs explicitly to nmeet the architectura
recomrendations in [TS33.210] or for conpliance with the H PAA
Security Rule [HIPAA] or the PCI Data Security Standard [PCl].

Whet her or not the provider has met this SLE is generally not
directly observable by the custoner and cannot be nmeasured as a
quantifiable metric.
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Pl ease see further discussion on security in Section 10.

Geographi c Restrictions: A custoner nmay request that certain

geographic linmts are applied to how the provider routes traffic
for the | ETF Network Slice Service. For exanple, the customer nmay
have a preference that its traffic does not pass through a
particular country for political or security reasons.

Whet her or not the provider has met this SLE is generally not
directly observable by the custoner and cannot be nmeasured as a
quantifiable metric.

Maxi mal Qccupancy Level: The maxi mal occupancy | evel specifies the

nunber of flows to be admitted and optionally a maxi mum nunber of
countabl e resource units (e.g., |IP or MAC addresses) an | ETF
Network Slice Service can consune. Because an | ETF Network Slice
Service may include nultiple connectivity constructs, this SLE
shoul d state whether it applies to all connectivity constructs, a
speci fied subset of them or an individual connectivity construct.

Again, a custoner may not be able to fully deternine whether this
SLE is being met by the provider.

Isolation: As described in Section 8, a customer may request that

its traffic within its | ETF Network Slice Service is isolated from
the effects of other network services supported by the sane
provider. That is, if another service exceeds capacity or has a
burst of traffic, the customer’s | ETF Network Slice Service should
remai n unaffected, and there should be no noticeabl e change to the
quality of traffic delivered

In general, a custonmer cannot tell whether a service provider is
meeting this SLE. They cannot tell whether the variation of an
SLI is because of changes in the underlay network or because of
interference fromother services carried by the network. |If the
service varies within the all owed bounds of the SLGs, there may be
no noticeable indication that this SLE has been vi ol at ed.

Diversity: A customer may request that different connectivity

2

constructs use different underlay network resources. This mght
be done to enhance the availability of the connectivity constructs
within an | ETF Network Slice Service

Wiile availability is a neasurabl e objective (see

Section 5.1.1.1), this SLE requests a finer grade of control and
is not directly nmeasurable (although the custoner might becomne
suspicious if two connectivity constructs fail at the sane tine).

| ETF Network Slice Service Demarcation Points

As noted in Section 4.1, an | ETF Network Slice provides connectivity
bet ween sets of SDPs with specific SLOs and SLEs. Section 4.2 goes
on to describe how the I ETF Network Slice Service is conposed of a
set of one or nore connectivity constructs that describe connectivity
bet ween the Service Demarcation Points (SDPs) across the underl ay

net wor k.

The characteristics of | ETF Network Slice SDPs are as foll ows.

*

*

An SDP is the point of attachnent to an I ETF Network Slice
Service. As such, SDPs serve as the | ETF Network Slice ingress/
egress points.

An SDP is identified by a unique identifier in the context of an
| ETF Network Slice Service custoner.



* The provider associates each SDP with a set of provider-scope
identifiers such as | P addresses, encapsul ation-specific
identifiers (e.g., VLAN tag and MPLS Label), interface/port
nunbers, node ID, etc.

* SDPs are mapped to endpoints of services/tunnels/paths within the
| ETF Network Slice during its initialization and realization

- A conbination of the SDP identifier and SDP provi der- net wor k-
scope identifiers define an SDP in the context of the Network
Slice Controller (NSC) (see Section 6.3).

- The NSC will use the SDP provider-network-scope identifiers as
part of the process of realizing the | ETF Network Sli ce.

Note that an ancillary CE (see Section 4.2.3) is the endpoint of a
connectivity construct and so is an SDP in this discussion

For a given | ETF Network Slice Service, the custoner and provider
agree where the SDP is | ocated. This determ nes what resources at
the edge of the network formpart of the | ETF Network Slice and are
subject to the set of SLOs and SLEs for a specific SDP

Figure 1 shows different potential scopes of an | ETF Network Slice
that are consistent with the different SDP | ocations. For the

pur pose of this discussion and without | oss of generality, the figure
shows Custoner Edge (CE) and Provi der Edge (PE) nodes connected by
Attachnment Circuits (ACs). Notes after the figure give sone

expl anati ons.

| mmrranne e (1) - >

| < (2) ~ommmmmmme > |

| | | |

| | | <o (3) ~=-mmmmoees >| | |

|| I I ||

| | < (4) -------- > | |

| | || || | |

VV AC V V V V. AC VYV
+----- + | +----- + +----- + | +----- +
| | --eee | | | --eee | |
| CE1 | | | PE1 |. | PE2 | | | CE2
| R | | | R | |
+--mna + | +--mna + +--mna + | +--mna +

N N N N

I I I I

I I I I
Cust oner Provi der Provi der Cust oner
Edge 1 Edge 1 Edge 2 Edge 2

Figure 1: Positioning | ETF Service Demarcation Points
Expl anatory notes for Figure 1 are as foll ows:

1. If the CE is operated by the | ETF Network Slice Service provider,
then the edge of the I ETF Network Slice may be within the CE. In
this case, the | ETF Network Slicing process may utilize resources
fromw thin the CE such as buffers and queues on the outgoing
i nterfaces.

2. The IETF Network Slice may be extended as far as the CE to
i nclude the AC but not to include any part of the CE. In this
case, the CE may be operated by the customer or the provider
Slicing the resources on the AC may require the use of traffic
taggi ng (such as through Ethernet VLAN tags) or may require



traffic policing at the AC |Iink ends.

3. The SDPs of the IETF Network Slice are the custoner-facing ports
on the PEs. This case can be nanaged in a way that is sinmlar to
a port-based VPN each port (AC) or virtual port (e.g., VLAN tag)
identifies the | ETF Network Slice and maps to an | ETF Network
Slice SDP

4. Finally, the SDP may be within the PE. In this node, the PE
classifies the traffic coning fromthe AC according to
informati on (such as the source and destination |P addresses,
payl oad protocol and port nunbers, etc.) in order to place it
onto an | ETF Network Slice

The choi ce of which of these options to apply is entirely up to the
network operator. It may limt or enable the provisioning of
particul ar managed services, and the operator will want to consider
how t hey want to manage CEs and what control they wish to offer the
cust omer over AC resources.

Note that Figure 1 shows a synmmetrical positioning of SDPs, but this
deci sion can be taken on a per-SDP basis through agreenent between
the custoner and provider.

In practice, it may be necessary to map traffic not only onto an | ETF
Network Slice but also onto a specific connectivity construct if the
| ETF Network Slice supports nore than one with a source at the
specific SDP. The nechanismused will be one of the nechanisns
descri bed above, dependent on how the SDP is realized.

Finally, note (as described in Section 3.2) that an SDP is an
abstract endpoint of an | ETF Network Slice Service and as such may be
a device, interface, or software conponent. An ancillary CE

(Section 4.2.3) should al so be thought of as an SDP

5.3. 1 ETF Network Slice Conposition

Qperationally, an I ETF Network Slice may be conposed of two or nore
| ETF Network Slices as specified below. Deconposed network slices
are independently realized and nmanaged.

Hi erarchical (i.e., recursive) conposition: An |IETF Network Slice
can be further sliced into other network slices. Recursive
conposition allows an | ETF Network Slice at one |ayer to be used
by the other layers. This type of nmulti-layer vertical |ETF
Network Slice associates resources at different |ayers.

Sequential composition: Different IETF Network Slices can be placed
into a sequence to provide an end-to-end service. In sequentia
conposition, each I ETF Network Slice would potentially support
different data planes that need to be stitched together

6. Fr amewor k

A number of |1 ETF Network Slice Services will typically be provided
over a shared underlay network infrastructure. Each | ETF Network
Slice consists of both the overlay connectivity and a specific set of
dedi cat ed network resources and/or functions allocated in a shared
underlay network to satisfy the needs of the | ETF Network Slice
Service customer. |In at |east sone exanpl es of underlay network
technol ogi es, integration between the overlay and various underl ay
resources i s needed to ensure the guaranteed perfornmance requested
for different I ETF Network Slices.

This section sets out the principal stakeholders in an | ETF Network
Slice and descri bes how the | ETF Network Slice Service custoner



requests connectivity. It then introduces the IETF Network Slice
Controller (the functional conponent responsible for receiving
requests from custoners and converting theminto network
configuration commands) and describes its interfaces.

1. | ETF Network Slice Stakehol ders

An | ETF Network Slice and its realization involve the foll ow ng
st akehol ders.

Orchestrator: An orchestrator is an entity that conposes different
services, resource, and network requirenments. It interfaces with
the I ETF NSC when conposi ng a conpl ex service such as an end-to-
end network slice.

| ETF Network Slice Controller (NSC): The NSC realizes an | ETF
Network Slice in the underlay network and maintains and nonitors
the run-time state of resources and topol ogies associated with it.
A well-defined interface is needed to support interworking between
different NSC i npl enentations and different orchestrator
i mpl ement ati ons.

Network Controller: The Network Controller is a form of network
infrastructure controller that offers network resources to the NSC
to realize a particular network slice. This may be an existing
network controller associated with one or nore specific
technol ogi es that may be adapted to the function of realizing | ETF
Network Slices in a network.

The | ETF Network Slice Service customer and | ETF Network Slice
Service provider (see Section 3.2) are al so stakeholders. dearly,
the service provider operates the network that is sliced to provide
the | ETF Network Slice Service to the customer. The Network
Controll er and NSC are nanagenent conponents used by the service
provider to operate their networks and deliver |IETF Network Slice
Services. As indicated in Figures 2 and 3, the Orchestrator may be a
component in the custoner environment that requests and coordinates

| ETF Network Slice Services fromone or nore service providers. In
ot her circunstances, however, the Orchestrator nmay be a conponent
used by the service provider to request and adm nister | ETF Network
Slices to deliver themto custoners or to construct an infrastructure
to deliver other services to the custoner.

.2. Expressing Connectivity Intents

An | ETF Network Slice Service custonmer communi cates with the NSC
using the I ETF Network Slice Service Interface.

An | ETF Network Slice Service custoner may be a network operator who,
in turn, uses the IETF Network Slice to provide a service for another
| ETF Network Slice Service custoner.

Using the | ETF Network Slice Service Interface, a customer expresses
requirenents for a particular slice by specifying what is required
rather than how that is to be achieved. That is, the custoner’s view
of a slice is an abstract one. Custoners nornmally have limted (or
no) visibility into the provider network’s actual topology and
resource availability information.

This should be true even if both the custoner and provider are
associated with a single adm nistrative domain, in order to reduce
the potential for adverse interactions between | ETF Network Slice
Service custonmers and ot her users of the underlay network
infrastructure

The benefits of this nodel can include the foll ow ng.



Security: The underlay network conponents are | ess exposed to attack
because the underlay network (or network operator) does not need
to expose network details (topol ogy, capacity, etc.) to the | ETF
Network Slice Service customners

Layered | npl enentati on: The underlay network comprises network
el enments that belong to a different |ayer network than custoner
applications. Network information (advertisenents, protocols,
etc.) that a customer cannot interpret or respond to is not
exposed to the custonmer. (Note that a customer should not rely on
network i nformati on not exposed directly to the customer by the
networ k operator, such as via the IETF Network Slice Service
Interface.)

Scal ability: Custoners do not need to know any information
concerni ng network topol ogy, capabilities, or state beyond that
which is exposed via the I ETF Network Slice Service Interface.
This protects the customer site fromhaving to hold and process
extra information and fromreceiving frequent updates about the
status of the network.

The general issues of abstraction in a Traffic Engi neered (TE)
network are described nore fully in [ RFC7926].

Thi s framewor k docunent does not assunme any particul ar technol ogy
| ayer at which | ETF Network Slices operate. A nunber of |ayers
(including virtual L2, Ethernet, or IP connectivity) could be
enpl oyed.

Data nodels and interfaces are needed to set up | ETF Network Slices,
and specific interfaces may have capabilities that allow creation of
slices within specific technol ogy |ayers.

Layered virtual connections are conprehensively di scussed in other

| ETF docunents. For instance, GVWPLS-based networks are di scussed in
[ RFC5212] and [ RFC4397], and Abstraction and Control of TE Networks
(ACTN) is discussed in [RFC8453] and [RFCB454]. The principles and
mechani sns associated with | ayered networking are applicable to | ETF
Net work Sli ces.

There are several | ETF-defined mechani sms for expressing the need for
a desired |l ogical network. The IETF Network Slice Service Interface
carries data either in a protocol-defined format or in a fornmalism
associated with a nodeling | anguage.

For i nstance:

* The Path Conputation El enent (PCE) Conmmunication Protocol (PCEP)
[ RFC5440] and GWPLS User-Network Interface (UNI) using RSVP-TE
[ RFC4208] use a TLV-based binary encoding to transmt data.

* The Network Configuration Protocol (NETCONF) [RFC6241] and
RESTCONF Protocol [RFC8040] use XML and JSON encodi ng.

*  gRPC and gRPC Network Managenent Interface (gNM) [GNM] use a
bi nary encoded progranmmabl e interface. ProtoBufs can be used to
nmodel gRPC and gNM dat a.

* For data nodeling, YANG [ RFC6020] [RFC7950] may be used to node
configuration and other data for NETCONF, RESTCONF, and gNM,
anong ot hers

Wi |l e several generic formats and data nodels for specific purposes
exist, it is expected that | ETF Network Slice nanagenment may require
enhancenment or augnentation of existing data nodels. Further, it is



possi bl e that mechanisnms will be needed to determine the feasibility
of service requests before they are actually nade.

6.3. | ETF Network Slice Controller (NSC

An | ETF NSC t akes requests for | ETF Network Slice Services and

i mpl ements them using a suitable underlay technology. An IETF NSCis
the key conmponent for control and managenment of the | ETF Network
Slice. It provides the creation/nodification/deletion, nonitoring,
and optimzation of IETF Network Slices in a nmulti-domain, nulti-
technol ogy, and nulti-vendor environnent.

The main task of an IETF NSCis to map abstract | ETF Network Slice
Service requirenents to concrete technol ogi es and establish required
connectivity, ensuring that resources are allocated to the | ETF
Network Slice as necessary.

The | ETF Network Slice Service Interface is used for comunicating
details of an I ETF Network Slice Service (configuration, selected
policies, operational state, etc.) as well as information about
status and perfornance of the | ETF Network Slice. The details for
this ETF Network Slice Service Interface are not in scope for this
docunent, but further considerations of the requirenents are

di scussed i n [ USE- CASES] .

The controller provides the follow ng functions.

*  Exposes an | ETF Network Slice Service Interface for
creation/nodification/deletion of the |ETF Network Slices that are
agnostic to the technol ogy of the underlay network. This API
communi cates the Service Denmarcation Points of the | ETF Network
Slice, SLO paraneters (and possibly nonitoring threshol ds),
applicable input selection (filtering), and various policies. |If
SLEs have been agreed between the custoner and the network
operator, and if they are supported for the | ETF Network Slice
Service, the APl will also allow SLEs to be selected for the | ETF
Network Slice and will allow any associ ated paraneters to be set.
The APl also provides a way to nonitor the slice.

* Determnes an abstract topol ogy connecting the SDPs of the | ETF
Network Slice that nmeets criteria specified via the | ETF Network
Slice Service Interface. The NSC al so retains information about
the mapping of this abstract topology to underlay conponents of
the ETF Network Slice as necessary to nonitor | ETF Network Slice
status and perfornance.

* Supports "Mppi ng Functions" for the realization of | ETF Network
Slices. In other words, it will use the mapping functions that:

- Map IETF Network Slice Service Interface requests that are
agnostic to the technol ogy of the underlay network to
t echnol ogy-specific network configuration interfaces.

- Mp filtering/selection information to entities in the underlay
network so that those entities are able to identify which
traffic is associated with which connectivity construct and
| ETF Network Slice

- Depending on the realization solution, map to entities in the
underl ay network according to how traffic should be treated to
meet the SLOs and SLEs of the connectivity construct.

* Collects telenetry data (e.g., Operations, Adm nistration, and
Mai nt enance (OAM results, statistics, states, etc.) via a network
configuration interface for all elenents in the abstract topol ogy
used to realize the | ETF Network Slice.



* Evaluates the current performance against | ETF Network Slice SLO
paraneters using telenetry data fromthe underlying realization of
an | ETF Network Slice (e.g., services, paths, and tunnels).
Exposes this performance to the | ETF Network Slice Service
custonmer via the | ETF Network Slice Service Interface. The |IETF
Network Slice Service Interface may al so include the capability to
provide notifications if the | ETF Network Slice performance
reaches threshol d val ues defined by the | ETF Network Slice Service
cust oner.

6. 3. 1. | ETF Network Slice Controller Interfaces

The interworking and interoperability anong the different

st akehol ders to provi de common neans of provisioning, operating, and
nmonitoring the | ETF Network Slices is enabled by the follow ng
conmuni cation interfaces (see Figure 2).

| ETF Network Slice Service Interface: An interface between a
custoner’s higher-1level operation system (e.g., a network slice
orchestrator or a custonmer network nmanagenment systen) and an NSC
It is agnostic to the technol ogy of the underlay network. The
customer can use this interface to comuni cate the requested
characteristics and other requirements for the | ETF Network Slice
Service, and an NSC can use the interface to report the
operational state of an | ETF Network Slice Service to the
customer. More discussion of the functionalities for the | ETF
Network Slice Service Interface can be found in [USE- CASES] .

Net work Configuration Interface: An interface between an NSC and
network controllers. It is technology specific and may be built
around the many network nodel s already defined within the | ETF.

These interfaces can be considered in the context of the Service
Model and Network Service Mddel described in [RFC8309] and, together
with the Device Configuration Interface used by the Network

Control lers, provides a consistent view of service delivery and
realization.

| Customer higher-1level operation system
| (e.g., E2E network slice orchestrator, |
| cust omer network management systemn

e +
A
| 1TETF Network Slice Service Interface
Y,
e +
| ETF Network Slice Controller (NSC) |
e +
A
| Network Configuration Interface
V
e +
| Net work Controllers |
e +

Figure 2: Interfaces of the | ETF Network Slice Controller
6.3.1.1. |1ETF Network Slice Service Interface

The I ETF Network Slice Controller provides an | ETF Network Slice
Service Interface that allows custoners to nanage | ETF Network Slice
Services. Custoners operate on abstract | ETF Network Slice Services,
with details related to their realization hidden.



The I ETF Network Slice Service Interface is al so i ndependent of the
type of network functions or services that need to be connected,
i.e., it is independent of any specific storage, software, protocol,
or platformused to realize physical or virtual network connectivity
or functions in support of |IETF Network Slices.

The I ETF Network Slice Service Interface uses protocol mechani sns and
i nformati on passed over those nechanisns to convey desired attributes
for ETF Network Slices and their status. The information is
expected to be represented as a well-defined data nodel and shoul d
include at |east SDP and connectivity information, SLO SLE
specification, and status information

6.3.2. Managenent Architecture

7

The nmanagenent architecture described in Figure 2 may be further
deconposed as shown in Figure 3. This should also be seen in the
context of the conponent architecture shown in Figure 4 and
corresponds to the architecture in [ RFC8309].

Note that the custonmer higher-1level operation systemof Figure 2 and
the Network Slice Orchestrator of Figure 3 may be consi dered
equi valent to the Service Managenent & Orchestration (SMO) of [ORAN .

| Orchestrator |

| TETF Network Slice
| Service Request
| Cust onmer vi ew

A Qper at or vi ew

I
I
| | | |
| | | | --> Virtual Network
| | Slice | |
| | I I
| | (NSC) I I

| | Network P
| | Configuration Under| ay Net wor k

I
I
I
| | Network | |
| | Controller | |
| | (NO) | I

| Device Configuration

Figure 3: Interface of | ETF Network Slice Management Architecture
Real izing | ETF Network Slices

Real i zati on of | ETF Network Slices is a mapping of the definition of
the 1ETF Network Slice to the underlying infrastructure and is
necessarily technol ogy specific and achi eved by an NSC over the

Net work Configuration Interface. Details of how realizations may be
achi eved is out of scope of this docunent; however, this section
provi des an overvi ew of the conponents and processes involved in
realizing an | ETF Network Slice
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1.

An Architecture to Realize | ETF Network Slices

The architecture described in this section is deliberately at a high

level. It is not

t echni ca

intended to be prescriptive:
solutions may vary freely.

i npl ement ati ons and

However, this approach provides

a common framework that other docunments nmay reference in order to
facilitate a shared understandi ng of the work.

Figure 4 shows the architectura
provide | ETF Network Slices

The custoner’s view is of

conmponents of a network managed to
i ndi vi dual

| ETF Network Slice Services with their SDPs and connectivity

constructs.

Requests for | ETF Network Slice Services are delivered

to an NSC

Figure 4 shows, without

t hat exi

| oss of generality, the CEs, ACs, and PEs

st in the network. The SDPs are not shown and can be placed

in any of the ways described in Section 5. 2.
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Programthe ( - - )
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Figure 4. Architecture of an I ETF Network Slice

The network itself (at the bottom of Figure 4) conprises an underl ay

net wor k.

This could be a physical network but may be a virtua



networ k. The underlay network is provisioned through network
controll ers [ RFC8309] that may, thenselves, utilize device
controllers.

The underl ay network rmay optionally be filtered or custom zed by the
networ k operator to produce a nunber of network topol ogies that we
call "Filtered Topol ogies". Customization is just a way of selecting
specific resources (e.g., nodes and links) fromthe underlay network
according to their capabilities and connectivity in the underlay
network. Filtering and customi zation are configuration options or
operator policies that preselect |inks and nodes with certain
performance characteristics to enable easier construction of Network
Resource Partitions (NRPs; see below) that can reliably support
specific | ETF Network Slice SLAs, for exanple, preselection of |inks
with certain security characteristics, preselection of links with
speci fic geographic properties, or mapping to col ored topol ogi es.

The resulting topol ogies can be used as candi dates to host |ETF
Network Slices and provide a useful way for the network operator to
know i n advance that all of the resources they are using to plan an

| ETF Network Slice would be able to neet specific SLGCs and SLEs. The
creation of a Filtered Topol ogy could be an offline planning activity
or could be perfornmed dynamically as new denands arise. The use of
Filtered Topologies is entirely optional in the architecture, and

| ETF Network Slices could be hosted directly on the underl ay networKk.

Recal | that an I ETF Network Slice is a service requested by and/or
provided for the custoner. The |ETF Network Slice Service is
expressed in terns of one or nore connectivity constructs. An

i npl ementation or operator is free to limt the nunber of
connectivity constructs in an | ETF Network Slice to exactly one.
Each connectivity construct is associated within the | ETF Network
Slice Service request with a set of SLOs and SLEs. The set of SLGCs
and SLEs does not need to be the sane for every connectivity
construct in the I ETF Network Slice, but an inplenmentation or
operator is free to require that all connectivity constructs in an
| ETF Network Slice have the sanme set of SLOs and SLEs.

An NRP is a subset of the buffer/queuing/scheduling resources and
associ ated policies on each of a connected set of links in the
underl ay network (for exanple, as achieved in

[ RESOURCE- AWARE- SEGMENTS] ). The connected set of links could be the
entire set of links with all of their buffer/queuing/scheduling
resources and behaviors in the underlay network, and in this case,
there woul d be just one NRP supported in the underlay network. The
anmount and granularity of resources allocated in an NRP is flexible
and depends on the operator’s policy. Some NRP realizations nmay
build NRPs with dedi cated topol ogies, while other realizations my
use a shared topology for multiple NRPs. Realizations of an NRP may
be built on a range of existing or new technol ogies, and this
docunent does not constrain solution technol ogi es.

One or nore connectivity constructs fromone or nore | ETF Network
Slices are mapped to an NRP. A single connectivity construct is
mapped to only one NRP (that is, the relationship is many to one).
Thus, all traffic flows in a connectivity construct assigned to an
NRP are assigned to that NRP. Further, all PEs connected by a
connectivity construct nust be present in the NRP to which that
connectivity construct is assigned.

An NRP rmay be chosen to support a specific connectivity construct
because of its ability to support a specific set of SLOs and SLEs,
its ability to support particular connectivity constructs, or any

adm nistrative or operational reason. An inplenentation or operator
is free to map each connectivity construct to a separate NRP

al though there may be scaling inplications depending on the solution
i mpl emented. Thus, the connectivity constructs fromone slice may be



mapped to one or nore NRPs. By inplication fromthe above, an

i npl ementation or operator is free to map all the connectivity
constructs in a slice to a single NRP and to not share that NRP with
connectivity constructs from another slice.

An NRP may use work-conservi ng schedul ers, non-work-conserving
schedul ers, or both (see Section 2 of [RFC3290]) according to the
function that it needs to deliver. The choice of how network
resources are allocated and nanaged for an NRP, and whether a work-
conservi ng schedul i ng approach or a non-work-conservi ng schedul i ng
approach is adopted, is technology specific: an inplenentation or
operator is free to choose the set of techniques for NRP realization

The process of determ ning the NRP nay be made easier if the underlay
network topology is first filtered into a Filtered Topol ogy in order
to be aware of the subset of network resources that are suitable for
specific NRPs. In this case, each Filtered Topology is treated as an
underl ay network on which NRPs can be constructed. The stage of
generating Filtered Topol ogies is optional within this framework.

The steps described here can be applied in a variety of orders
according to inplenentation and depl oynment preferences. Furthernore,
the steps may be iterative so that the conponents are continually
refined and nodified as network conditions change and as service
requests are received or relinquished, and even the underlay network
could be extended if necessary to neet the custoners’ denands.

7.2. Procedures to Realize | ETF Network Slices

There are a nunber of different technol ogies that can be used in the
under | ay, including physical connections, MPLS, Tinme-Sensitive
Net wor ki ng (TSN), Flex-E, etc.

An | ETF Network Slice can be realized in a network, using specific
underl ay technol ogy or technol ogies. The creation of a new | ETF
Network Slice will be realized with the foll owi ng steps:

1. An NSC exposes the network slicing capabilities that it offers
for the network it nanages so that the custonmer can determne
whet her to request services and what features are in scope.

2. The customer may issue a request to determ ne whether a specific
| ETF Network Slice Service could be supported by the network. An
NSC may respond indicating a sinple yes or no and nmay suppl enent
a negative response with infornmation about what it could support
were the custoner to change some requirenents.

3. The customer requests an | ETF Network Slice Service. An NSC may
respond that the slice has or has not been created and may
suppl enent a negative response with information about what it
coul d support were the custoner to change sone requirenents.

4. \Wen processing a custoner request for an | ETF Network Slice
Service, an NSC maps the request to the network capabilities and
appl i es provider policies before creating or supplenmenting the
NRP.

Regardl ess of how an I ETF Network Slice is realized in the network
(e.g., using tunnels of different types), the definition of the |IETF
Network Slice Service does not change at all. The only difference is
how the slice is realized. The follow ng sections briefly introduce
how sonme existing architectural approaches can be applied to realize
| ETF Network Slices

7.3. Applicability of ACTNto | ETF Network Slices



Abstraction and Control of TE Networks (ACTN) [RFCB8453] is a
managenent architecture and tool kit used to create virtual networks
(VNs) on top of a TE underlay network. The VNs can be presented to
custonmers for themto operate as private networks.

In many ways, the function of ACTNis simlar to | ETF network
slicing. Customer requests for connectivity-based overlay services
are nmapped to dedicated or shared resources in the underlay network
in a way that neets custoner guarantees for SLCs and for separation
fromother custoners’ traffic. [RFC8453] describes the function of
ACTN as collecting resources to establish a logically dedicated
virtual network over one or nore TE networks. Thus, in the case of a
TE- enabl ed underl ay network, the ACTN VN can be used as a basis to
realize | ETF network slicing.

Wi le the ACTN framework is a generic VN framework that can be used
for VN services beyond the | ETF Network Slice, it is also a suitable
basis for delivering and realizing | ETF Network Slices.

Furt her discussion of the applicability of ACTN to | ETF Network
Slices, including a discussion of the relevant YANG nodels, can be
found in [ACTN-NS].

.4. Applicability of Enhanced VPNs to | ETF Network Slices

An enhanced VPN i s designed to support the needs of new applications,
particularly applications that are associated with 5G services. The
approach is based on existing VPN and TE technol ogi es but adds
characteristics that specific services require over and above those
previously associated with VPN services.

An enhanced VPN can be used to provide enhanced connectivity services
bet ween custonmer sites and can be used to create the infrastructure
to underpin an | ETF Network Slice Service

It is envisaged that enhanced VPNs will be delivered using a
combi nation of existing, nodified, and new networking technol ogi es.

[ ENHANCED- VPN] descri bes the framework for enhanced VPN servi ces.
.5.  Network Slicing and Aggregation in | P/ MPLS Networks

Network slicing provides the ability to partition a physical network
into multiple |ogical networks of varying sizes, structures, and
functions so that each slice can be dedicated to specific services or
custoners. The support of resource preenption between | ETF Network
Slices is deploynment specific.

Many approaches are currently being worked on to support |ETF Network
Slices in IP and MPLS networks with or wthout the use of Segnent
Routing. Mst of these approaches utilize a way of marking packets
so that network nodes can apply specific routing and forwardi ng
behavi ors to packets that belong to different | ETF Network Slices.

Di fferent nechani sns for marking packets have been proposed
(including using MPLS | abel s and Segnent Routing segment |Ds), and
those nechani sns are agnostic to the path control technol ogy used

wi thin the underlay network.

These approaches are also sensitive to the scaling concerns of
supporting a large nunmber of |ETF Network Slices within a single IP
or MPLS network and so of fer ways to aggregate the connectivity
constructs of slices (or whole slices) so that the packet markings

i ndi cate an aggregate or grouping where all of the packets are
subject to the sane routing and forwardi ng behavi or

At this stage, it is inappropriate to cite any of these proposed
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solutions that are currently work in progress and not yet adopted as
| ETF worK.

6. Network Slicing and Service Function Chai ning (SFC)

A customer may request an | ETF Network Slice Service that involves a
set of service functions (SFs) together with the order in which these
SFs are invoked. Also, the custoner can specify the service

obj ectives to be net by the underlay network (e.g., one-way delay to
cross a service function path, one-way delay to reach a specific SF).
These SFs are considered as ancillary CEs and are possibly

pl acehol ders (i.e., the SFs are identified, but not their |ocators).

Servi ce Function Chaining (SFC) [RFC7665] techniques can be used by a
provider to instantiate such an | ETF Network Slice Service. An NSC
may proceed as foll ows.

* Expose a set of ancillary CEs that are hosted in the underl ay
net wor k.

* Capture the SFC requirenents (including traffic performance
metrics) fromthe custoner. One or nore service chains may be
associated with the sane | ETF Network Slice Service as
connectivity constructs.

* Execute an SF placenent algorithmto decide where to |ocate the
ancillary CEs in order to fulfill the service objectives.

* Cenerate SFC classification rules to identify part of the slice
traffic that will be bound to an SFC. These classification rules
may be the same as or distinct fromthe identification rules used
to bind incomng traffic to the associated | ETF Network Sli ce.

An NSC al so generates a set of SFC forwarding policies that govern
how the traffic will be forwarded al ong a Service Function Path
(SFP).

* |dentify the appropriate Classifiers in the underlay network and
provision themw th the classification rules. Likew se, an NSC
communi cates the SFC forwarding policies to the appropriate
Servi ce Function Forwarders (SFFs).

The provider can enable an SFC data pl ane nmechani sm such as those
described in [ RFC8300], [RFC8596], or [RFC9491].

Isolation in | ETF Network Slices
1. Isolation as a Service Requirenent

An | ETF Network Slice Service customer may request that the | ETF
Network Slice delivered to themis such that changes to other |ETF
Network Slices or to other services do not have any negative inpact
on the delivery of the IETF Network Slice. The |IETF Network Slice
Servi ce customer may specify the extent to which their | ETF Network
Slice Service is unaffected by changes in the provider network or by
t he behavior of other |IETF Network Slice Service custonmers. The
custoner nay express this via an SLE it agrees with the provider
This concept is terned "isolation".

In general, a customer cannot tell whether a service provider is
meeting an isolation SLE. If the service varies such that an SLO is
breached, then the custonmer will becone aware of the problem and if
the service varies within the all owed bounds of the SLOs, there may
be no noticeable indication that this SLE has been viol at ed.

2. Isolation in | ETF Network Slice Realization
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I sol ati on may be achieved in the underlay network by various forns of
resource partitioning, ranging from dedicated allocation of resources
for a specific |ETF Network Slice to sharing of resources with

saf equards. For example, traffic separation between different |ETF
Network Slices may be achi eved using VPN technol ogi es, such as L3VPN,
L2VPN, EVPN, etc. Interference avoi dance may be achi eved by network
capacity planning, allocating dedicated network resources, traffic
policing or shaping, prioritizing in using shared network resources,
etc. Finally, service continuity nmay be ensured by reserving backup
paths for critical traffic and dedicating specific network resources
for a selected nunmber of |IETF Network Slices.

Managenent Consi derati ons

| ETF Network Slice realization needs to be instrumented in order to
track howit is working, and it m ght be necessary to nodify the I ETF
Network Slice as requirenments change. Dynamic reconfiguration night
be needed.

The vari ous nmanagenent interfaces and conponents are discussed in
Section 6.

Security Considerations

Thi s docunent specifies term nology and has no direct effect on the
security of inplenentations or deploynents. |In this section, a few
of the security aspects are identified.

Conformance to security constraints: Specific security requests from
custonmer -defined I ETF Network Slice Services will be nmapped to
their realization in the underlay networks. Underlay networks
will require capabilities to conformto custoner’s requests as
sonme aspects of security nmay be expressed in SLEs.

| ETF NSC aut hentication: Underlay networks need to be protected
agai nst attacks from an adversary NSC as this could destabilize
overall network operations. An |ETF Network Slice nay span
different networks; therefore, an NSC shoul d have strong
aut hentication with each of these networks. Furthernore, both the
| ETF Network Slice Service Interface and the Network Configuration
Interface need to be secured with a robust authentication and
aut hori zati on nechani sm and associ ated audi ti ng nechani sm

Specific isolation criteria: The nature of conformance to isolation
requests neans that it should not be possible to attack an | ETF
Network Slice Service by varying the traffic on other services or

slices carried by the sane underlay network. |In general,
isolation is expected to strengthen the | ETF Network Slice
security.

Data confidentiality and integrity of an | ETF Network Slice: An |IETF
Network Slice might include encryption and other security features
as part of the service (for example, as SLEs). However, a
customer wanting to guarantee that their data is secure from
inspection or nodification as it passes through the network of the
operator that provides the | ETF Network Slice Service will need to
provision their own security solutions (e.g., with I Psec) or send
only already otherw se-encrypted traffic through the slice.

See [ NGWN- SEC] on 5G network slice security for discussion rel evant
to this section.

| ETF Network Slices mght use underlying virtualized networking. Al
types of virtual networking require special consideration to be given
to the separation of traffic between distinct virtual networks, as
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wel | as some amobunt of protection fromeffects of traffic use of
underl ay network (and other) resources fromother virtual networks
sharing those resources.

For exanple, if a service requires a specific upper bound on |atency,
then that service could be degraded with added del ay caused by the
processi ng of packets from another service or application that shares
the sane network resources. Thus, w thout careful planning or
traffic policing, it may be possible to attack an | ETF Network Slice
Service sinply by increasing the traffic on another service in the
net wor k.

Simlarly, in a network with virtual functions, noticeably inpeding
access to a function used by another |ETF Network Slice (for

i nstance, conpute resources) can be just as service-degradi ng as

del ayi ng physical transm ssion of associated packet in the network.
Again, careful planning and policing of service demands may mitigate
such attacks.

Both of these fornms of attack may al so be mtigated by reducing the
access to information about how | ETF Network Slice Services are
supported in a network.

Privacy Consi derations

Privacy of IETF Network Slice Service custonmers nust be preserved

It should not be possible for one | ETF Network Slice Service custoner
to di scover the presence of other custoners, nor should sites that
are nenbers of one | ETF Network Slice be visible outside the context
of that | ETF Network Slice.

In this sense, it is of paranpunt inportance that the system uses the
privacy protection nmechani smdefined for the specific underlay
technol ogi es that support the slice, including in particular those
mechani sms designed to preclude acquiring identifying information
associated with any I ETF Network Slice Service custonmer.

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
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endi x A. Exanpl es

Thi s appendi x contains realization exanples. This is not intended to
be a conplete set of possible deploynents, nor does it provide

definitive

ways to realize these depl oynents.

The exanpl es shown here nmust not be considered to be nornmative. The
descriptions of terns and concepts in the body of the docunment take

pr ecedence.

Mul ti-Point to Point Service

As described in Section 4.2, an MP2P service can be realized with
mul tiple P2P connectivity constructs. Figure 5 shows a sinmple MP2P
service where traffic is sent fromany of CEl, CE2, and CE3 to the
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receiver, which is CE4. The service conprises three P2P connectivity
constructs: CEl-CE4, CE2-CE4, and CE3- CE4.

CE1
S
/ \ \
( \__ )
\)
(o= N G )- - - CE4
« /)
( / )
o /
|
CE3

Fi gure 5: Exanmple MP2P Service with P2P Connecti ons
Servi ce Function Chaining and Ancillary CEs

Section 4.2.3 introduces the concept of ancillary CEs. Figure 6
shows a sinple exanple of | ETF Network Slices with connectivity
constructs that are used to deliver traffic fromCElL to CE3, taking
in a service function along the path.

CEl CE2 CE3
Xo* *ox * 0X
Xo* *x * OX
_ X0* * o * 0X \_

/ XO*********** ***********OX \
( X0 (004 )
( X000000000( ACE1) 0000000000X )
( X X )
( I X )
( X | Service Function | X )
( x | ....(ACE2).... | X )
( x | : X )
( XXXX. ... (ACE3)....:. XXXXX )
( I )
( I (ACE4) I )
( I I )
(e )
( )

\_ Oper at or Net wor k _

\ /

Figure 6: Exanple with Ancillary CEs

A customer may want to utilize a service where traffic is delivered
fromCE1l to CE3, including a service function sited within the
custoner’s network at CE2. To achieve this, the customer may request
an | ETF Network Slice Service conprising two P2P connectivity
constructs: CEl-CE2 and CE2-CE3 (represented with "*" in Figure 6).

Al ternatively, the service function for the same CEl to CE3 fl ow may
be hosted at a node within the network operator’s infrastructure.
This is an ancillary CE in the I ETF Network Slice Service that the
custoner requests. This service contains two P2P connectivity
constructs: CEl-ACE1l and ACEl-CE3 (represented with "o" in Figure 6).
How t he customer knows of the existence of the ancillary CE and the
service functions it offers is a matter for agreement between the
custonmer and the network operator

Finally, it may be that the custoner knows that the network operator
is able to provide the service function but does not know t he

| ocation of the ancillary CE at which the service function is hosted.
Indeed, it may be that the service function is hosted at a number of



ancillary CEs (ACE2, ACE3, and ACE4 in Figure 6); the custoner may
know the identities of the ancillary CEs but be unwilling or unable
to choose one, or the custoner may not know about the ancillary CEs.
In this case, the | ETF Network Slice Service request contains two P2P
connectivity constructs: CEl-ServiceFunction and Servi ceFuncti on- CE3
(represented with "x" in Figure 6). It is left as a choice for the
networ k operator as to which ancillary CE to use and how to realize
the connectivity constructs.

A. 3. Hub and Spoke

Hub and spoke is a popular way to realize A2A connectivity in support
of multiple P2P traffic flows (where the hub perforns routing) or
P2MP fl ows (where the hub is responsible for replication). In many
cases, it is the network operator’s choice whether to use hub and
spoke to realize a mesh of P2P connectivity constructs or P2MP
connectivity constructs; this is entirely their business as the
customer is not aware of how the connectivity constructs are
supported wthin the network.

However, it may be the case that the customer wants to control the
behavi or and | ocation of the hub. In this case, the hub appears as
an ancillary CE as shown in Figure 7

For the P2P mesh case, the customer does not specify a mesh of P2P
connectivity constructs (such as CEl-CE2, CEl-CE3, CE2-CE3, and the
equi val ent reverse direction connectivity) but connects each CE to
the hub with P2P connectivity constructs (as CEl-Hub, CE2-Hub,

CE3- Hub, and the equivalent reverse direction connectivity). This
scal es better in terns of provisioning conpared to a full mesh but
requires that the hub is capable of routing traffic between
connectivity constructs.

For the P2MP case, the custoner does not specify a single P2MP
connectivity construct (in this case, CE3-{CE1+CE2}) but requests
three P2P connectivity constructs (as CE3-Hub, Hub-CEl, and Hub- CE2).
It is the hub’s responsibility to replicate the traffic from CE3 and
send it to both CEl and CE2.

Figure 7. Exanple Hub and Spoke under Custoner Contro
A 4. Layer 3 VPN

Layer 3 VPNs are a conmon service offered by network operators to
their custoners. They may be nodel ed as an A2A service but are often
realized as a nmesh of P2P connections, or if multicast is supported,
they may be realized as a nesh of P2MP connecti ons.

Figure 8 shows an | ETF Network Slice Service with a single A2A
connectivity construct between the SDPs CEl1, CE2, CE3, and CE4. It
is a free choice how the network operator realizes this service
They may use a full mesh of P2P connections, a hub-and-spoke
configuration, or some conbination of these approaches.
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Fi gure 8: Exanple L3VPN Service
Hi erarchi cal Conposition of Network Slices

As nentioned in Section 5.3, |ETF Network Slices may be arranged
hierarchically. There is nothing special or novel about such an
arrangenment, and it nodels the hierarchical arrangenment of services
of virtual networks in many ot her environnents.

As shown in Figure 9, an Qperator’s Controller (NSC) that is
requested to provide an | ETF Network Slice Service for a custoner

may, in turn, request an | ETF Network Slice Service from another
carrier. The Operator’s NSC may nmanage and control the underlay |ETF
Network Slice by nodi fying the requested connectivity constructs and
changing the SLAs. The customer is entirely unaware of the hierarchy
of slices, and the underlay carrier is entirely unaware of howits
slice is being used.

This stacking of IETF Network Slice constructs is not different to
the way virtual networks may be arranged.

| TETF Network Slice
| Service Request
| Cust oner vi ew

(NSQ)

| ETF Network Slice
Servi ce Request

Controller
(NSC)



| e |
.| | Network [ oo

| | Configuration Under | ay Net wor k

I
I
I
| | Network | |
|
| | (NO II

| Device Configuration

Figure 9: Exanple Hi erarchical Arrangenment of |ETF Network Slices

In this case, the network hierarchy may al so be used to provide
connectivity between points in the higher-layer network, as shown in
Figure 10. Here, an I ETF Network Slice may be requested of the

| ower-1layer network to provide the desired connectivity constructs to
suppl enent the connectivity in the higher-layer network where this

connectivity mght be presented as a virtual |ink
CEl CE2
I I
| |
| | _
(: )
(- )
( )
_ | __
( )
(e )
( )

Figure 10: Exanple H erarchical Arrangenent of |ETF Network
Slices to Bridge Connectivity

A. 6. Horizontal Conposition of Network Slices

It may be that end-to-end connectivity is achieved using a set of
cooperating networks as described in Section 5.3. For exanple, there
may be nultiple interconnected networks that provide the required
connectivity as shown in Figure 11. The networks may utilize
different technol ogi es and nmay be under separate adm nistrative

contr ol
CE1l CE2
SEPl SEPZ
I I
I | _
( ) ( ) ( ) ( )
( )---( )---( )---( )
(_ ) (_ ) (_ ) (_ )

Figure 11: Exanple Customer View of Interconnected Networks
Provi di ng End-to-End Connectivity

In this scenario, the customer (represented by CEl and CE2) nay
request an | ETF Network Slice Service connecting the CEs. The
customer considers the SDPs at the edge (shown as SDP1 and SDP2 in
Figure 11) and might not be aware of how the end-to-end connectivity
i s conposed.

However, because the various networks may be of different
technol ogi es and under separate adm nistrative control, the networks



are sliced individually, and coordination is necessary to deliver the
desired connectivity. The Network-to-Network Interfaces (NNIs) are
present as SDPs for the | ETF Network Slices in each network, so that
each network is individually sliced. In the exanple in Figure 12,
this is illustrated as network 1 (N wl) being sliced between SDP1 and
SDPX, N w2 being sliced between SDPY and SDPU, etc. The coordination
activity invol ves binding the SDPs, and hence the connectivity
constructs, to achieve end-to-end connectivity with the required SLGCs
and SLEs. In this way, sinple and conpl ex end-to-end connectivity
can be achieved with a variety of connectivity constructs in the | ETF
Network Slices of different networks "stitched" together.

CEl CE2
| |
SDP1 SDP2
| |
- I
( ) SDPX ( ) SDPU  ( ) SDPS  (
( NwL o )------ ( Nwe )------ ( Nwg )------ ( Nw )
( ) SDPY (__ ) SDPV (___ ) SDPT (___ )

Figure 12: Exanple Delivery of an End-to-End | ETF Network Slice with
I nt erconnect ed Networ ks

The controll er/coordinator relationship is shown in Figure 13.

| Orchestrator |

| TETF Network Slice
| Service Request
| Cust oner vi ew

_V ______________ _V ______________
| Controllerl | Operatorl | Controller2 | Operator2
| oo | | e |
| | 1ETF | ] | | 1ETF | ]
| | Network | | | | Network | |
| | Slice | ] | | Slice | ]
| | Controller | | | | Controller | |
II(NSC) II II(NSC) II
.| | Network [ o | | Network [ o
| | Config | Underlayl | | Config | Underl ay2
| v | | v |
| e | | e |
| | Network | ] | | Network | ]
| | Controller | | | | Controller | |
| | (NG (I | | (NG (I

| Device Configuration

Fi gure 13: Exanple Rel ationship of I ETF Network Slice Coordination
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