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Abstract

Provi der Backbone Bridging (PBB) can be conbined with Ethernet
Virtual Private Networks (EVPNs) to deploy Ethernet Local Area

Net work (E-LAN) services in large Miltiprotocol Label Switching
(MPLS) networks. That conbination is what we refer to as "PBB-EVPN. "
Si ngl e- Active multi hom ng and per Service Instance Identifier (I-SID)
| oad- bal anci ng can be provided to access devices and aggregation
networks. |In order to speed up the network convergence in case of
failures on Single-Active nultihonmed Ethernet Segnents (ESs), PBB-
EVPN defines a flush nmechani smfor Custonmer MACs (C- MACs) called
"C-MAC flush" that works for different Ethernet Segment Backbone MAC
(B-MAC) address allocation nmodels. This document compl enents those
C-MAC flush procedures for cases in which no PBB-EVPN ESs are defined
(i.e., the attachnent circuit is associated with a zero Ethernet
Segnent ldentifier (ESI)) and the CMAC flush requires |-SID1|evel
granul arity.
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I ntroduction

[ RFC7623] defines how Provider Backbone Bridgi ng (PBB) can be
conbined with Ethernet Virtual Private Networks (EVPNs) to depl oy

E- LAN services in very |large MPLS networks. [RFC7623] al so describes
how Si ngl e- Active nultihom ng and per-1-SID | oad-bal anci ng can be
provided to access devi ces and aggregati on networks. Wen Access

Et hernet and/ or MPLS networks exist, [EVPN-VIRTUAL-ES] describes how
virtual Ethernet Segnents (ESs) can be associated with a group of

Et hernet Virtual Crcuits (EVCs) or even pseudowires (PW). |n order
to speed up the network convergence in case of failures on Single-
Active multi homed ESs, [RFC7623] defines a Custoner MAC flush

mechani smthat works for different ES B-MAC address all ocation

nodel s.

In sone cases, the adninistrative entities that nmanage t he access
devi ces or aggregation networks do not demand multi honed ESs fromthe
PBB- EVPN provi der, but sinply demand nul tiple single-honed ESs.

Si ngl e- honed ESs use null ESIs, whereas multihomed ESs use non-nul
ESIs. |f using single-homed ESs, the PBB-EVPN network is no | onger
aware of the redundancy offered by the access adnministrative entity.
Figure 1 shows an exanpl e where the PBB- EVPN network provides four
different Attachment Crcuits (ACs) for I-SIDl, with those ACs not
being part of any ES or virtual ES. (Therefore, they are referred to
as null virtual Ethernet Segnents.)

<----G 8032----><--PBB- EVPN Network----- ><----MPLS---->
Access MPLS Access
Ri ng Net wor k
| -SI D1 ESI +------ + oo +
+----+ null| PE1 |--------- | PE3
|CEL |---------- | B- MACL| | B- MAC3| ESI null
+----+ active]| | | |----+ PW
[ e + e + \active
| | | Voot
| | | ==| CE3 ||-SID1
I I I [ 4----t
| standby ESI +------ + R + [ PW
+-o---+ nul | PE2 | | PE4 |----+ standby
|CE2 |---------- | B- MAC2| | B- MACA| ESI nul |
+----+ active| [--------- | |
| -SI D1 oo + oo +

Figure 1: PBB-EVPN and Non-ES-Based Redundancy

In the exanple in Figure 1, CE1l, CE2, and CE3 are attached to the
same service, identified by 1-SIDl, in the PBB-EVPN PEs. CEl1 and CE2



are connected to the PEs via "Ethernet ring protection sw tching" as
specified in [G 8032], and their ACs to PE1l and PE2 are represented
by a port and VLAN identifier. CE3 is dual-honed to PE3 and PE4
through an active/standby PW and its ACto the PEs is represented by
a PW Each of the four PEs uses a dedicated Backbone MAC address as
a source MAC address (B-MACL, B-MAC2, B- MAC3, and B- MAC4,
respectively) when encapsul ati ng custoner frames in PBB packets and
forwardi ng those PBB packets to the renote PEs as per [RFC7623].
There are no multi homed ESs defined in the PBB-EVPN network of the
exanple; that is why the four ACs in Figure 1 show the text "ESI

nul 1", which means the Ethernet Segnent ldentifier on those ACs is
zero. Since there are no multihonmed ESs defined, the PEs keep their
ACs active as long as the physical connectivity is established and
the CEs are responsible for managi ng the redundancy, avoiding | oops,
and providing per-1-SID | oad-balancing to the PBB-EVPN networKk.
Exanpl es of CEs managi ng their own redundancy are described in

[ G 8032], or [RFC4762] for activel/standby PW.

For instance, in normal conditions, CE2 will block its link to CEl
and CE3 will block its forwarding path to PE4. In this situation, a
failure in one of the redundant ACs will trigger the CEs to start

usi ng their redundant paths; however, those failures will not trigger
any C-MAC flush procedures in the PEs that inplenent [ RFC7623], since
the PEs are not using the PBB-EVPN nulti hom ng procedures. For
exanpl e:

* |f the active PWfrom CE3 (to PE3) fails and the failure is due to
the entire PE3 node failing, then the procedures in [ RFC7623]
guarantee that all the renote PEs flush all the C MACs associ ated
with B-MAC3 (the B-MAC of PE3). 1In this case, CE3 detects the
fault due to the PWgoing operationally down.

* However, if the active PWfrom CE3 (to PE3) fails (but PE3 is
still operationally up), following the procedures in [ RFC7623],
neither PE3 nor PE4 issue a CMAC flush nmessage. Therefore, the
renote PEs will continue pointing at PE3’s B-MAC to reach CE3' s
C-MACs, until the C-MACs age out in the I-SIDl1 forwarding tables.
In this case, PE3 may use any of the existing PWnotifications so
that CE3 switches the active PWto PE4.

* The same issue is exposed when the active PWfrom CE3 switches
over fromPE3 to PE4 due to a manual operation on CE3; that is,
neither PE3 nor PE4 trigger any G MAC flush notification and the
renote PEs continue sending the traffic to PE3 until the C MACs
age out.

[ RFC7623] provides a C MAC flush solution based on a shared B- MAC
update along with the MAC Mobility extended community where the
sequence nunber is increnented. However, the procedure is only used
along with nultihonmed ESs. Even if that procedure could be used for
null ESs, as in the exanple of Figure 1, the Custonmer MAC flush
procedure in [RFC7623] would result in unnecessary flushing of
unaffected I-SIDs on the renote PEs, and subsequent fl ooding of
unknown uni cast traffic in the network. For instance, in the case
that CE3 switches its active PWover to PE4, a potential solution
reusing the existing CMAC flush notifications in [RFC7623] is for
PE3 to issue an update for the MAC/ I P Advertisenent route of B-MAC3
with a higher sequence nunber. However, this update woul d cause
unnecessary Custoner MAC flushing for all the |I-SIDs attached to PE3
(supposing multiple I-SIDs in PE3) rather than for only I|-SID1.

Thi s docunent describes an extension of the Customer MAC flush
procedures in [RFC7623], so that in the failure exanple above, PE3
can trigger a Custoner MAC flush notification that nakes PEl, PE2,
and PE4 flush all the Custoner MACs associated with PE3’s B-MAC3 and
(only) I-SIDL. 1In order to do so, this specification introduces the



encoding of the I-SIDin the MAC/IP Advertisenent routes advertised
for the B-MACs. The G- MAC flush procedure explained in this docunent
is referred to as "PBB-EVPN | -SI D-based CMAC flush" and can be used
in PBB-EVPN networks with null or non-null (virtual) ESs.

Thi s specification assunmes that the reader is fanmiliar with the
procedures in [ RFC7623].

.1. Abbreviations

AC. Attachnment Circuit

B- MAC. Backbone MAC

CE: Custoner Edge

C- MAC: Custoner MAC

ES: Ethernet Segnent

ESI: Ethernet Segnent Identifier

EVI: EVPN I nstance

EVPN:  Ethernet Virtual Private Network (as in [RFC7432])
|-SID: Service Instance ldentifier

MAC. Media Access Control

MAC- VRF:  MAC Virtual Routing and Forwardi ng

PBB- EVPN:.  Provi der Backbone Bridgi ng and EVPN (as in [ RFC7623])
PE: Provi der Edge

.2. Term nol ogy and Conventi ons

Fam liarity with the term nology in [ RFC7623] is expected.

B-MAC/0 route: This is an EVPN MAC/ I P Adverti senent route that uses
a B-MAC in the MAC address field and a zero Ethernet Tag ID.

B-MAC/I-SIDroute: This is an EVPN MAC/ I P Adverti senent route that
uses a B-MAC in the MAC address field and an I-SID in the Ethernet
Tag field. It is used to notify renote PEs about the required
C-MAC flush procedure for the C-MACs associated with the
adverti sed B-MAC and |- SID.

G 8032: Refers to Ethernet ring protection switching as described in
[ G 8032].

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here.

Sol uti on Requi rements

The following requirenments are followed by the G MAC flush solution
described in this docunent:

a. The solution MJST prevent packet-loss scenarios in case of
failures on null ES ACs (Attachment Circuits not associated with
an ES; that is, their corresponding ESI is zero) when the access



device or access network is responsible for the redundancy.

b. This extension described in this docunent MUST work with Single-
Active non-null ESs and virtual ESs, irrespective of the PE B-MAC
address assi gnnent (dedi cated per-ES B-MAC or shared B-MAC, as in

[ RFC7623]).

c. 1In case of failure on the egress PE, the solution MJST provide a
C-MAC flush notification at the B-MAC and |-SID granularity
| evel .

d. The solution MJST provide a reliable CMAC flush notification in
PBB- EVPN networ ks that use Route Reflectors (RRs). MAC flushing
needs to be provided to all affected I-SIDs in spite of the BGP
flush notification nmessages bei ng aggregated at the RR

e. The solution MJST coexist in [RFC7623] networks where there are
PEs that do not support this specification.

f. The solution SHOULD be enabl ed or disabled by an adm nistrative
option on a per-PE and per-1-SID basis (as opposed to al ways
being enabled for all the I-SIDs).

EVPN BGP Encoding for |-SID Based C MAC Fl ush

The sol ution does not use any new BGP attributes but reuses the MAC
Mobility extended comunity as an indication of CGMAC flush (as in

[ RFC7623]) and encodes the I-SIDin the Ethernet Tag field of the
EVPN MAC/ | P advertisenent route. As a reference, Figure 2 shows the
MAC Mobility extended community and the EVPN MAC/ I P adverti senment
route that are used as specified in [RFC7432] and used in this
docunent as a C-MAC flush notification nessage.

01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Type=0x06 | Sub- Type=0x03 | Fl ags | Reserved=0 |
B i s T T i i o S o T Ji I
| Sequence Nunber |
e s o i T R  h h o i R SR

e +

| Route Distinguisher |

o e m e e e e e e e e e e e e e e me e +

| ESI =0 |

O +

| Ethernet Tag ID=1-SID |

T +

| MAC Address Length = 48 |

o e m e e e e e e e e e e e e e e me e +

| B-MAC Address |

O +

| IP Address Length = 0 |

T +

| MPLS Label 1 |

o e m e e e e e e e e e e e e e e me e +

Figure 2: G MAC Flush Notification Encoding: B-MAC/ I -SID Route
Wher e:

* The route’s route distinguisher and route targets are the ones
corresponding to its EVI. Alternatively to the EVI's Route Target
(RT), the route MAY be tagged with an RT auto-derived fromthe
Et hernet Tag (1-SID) instead. [RFC7623] describes how t he EVPN
MAC/ | P Adverti senent routes can be advertised along with the EVI
RT or an RT that is derived fromthe 1-SID.
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* The Ethernet Tag encodes the I-SID. This indicates to the PE that
it must flush the CGMACs for that encoded |-SID, upon reception of
the route.

*  The MAC address field encodes the B-MAC address. This indicates
to the PE that it nust flush the CMACs associated with that
encoded B- MAC, upon reception of the route.

* The MAC Mobility extended comunity is used as in [ RFC7623], where
an increment in the sequence nunber between two updates for the
same B-MAC/I-SIDwill be interpreted as a CGMAC flush notification
for the correspondi ng B-MAC and |- SID.

Al the other fields are set and used as defined in [ RFC7623]. This
docunment will refer to this route as the "B-MAC/|-SID route", as
opposed to the EVPN MAC/ | P Advertisenment route used in [RFC7623] that
contains a specific B-MAC and the Ethernet Tag ID set to zero. This
docunent uses the term"B-MAC/0 route” to represent a B-MAC route
advertised with an Ethernet Tag ID = 0.

Note that this B-MAC/I1-SID route will be accepted and refl ected by
any RR as specified in [RFC7432], since no new attributes or val ues
are used. A PE receiving the route will process the received B- MAC/
|-SID update only in the case of supporting the procedures described
in this docunent.

Sol ution Description

Figure 1 will be used in the description of the solution. CE1l, CE2,
and CE3 are connected to ACs associated with I-SI D1, where no

(mul ti homed) ESs have been enabl ed, and the ACs and PW are in active
or standby state as per Figure 1.

Enabl i ng or disabling |I-SID based CGMAC flush SHOULD be an

adm ni strative choice on the systemthat MAY be configured per I-SID
(I-Component, Service Instance Conponent), as opposed to being
configured for all I-SIDs. Wen enabled on a PE:

a. The PEwill be able to generate B-MAC/|-SID routes as C MAC Fl ush
notifications for the renote PEs.

b. The PE will be able to process B-MAC/I-SID routes received from
renote PEs.

The PE MJST foll ow the procedures in [RFC7623] for C- MAC flush. This

speci fication provi des sone additional procedures when |-SID based
C-MAC flush is enabl ed.

This C MAC flush specification is described in three sets of
procedures:

* |-SID based C-MAC flush activation

* G MAC flush notification generation upon AC failures

* C-MAC flush process upon receiving a CGMAC flush notification
| - SI D-Based C-MAC Fl ush Activation Procedures

The foll owi ng behavi or MJST be foll owed by the PBB-EVPN PEs foll ow ng
this specification. Figure 1 is used as a reference.

* As in [RFC7623], each PE advertises a shared B-MAC in a B-MAC/ O
route (with B-MACL, B-MAC2, B-MAC3, and B-MACA in the MAC address
field, respectively). This is the B-MAC that each PE will use as



4. 2.

4. 3.

B- MAC SA (Source Address) when encapsul ating the franmes received
on any |l ocal single-honed AC. Each PE will inport the received
B-MAC/ 0 routes fromthe renote PEs and will install the B-MACs in
its B-conmponent (Backbone Conponent) MAC-VRF. For instance, PE1l
will advertise B-MAC1/0 and will install B-MAC2, B-MAC3, and
B-MAC4 in its MAC VRF.

* Assuming |-SID based CGMAC flush is activated for I-SIDl, the PEs
will advertise the shared B-MAC with |-SIDl encoded in the
Et hernet Tag. That is, PE1 will advertise B-MACL/1 and will
receive B-MAC2/ 1, B-MAC3/1, and B-MAC4/1. The receiving PES MJST
use these B-MAC/ I -SID routes only for G MAC flush procedures and
they MUST NOT be used to add/w thdraw any B-MAC entry in the MAC
VRFs. As per [RFC7623], only B-MAC/ 0 routes can be used to add/
wi t hdraw B-MACs in the MAC- VRFs.

* The above procedure MAY al so be used for dedicated B-MACs (B-MACs
al | ocated per ES).

C-MAC Fl ush CGeneration

If, for instance, there is a failure on PEl's AC, PEL will generate
an update including B-MACL/1 along with the MAC Mobility extended
community where the Sequence Nunber has been increnented. The
reception of the B-MACL/1 with an increnment in the sequence nunber
will trigger the CMAC flush procedures on the receiving PEs.

* An AC goi ng operationally down MJST generate a B-MAC/I-SID with a
hi gher Sequence Nunber. |If the AC goi ng down nmakes the entire
|l ocal I-SID go operationally down, the PE will w thdraw the B-MAC/
|I-SID route for the 1-SID.

* An AC going operationally up SHOULD NOT generate any B-MAC/ | -SID
update, unless it activates its corresponding I-SID, in which case
the PE will advertise the B-MAC/1-SID route.

* An AC receiving a G 8032 flush notification or a flush nessage in
any other protocol fromthe access network MAY propagate it to the
renote PEs by generating a B-MAC/I-SID route update with a higher
Sequence Nunber.

C- MAC Fl ush Process upon Receiving a CGMAC Flush Notification

A PE receiving a CMAC flush notification will follow these
procedur es:

* Avreceived B-MAC/ I-SID route (with a non-zero |-SID) MJST NOT add/
renove any B-MAC to/fromthe MAC VRF.

* An update of a previously received B-MAC/I-SID route with an
i ncrement Sequence Nunmber MJST flush all the C MACs associ at ed
with that |-SID and B-MAC. C MACs associated with the same |-SID
but different B-MAC MUST NOT be fl ushed.

* Areceived B-MAC/I1-SID withdraw (with a non-zero |-SID) MJST flush
all the CMACs associated with that B-MAC and |- SID.

Note that the C- MAC flush procedures described in [ RFC7623] for
B-MAC/0 routes are still valid and a PE receiving [ RFC7623] C MAC
flush notification nessages MJST observe the behavior specified in
[ RFC7623] .

Concl usi ons

The |-SI D-based CGMAC flush solution described in this docunent has
the follow ng benefits:
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8.

1.

a. The solution solves packet-1o0ss scenarios in case of failures on
null ES ACs, since the C- MAC flush procedures are independent of
the ES definition.

b. This extension can also be used with Single-Active non-null ESs
and virtual ESs, irrespective of the PE B-MAC address assi gnnment
(dedi cat ed per-ES B-MAC or shared B- MAC).

c. It provides a CGMAC flush notification at B-MAC and |-SID
granularity level, therefore flushing a m ni mum nunmber of C MACs
and reduci ng the anmount of unknown unicast flooding in the
net wor k.

d. It provides a reliable CGMAC flush notification in PBB-EVPN
networks that use RRs. RRs will propagate the C MAC fl ush
notifications for all the affected |-SIDs, irrespective of the
order in which the notifications nmake it to the RR

e. The solution can coexist in a network with systens supporting or
not supporting this specification. Non-supporting systens ignore
the B-MAC/ | -SID routes; however, they still follow the C MAC
flush procedures in [RFC7623].

Security Considerations

Security considerations described in [RFC7623] apply to this
docunent .

In addition, this docunment suggests additional procedures that can be
activated on a per |-SID basis and generate additional EVPN MAC/I P
Advertisenent routes in the network. The format of these additiona
EVPN MAC/ | P Advertisenent routes is backwards conpatible with the
procedures in [ RFC7623] and should not create any issues for
receiving PEs that do not follow this specification. However, the
addi tional routes may consune extra menory and processing resources
on the receiving PEs. Because of that, it is RECOWENDED to activate
this feature only when necessary (when nultihoned networks or devices
are attached to the PBB-EVPN PEs), and not by default in any PBB-EVPN
PE.
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