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I ntroduction

Thi s docunent aims to provide guidance to DNS i npl enenters and
operators who want to sinply enabl e protection against passive
net wor k observers.

In particular, it focuses on mechani sns that can be adopted
unilaterally by recursive resolvers and authoritative servers,

wi t hout any explicit coordination with the other parties. This
gui dance provides opportunistic security (see [RFC7435]), that is,
encrypting things that would otherwi se be in the clear, w thout
interfering with or weakening stronger forns of security.

Thi s docunent also briefly introduces (but does not try to specify)
how a future protocol might permt defense against an active attacker
i n Appendi x B.
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The protocol described here offers three concrete advantages to the
DNS ecosystem

* Protection from passive attackers of DNS queries in transit
bet ween recursive and authoritative servers.

* A road map for gaining real-world experience at scale with
encrypted protections of this traffic.

* A bridge to some possible future protection against a nore
power ful attacker.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Ter mi nol ogy

Unil ateral: Capabl e of opportunistic probing wthout externa
coordination with any of the other parties.

Do53: DNS over port 53 ([RFCL1035]) for traditional cleartext
transport.

DoQ DNS over QUIC ([ RFC9250]).

DoT: DNS over TLS ([ RFC7858]).

Encrypted transports: DoQ and DoT, collectively.

Priorities
The protocol described in this docunent was devel oped with two
priorities: mnimzing negative inpacts and retaining flexibility in
the underlying encrypted transport protocol
M ni m zi ng Negative |npacts
The protocol described in this docunent ains to minimze potentially
negative inpacts caused by the probing of encrypted transports for
the systens that adopt the protocol, for the parties that those
systenms conmunicate with, and for uninvolved third parties. The
negative inpacts that this protocol specifically tries to mnimze
are:

* excessive bandw dt h use,

* excessive use of computational resources (CPU and nmenory in
particul ar), and

* the potential for anplification attacks (where DNS resol ution
infrastructure is wielded as part of a DoS attack).

Prot ocol Choi ces
Al t hough this docunment focuses specifically on strategies used by DNS
servers, it does not go into detail on the specific protocols used
because those protocols, in particular DoT and DoQ are described in
ot her docunents. The DoT specification ([ RFC7858]) says that it:

| ...focuses on securing stub-to-recursive traffic, as per the



| charter of the DPRIVE Wrking Goup. It does not prevent future
| applications of the protocol to recursive-to-authoritative
| traffic.

It further says:

| It mght work equally between recursive clients and authoritative
| servers...

The DoQ specification ([ RFC9250]) says:

| For the recursive to authoritative scenario, authentication
| requirenents are unspecified at the tine of witing and are the
| subject of ongoing work in the DPRIVE WG

The protocol described in this docunent specifies the use of DoT and
DoQ wi t hout authentication of the server.

Thi s docunent does not pursue the use of DNS over HITPS, conmonly
call ed "DoH'" ([ RFC8484]), in this context because a DoH client needs
to know the path part of a DoH endpoint URL. Currently, there are no
mechani snms for a DNS recursive resolver to predict the path on its
own, in an opportunistic or unilateral fashion, without incurring an
excessive use of resources. |If such mechanisns are |ater defined,
the protocol in this document can be updated to accommodate them

3. @idance for Authoritative Servers

The protocol described in this docunent is OPTIONAL for authoritative
servers. An authoritative server choosing to inplenent the protoco
described in this docunent MJUST inplenent at |east one of either DoT
or DoQ on port 853.

An authoritative server choosing to inplenment the protocol described
in this docunent MAY require clients to use Application-Layer

Prot ocol Negotiation (ALPN) (see [RFC7301]). The ALPN strings the
client will use are given in Section 4.4.

An authoritative server inplenenting DoT or DoQ MJST popul ate the
response fromthe sane authoritative zone data as the unencrypted DNS
transports. Encrypted transports have their own characteristic
response size that mght be different fromthe unencrypted DNS
transports, so response sizes and related options (e.g., Extension
Mechani sns for DNS (EDNSO)) and flags (e.g., the TrunCation (TC) bit)
m ght vary based on the transport. |In other words, the content of
the responses to a particular query MJST be the sane regardl ess of
the type of transport.

3. 1. Pool ed Authoritative Servers behind a Load Bal ancer

Sone authoritative DNS servers are structured as a pool of

aut horitatives standing behind a | oad bal ancer that runs on a single
| P address, forwarding queries to nenbers of the pool. |In such a
depl oynent, individual menbers of the pool typically get updated

i ndependently from each ot her

A recursive resolver follow ng the guidance in Section 4 and
interacting with such a pool likely does not know that it is a pool
If sone nenbers of the pool follow the protocol specified in this
docunent while others do not, the recursive client m ght see the poo
as a single authoritative server that sonetimes offers and sonetines
ref uses encrypted transport.

To avoid incurring additional nminor tineouts for such a recursive
resol ver, the pool operator SHOULD



* ensure that all nenbers of the pool enable the sanme encrypted
transport(s) within the span of a few seconds (such as within 30
seconds), or

* ensure that the | oad bal ancer maps client requests to pool nenbers
based on client |P addresses, or

* use a |oad bal ancer that forwards queries/connections on encrypted
transports to only those nenbers of the pool known (e.g., via
moni toring) to support the given encrypted transport.

Sim|ar concerns apply to authoritative servers responding from an
anycast |P address. As long as the pool of servers is in a

het er ogeneous state, any flapping route that switches a given client
I P address to a different responder risks incurring an additiona
timeout. Frequent changes of routing for anycast listening IP
addresses are also likely to cause problens for TLS, TCP, or QU C
connection state as well, so stable routes are inportant to ensure
that the service remains avail abl e and responsive. The servers in a
pool can share session information to increase the likelihood of
successful resunptions.

3.2. Authentication

For unilateral deploynent, an authoritative server does not need to
of fer any particular formof authentication

One si npl e depl oynent approach woul d just be to provide a self-

i ssued, regularly updated X 509 certificate. Wether the
certificates used are short-lived or long-lived is up to the

depl oynent. This mechanismis supported by many TLS and QUIC clients
and will be acceptable for any opportunistic connection. The server
could provide a normal PKI-based certificate, but there is no
advantage to doing so at this tine.

3.3. Server Nane |ndication

An authoritative DNS server that wants to handl e unilateral queries
MAY rely on Server Nane Indication (SNI) to select alternate server

credentials. However, such a server MJST NOT serve resource records
that differ based on SNI (or on the lack of an SNI) provided by the
client because a probing recursive resolver that offers SNl m ght or
m ght not have used the right server name to get the records it is

| ooking for.

3.4. Resource Exhaustion

A wel | - behaved recursive resol ver may keep an encrypted connection
open to an authoritative server to anortize the costs of connection
setup for both parties.

However, some authoritative servers may have insufficient resources
avai |l abl e to keep nany connections open concurrently.

To keep resources under control, authoritative servers should
proactively manage their encrypted connections. Section 5.5 of

[ RFC9250] offers useful guidance for servers managi ng DoQ
connections. Section 3.4 of [RFC7858] offers useful guidance for
servers managi ng DoT connecti ons.

An authoritative server facing unforeseen resource exhausti on SHOULD
cleanly cl ose open connections fromrecursive resolvers based on the
authoritative server’'s preferred prioritization.

In the case of unanticipated resource exhaustion, close connections
until resources are back in control. A reasonable prioritization



schenme woul d be to close connections with no outstanding queries,
ordered by idle tinme (longest idle tinme gets closed first), then
cl ose connections with outstanding queries, ordered by age of

out st andi ng query (ol dest outstanding query gets closed first).

When resources are especially tight, the authoritative server may
al so decline to accept new connections over encrypted transport.

3.5. Pad Responses to Mtigate Traffic Analysis

To increase the anonynity set for each response, the authoritative
server SHOULD use a sensi bl e paddi ng nechanismfor all responses it
sends when possible. The ability for the authoritative server to add
paddi ng might be limted, such as by not receiving an EDNSO option in
the query. Specifically, a DoT server SHOULD use EDNSO paddi ng

[ RFC7830] if possible, and a DoQ server SHOULD foll ow the guidance in
Section 5.4 of [RFC9250]. How much to pad is out of scope of this
docunent, but a reasonabl e suggestion can be found in [ RFC8467].

4. @uidance for Recursive Resolvers

The protocol described in this docunment is OPTIONAL for recursive
resolvers. This section outlines a probing policy suitable for
uni | ateral adoption by any recursive resolver. Following this policy
should not result in failed resolutions or significant delays.

4.1. Hi gh-Level Overview

In addition to querying on Do53, the recursive resolver will try DoT,
DoQ or both concurrently. The recursive resolver remenbers what
opportuni stic encrypted transport protocols have worked recently
based on a (clientlP, serverlP, protocol) tuple.

If a query needs to go to a given authoritative server, and the
recursive resol ver remenbers a recent successful encrypted transport
to that server, then it doesn’'t send the query over Do53 at all
Rather, it only sends the query using the encrypted transport
protocol that was recently shown to be good

If the encrypted transport protocol fails, the recursive resolver
falls back to Do53 for that serverlP. \When any encrypted transport
fails, the recursive resolver renenbers that failure for a reasonable
anount of time to avoid flooding an inconpatible server with requests
that it cannot accept. The description of how an encrypted transport
protocol fails is in Section 4.6.4 and the sections follow ng that.

See the subsections below for a nmore detail ed description of this
pr ot ocol

4.2. Maintaining Authoritative State by | P Address
I n designing a probing strategy, the recursive resolver could record
its knowl edge about any given authoritative server with different
strategies, including at |east:
* the authoritative server’s | P address,
* the authoritative server’'s nane (the NS record used), or

* the zone that contains the record being | ooked up

Thi s document encourages the first strategy, to mninize tineouts or
acci dental delays, and does not describe the other two strategies.

A timeout (accidental delay) is nost likely to happen when the
recursive client believes that the authoritative server offers



encrypted transport, but the actual server reached declines encrypted
transport (or worse, filters the incomng traffic and does not even
respond with an | CMP destination port unreachabl e nessage, such as
during rate limting).

By associating the state with the authoritative |IP address, the
client can mnimze the nunber of accidental delays introduced (see
al so Sections 3.1 and 4.5).

For exanpl e, consider an authoritative server naned nsO. exanpl e.com
that is served by two installations: one at 2001:db8::7 that foll ows
this guidance and one at 2001:db8::8 that is a | egacy (cleartext port
53-only) deploynent. A recursive client who associates state with
the NS nane and reaches 2001:db8::7 first will "learn" that

ns0. exanpl e. com supports encrypted transport. A subsequent query
over encrypted transport dispatched to 2001:db8::8 would fail
potentially del aying the response.

4.3. Overall Recursive Resolver Settings

A recursive resolver inplenenting the protocol in this docunent needs
to set systemw de values for sone default paraneters. These
paraneters may be set independently for each supported encrypted
transport, though a sinple inplenentation may keep the parameters
constant across encrypted transports.

[ e s e s s e e e s
| Nare | Description | Suggested
| | | Default |
| persistence | How long the recursive resolver | 3 days |
| | renmenbers a successful encrypted | (259200
| | transport connection | seconds) |
S o e e e e e e e e e e eee— oo n Fom e oo +
| danpi ng | How Il ong the recursive resolver | 1 day |
| remembers an unsuccessf ul | (86400 |
| | encrypted transport connection | seconds)
S T S +
| tinmeout | How Il ong the recursive resolver | 4 seconds
| | waits for an initiated encrypted | |
| | connection to conplete | |
o m e e e oo - o e e e e e e e e e e e e e m e e o N +

Tabl e 1. Recursive Resol ver System Paraneters per
Encrypted Transport

Thi s docunent uses the notation <transport>-foo to refer to the foo
paraneter for the encrypted transport <transport>. For exanple, DoT-
persi stence would indicate the Iength of tinme that the recursive
resolver will remenber that an authoritative server had a successfu
connection over DoT. Additionally, when describing an arbitrary
encrypted transport, we use E in place of <transport> to generically
mean what ever encrypted transport is in use. For exanple, when
handl i ng a query sent over encrypted transport E, a reference to

E-ti meout should be understood to nean DoT-timeout if the query is
sent over DoT, and to nean DoQ-tineout if the query is sent over DoQ

Thi s document al so assunmes that the recursive resolver maintains a
list of outstanding cleartext queries destined for the authoritative
server’s IP address X. This list is referred to as "Do53-queries[X]"
Thi s docunent does not attenpt to describe the specific operation of
sendi ng and receiving cleartext DNS queries (Do53) for a recursive
resolver. Instead it describes a "bolt-on" mechani smthat extends
the recursive resolver’s operation on a few sinple hooks into the
recursive resolver’s existing handling of Do53.



I mpl enenters or depl oyers of DNS recursive resolvers that follow the
strategies in this docunent are encouraged to publish their preferred
val ues of these paraneters

4.4. Recursive Resolver Requirenents

To follow the strategies in this docunent, a recursive resolver MJST
i npl ement at | east one of either DoT or DoQin its capacity as a
client of authoritative naneservers. A recursive resolver SHOULD

i mpl ement the client side of DoT. A recursive resolver SHOULD

i mpl erent the client side of DoQ

DoT queries fromthe recursive resolver MJST target TCP port 853
usi ng an ALPN of "dot". DoQ queries fromthe recursive resolver MJST
target UDP port 853 using an ALPN of "doq".

Wil e this docunment focuses on the recursive-to-authoritative hop, a
recursive resolver inplenmenting the strategies in this docunent
SHOULD al so accept queries fromits clients over sone encrypted
transport unless it only accepts queries fromthe |ocal host.

4.5. Authoritative Server Encrypted Transport Connection State

The recursive resolver SHOULD keep a record of the state for each
authoritative server it contacts, indexed by the I P address of the
authoritative server and the encrypted transports supported by the
recursive resol ver.

Note that the recursive resolver might record this per-authoritative-
I P state for each source IP address it uses as it sends its queries.
For exanple, if a recursive resolver can send a packet to
authoritative servers from|P addresses 2001: db8:: 100 and

2001: db8::200, it could keep two distinct sets of per-authoritative-
I P state: one for each source address it uses, if the recursive

resol ver knows the addresses in use. Keeping these state tables
distinct for each source address makes it possible for a pooled
authoritative server behind a | oad bal ancer to do a partial rollout
while mnimzing accidental tineouts (see Section 3.1).

In addition to tracking the state of connection attenpts and

out comes, a recursive resolver SHOULD record the state of established
sessions for encrypted protocols. The details of how sessions are
identified are dependent on the transport protocol inplenentation
(such as a TLS session ticket or TLS session ID, a QUI C connection
ID, and so on). The use of session resunption as recomended here is
limted sonewhat because the tickets are only stored within the
context defined by the (clientlP, serverlP, protocols) tuples used to
track client-server interaction by the recursive resolver in a table
Ii ke the one bel ow. However, session resunption still offers the
ability to optim ze the handshake in sone circunstances.

Each record should contain the following fields for each supported
encrypted transport, each of which would initially be null:

[} g ———— Ll —_—(————————————————————(———————————_ Ll p—p—p——(———r

| Nane Descri ption Retain |

| Across |

| Restart |
sessi on The associ ated state of any existing no

est abli shed session (the structure
of this value is dependent on the
encrypted transport inplenentation).
If sessionis not null, it may be in
one of two states: pending or

est abl i shed.

+
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
-+ +
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
-+ +
1
1
1
1
1
1
1
1
1
+



| initiated | Tinmestanmp of the npbst recent | yes |
| | connection attenpt | |

| Timestanp of the nost recent |
| comnpl et ed handshake (which can |
| include one where an existing |
| session is resumed) |

| status | Enunerated val ue of success, fail, | yes |
| | or tinmeout associated with the | |
| | conpl et ed handshake | |

| last-response | A tinmestanp of the npbst recent | yes |
| | response received on the connection | |

| A stack of resunption tickets (and

| associated paraneters) that could be

| used to resume a prior successful |
| session |

| A queue of queries intended for this

| authoritative server, each of which |
| has additional status of early, |
| unsent, or sent |

| last-activity | A tinmestanp of the nbst recent | no |
| | activity on the connection | |

Tabl e 2: Recursive Resolver State per-Authoritative-1P and
per-Encrypted Transport

Note that the session fields in aggregate constitute a pool of open
connections to different servers.

Wth the exception of the session, queries, and last-activity fields,
this cache information should be kept across restart of the server
unl ess explicitly cleared by adnministrative action

Thi s docunent uses the notation E-foo[X] to indicate the val ue of
field foo for encrypted transport E to I P address X

For exanple, DoT-initiated[192.0.2.4] represents the tinestanp when
the nost recent DoT connection packet was sent to | P address
192.0. 2. 4.

Thi s docunent uses the notation any-E-queries to indicate any query
on an encrypted transport.

4.6. Probing Policy

When a recursive resol ver discovers the need for an authoritative

| ookup to an authoritative DNS server using that server’s |P address
X, it retrieves the connection state records described in Section 4.5
associated with X fromits cache.

Sone of the subsections that follow of fer pseudocode that corresponds
roughly to an asynchronous progranmm ng nodel for a recursive
resolver’s interactions with authoritative servers. Al subsections
al so presume that the tinme of the discovery of the need for |ookup is
time TO.

If any of the records discussed here are absent, they are treated as
nul I .



The recursive resol ver nmust decide whether to initially send a query
over Do53, or over either of the supported encrypted transports (DoT
or DoQ.

Note that a recursive resolver mght initiate this query via any or
all of the known transports. Wen nultiple queries are sent, the
initial packets for each connection can be sent concurrently, simlar
to the nethod used in the docunment known as "Happy Eyeballs"

([ RFC8305]). However, unlike Happy Eyeballs, when one transport
succeeds, the other connections do not need to be term nated; instead
they can be continued to establish whether the | P address X is
capabl e of comunicating on the relevant transport.

.6.1. Sending a Query over Do53

For any of the supported encrypted transports E, the recursive
resol ver SHOULD NOT send a query to X over Do53 if either of the
foll owi ng holds true

* E-session[X] is in the established state, or

* E-status[X] is success and (TO - E-last-response[ X]) <
per si st ence.

This indicates that one successful connection to a server that the
client then closed cleanly would result in the client not sending the
next query over Do53.

O herwise, if there is no outstandi ng session for any encrypted
transport, and the | ast successful encrypted transport connection was
| ong ago, the recursive resolver sends a query to X over Do53. When
it does so, it inserts a handle for the query in Do53-queries[X]

4.6.2. Receiving a Response over Do53

When any response R (a well-formed DNS response, asynchronous

ti meout, asynchronous destination port unreachable, etc.) for query Q
arrives at the recursive resolver in cleartext sent over Do53 from an
authoritative server with | P address X, the recursive resolver shoul d
performthe follow ng.

If Qis not in Do53-queries[X]

* process R no further (do not respond to a cleartext response to a
query that is not outstanding).

O herwise, if Qwas narked as al ready processed
* renove Q from Do53-queries[ X]
* discard any content fromthe response, and process R no further
If Ris a well-forned DNS response:
* renove Q from Do53-queries[ X]
* process R further, and
* for each supported encrypted transport E

- if Qis in E-queries[X], then

o mark Q as al ready processed.

However, if Ris malforned or a failure (e.g., a timeout or
destination port unreachable), and



* if Qis not in any of any-E-queries[X], then

- treat this as a failed query (i.e., follow the resolver’s
policy for unresponsive or non-conpliant authoritatives, such
as falling back to another authoritative server, returning
SERVFAIL to the requesting client, and so on).

4.6.3. Initiating a Connection over Encrypted Transport

If any E-session[X] is in the established state, the recursive

resol ver SHOULD NOT initiate a new connecti on or resume a previous
connection to X over Do53 or E, but should instead send queries to X
through the existing session (see Section 4.6.8).

If the recursive resolver prefers one encrypted transport over
anot her, but only the unpreferred encrypted transport is in the
established state, it MAY also initiate a new connection to X over
its preferred encrypted transport while concurrently sending the
query over the established encrypted transport E.

Bef ore consi dering whether to initiate a new connection over an
encrypted transport, the timer should be exanined, and its state
possi bly refreshed, for encrypted transport E to authoritative IP
address X
* |f E-session[X] is in state pending, and
* TO - E-initiated[X] > E-tineout, then

- set E-session[X to null, and

- set E-status[X] to tineout.
When resources are available to attenpt a new encrypted transport,
the recursive resolver should only initiate a new connection to X
over E as long as one of the follow ng holds true:

* E-status[X] is success, or

* E-status[X] is either fail or timeout and (TO - E-conpleted[X]) >
dampi ng, or

* E-status[X] is null and E-initiated[X] is null.

When initiating a session to X over encrypted transport E, if
E-resunptions[ X] is not enpty, one ticket should be popped off the
stack and used to try to resunme a previous session. O herw se, the
initial dientHell o handshake should not try to resume any session.

When initiating a connection, the recursive resolver should take the
fol |l owi ng steps:

* set E-initiated[X] to TO,

* store a handle for the new session (which shoul d have pendi ng
state) in E-session[X, and

* insert a handle for the query that pronpted this connection in
E-queries[X], with status unsent or early, as appropriate (see
bel ow) .
4.6.3.1. Early Data

Modern encrypted transports like TLS 1.3 offer the chance to send
"early data" fromthe client in the initial CientHello in sone



contexts. A recursive resolver that initiates a connection over an
encrypted transport according to this guidance in a context where
early data is possible SHOULD send the DNS query that pronpted the
connection in the early data, according to the sending guidance in
Section 4.6. 8.

If it does so, the status of Qin E-queries[X should be set to early
i nstead of unsent.

4.6.3.2. Resunption Tickets

When initiating a new connection (whether by resuming an ol d session
or not), the recursive resolver SHOULD request a session resunption
ticket fromthe authoritative server. |f the authoritative server
supplies a resunption ticket, the recursive resolver pushes it into
the stack at E-resunptions[X]

4.6.3.3. Server Nane |ndication

For nodern encrypted transports like TLS 1.3, nost client
i npl ement ati ons expect to send a Server Nane Indication (SNI) in the
ClientHello.

There are two conplications with selecting or sending an SNI in this
uni | at eral probing.

* Sonme authoritative servers are known by nore than one nane;
selecting a single name to use for a given connection may be
difficult or inpossible.

* In nost configurations, the contents of the SNI field are exposed
on the wire to a passive adversary. This potentially reveals
additional information about which query is being made based on
the NS of the query itself.

To avoid additional |eakage and conplexity, a recursive resolver
followi ng this gui dance SHOULD NOT send an SNI to the authoritative
server when attenpting encrypted transport.

If the recursive resolver needs to send an SNI to the authoritative
server for some reason not found in this docunment, using Encrypted
ClientHell o ([ TLS-ECH]) woul d reduce | eakage.

4.6.3.4. Authoritative Server Authentication

Because this probing policy is unilateral and opportunistic, the
client connecting under this policy MJST accept any certificate
presented by the server. |If the client cannot verify the server’s
identity, it MAY use that information for reporting, |ogging, or

ot her anal ysis purposes; however, it MJST NOT reject the connection
due to the authentication failure, as the result would be falling
back to cleartext, which would | eak the content of the session to a
passi ve networ k nonitor.

4.6.4. Establishing an Encrypted Transport Connection
When an encrypted transport connection actually conpletes (e.g., the
TLS handshake conpletes) at tine T1, the recursive resolver sets
E-conmpleted[ X] to T1 and does the foll ow ng.
If the handshake compl eted successfully, the recursive resol ver

* updates E-session[X] so that it is in state established,

* sets E-status[X] to success,



* sets E-last-response[X] to T1,
* sets E-conpleted[X] to T1, and
* for each query Qin E-queries[X]
- if early data was accepted and Qis early, then
0 sets the status of Qto sent.
- O herw se:

o sends Q through the session (see Section 4.6.8) and sets the
status of Qto sent.

4.6.5. Failing to Establish an Encrypted Transport Connection

If, at time T2, an encrypted transport handshake conpletes with a
failure (e.g., a TLS alert):

* set E-session[X] to null,

* set E-status[X] to fail,

* set E-conpleted[X] to T2, and

* for each query Qin E-queries[X]

- if Qis not present in any other any-E-queries[X] or in
Do53-queries[X], add Q to Do53-queries[X] and send query Qto X
over Do53.

Note that this failure will trigger the recursive resolver to fal
back to cleartext queries to the authoritative server at |P address
X, 1t will retry encrypted transport to X once the danping timer has
el apsed.

4.6.6. Encrypted Transport Failure

Once established, an encrypted transport nmight fail for a nunber of
reasons (e.g., decryption failure or inproper protocol sequence).

If this happens:

* set E-session[X] to null,

* set E-status[X] to fail, and

* for each query Qin E-queries[X]

- if Qis not present in any other any-E-queries[X] or in
Do53-queries[ X], add Q to Do53-queries[X] and send query Qto X
over Do53.

Note that this failure will trigger the recursive resolver to fal
back to cleartext queries to the authoritative server at |P address
X. 1t will retry encrypted transport to X once the danping tinmer has
el apsed.

4.6.7. Handling Cean Shutdown of an Encrypted Transport Connection
At time T3, the recursive resolver may find that authoritative server
X cleanly closes an existing outstanding connection (nost |ikely due
to resource exhaustion, see Section 3.4).

When this happens:



* set E-session[X to null, and
* for each query Qin E-queries[X]

- if Qis not present in any other any-E-queries[X] or in
Do53-queries[X], add Q to Do53-queries[X] and send query Qto X
over Do53.

Note that this premature shutdown will trigger the recursive resol ver
to fall back to cleartext queries to the authoritative server at IP
address X. Any subsequent query to X will retry the encrypted
connection pronptly.

4.6.8. Sending a Query over Encrypted Transport

When sending a query to an authoritative server over encrypted
transport at time T4, the recursive resolver should take a few
reasonabl e steps to ensure privacy and efficiency. After sending
query Q the recursive resol ver shoul d:

* Ensure that Qs state in E-queries[X] is set to sent.
* Set E-last-activity[X] to T4.

The recursive resolver should al so consider the guidance in the
fol |l owi ng subsecti ons.

4.6.8.1. Pad Queries to Mtigate Traffic Analysis

To increase the anonynmity set for each query, the recursive resol ver
SHOULD use a sensi bl e paddi ng nechanismfor all queries it sends.
Specifically, a DoT client SHOULD use EDNSO paddi ng [ RFC7830], and a
DoQ client SHOULD foll ow the guidance in Section 5.4 of [RFC9250].
How rmuch to pad is out of scope of this docunent, but a reasonable
suggestion can be found in [ RFC8467].

4.6.8.2. Send Queries in Separate Channels

When nmultiple queries are nultiplexed on a single encrypted transport
to a single authoritative server, the recursive resol ver SHOULD

pi peli ne queries and MJST be capabl e of receiving responses out of
order. For guidance on how to best achieve this on a given encrypted
transport, see Section 6.2.1.1 of [RFC7766] (for DoT) and Section 5.6
of [RFC9250] (for DoQ.

4.6.9. Receiving a Response over Encrypted Transport

Even t hough session-level events on encrypted transports |ike clean
shut down (see Section 4.6.7) or encrypted transport failure (see
Section 4.6.6) can happen, sone events happen on encrypted transports
that are specific to a query and are not session-wi de. This
subsection describes how the recursive resolver deals with events
related to a specific query.

When a query-specific response R (a well-formed DNS response or an
asynchronous tinmeout) associated with query Qarrives at the
recursive resol ver over encrypted transport E froman authoritative
server with IP address X at tine T5, the recursive resolver should
performthe foll ow ng.

If Qis not in E-queries[X]

* discard the response and process R no further (do not respond to
an encrypted response to a query that is not outstanding).



O herw se:
* renove Q from E-queries[X],
* set E-last-activity[X] to T5, and
* set E-last-response[X] to T5
If Qwas marked as al ready processed:
* discard the response and process the response no further
If Ris a well-forned DNS response:
* process R further, and
* for each supported encrypted transport N other than E
- if Qis in Nqueries[X, then
o mark Q as al ready processed.
* If Qis in Do53-queries[X]
- mark Q as al ready processed.
However, if Ris malforned or a failure (e.g., tineout), and
* if Qis not in Do53-queries[X] or in any of any-E-queries[X], then
- treat this as a failed query (i.e., follow the resolver’s
policy for unresponsive or non-conpliant authoritative servers,
such as falling back to another authoritative server, returning
SERVFAIL to the requesting client, and so on).
4.6.10. Resource Exhaustion
To keep resources under control, a recursive resolver should
proactivel y manage outstandi ng encrypted connections. Section 5.5 of
[ RFC9250] offers useful guidance for clients managi ng DoQ
connections. Section 3.4 of [RFC7858] offers useful guidance for
clients managi ng DoT connecti ons.
Even wi th sensi bl e connection managenent, a recursive resolver doing
uni l ateral probing may find resources unexpectedly scarce and nmay

need to cl ose sonme outstandi ng connecti ons.

In such a situation, the recursive resol ver SHOUD use a reasonabl e
prioritization scheme to cl ose outstandi ng connections.

One reasonabl e prioritization schene would be to cl ose outstanding
est abl i shed sessions based on E-last-activity[X] (i.e, the ol dest
timestanp gets closed first).

Note that when resources are limted, a recursive resolver follow ng
this guidance may al so choose not to initiate new connections for
encrypted transport.

4.6.11. Muintaining Connections
Sone recursive resolvers |ooking to anortize connection costs and
mnimze |latency MAY choose to synthesize queries to a particular
authoritative server to keep an encrypted transport session active.

A recursive resol ver that adopts this approach should try to align
the synthesized queries with other optimzations. For exanple, a
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recursive resolver that "pre-fetches" a particular resource record to
keep its cache "hot" can send that query over an established
encrypted transport session

6.12. Additional Tuning

A recursive resolver’s state table for an authoritative server can
contain additional information beyond what is described above. The
recursive resolver mght use that additional state to change the way
it interacts with the authoritative server in the future. Sone
exanmpl es of additional states include the follow ng.

* \Wether the server accepts "early data" over a transport such as
DoQ

* \Whether the server fails to respond to queries after the handshake
succeeds.

* Tracking the round-trip tine of queries to the server

* Tracking the nunber of tinmeouts (conpared to the nunber of
successful queries).

| ANA Consi derations
Thi s docunment has no | ANA acti ons.
Privacy Considerations
1. Server Name Indication

A recursive resol ver querying an authoritative server over DoT or DoQ
that sends a Server Name Indication (SNI) in the clear in the
crypt ogr aphi ¢ handshake | eaks i nfornmati on about the intended query to
a passive network observer.

In particular, if two different zones refer to the same nameserver |P
addresses via differently named NS records, a passive network
observer can distinguish the queries to one zone fromthe queries to
t he ot her.

Oritting SNI entirely, or using Encrypted ClientHello to hide the
intended SNI, avoids this additional |eakage. However, a series of
queries that leak this information is still an inprovenent over

cl eartext.

2. Mdeling the Probability of Encryption

G ven that there are many paraneter choices that can be made by
recursive resolvers and authoritative servers, it is reasonable to
consider the probability that queries would be encrypted. Such a
measur enent woul d al so certainly be affected by the types of queries
bei ng sent by the recursive resolver, which, in turn, is also related
to the types of queries that are sent to the recursive resolver by
the stub resolvers and forwarders downstream Doing this type of
research would be valuable to the DNS comunity after initial

i npl ementation by a variety of recursive resolvers and authoritative
servers because it would hel p assess the overall DNS privacy val ue of
i mpl ementing the protocol. Thus, it would be useful if recursive
resol vers and authoritative servers reported percentages of queries
sent and received over the different transports.

Security Considerations

The guidance in this docunent provides defense agai nst passive
network monitors for nmobst queries. 1t does not defend agai nst active
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attackers. 1t can also |l eak some queries and their responses due to
Happy Eyeballs optim zations ([ RFC8305]) when the recursive
resol ver’'s cache is cold.

I mpl ement ati on of the guidance in this document should increase
depl oynent of opportunistic encrypted DNS transport between recursive
resolvers and authoritative servers at little operational risk

However, inplenenters cannot rely on the guidance in this docunent
for robust defense against active attackers: they should treat it as
a stepping stone en route to stronger defense.

In particular, a recursive resolver follow ng the guidance in this
docunent can easily be forced by an active attacker to fall back to
cleartext DNS queries. O, an active attacker could position itself
as a machi ne-in-the-niddle, which the recursive resolver woul d not
def end agai nst or detect due to | ack of server authentication

Def endi ng agai nst these attacks w thout risking additional unexpected
protocol failures would require signaling and coordination that are
out of scope for this docunent.

This guidance is only one part of operating a privacy-preserving DNS
ecosystem A privacy-preserving recursive resolver shoul d adopt
other practices as well, such as QNAME mini m zation ([ RFC9156]),

| ocal root zone ([ RFC8806]), etc., to reduce the overall |eakage of
query information that could infringe on the client’s privacy.

Oper ational Considerations
As recursive resolvers inplement this protocol, authoritative servers

will see nmore probing on port 853 of | P addresses that are associ ated
with NS records. Such probing of an authoritative server should

generally not cause any significant problens. |f the authoritative
server is not supporting this protocol, it will not respond on port
853; if it is supporting this protocol, it will act accordingly.

However, a systemthat is a public recursive resolver that supports
DoT and/ or DoQ may al so have an I P address that is associated with NS
records. This could be accidental (such as a glue record with the
wong target address) or intentional. |In such a case, a recursive
resolver following this protocol will look for authoritative answers
to ports 53 and 853 on that I P address. Additionally, the DNS server
answering on port 853 would need to be able to differentiate queries
for recursive answers fromqueries for authoritative answers (e.g.,
by having the authoritative server handle all queries that have the
Recursion Desired (RD) flag unset).

As discussed in Section 7, the protocol described in this docunent
provi des no defense against active attackers. On a network where a
captive portal is operating, sone conmunications may be actively
intercepted (e.g., when the network tries to redirect a user to
conplete an interaction with a captive portal server). A recursive
resol ver operating on a node that performs captive portal detection
and I nternet connectivity checks SHOULD del ay encrypted transport
probes to authoritative servers until after the node’s Internet
connectivity check policy has been satisfied.
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Appendi x A, Assessing the Experi nent

Thi s docunent is an Experinmental RFC. |In order to assess the success
of the experinment, some key metrics could be collected by the
techni cal community about the deploynment of the protocol in this
docunent. These netrics will be collected in recursive resol vers,
authoritative servers, and the networks containing them Sone key
metrics include the follow ng.

* Conparison of the CPU and nmenory use between Do53 and encrypted
transports.

* Conparison of the query response rates between Do53 and encrypted
transports.

*  ©Measurenent of server authentication successes and failures.
* Measurenent and descriptions of observed attack traffic, if any.

* Conparison of transactional bandw dth (ingress/egress, packets per
second, bytes per second) between Do53 and encrypted transports.

Appendi x B. Defense against Active Attackers

The protocol described in this docunent provides no defense agai nst
active attackers. A future protocol for recursive-to-authoritative
DNS m ght want to provide such protection

Thi s appendi x assunes that the use case for that future protocol is a
recursive resolver that wants to prevent an active attack on

conmmuni cation between it and an authoritative server that has
committed to offering encrypted DNS transport. An inherent part of
this use case is that the recursive resolver would want to respond
with a SERVFAIL response to its client if it cannot make an

aut henti cated encrypted connection to any of the authoritative
nanmeservers for a nane.

However, an authoritative server that nmerely offers encrypted
transport (for exanple, by follow ng the guidance in Section 3) has



made no such conmitnent, and no recursive resolver that prioritizes
delivery of DNS records to its clients would want to "fail closed"
unilaterally.

Therefore, such a future protocol would need at |east three mmjor
distinctions fromthe protocol described in this docunent:

* A signaling mechanismthat tells the recursive resolver that the
authoritative server intends to offer authenticated encryption.

* Authentication of the authoritative server

* A way to conbine defense against an active attacker with the
def enses described in this document.

This can be thought of as a DNS anal og to [ RFC8461] or [RFC7672].
B.1. Signaling Mechani sm Properties

To defend agai nst an active attacker, the signaling nmechani sm needs
to be able to indicate that the recursive resolver should fail closed
if it cannot authenticate the server for a particular query.

The signaling nechanismitself would have to be resistant to
downgrade attacks from active attackers

One open question is how such a signal should be scoped. Wile this
docunent scopes opportunistic state about encrypted transport based
on the I P addresses of the client and server, signaled intent to
of fer encrypted transport is nore likely to be scoped by the queried
zone in the DNS or by the nameserver name than by the |IP address.

A reasonabl e authoritative server operator or zone adm nistrator
probably doesn’t want to risk breaking anything when they first
enable the signal. Therefore, a signaling nechani smshould probably
al so offer a means to report problens to the authoritative server
operator without the client failing closed. Such a mechanismis
likely to be simlar to those described in [ RFC8460] or [DNS-ER].

B.2. Authentication of Authoritative Servers
Forms of server authentication m ght include:

* An X. 509 certificate issued by a widely known certification
authority associated with the comon NS nanes used for this
authoritative server.

* DNS-Based Authentication of Named Entities (DANE) (to avoid
infinite recursion, the DNS records necessary to authenticate
could be transmtted in the TLS handshake usi ng the DNSSEC chai n
extension (see [RFC9102])).

A recursive resolver would have to verify the server’s identity.
When doing so, the identity would presumably be based on the NS nane
used for a given query or the |IP address of the server

B. 3. Conbining Protocols

If this protocol gains reasonable adoption, and a newer protocol that
can offer defense against an active attacker were avail abl e,

depl oynent is likely to be staggered and inconplete. This neans that
an operator that wants to maxinize confidentiality for their users
will want to use both protocols together

Any new stronger protocol should consider howit interacts with the
opportuni stic protocol defined here, so that operators are not faced



with the choi ce between w despread opportunistic protection against
passi ve attackers (this docunent) and nore narrowly targeted
protection agai nst active attackers.
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