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Abst r act

The Regi stration Data Access Protocol (RDAP) does not include query
capabilities for finding the list of donmains related to a set of
entities matching a given search pattern. Considering that an RDAP
entity can be associated with any defined object class and ot her

rel ati onshi ps between RDAP obj ect cl asses exist, a reverse search can
be applied to other use cases besides the classic domain-entity
scenario. This docunment describes an RDAP extension that allows
servers to provide a reverse search feature based on the relationship
defined in RDAP between an object class for search and any rel ated
obj ect class. The reverse search based on the domain-entity
relationship is treated as a particul ar case
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1. I nt roduction

The protocol described in this specification ains to extend the RDAP
query capabilities and response to enable reverse search based on the
rel ati onshi ps defined i n RDAP between an object class for search and
a related object class. The reverse search based on the domain-
entity relationship is treated as a particul ar case of such a generic
nodel .

RDAP providers willing to inplenent this specification should
carefully consider its inplications on the efficiency (see

Section 10), the security (see Section 13), and the conpliance with
privacy regul ati ons (see Section 12) of their RDAP service.

1.1. Background

Reverse WHO S is a service provided by nany web applications that

all ows users to find domai n nanes owned by an individual or a conpany
starting fromthe owner’s details, such as nane and email. Even if
it has been considered useful for some | egal purposes (e.g.,
uncovering trademark infringenents and detecting cybercrinmes), its
availability as a standardi zed WHO S [ RFC3912] capability has been
objected to for two main reasons, which now don't seemto conflict
with an RDAP i npl enent ati on.

The first objection concerns the potential risks of privacy

viol ation. However, the domain nane community is considering a new
generation of Registration Directory Services [| CANN-RDS] [ CANN- RA]
that provide access to sensitive data under some perm ssible purposes
and in accordance with appropriate policies for requestor
accreditation, authentication, and authorization. RDAP s reliance on
HTTP neans that it can nake use of common HITP-based approaches to
aut henti cation and authorization, making it nore useful than WHO S in
the context of such directory services. Since RDAP consequently
permits a reverse search inplenentation conplying with privacy
protection principles, this first objection is not well-founded.

The second objection to the inplenmentation of a reverse search
capability has been connected with its inpact on server processing.
However, the core RDAP specifications already define search queries,
with simlar processing requirenments, so the basis of this objection
is not clear.
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Reverse searches, such as finding the list of dommin nanes associ at ed
with contacts or naneservers, may be useful to registrars as well
Usual |y, registries adopt out-of-band solutions to provide results to
registrars asking for reverse searches on their domains. Possible
reasons for such requests are:

* the | oss of synchronization between the registrar database and the
regi stry database and

* the need for such data to perform bul k Extensibl e Provisioning
Prot ocol (EPP) [RFC5730] updates (e.g., changing the contacts of a
set of dommins, etc.).

Currently, RDAP does not provide any neans for a client to search for
the collection of domains associated with an entity [ RFC9082]. A
query (Il ookup or search) on donmains can return the array of entities
related to a domain with different roles (registrant, registrar,

adm nistrative, technical, reseller, etc.), but the reverse operation
is not allowed. Only reverse searches to find the collection of
domai ns related to a naneserver (Il dhNane or ip) can be requested
Since an entity can be in relationship with any RDAP obj ect

[ RFC9083], the availability of a reverse search as largely intended
can be conmon to all the object classes allowed for search. Through
a further step of generalization, the neaning of reverse search in
the RDAP context can be extended to include any query for retrieving
all the objects that relates to another query matching a given search
pattern.

2. Conventions Used in This Document

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Reverse Search Path Segnent Specification
A generic reverse search path is described by the syntax:

{searchabl e-resource-type}/reverse_search/{rel at ed-resour ce-
type} ?<search-condi ti on>

The path segnments are defined as foll ows:

"searchabl e-resource-type": It MJIST be one of the resource types for
search defined in Section 3.2 of [RFC9082] (i.e., "domains",
"nanmeservers", and "entities") or a resource type extension

"rel ated-resource-type": It MJST be one of the resource types for
| ookup defined in Section 3.1 of [ RFC9082] (i.e., "domain",
"nameserver", "entity", "ip", and "autnuni) or a resource type
ext ensi on.

"search-condition": A sequence of "property=search pattern"
predi cates separated by the anpersand character (’'& , US ASCl I
val ue 0x0026) .

Wil e rel ated-resource-type is defined as having one of a number of
different values, the only reverse searches defined in this docunent
are for a related-resource-type of "entity". Reverse searches for
the other resource types specified in [ RFCO082] and resource type
extensions may be defined by future docunents.

Reverse Search Definition



Based on the content of Section 2, defining a reverse search neans to
define the triple <searchable resource type, related resource type,
property> and the mapping with the correspondi ng RDAP obj ect nenber.
The mapping is done through the use of a JSONPath expression

[ RFC9535]. Reverse searches are registered in the "RDAP Reverse
Search" registry (see Section 11.2.3), whereas reverse search

mappi ngs are registered in the "RDAP Reverse Search Mappi ng" registry
(see Section 11.2.4). The reason for having two registries is that
it may be possible for a single type of reverse search to rely on

di fferent menbers, depending on the server’s configuration (see
Section 5).

Al of the reverse searches defined by this docunent (see Section 8)
have property nanmes that are the sane as the nane of the RDAP object
menber that is the subject of the search. For exanple, the reverse
search with the property nane "fn" relies on the value of the "fn"
menber inside the jCard of an entity object. However, it is not
necessary that these two nanes be the sanme. |In particular, remapping
of searches as part of the deprecation of an existing nmenber (see
Section 5) will typically lead to a nenber with a different nane
bei ng used for the search.

Servers MJST NOT provide or inplenent reverse searches or reverse
search mappi ngs that are not registered with | ANA

Reverse Search Properties Discovery

Servers conplying with this specification MJST extend the help
response [ RFC9083] with the "reverse_search_properties" nenber that
contains an array of objects with the foll owing nandatory child
nenbers:

"sear chabl eResourceType": the searchable resource type of the
reverse search query, as defined in Section 2

"rel at edResourceType": the related resource type of the reverse
search query, as defined in Section 2

"property": the reverse search property used in the predicate of the
reverse search query, as defined in Section 2

An exanpl e of the help response including the
"reverse_search_properties" menber is shown in Figure 2

Reverse Search Properties Mapping

To permit clients to determ ne the nenber used by the server for a
reverse search, servers MJST detail the mapping that is occurring by
addi ng the "reverse_search_properties_mappi ng" nmenber to the topnost
obj ect of a reverse search response. This data structure is included
in the search response, rather than in the help response, because it
may differ depending on the query that is sent to the server

Docunents that deprecate or restructure RDAP responses such that a
regi stered reverse search is no longer able to be used MJST either
note that the relevant reverse search is no | onger available (in the
case of deprecation) or describe how to continue supporting the

rel evant search by addi ng another mapping for the reverse search
property (in the case of restructuring).

The "reverse_search_properties_nappi ng" nenber contains an array of
objects with the foll owi ng mandatory child nenbers:

"property": the reverse search property used in the predicate of the
current query, as defined in Section 2



"propertyPath": the JSONPath expression of the object nmenber (or
menbers) corresponding to the reverse search property

The searchable and the related resource types are derived fromthe
query, so there is no need to include themin addition to the
property in this menber.

Thi s menber MJST be included for all properties used in the search,
regardl ess of whether that property has multiple registered mappi ngs
as at the time of the search, because new mappi ngs may be registered
at any tine.

When applied to an object, the JSONPat h expressi on MJST produce a
list of values, each of which is a JSON nunber or string.

An exanpl e of a reverse search response including the
"reverse_search_properties_mappi ng" menber is shown in Figure 3.

Rever se Search Response Specification

Reverse search responses use the formats defined in Section 8 of
[ RFC9083], which correspond to the searchabl e resource types defined
in Section 2.

Reverse Search Query Processing

To process a reverse search, the server returns the objects fromits
data store that are of type searchabl e-resource-type and that match
each of the predicates fromthe search conditions. To determne
whet her an obj ect matches a predicate, the server

* applies the mapping it uses for the reverse search property to the
object in order to generate a |list of values, each of which MJST
be a JSON nunber or string and

* checks whether the search pattern matches one or nore of those
val ues.

A search pattern matches a value where it equals the string
representation of the value or where it is a match for the value in
accordance with the partial string matching behavior defined in
Section 4.1 of [RFC9082].

ojects are only included in the search results if they satisfy al

i ncluded predicates. This includes predicates that are for the sane
property; in such a case, it is necessary for the related object to
mat ch agai nst each of those predicates.

Servers MJST return an HTTP 501 (Not I|nplenented) [RFC9110] response
to informclients of unsupported reverse searches.

Based on their policy, servers MAY restrict how predicates are used
to nmake a valid search condition by returning a 400 (Bad Request)
response when a problematic request is received.

A given reverse search or reverse search mappi ng MAY defi ne
additional or alternative search behavior past that set out in this
secti on.

Reverse Searches Based on Entity Details

Since an entity can be associated with any other object class in
RDAP, the nobst common kind of reverse search is one based on an
entity’'s details. Such reverse searches arise fromthe query nodel
by setting the related resource type to "entity".



By selecting a specific searchable resource type, the resulting
reverse search ains at retrieving all the objects (e.g., all the
domai ns) that are related to any entity object matching the search
condi tions.

This section defines the reverse search properties servers SHOULD
support for the donmmi n, naneserver, entity-searchable resource types,
and entity-related resource type:

Reverse search property: role
RDAP nmenber path: $.entities[*].roles
Ref erence: Section 10.2.4 of [RFC9083]

Reverse search property: handle
RDAP menber path: $.entities[*].handle
Ref erence: Section 5.1 of [RFC9083]

Reverse search property: fn
RDAP menmber path: $.entities[*].vcardArray[1l][?2(@0]=="fn")][3]
Ref erence: Section 6.2.1 of [RFC6350]

Reverse search property: email
RDAP nmenber path: $.entities[*].vcardArray[1][?(@0]=="enmil’)][3]
Ref erence: Section 6.4.2 of [RFC6350]

The presence of a predicate on the reverse search property "role"
means that the RDAP response property "roles" MJST contain at |east
the specified role.

The last two properties are related to jCard el enents [ RFC7095], but
the field references are to vCard [ RFC6350], since jCard is the JSON
format for vCard.

Exanpl es of reverse search paths based on the domain-entity
rel ati onship are presented in Figure 1.

/ domai ns/ reverse_search/ entity?handl e=Cl D- 40* & ol e=t echni cal

/ domai ns/reverse_search/ entity?f n=Bobby*&r ol e=regi strant

/ domai ns/reverse_search/entity?handl e=Regi st rar X& ol e=regi strar
Figure 1. Exanpl es of Reverse Search Queries

An exanpl e of the help response including the supported reverse

search properties is shown in Figure 2

"rdapConf or mance": |

"rdap_| evel 0",
"reverse_search"

1.

"reverse_search_properties": [

{
"sear chabl eResour ceType": "domai ns",
"rel at edResourceType": "entity"
"property": "fn"

b

{
"sear chabl eResour ceType": "domai ns",
"rel at edResourceType": "entity"

"property": "handl e"



"sear chabl eResour ceType": "domai ns",

"rel at edResourceType": "entity"
"property": "email"

b,

{
"sear chabl eResour ceType": "domai ns",
"rel at edResour ceType": "entity"
"property": "role"

}

Figure 2: An Exanple of the Hel p Response including the
"reverse_search_properties" Menber

An exampl e of a response including the mapping that is occurring for
the first reverse search in Figure 1 is shown bel ow

{

"rdapConf or mance": |
"rdap_| evel 0",
"reverse_search"

1.

;%éverse_search_properties_napping": [
{
"property": "handl e",
"propertyPath": "$.entities[*].handle"

"property": "role",
"propertyPath": "$.entities[*].roles"

Figure 3: An Exanpl e of an RDAP Response incl uding the
"reverse_search_properties_mappi ng" Menber

9. RDAP Conf or mance

Servers conplying with this specification MJST include the val ue
"reverse_search" in the rdapConformance property of the hel p response
[ RFC9083] and any other response including the
"reverse_search_properties_nmappi ng" menber. The information needed
to register this value in the "RDAP Extensions" registry is described
in Section 11.1.

10. I nplenentation Considerations

To limt the inpact of processing the search predicates, servers are
RECOMVENDED t o make use of techniques to speed up the data retrieva
in their underlying data store, such as indexes or simlar. In
addition, risks with respect to performance degradation or result set
generation can be mitigated by adopting practices used for standard
searches, e.g., restricting the search functionality, linmiting the
rate of search requests according to the user’s authorization,
truncating and paging the results [RFC8977], and returning parti al
responses [ RFC8982].

11. | ANA Consi derations

11.1. RDAP Extensions Registry
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| ANA has registered the follow ng value in the "RDAP Extensions"
registry

Extension ldentifier: reverse_search
Regi stry Operator: Any

Speci fication: RFC 9536

Contact: |ETF <iesg@etf.org>

I ntended Usage: This extension identifier is used for both URI path
segnments and response extensions related to the reverse search in
RDAP.

2. RDAP Reverse Search Registries
2.1. Creation of the RDAP Reverse Search Registries

| ANA has created the "RDAP Reverse Search" and "RDAP Reverse Search
Mappi ng" registries within the "Registration Data Access Protoco
(RDAP)" category in the protocol registries.

These registries follow the Specification Required registration
policy, as defined in Section 4.6 of [RFC3126].

The desi gnated expert should prevent collisions and confirmthat
suitabl e docunentation, as described in Section 4.5 of [RFC8126], is
avail able to ensure interoperability.

Creators of either new RDAP reverse searches or new mappi ngs for

regi stered reverse searches SHOULD NOT replicate functionality

al ready avail abl e by way of other docunments referenced in these
registries. Creators MAY register additional reverse search mappi ngs
for existing properties, but they SHOULD NOT nap a regi stered reverse
search property to a response field with a neaning other than that of
the response fields referenced by the mappings already registered for
that property. In other words, all the mappings for a reverse search
property MJUST point to response fields with the sane meaning.

2.2. Submit Requests to | ANA

Regi stration requests can be sent to <i ana@ ana. or g>
2.3. RDAP Reverse Search Registry

2.3.1. Tenplate

Property: The nanme of the reverse search property.

Description: A brief human-readabl e text describing the reverse
search property.

Sear chabl e Resource Type: The searchabl e resource type of the
reverse search query (Section 2) including the reverse search
property. Miltiple reverse search properties differing only by
this field can be grouped together by listing all the searchable
resource types separated by comma (see Section 11.2.3.2).

Rel at ed Resource Type: The related resource type of the reverse
search query (Section 2) including the reverse search property.

Regi strant: The nanme of the person registering the reverse search
property.

Contact Information: An emmil address, postal address, or sone other
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information to be used to contact the registrant.

Ref erence: Docunent (e.g., the RFC nunber) and section reference
where the reverse search property is specified

The conbi nati on of Searchabl e Resource Type, Rel ated Resource Type,
and Property MJST be unique across the registry entries.

2.3.2. Initial Content
I ANA has registered the following entries in the "RDAP Reverse

Search" registry. For all entries, the common val ues are shown in
Table 1, whereas the specific values are shown in Table 2

[ sl e el

| Registry Property | Val ue |

| Searchabl e Resource Type | donmins, nameservers, entities

S o e e e e e e e e e e e o m o +

| Rel ated Resource Type | entity |

e . +

| Regi strant | IETF |

e T e e +

| Contact Information | iesg@etf.org |

S o e e e e e e e e e e e o m o +

| Reference | RFC 9536 |

e . +
Tabl e 1: Common Values for Al Entries in the RDAP

Reverse Search Registry

[} gttty pp—p—p—p—p—(——(—————————————————————————————————————

| Property | Description |

| fn | The server supports the donai n/ nameserver/ |

| | entity search based on the full nane (a.k.a.

| | formatted name) of an associated entity |

TS ot o e e e e e e e e e e e e e e e e e e e mm— oo oo +

| handl e | The server supports the donmai n/ naneserver/ |

| | entity search based on the handl e of an |

| | associated entity |

Fomm oo - o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +

| email | The server supports the donmai n/ nameserver/ |

| | entity search based on the enmmil address of |

| | an associated entity |

Ry TS +

| role | The server supports the donai n/ nameserver/ |

| | entity search based on the role of an |

| | associated entity |

TS ot o e e e e e e e e e e e e e e e e e e e mm— oo oo +

Table 2: Specific Values for Entries in the RDAP
Reverse Search Registry

2.4. RDAP Reverse Search Mapping Registry
2.4.1. Tenplate

Property: The sanme as defined in the "RDAP Reverse Search" registry.

Property Path: The JSONPath of the RDAP property this reverse search

property maps to.

Sear chabl e Resource Type: The sane as defined in the "RDAP Reverse
Search" registry.
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Rel at ed Resource Type: The sane as defined in the "RDAP Reverse
Search" registry.

Regi strant: The name of the person registering this reverse search
property mappi ng.

Contact Information: The same as defined in the "RDAP Reverse
Search" registry.

Ref erence: Docunent (e.g., the RFC nunber) and section reference
where this reverse search property mapping is specified

The conbi nati on of Searchabl e Resource Type, Rel ated Resource Type,
Property, and Property Path MJST be uni que across the registry
entries.

2.4.2. Initial Content

I ANA has registered the following entries in the "RDAP Reverse Search
Mappi ng" registry. For all entries, the comopn val ues are the sane
as defined in the "RDAP Reverse Search" registry (see Table 1),

wher eas the specific values are shown bel ow (see Table 3).

| Property | Property Path |
[§ bbb femsfums el e ey o}
| fn | $.entities[*].vcardArray[1][?(@0]=="fn")][3] |
O o e e e e e e mmmmmeeaaaan +
| handle | $.entities[*].handle |
Fomm oo - o m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e o +
| email | $.entities[*].vcardArray[1][?(@0]=="enmil’)][3] |
TS oo e o e e e e e e e e e e e e e e e e e e e e e e mm e oo oo +
| role | $.entities[*].roles |
O o e e e e e e mmmmmeeaaaan +

Table 3: Specific Values for Entries in the RDAP Reverse
Search Mappi ng Registry

Privacy Consi derations

The search functionality defined in this document may affect the
privacy of entities in the registry (and el sewhere) in various ways;
see [ RFC6973] for a general treatment of privacy in protoco
specifications. Registry operators should be aware of the trade-offs
that result frominplementing this functionality.

Many jurisdictions have |aws or regulations that restrict the use of
"personal data", per the definition in [RFC6973]. G ven that,
registry operators should ascertain whether the regulatory
environment in which they operate permts inplenentation of the
functionality defined in this docunent.

In those cases where this functionality makes use of sensitive
information, the informati on MJST only be accessible to authorized
users under a | awful basis.

Since reverse search requests and responses could contain Personally
Identifiable Information (PIl), reverse search functionality MJST be
avai |l abl e over HTTPS only.

Providing reverse search in RDAP carries the following threats as
described in [ RFC6973]:

* Correlation

* Disclosure
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* M suse of data

Therefore, RDAP providers need to mitigate the risk of those threats
by inplementing appropriate neasures supported by security services
(see Section 13).

Security Considerations

Security services that are required to provide controlled access to
the operations specified in this docunent are described in [RFC7481].
A non-exhaustive list of access control paradi gns an RDAP provi der
can inplenment is presented in Appendi x A

As an additional nmeasure to enforce security by preventing reverse
searches to be accessed from unauthorized users, the RDAP providers
may consi der physically separating the reverse search endpoints from
the other ones by configuring a proxy routing the reverse searches to
a dedi cated backend server and | everaging further security services
of fered by other protocol |ayers, such as digital certificates and IP
al l ow i sting.

Finally, the specification of the relationship within the reverse
search path allows the RDAP servers to inplement different
aut hori zation policies on a per-relationship basis.
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Appendi x A.  Paradigns to Enforce Access Control on Reverse Search in
RDAP

Access control can be inplenented according to different paradi gns

i ntroducing increasingly stringent rules. The paradigns |isted bel ow
| everage the capabilities that are either built in or provided as

ext ensi ons by the Openl D Connect [Q DCC :

Rol e- Based Access Control (RBAC): Access rights are granted
depending on roles. Cenerally, this is done by grouping users
into fixed categories and assigning static grants to each
category. A nore dynam c approach can be inplenmented by using the



Openl D Connect "scope" claim

Pur pose- Based Access Control (PBAC): Access rules are based on the
notion of purpose, being the intended use of sone data by a user
It can be inplenented by tagging a request with the usage purpose
and maki ng the RDAP server check the conpliance between the given
purpose and the control rules applied to the data to be returned.

Attribute-Based Access Control (ABAC): Rules to manage access rights
are eval uated and applied according to specific attributes
describing the context within which data are requested. It can be
i mpl emented wi thin an out-of-band process by setting additiona
Openl D Connect clains that describe the request context and make
the RDAP server check for conpliance between the given context and
the control rules that are applied to the data to be returned.

Ti me- Based Access Control (TBAC): Data access is allowed for a
limted time only. It can be inplenmented by assigning users
tenporary credentials linked to access grants with limted scopes.

Wth regard to the privacy threats reported in Section 12,
correlation and disclosure can be mitigated by mininzing both the
request features and the response data based on user roles (i.e.,
RBAC). M suse can be mitigated by checking for the purpose of the
request (i.e., PBAC). It can be acconplished according to the
fol | owi ng approaches:

Full Trust: The registry trusts the fairness of an accredited user
The requestor is always legitinized to submit their requests under
a lawful basis. Additionally, they can be required to specify the
purpose as either a claimof their account or a query paraneter
In the fornmer case, the purpose is assuned to be the same for
every request. In the latter case, the purpose nust be one of
those associated to the user

Zero Trust: The registry requires docunments that assess whether the
requestor is legitimzed to submt a given request. It can be
i npl ement ed by assigning the requestor a tenporary Openl D account
linked to the given request (i.e., TBAC) and describing the
request through a set of clainms (i.e., ABAC). The association
bet ween the tenporary account and the clains about the request is
made by an out-of-band application. |In so doing, the RDAP server
is able to check that the incom ng request is consistent with the
request clains linked to the tenporary account.

The two approaches can be used together

* The former is suitable for users carrying out a task in the public
interest or exercising their official authority (e.g., an officer
of a cybercrine agency). Simlarly, registrars can submt reverse
searches on their donmains and contacts based on their contractua
relationship with the donmain holders. 1In this case, the query
results can be restricted to those pertaining to a registrar by
adding an inplicit predicate to the search condition

* The latter can be taken to allow donmain nane di spute resol ution
service providers to request information in defense of the
legitimate interests of conpl ai nants.
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