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HTTP Proxy-Status Parameter for Next-Hop Aliases
Abst r act

Thi s docunent defines the next-hop-aliases HITP Proxy-Status
Paraneter. This paraneter carries the |list of aliases and canonica
nanes an intermediary received during DNS resolution as part of
establ i shing a connection to the next hop
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1. Introduction

The Proxy-Status HTTP response field [ PROXY-STATUS] all ows
intermedi aries to convey information about how they handl ed the



request in HITP responses sent to clients. 1t defines a set of
paraneters that provide information, such as the nane of the next
hop.

[ PROXY- STATUS] defines a next-hop paraneter, which can contain a

host name, | P address, or alias of the next hop. This parameter can
contain only one such item so it cannot be used to comunicate a
chain of aliases encountered during DNS resol ution when connecting to
the next hop

Knowi ng the full chain of nanes that were used during DNS resol ution
via CNAME records [DNS] is particularly useful for clients of forward
proxies, in which the client is requesting to connect to a specific
target hostnane using the CONNECT nethod [HTTP] or UDP proxying

[ CONNECT- UDP] .  CNAME records can be used to "cl oak" hosts that
performtracking or nalicious activity behind nore i nnocuous

host names, and clients such as web browsers use the chain of DNS
nanes to influence behavior |ike cookie usage policies [ COXIES] or
the bl ocki ng of malicious hosts.

This docunment allows clients to receive the CNAME chain of DNS nanes
for the next hop by including the list of nanes in a new next-hop-
al i ases Proxy-Status paraneter.

1.1. Requirenents

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

2. next-hop-aliases Paraneter

The val ue of the next-hop-aliases paraneter is a String

[ STRUCTURED- FI ELDS] that contains one or nore DNS nanes in a comma-
separated list. The items in the list include all alias nanes and
canoni cal names received in CNAME records [DNS] during the course of
resol ving the next hop’s hostname using DNS and MAY i nclude the
ori gi nal requested hostnanme itself. The nanes ought to appear in the
order in which they were received in DNS, for the sake of
consistency. |If there are nultiple CNAME records in the chain, the
first nane in the next-hop-aliases Iist would be the value in the
CNAME record for the original hostnane, and the final nanme in the
next - hop-aliases |list would be the nane that ultimately resolved to
one or nore addresses.

The list of DNS names in next-hop-aliases paraneter uses a comm
(",") as a separator between names. Note that if a comma is included
in a nane itself, the comm nust be encoded as described in

Section 2.1.

For exanpl e, consider a proxy "proxy.exanple.net" that receives the
foll owi ng records when perform ng DNS resolution for the next hop
"host . exanpl e. coni':

host . exanpl e. com CNAME tracker. exanpl e. com
tracker. exanpl e. com CNAME  servicel. exanpl e. com
servi cel. exanpl e. com AAAA 2001: db8:: 1

The proxy could include the follow ng proxy status in its response:

Proxy- St atus: proxy.exanple. net; next-hop="2001:db8::1";
next - hop- al i ases="t racker. exanpl e. com servi cel. exanpl e. conf

This indicates that "proxy.exanple.net", which used the |IP address



"2001: db8::1" as the next hop for this request, encountered the nanes
"tracker.exanpl e. cont’ and "servicel. exanpl e.cont in the DNS
resolution chain. Note that while this exanple includes both the
next - hop and next-hop-aliases paranmeters, next-hop-aliases can be

i ncl uded wi t hout including next-hop

The proxy can al so include the name of the next hop as the first item
inthe list. This is particularly useful for reverse proxi es when
clients would not otherw se know t he nane of the next hop, and the
next - hop header is used to convey an | P address.

For exanpl e, consider a proxy "reverseproxy.exanpl e. net" that
receives the follow ng records when performng DNS resolution for the
next hop "host. exanpl e. coni':

host 2. exanpl e. com CNAME  servi ce2. exanpl e. com
servi ce2. exanpl e. com AAAA 2001: db8:: 2

The proxy could include the follow ng proxy status in its response:

Proxy-Status: reverseproxy.exanpl e.net; next-hop="2001: db8::2";
next - hop- al i ases="host 2. exanpl e. com servi ce2. exanpl e. cont

The next-hop-aliases paraneter only applies when DNS was used to
resol ve the next hop’s nane, and it does not apply in all situations.
Clients can use the information in this parameter to determne how to
use the connection established through the proxy, but they need to
gracefully handl e situations in which this paranmeter is not present.

The proxy MAY send the enpty string ("") as the val ue of next-hop-
al i ases paranmeter to indicate that no CNAME records were encountered
when resol ving the next hop’s nane.

2.1. Encoding Special Characters

DNS names comonly contain just al phanuneric characters and hyphens
("-"), although they are allowed to contain any character ([RFC1035],
Section 3.1), including a conma. To prevent commas or ot her specia
characters in nanes |leading to incorrect parsing, any characters that
appear in nanes in this list that do not belong to the set of UR
unreserved characters ([ RFC3986], Section 2.3) MJST be percent-
encoded as defined in [ RFC3986], Section 2.1

For exanple, consider the DNS name "comm, nane. exanpl e.conf'. This
nane woul d be encoded within a next-hop-aliases paranmeter as foll ows:

Proxy- Status: proxy.exanple.net; next-hop="2001:db8::1";
next - hop- al i ases="conmma%2Cnane. exanpl e. com servi cel. exanpl e. conf

It is also possible for a DNS nanme to include a period character
(".") within a | abel instead of as a | abel separator. |In this case,
the period character MJUST first be escaped as "\.". Since the "\"
character itself will be percent-encoded, the nane

"dot\ .| abel . exanmpl e. cont’ woul d be encoded within a next-hop-aliases
paraneter as follows:

Proxy- St atus: proxy.exanpl e. net; next-hop="2001:db8::1";
next - hop- al i ases="dot %6C. | abel . exanpl e. com servi cel. exanpl e. con{

Upon parsing this nanme, "dot%C.|abel"” MJIST be treated as a single
| abel .

Simlarly, the "\" character in a | abel MJST be escaped as "\\" and
then percent-encoded. Oher uses of "\" MJST NOT appear in the |abe
after percent-decoding. For exanple, if there is a DNS nane

"backsl ash\ nane. exanpl e. cont', it would first be escaped as



"backsl ash\\ nane. exanpl e. cont' and then percent-encoded as foll ows:

Proxy- St atus: proxy.exanple. net; next-hop="2001:db8::1";
next - hop- al i ases="backsl ash% C¥%Cnane. exanpl e. com s1. exanpl e. cont

3. I nplenentati on Considerations

In order to include the next-hop-aliases paranmeter, a proxy needs to
have access to the chain of alias nanes and canoni cal names recei ved
in CNAME records.

| mpl enent ati ons ought to note that the full chain of nanes m ght not
be available in comon DNS resolution APls, such as getaddrinfo

[ POSI X]. getaddrinfo does have an option for Al _CANONNAMVE ([ RFC3493],
Section 6.1), but this will only return the last nane in the chain
(the canonical nane), not the alias nanes.

An i mpl enentati on MAY include inconplete information in the next-hop-
al i ases paraneter to acconmodate cases where it is unable to include
the full chain, such as only including the canonical nane if the

i npl ementation can only use getaddrinfo as described above.

4. Security Considerations

The next - hop-aliases paraneter does not include any DNSSEC
information or inply that DNSSEC was used. The information included
in the paraneter can only be trusted to be valid insofar as the
client trusts the proxy to provide accurate information. This
information is intended to be used as a hint and SHOULD NOT be used
for making security decisions about the identity of a resource
accessed t hrough the proxy.

I nspecti ng CNAME chai ns can be used to detect cloaking of trackers or
mal i ci ous hosts. However, the CNAME records could be onmitted by a
recursive or authoritative resolver that is trying to hide this form
of cloaking. |In particular, recursive or authoritative resolvers can
omt these records for both clients directly perforn ng DNS name
resol ution and proxies perform ng DNS nane resol ution on behal f of a
client. A malicious proxy could al so choose to not report these
CNAME chains in order to hide the cloaking. |In general, clients can
trust information included (or not included) in the next-hop-aliases
paraneter to the degree that the proxy and any resol vers used by the
proxy are trusted.

5. | ANA Consi derati ons
Thi s docunent registers the next-hop-aliases paraneter in the "HTTP

Proxy-Status Paranmeters" registry <https://ww.iana. org/assi gnnment s/
ht t p- proxy-status> as shown in Table 1.

[ ety ey et
| Nare | Description | Reference

| next-hop-aliases | A string containing one or nore | RFC 9532

| | DNS aliases or canonical nanes | |
| | used to establish a proxied | |
| | connection to the next hop. | |
e T - +

Table 1: HITP Proxy-Status Parameters Registry
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