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Abst r act

Thi s docunent defines HTTP fields that support integrity digests.

The Content-Digest field can be used for the integrity of HITP
message content. The Repr-Digest field can be used for the integrity
of HTTP representations. Want-Content-D gest and Want - Repr - Di gest
can be used to indicate a sender’s interest and preferences for
receiving the respective Integrity fields.

Thi s docunent obsol etes RFC 3230 and the Digest and Want-Di gest HTTP
fields.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
https://ww. rfc-editor.org/info/rfc9530.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
i ncl ude Revised BSD License text as described in Section 4.e of the
Trust Legal Provisions and are provided without warranty as descri bed
in the Revised BSD License.
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I nt roduction

HTTP does not define the nmeans to protect the data integrity of
content or representations. Wen HTTP nessages are transferred

bet ween endpoi nts, |ower-|ayer features or properties such as TCP
checksums or TLS records [TLS] can provide sone integrity protection
However, transport-oriented integrity provides a limted utility
because it is opaque to the application layer and only covers the
extent of a single connection. HITP nessages often travel over a
chai n of separate connections. |n between connections, there is a
possibility for data corruption. An HITP integrity nechani sm can
provi de the neans for endpoints, or applications using HITP, to
detect data corruption and nake a choi ce about how to act on it. An
exanple use case is to aid fault detection and di agnosi s across

syst em boundari es.

Thi s docunent defines two digest integrity nmechanisns for HITP

First, content integrity, which acts on conveyed content (Section 6.4
of [HTTP]). Second, representation data integrity, which acts on
representation data (Section 8.1 of [HITP]). This supports advanced
use cases, such as validating the integrity of a resource that was
reconstructed fromparts retrieved using nultiple requests or

connecti ons.
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Thi s docunent obsol etes [ RFC3230] and therefore the Di gest and Want -
Di gest HTTP fields; see Section 1.3.

Document Structure

Thi s docunment is structured as foll ows:

*  New request and response header and trailer field definitions.
- Section 2 (Content-Digest),
- Section 3 (Repr-Digest), and
- Section 4 (Want-Content-Di gest and Want - Repr - Di gest).
* Considerations specific to representation data integrity.
- Section 3.1 (State-changi ng requests),
- Section 3.2 (Content-Location),

- Appendi x A contains worked exanpl es of representation data in
message exchanges, and

- Appendi xes B and C contain worked exanpl es of Repr-Di gest and
Want - Repr-Di gest fields in nessage exchanges.

* Section 5 presents hash al gorithm consi derations and defines
regi stration procedures for future entries.

Concept Overvi ew

The HTTP fields defined in this docunment can be used for HTTP
integrity. Senders choose a hashing algorithmand cal cul ate a di gest
froman input related to the HTTP nessage. The algorithmidentifier
and digest are transmitted in an HITP field. Receivers can validate
the digest for integrity purposes. Hashing algorithns are registered
in the "Hash Algorithns for HTTP Di gest Fields" registry (see

Section 7.2).

Sel ecting the data on which digests are cal cul ated depends on the use
case of the HITP nessages. This docunent provides different fields
for HITP representati on data and HTTP content.

There are use cases where a sinple digest of the HTTP content bytes
is required. The Content-Digest request and response header and
trailer field is defined to support digests of content (Section 6.4
of [HTTP]); see Section 2

For nore advanced use cases, the Repr-Digest request and response
header and trailer field (Section 3) is defined. It contains a

di gest val ue computed by applying a hashing algorithmto sel ected
representation data (Section 8.1 of [HITP]). Basing Repr-Digest on
the selected representation makes it straightforward to apply it to
use cases where the nessage content requires some sort of
mani pul ation to be considered as representation of the resource or
the content conveys a partial representation of a resource, such as
range requests (see Section 14 of [HITPF]).

Cont ent - Di gest and Repr-Di gest support hashing algorithmagility.
The Want - Cont ent - Di gest and Want - Repr-Di gest fields all ow endpoints
to express interest in Content-Di gest and Repr-Di gest, respectively,
and to express algorithmpreferences in either.

Content - Di gest and Repr-Digest are collectively terned "Integrity
fields". Want-Content-Di gest and Want- Repr-Di gest are collectively



ternmed "Integrity preference fields"

Integrity fields are tied to the Content-Encodi ng and Cont ent - Type
header fields. Therefore, a given resource may have multiple
di fferent digest values when transferred with HTTP

Integrity fields apply to HITP nessage content or HITP
representations. They do not apply to HTTP nessages or fields.
However, they can be conbined with other nechanisns that protect

met adata, such as digital signatures, in order to protect the phases
of an HTTP exchange in whole or in part. For exanple, HTTP Message
Signatures [SI GNATURES] could be used to sign Integrity fields, thus
provi di ng coverage for HITP content or representation data.

Thi s specification does not define neans for authentication,
aut hori zation, or privacy.

1.3. osoleting RFC 3230

[ RFC3230] defined the Digest and Want-Di gest HTTP fields for HTTP
integrity. It also coined the terns "instance" and "instance
mani pul ation" in order to explain concepts, such as sel ected
representation data (Section 8.1 of [HTTP]), that are now nore
uni versal ly defined and inplenmented as HITP senanti cs.

Experi ence has shown that inplenentations of [RFC3230] have
interpreted the neaning of "instance" inconsistently, leading to
interoperability issues. The npbst conmon issue relates to the

m st ake of cal culating the digest using (what we now call) nessage
content, rather than using (what we now call) representation data as
was originally intended. Interestingly, time has also shown that a
di gest of nessage content can be beneficial for sone use cases, so it
is difficult to detect if non-confornance to [RFC3230] is intentiona
or unintentional

In order to address potential inconsistencies and anbi guity across

i npl ement ati ons of Di gest and Want-Di gest, this document obsol etes

[ RFC3230]. The Integrity fields (Sections 2 and 3) and Integrity
preference fields (Section 4) defined in this docunent are better
aligned with current HTTP semantics and have names that nore clearly
articulate the intended usages.

1. 4. Not ati onal Conventi ons

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Thi s docunent uses the Augnented BNF defined in [ RFC5234] and updat ed
by [ RFC7405]. This includes the rules CR (carriage return), LF (line
feed), and CRLF (CR LF).

Thi s docunent uses the follow ng term nol ogy from Section 3 of
[ STRUCTURED- FI ELDS] to specify syntax and parsing: Bool ean, Byte
Sequence, Dictionary, Integer, and List.

The definitions "representation”, "selected representation”,
"representation data", "representation nmetadata", "user agent", and
"content” in this docunent are to be interpreted as described in
[HTTP] .

Thi s docunent uses the line folding strategies described in
[ FOLDI NG .



Hashi ng al gorithm names respect the casing used in their definition
docunent (e.g., SHA-1, CRC32c).

HTTP nessages i ndi cate hashing al gorithns using an Al gorithm Key
(algorithms). \Were the docunment refers to an AlgorithmKey in
prose, it is quoted (e.g., "sha", "crc32c").

The term "checksuni describes the output of applying an algorithmto
a sequence of bytes, whereas "digest" is only used in relation to the
val ue contained in the fields.

"Integrity fields" is the collective termfor Content-Di gest and
Repr - Di gest .

"Integrity preference fields" is the collective termfor Vant-Repr-
Di gest and Want - Cont ent - Di gest.

The Content-Digest Field

The Content-Digest HTTP field can be used in requests and responses
to comuni cate digests that are cal cul ated using a hashing al gorithm
applied to the actual nessage content (see Section 6.4 of [HITP]).

It is a Dictionary (see Section 3.2 of [STRUCTURED FlI ELDS]), where
each:

* key conveys the hashing algorithm (see Section 5) used to conpute
the digest;

* value is a Byte Sequence (Section 3.3.5 of [STRUCTURED- FI ELDS])
that conveys an encoded version of the byte output produced by the
di gest cal cul ati on.

For exanpl e:
NOTE: "\’ line wapping per RFC 8792

Content-Di gest: \
sha-512=: YMAanb1lJz/j OATT6/ zvHr LVgOYTGFy1d6GJi CHTohq4yP+pgk4vf 2aCs\
yRZOt wBM kM7i wryZ/ WkppmVd4T3qg==:

The Dictionary type can be used, for exanple, to attach nultiple

di gests cal cul ated using different hashing algorithns in order to
support a popul ation of endpoints with different or evol ving
capabilities. Such an approach could support transitions away from
weaker al gorithnms (see Section 6.6).

NOTE: "\’ line wapping per RFC 8792

Content-Di gest: \
sha- 256=: d435Qo+nKZ+gLcUHN7GQ Q72hi BVAggoLsZnZPi TGPk=: , \
sha- 512=: YMAanb1Jz/j OATT6/ zvHr LVgOYTGFy1d6G&Ji OHTohqg4yP+pgk4vf 2aCs\
yRZO: wBM kM7i wry Z/ Wkppnivd4T3qg==:

A recipient MAY ignore any or all digests. Application-specific
behavi or or |ocal policy MAY set additional constraints on the
processing and validation practices of the conveyed digests. The
security considerations cover sone of the issues related to ignoring
digests (see Section 6.6) and validating nmultiple digests (see
Section 6.7).

A sender MAY send a digest w thout know ng whether the recipient
supports a given hashing algorithm A sender MAY send a digest if it
knows the recipient will ignore it.

Content-Di gest can be sent in a trailer section. |In this case,
Cont ent - Di gest MAY be nerged into the header section; see



Section 6.5.1 of [HITP].
The Repr-Digest Field

The Repr-Digest HTITP field can be used in requests and responses to
communi cate digests that are cal cul ated using a hashing al gorithm
applied to the entire selected representation data (see Section 8.1
of [HTTP]).

Representations take into account the effect of the HTTP senantics on
messages. For exanple, the content can be affected by range requests
or methods, such as HEAD, while the way the content is transferred
"on the wire" is dependent on other transformations (e.g., transfer
codings for HITP/1.1; see Section 6.1 of [HTTP/1.1]). To help
illustrate HTTP representati on concepts, several exanples are
provided in Appendi x A

When a nmessage has no representation data, it is still possible to
assert that no representation data was sent by conputing the digest
on an enpty string (see Section 6.3).

Repr-Digest is a Dictionary (see Section 3.2 of [STRUCTURED FlI ELDS]),
wher e each:

* key conveys the hashing algorithm (see Section 5) used to conpute
the digest;

* wvalue is a Byte Sequence that conveys an encoded version of the
byt e out put produced by the digest cal cul ation.

For exanpl e:
NOTE: '\’ line wapping per RFC 8792

Repr-Di gest: \
sha- 512=: YMAanb1Jz/j OATT6/ zvHr LVgQOYTGFy1d6G&Ji OHTohqg4yP+pgk4vf 2aCs\
yRZO: w8M kM7i w7y Z/ WkppmVA4T3qg==:

The Dictionary type can be used to attach nmultiple digests cal cul ated
using different hashing algorithms in order to support a popul ation
of endpoints with different or evolving capabilities. Such an
approach coul d support transitions away from weaker algorithnms (see
Section 6.6).

NOTE: '\’ |ine wapping per RFC 8792

Repr-Di gest: \
sha- 256=: d435Qo+nKZ+gLcUHN7GQX Q72hi BVAggqoLsZnZPi TGPk=: , \
sha-512=: YMAanb1Jz/j OATT6/ zvHr LVgQOYTGFy1d6GJi OCHTohg4yP+pgk4vf 2aCs\
yRZOt w8M kKM7i w7y Z/ WkppmVA4T3qg==:

A recipient MAY ignore any or all digests. Application-specific
behavi or or local policy MAY set additional constraints on the
processing and validation practices of the conveyed digests. The
security considerations cover sone of the issues related to ignoring
digests (see Section 6.6) and validating nultiple digests (see
Section 6.7).

A sender MAY send a digest w thout knowi ng whether the recipient
supports a given hashing algorithm A sender MAY send a digest if it
knows the recipient will ignore it.

Repr-Di gest can be sent in a trailer section. 1In this case, Repr-
Di gest MAY be nerged into the header section; see Section 6.5.1 of
[HTTP] .



3.1. Using Repr-Digest in State-Changi ng Requests

When the representation enclosed in a state-changi ng request does not
describe the target resource, the representation di gest MJST be
conputed on the representation data. This is the only possible

choi ce because representation digest requires conplete representation
met adata (see Section 3).

I n responses,

* if the representation describes the status of the request, Repr-
Di gest MUST be conputed on the encl osed representation (see
Appendi x B. 8);

* if there is a referenced resource, Repr-Di gest MIST be conputed on
the selected representation of the referenced resource even if
that is different fromthe target resource. This might or mght
not result in computing Repr-Di gest on the encl osed
representation.

The latter case is done according to the HITP senantics of the given
met hod, for exanple, using the Content-Location header field (see
Section 8.7 of [HITP]). |In contrast, the Location header field does
not affect Repr-Di gest because it is not representation mnetadata.

For exanple, in PATCH requests, the representation digest will be
conput ed on the patch docunent because the representati on netadata
refers to the patch docunent and not the target resource (see

Section 2 of [PATCH ). |In responses, instead, the representation
digest will be conputed on the selected representation of the patched
resource.

3.2. Repr-Digest and Content-Location in Responses

When a state-changi ng method returns the Content-Locati on header
field, the enclosed representation refers to the resource identified
by its value and Repr-Digest is computed accordingly. An exanple is
given in Appendi x B.7.

4. Integrity Preference Fields

Senders can indicate their interest in Integrity fields and hashing
al gorithm preferences using the Want- Content-Di gest or Want - Repr -

Di gest HTTP fields. These can be used in both requests and
responses.

Want - Cont ent - Di gest indicates that the sender would like to receive
(via the Content-Digest field) a content digest on nessages
associated with the request URI and representati on netadata. Want-
Repr-Di gest indicates that the sender would |ike to receive (via the
Repr-Di gest field) a representation digest on nessages associ at ed
with the request UR and representati on netadat a.

I f Want - Cont ent - Di gest or Want - Repr-Di gest are used in a response, it
indicates that the server would like the client to provide the
respective Integrity field on future requests.

Integrity preference fields are only a hint. The receiver of the
field can ignore it and send an Integrity field using any al gorithm
or onit the field entirely; for exanple, see Appendix C.2. It is not
a protocol error if preferences are ignored. Applications that use
Integrity fields and Integrity preferences can define expectations or
constraints that operate in addition to this specification. |gnored
preferences are an application-specific concern

Want - Cont ent - Di gest and Want - Repr - Di gest are of type Dictionary where



each:
* Kkey conveys the hashing algorithm (see Section 5);

* wvalue is an Integer (Section 3.3.1 of [STRUCTURED- FI ELDS]) t hat
conveys an ascending, relative, weighted preference. It nust be
in the range 0 to 10 inclusive. 1 is the |east preferred, 10 is
the nost preferred, and a value of 0 neans "not acceptable".

Exanpl es:

Want - Repr - Di gest: sha- 256=1

Want - Repr - Di gest: sha-512=3, sha-256=10, uni xsun=0
Want - Cont ent - Di gest: sha-256=1

Want - Cont ent - Di gest: sha-512=3, sha-256=10, uni xsum=0

Hash Al gorithm Consi derati ons and Regi stration

There are a wide variety of hashing algorithms that can be used for
the purposes of integrity. The choice of algorithm depends on
several factors such as the integrity use case, inplenentation needs
or constraints, or application design and workfl ows.

An initial set of algorithns will be registered with 1ANA in the
"Hash Al gorithns for HTTP Digest Fields" registry; see Section 7.2.
Additional algorithns can be registered in accordance with the
policies set out in this section.

Each algorithmhas a status field that is intended to provide an aid
to inmplenentation sel ection.

Algorithns with a status value of "Active" are suitable for many
purposes and it is RECOWENDED that applications use these

al gorithnms. These can be used in adversarial situations where hash
functions might need to provide resistance to collision, first-

prei mage, and second-prei nage attacks. For adversarial situations,
sel ection of the acceptable "Active" algorithnms will depend on the
| evel of protection the circunstances demand. More considerations
are presented in Section 6. 6.

Algorithns with a status val ue of "Deprecated" either provide none of
these properties or are known to be weak (see [ NO MD5] and [ NO SHA]).
These al gorithns MAY be used to preserve integrity against
corruption, but MJUST NOT be used in a potentially adversari al
setting, for exanple, when signing Integrity fields’ values for
authenticity. Permitting the use of these algorithns can help sone
applications (such as those that previously used [ RFC3230], are
mgrating to this specification (Appendix E), and have existing
stored collections of conputed digest values) avoi d undue operational
over head caused by reconputation using other nore-secure al gorithns.
Such applications are not exenpt fromthe requirenents in this
section. Furthernore, applications wthout such | egacy or history
ought to follow the guidance for using algorithms with the status

val ue "Active".

Di scussion of algorithmagility is presented in Section 6.6.
Regi stration requests for the "Hash Al gorithns for HTTP D gest
Fiel ds" registry use the Specification Required policy (Section 4.6
of [RFC8126]). Requests should use the follow ng tenpl ate:
Al gorithm Key: The Structured Fields key val ue used in Content-
Di gest, Repr-Digest, Want-Content-Di gest, or Want-Repr-D gest
field Dictionary nmenber keys.

Status: The status of the algorithm The options are:
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"Active": Algorithns w thout known problens

"Provisional": Unproven al gorithms

"Deprecated": Deprecated or insecure algorithns
Description: A short description of the algorithm

Ref erence(s): Pointer(s) to the primry docunent(s) defining the
Al gorithm Key and technical details of the algorithm

VWhen reviewi ng regi stration requests, the designated expert(s) should
pay attention to the requested status. The status val ue should

refl ect standardi zation status and the broad opinion of rel evant

i nterest groups such as the | ETF or security-rel ated Standards

Devel opment Organi zations (SDGCs). The "Active" status is not
suitable for an algorithmthat is known to be weak, broken, or
experinental. |If a registration request attenpts to register such an
al gorithmas "Active", the designated expert(s) should suggest an
alternative status of "Deprecated" or "Provisional"

When reviewi ng regi stration requests, the designated expert(s) cannot
use a status of "Deprecated" or "Provisional" as grounds for
rejection.

Requests to update or change the fields in an existing registration
are permtted. For exanple, this could allow for the transition of
an algorithmstatus from"Active" to "Deprecated" as the security
envi ronment evol ves.

Security Considerations
HTTP Messages Are Not Protected in Full

Thi s docunent specifies a data integrity mechanismthat protects HTTP
representation data or content, but not HTTP header and trailer
fields, fromcertain kinds of corruption.

Integrity fields are not intended to be a general protection against
mal i ci ous tanpering with HTTP nessages. In the absence of additiona
security nechani sns, an on-path nmalicious actor can either renove a
di gest value entirely or substitute it with a new di gest val ue
conput ed over mani pul ated representation data or content. This
attack can be mtigated by conbining nmechani snms described in this
docunent with other approaches such as Transport Layer Security (TLS)
or digital signatures (for exanple, HITP Message Signatures

[ SI GNATURES] ) .

End-to-End Integrity

Integrity fields can help detect representation data or content

nmodi fication due to inplenmentation errors, undesired "transformng
proxi es" (see Section 7.7 of [HITP]), or other actions as the data
passes across multiple hops or system boundaries. Even a sinmple
mechani sm for end-to-end representation data integrity is valuable
because a user agent can validate that resource retrieval succeeded
bef ore handing off to an HTM. parser, video player, etc., for
par si ng.

Not e that using these mechani sns al one does not provide end-to-end
integrity of HITP messages over multiple hops since netadata coul d be
mani pul ated at any stage. Methods to protect netadata are di scussed
in Section 6. 3.

Usage in Signatures



Digital signatures are widely used together with checksuns to provide
the certain identification of the origin of a nessage [FIPS186-5].
Such signatures can protect one or nore HTTP fields and there are
addi ti onal considerations when Integrity fields are included in this
set.

There are no restrictions placed on the type or fornmat of digita
signature that Integrity fields can be used with. One possible
approach is to conbine themw th HTTP Message Signatures

[ SI GNATURES] .

Di gests explicitly depend on the "representati on netadata” (e.g., the
val ues of Content-Type, Content-Encoding, etc.). A signature that
protects Integrity fields but not other "representation netadata" can
expose the comunication to tanpering. For exanple, an actor could
mani pul ate the Content-Type field-value and cause a digest validation
failure at the recipient, preventing the application from accessing
the representation. Such an attack consunmes the resources of both
endpoints. See also Section 3. 2.

Signatures are likely to be deenmed an adversarial setting when
applying Integrity fields; see Section 5. Repr-Digest offers an
interesting possibility when conbined with signatures. In the
scenari o where there is no content to send, the digest of an enpty
string can be included in the nessage and, if signed, can help the
reci pient detect if content was added either as a result of accident
or purposeful manipulation. The opposite scenario is al so supported;
including an Integrity field for content and signing it can help a
reci pi ent detect where the content was renoved.

Any mangling of Integrity fields mght affect signature validation
Exanmpl es of such mangling include de-duplicating digests or conbining
different field values (see Section 5.2 of [HITP]).

6.4. Usage in Trailer Fields

Before sending Integrity fields in a trailer section, the sender
shoul d consider that internediaries are explicitly allowed to drop
any trailer (see Section 6.5.2 of [HITPF]).

When Integrity fields are used in a trailer section, the field-val ues
are received after the content. Eager processing of content before
the trailer section prevents digest validation, possibly leading to
processing of invalid data.

One of the benefits of using Integrity fields in a trailer sectionis
that it allows hashing of bytes as they are sent. However, it is
possi bl e to design a hashing algorithmthat requires processing of
content in such a way that would negate these benefits. For exanple,
Merkle Integrity Content Encoding [MCE] requires content to be
processed in reverse order. This nmeans the conplete data needs to be
avai |l abl e, which nmeans there is negligible processing difference in
sending an Integrity field in a header versus a trailer section

6.5. Variations within Content-Encoding

Cont ent codi ng nechani sns can support different encodi ng paraneters,
meani ng that the sanme input content can produce different outputs.
For exanple, &ZI P supports multiple conpression |levels. Such
encodi ng paraneters are generally not communi cated as representation
nmet adata. For instance, different conpression |levels would all use
the sane "Content-Encoding: gzip" field. Qher exanples include
where encoding relies on nonces or tinestanps, such as the aes128gcm
content coding defined in [ RFC3188].
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Since it is possible for there to be variation within content coding,
the checksum conveyed by the Integrity fields cannot be used to
provide a proof of integrity "at rest" unless the whole content is
per si st ed.

AlgorithmAgility

The security properties of hashing algorithns are not fixed.
Algorithmagility (see [RFC7696]) is achieved by providing

i npl ementations with flexibility to choose hashing algorithns from
the 1 ANA Hash Algorithnms for HTTP Digest Fields registry; see
Section 7. 2.

Transition fromweak algorithms is supported by negotiation of

hashi ng al gorithm usi ng Want - Cont ent - Di gest or Want - Repr-Di gest (see
Section 4) or by sending nultiple digests fromwhich the receiver
chooses. A receiver that depends on a digest for security will be
vul nerable to attacks on the weakest algorithmit is willing to
accept. Endpoints are advised that sending multiple val ues consunes
resources that nay be wasted if the receiver ignores them (see
Section 3).

Wiile algorithmagility allows the nmigration to stronger algorithns,
it does not prevent the use of weaker algorithns. Integrity fields
do not provide any mtigations for downgrade or substitution attacks
(see Section 1 of [RFC6211]) of the hashing algorithm To protect
agai nst such attacks, endpoints could restrict their set of supported
algorithms to stronger ones and protect the fields' values by using
TLS and/or digital signatures.

Resour ce Exhausti on

Integrity field validation consunes conputational resources. In
order to avoid resource exhaustion, inplenmentations can restrict
validation of the algorithmtypes, the nunber of validations, or the
size of content. |In these cases, skipping validation entirely or
ignoring validation failure of a nore-preferred algorithmleaves the
possibility of a downgrade attack (see Section 6.6).

I ANA Consi derations
HTTP Fi el d Nane Regi stration

| ANA has updated the "Hypertext Transfer Protocol (HTTP) Field Nane
Regi stry" [HTTP] as shown in the table bel ow

| Field Nane | Status | Reference |
[} et —————————— Ll —_—(————_ Ll —p—_—————(—(—(—(——————r L
| Content-Di gest | permanent | Section 2 of RFC 9530 |
S e +
| Repr-Di gest | permanent | Section 3 of RFC 9530 |
T S I T +
| Want-Content-Digest | permanent | Section 4 of RFC 9530 |
o e e e e e oo - R o e e e e e e e e oo o - +
| Want - Repr - Di gest | permanent | Section 4 of RFC 9530 |
S e +
| Digest | obsoleted | [RFC3230], Section 1.3 |
| | | of RFC 9530 |
Tt N o e e e e e a oo +
| wWant - Di gest | obsoleted | [RFC3230], Section 1.3 |
| | | of RFC 9530 |
S e +

Table 1: Hypertext Transfer Protocol (HTTP) Field Name
Regi stry Updat e



7.2.

7.3.

Creation of the Hash Algorithns for HITP Digest Fields Registry

| ANA has created the new "Hash Al gorithns for HTTP Di gest Fiel ds"
registry at <https://ww.iana. org/assi gnments/http-digest-hash-al g/>
and popul ated it with the entries in Table 2. The procedure for new
registrations is provided in Section 5.

[ sl oo oo e e e e e e el et
| Algorithm| Status | Description | Reference |
| Key I I I I
| sha-512 | Active | The SHA-512 al gorithm | [RFC6234], |
I I I | [RFCAG48], |
| | | | RFC 9530 |
Fom e oo Fom e e o - o e e e e e i eee oo n Fom e e o - +
| sha-256 | Active | The SHA-256 al gorithm | [RFC6234], |
I I I | [RFCAG48], |
| | | | RFC 9530 |
S R oo e e e e e e i oo oo oo R +
| nmd5 | Deprecated | The MD5 algorithm It is | [RFCL321], |
| | | vulnerable to collision | [ RFC4648], |
| | | attacks; see [NO-MD5] and | RFC 9530 |
| | | [CMJ 836068] | |
R R o e e e e e e e e a oo - R +
| sha | Deprecated | The SHA-1 algorithm It | [RFC3174], |
| | | is vulnerable to collision | [RFC4648], |
| | | attacks; see [NO-SHA] and | [RFC6234], |
| | | [1ACR 2020-014] | RFC 9530 |
N Fomm e oo - o e e e e e e e Fomm e oo - +
| unixsum | Deprecated | The algorithmused by the | [RFC4648], |
| | | UNI X "sum command. | [RFC6234], |
I I I | [UNIX], I
| | | | RFC 9530 |
R T o m e e e e e e oo T +
| unixcksum | Deprecated | The algorithmused by the | [RFC4648], |
| | | UNI X "cksum command. | [RFC6234], |
I I I | [UNIX], I
| | | | RFC 9530 |
Fom e oo Fom e e o - o e e e e e i eee oo n Fom e e o - +
| adler | Deprecated | The ADLER32 al gorithm | [RFC1950], |
| | | | RFC 9530 |
R R o e e e e e e e e a oo - R +
| crc32c | Deprecated | The CRC32c al gorithm | Appendix A |
I I I | of I
I I I | [RFC9260], |
| | | | RFC 9530 |
N Fomm e oo - o e e e e e e e Fomm e oo - +

Table 2: Initial Hash Al gorithns

Deprecate the Hypertext Transfer Protocol (HTTP) Digest Al gorithm
Val ues Regi stry

| ANA has deprecated the "Hypertext Transfer Protocol (HTTP) D gest

Al gorithm Val ues" registry at <https://ww.iana. org/assi gnnents/http-
dig-alg/> and replaced the note on that registry with the follow ng
text:

| This registry is deprecated since it lists the algorithnms that can
| be used with the Digest and Want-Di gest fields defined in

| [RFC3230], which has been obsol eted by RFC 9530. While

| registration is not closed, new registrations are encouraged to

| use the Hash Algorithnms for HITP Di gest Fields

| (https://ww.iana. org/assi gnnents/http-digest-hash-alg/) registry
| instead.
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Appendi x A.  Resource Representation and Representation Data

The foll owi ng exanpl es show how representati on netadata, content
transformations, and nethods inpact the nessage and content. These
exanpl es a not exhaustive.

Unl ess ot herwi se indicated, the exanples are based on the JSON obj ect
{"hello": "world"} followed by an LF. When the content contains non-
printable characters (e.g., when it is encoded), it is shown as a
sequence of hex-encoded byt es.

Consider a client that wishes to upload a JSON object using the PUT
method. It could do this using the application/json Content-Type
wi t hout any content codi ng.

PUT /entries/ 1234 HITP/ 1.1
Host: foo.exanple

Cont ent - Type: application/json
Content-Length: 19

{"hello": "world"}
Figure 1. Request Containing a JSON Object w thout Any Content Coding

However, the use of content coding is quite common. The client could
al so upl oad the same data with a &I P coding (Section 8.4.1.3 of
[HTTP]). Note that in this case, the Content-Length contains a

| arger value due to the codi ng overheads.

PUT /entries/ 1234 HITP/ 1.1
Host: foo. exanpl e

Cont ent - Type: application/json
Cont ent - Encodi ng: gzip
Content-Length: 39

1F 8B 08 00 88 41 37 64 00 FF
AB 56 CA 48 CD C9 9 57 B2 52
50 2A CF 2F CA 49 51 AA E5 02
00 D9 E4 31 E7 13 00 00 00

Fi gure 2: Request Containing a GZI P-Encoded JSON bj ect

Sendi ng the GZI P-coded data without indicating it via Content-
Encodi ng neans that the content is malformed. |In this case, the
server can reply with an error.

PUT /entries/ 1234 HITP/ 1.1
Host: foo. exanpl e
Cont ent - Type: application/json



Content-Length: 39

1F 8B 08 00 88 41 37 64 00 FF
AB 56 CA 48 CD C9 C9 57 B2 52
50 2A CF 2F CA 49 51 AA E5 02
00 D9 E4 31 E7 13 00 00 00

Fi gure 3: Request Containing Malfornmed JSON
HTTP/ 1.1 400 Bad Request
Figure 4: An Error Response for Mal formed Content

A Range- Request affects the transferred nessage content. In this
exanple, the client is accessing the resource at /entries/ 1234, which
is the JSON object {"hello": "world"} followed by an LF. However,
the client has indicated a preferred content coding and a specific
byt e range.

CET /entries/ 1234 HITP/ 1.1
Host: foo.exanple
Accept - Encodi ng: gzip
Range: bytes=1-7

Figure 5: Request for Partial Content

The server satisfies the client request by responding with a partia
representation (equivalent to the first 10 bytes of the JSON obj ect
di splayed in whole in Figure 2).

HTTP/ 1.1 206 Partial Content
Cont ent - Encodi ng: gzip
Cont ent - Type: application/json
Cont ent - Range: bytes 0-9/39

1F 8B 08 00 A5 B4 BD 62 02 FF
Figure 6: Partial Response froma &ZI P-Encoded Representation

Asi de from content coding or range requests, the method can al so
affect the transferred nmessage content. For exanple, the response to
a HEAD request does not carry content, but this exanple case includes
Content-Length; see Section 8.6 of [HITP].

HEAD /entries/ 1234 HTTP/ 1.1
Host: foo. exanpl e

Accept: application/json
Accept - Encodi ng: gzip

Fi gure 7: HEAD Request

HTTP/ 1.1 200 K

Cont ent - Type: application/json
Cont ent - Encodi ng: gzip
Content-Length: 39

Fi gure 8. Response to HEAD Request (Enpty Content)

Finally, the semantics of a response m ght decouple the target URI
fromthe enclosed representation. 1In the exanple below, the client

i ssues a POST request directed to /authors/, but the response

i ncludes a Content-Location header field indicating that the encl osed
representation refers to the resource avail able at /authors/123.

Note that Content-Length is not sent in this exanple.



POST /authors/ HITP/ 1.1

Host: foo. exanple

Accept: application/json

Cont ent - Type: application/json

{"author": "Canilleri"}
Fi gure 9: POST Request

HTTP/ 1.1 201 Created

Cont ent - Type: application/json
Cont ent - Locati on: /authors/ 123
Location: /authors/123

{"id": "123", "author": "Canilleri"}
Fi gure 10: Response with Content-Locati on Header
Appendi x B. Exanples of Unsolicited D gest

The foll owi ng exanpl es denonstrate interactions where a server
responds with a Content-Digest or Repr-Digest field, even though the
client did not solicit one using Want-Content-Di gest or Want - Repr -

Di gest .

Sone exanples include JSON objects in the content. For presentation
pur poses, objects that fit conpletely within the line-length linits
are presented on a single line using conpact notation with no | eading
space. bjects that would exceed line-length Iimts are presented
across multiple lines (one |line per key-value pair) with tw spaces
of | eading indentation.

Checksum nechani sns defined in this docunent are nedia-type agnostic
and do not provide canonicalization algorithnms for specific formts.
Exanpl es are cal cul ated inclusive of any space. While exanples can
include both fields, Content-Di gest and Repr-Di gest can be returned
i ndependent | y.

B.1. Server Returns Full Representation Data

In this exanple, the nessage content conveys conpl ete representation
data. This nmeans that in the response, Content-Di gest and Repr-

Di gest are both conputed over the JSON object {"hello": "world"}
followed by an LF; thus, they have the sane val ue.

GET /itens/123 HITP/ 1.1
Host: foo. exanple

Figure 11: GET Request for an Item

NOTE: '\’ |ine wapping per RFC 8792
HTTP/ 1.1 200 K
Cont ent - Type: application/json
Content-Length: 19
Content-Digest: \

sha- 256=: RK/ 0qy18M BSVnWjj wz6l ZEW P/ | F5HF9bvEF8FabDg=:
Repr-Di gest: \

sha- 256=: RK/ 0qy18M BSVnWjj wz6l ZEW P/ | F5SHF9bvEF8FabDg=:
{"hello": "world"}

Figure 12: Response with Identical Repr-Di gest and Content-Di gest

B.2. Server Returns No Representation Data



In this example, a HEAD request is used to retrieve the checksumof a
resource.

The response Content-Digest field-value is conputed on enpty content.
Repr-Di gest is calculated over the JSON object {"hello": "world"}
followed by an LF, which is not shown because there is no content.

HEAD /itens/ 123 HTTP/ 1.1
Host: foo. exanple

Fi gure 13: HEAD Request for an Item
NOTE: "\’ |ine wapping per RFC 8792

HTTP/ 1.1 200 K
Cont ent - Type: application/json
Content-Di gest: \
sha- 256=: 47DEQpj 8HBSa+/ TI mMM5JCeuQeRknmbNMpJWZG3hSuFU=:
Repr-Di gest: \
sha- 256=: RK/ 0qy18M BSVnWjj wz 6l ZEW P/ | F5HF9bvEF8FabDg=:

Figure 14: Response with Both Content-Di gest and Di gest (Enpty
Cont ent)

B.3. Server Returns Partial Representation Data

In this exanple, the client nmakes a range request and the server
responds with partial content.

CGET /itens/ 123 HITP/ 1.1
Host: foo. exanpl e
Range: bytes=10-18

Fi gure 15: Request for Partial Content
NOTE: "\’ line wapping per RFC 8792

HTTP/ 1.1 206 Partial Content
Cont ent - Type: application/json
Cont ent - Range: bytes 10-18/19
Content-Di gest: \
sha- 256=: ] j cgBDWNAt bYUXI 37CVGEgRuGOAj aaDRGpl UFsdyepQ=:
Repr-Di gest: \
sha- 256=: RK/ 0qy18M BSVnWjj wz 6l ZEW P/ | F5HF9bvEF8FabDg=:

"worl d"}

Figure 16: Partial Response with Both Content-Di gest and Repr-Di gest
In the response nessage above, note that the Repr-Di gest and Content-
Digests are different. The Repr-Digest field-value is calcul ated
across the entire JSON object {"hello": "world"} followed by an LF,
and the field appears as foll ows:

NOTE: "\’ |ine wapping per RFC 8792

Repr-Di gest: \
sha- 256=: RK/ 0qy18M BSVnWjj wz 6l ZEW P/ | F5HF9bvEF8FabDg=:

However, since the message content is constrained to bytes 10-18, the
Content-Digest field-value is cal cul ated over the sequence "worl d"}
followed by an LF, thus resulting in the foll ow ng:

NOTE: "\’ line wapping per RFC 8792

Content-Digest: \



sha- 256=: j j cgBDWNAt bYUXI 37CVGEgRuGOAj aaDRGpl UFsdyepQ=:
B.4. dient and Server Provide Full Representation Data

The request contains a Repr-Digest field-value calculated on the

encl osed representation. It also includes an Accept-Encodi ng: br
header field that advertises that the client supports Brotli
encodi ng.

The response includes a Content-Encoding: br that indicates the
sel ected representation is Brotli-encoded. The Repr-Digest field-
value is therefore different conpared to the request.

For presentation purposes, the response body is displayed as a
sequence of hex-encoded bytes because it contains non-printable
characters.

NOTE: '\’ line wapping per RFC 8792

PUT /itens/ 123 HTTP/ 1.1
Host: foo. exanple
Cont ent - Type: application/json
Accept - Encodi ng: br
Repr-Di gest: \
sha- 256=: RK/ 0qy18M BSVnWjj wz 6l ZEW P/ | F5HF9bvEF8FabDg=:

{"hello": "world"}
Figure 17: PUT Request with Di gest
NOTE: "\’ |ine wapping per RFC 8792

HTTP/ 1.1 200 K
Cont ent - Type: application/json
Content-Location: /itens/123
Cont ent - Encodi ng: br
Content - Lengt h: 23
Repr-Di gest: \
sha- 256=: d435Qo+nKZ+gLcUHN7GQ Q72hi BVAgqoLsZnZPi TGPk=:

8B 08 80 7B 22 68 65 6C 6C 6F
22 3A 20 22 77 6F 72 6C 64 22
7D OA 03

Figure 18: Response with Digest of Encoded Response

B.5. dient Provides Full Representation Data and Server Provides No
Represent ati on Dat a

The request Repr-Digest field-value is calculated on the encl osed
content, which is the JSON object {"hello": "world"} followed by an
LF.

The response Repr-Digest field-value depends on the representation
met adat a header fields, including Content-Encoding: br, even when the
response does not contain content.

NOTE: "\’ line wapping per RFC 8792

PUT /itens/ 123 HTTP/ 1.1
Host: foo. exanpl e
Cont ent - Type: application/json
Content-Length: 19
Accept - Encodi ng: br
Repr-Di gest: \
sha- 256=: RK/ 0qy18M BSVnWjj wz 6l ZEW P/ | F5HF9bvEF8FabDg==:



{"hello": "world"}

HTTP/ 1.1 204 No Content

Cont ent - Type: application/json

Cont ent - Encodi ng: br

Repr - Di gest: sha- 256=: d435Qo+nKZ+gLcUHn7GQ Q72hi BVAgqoLsZnZPi TGPk=:

Figure 19: Enpty Response with Di gest
B.6. dient and Server Provide Full Representation Data
The response contains two digest values using different algorithns.

For presentation purposes, the response body is displayed as a
sequence of hex-encoded bytes because it contains non-printable
characters.

NOTE: "\’ |ine wapping per RFC 8792

PUT /itens/ 123 HTTP/ 1.1
Host: foo.exanple
Cont ent - Type: application/json
Accept - Encodi ng: br
Repr-Di gest: \
sha- 256=: RK/ 0qy18M BSVnWjj wz6l ZEW P/ | F5SHF9bvEF8FabDg==:

{"hello": "world"}
Fi gure 20: PUT Request with Di gest
NOTE: '\’ |ine wapping per RFC 8792

HTTP/ 1.1 200 K

Cont ent - Type: application/json

Cont ent - Encodi ng: br

Content-Location: /itens/ 123

Repr-Di gest: \
sha- 256=: d435Qo+nKZ+gLcUHN7GQ Q72hi BVAggoLszZnZPi TGPk=: , \
sha-512=: db7f dBbgzZMgX1W2M A8z Zj +r SNgf nDCEEXMBqLW pf oNYOs CpHAz Zbj \
09X1/ 7HAb7CQd5QF t 04QuuBs FbUCBAQ==:

8B 08 80 7B 22 68 65 6C 6C 6F
22 3A 20 22 77 6F 72 6C 64 22
7D OA 03

Fi gure 21: Response with Digest of Encoded Content
B.7. POST Response Does Not Reference the Request URI

The request Repr-Digest field-value is conmputed on the encl osed
representation (see Section 3.1), which is the JSON object {"title":
"New Title"} followed by an LF.

The representation enclosed in the response is a multiline JSON
object followed by an LF. It refers to the resource identified by
Content-Location (see Section 6.4.2 of [HTTP]); thus, an application
can use Repr-Digest in association with the resource referenced by
Cont ent - Locat i on.

POST /books HTTP/ 1.1

Host: foo. exanple

Cont ent - Type: application/json

Accept: application/json

Accept - Encodi ng: identity

Repr - Di gest: sha- 256=: nEkdbO7Sr d9LI Cegf t C0aBX+VPTVz7/ CSHes2727gc4=:



B. 8.

B. 9.

{"title": "New Title"}
Fi gure 22: POST Request with D gest

HTTP/ 1.1 201 Created

Cont ent - Type: application/json

Content - Locati on: /books/ 123

Locati on: /books/ 123

Repr - Di gest: sha-256=: uVSl i nTTdQUWR20On4k8TJ Ui kGN1bf / Ds8WPX40e0h9l =:

{

"id": 123",
“title": "New Title"
}
Fi gure 23: Response with Digest of Resource
POST Response Describes the Request Status

The request Repr-Digest field-value is conputed on the encl osed
representation (see Section 3.1), which is the JSON object {"title":
"New Title"} followed by an LF.

The representati on enclosed in the response describes the status of
the request, so Repr-Digest is conputed on that encl osed
representation. It is a nultiline JSON object foll owed by an LF.

Response Repr-Digest has no explicit relation with the resource
ref erenced by Locati on.

POST /books HTTP/ 1.1

Host: foo. exanple

Cont ent - Type: application/json

Accept: application/json

Accept - Encodi ng: identity

Repr - Di gest: sha- 256=: nEkdbO7Sr d9LI Cegf t C0aBX+VPTVz7/ CSHes2Z727gc4=:

{"title": "New Title"}

Figure 24: POST Request with D gest
HTTP/ 1.1 201 Created
Cont ent - Type: application/json

Repr - Di gest: sha-256=: yXlI GCDTN5Vr f oyi sKI XgRKUHHVE35SNt yC3szSz1db08=:
Location: /books/ 123

{
"status": "created",
“id": 123",
"ts": 1569327729,
"instance": "/books/123"
}
Fi gure 25: Response with Di gest of Representation
Di gest with PATCH

This case is anal ogous to a POST request where the target resource
reflects the target URI.

The PATCH request uses the application/ nerge-patch+json nedia type
defined in [RFC7396]. Repr-Digest is calculated on the content that
corresponds to the patch docunent and is the JSON object {"title":
"New Title"} followed by an LF.



The response Repr-Digest field-value is computed on the conplete
representation of the patched resource. It is a nultiline JSON
obj ect followed by an LF.

PATCH / books/ 123 HTTP/ 1.1

Host: foo. exanpl e

Cont ent - Type: appl i cati on/ merge-pat ch+j son

Accept: application/json

Accept - Encodi ng: identity

Repr - Di gest: sha- 256=: nEkdbO7Sr d9LI Cegf t C0aBX+VPTVz7/ CSHes2Z27gc4=

{"title": "New Title"}
Fi gure 26: PATCH Request with Digest
HTTP/ 1.1 200 K

Cont ent - Type: application/json
Repr - Di gest: sha-256=: uVSl i nTTdQUWR2On4k8TJ Ui kGN1bf / Ds8WPX40e0h9l =:

"id": "123",
"title": "New Title"
}

Figure 27: Response with Di gest of Representation

Note that a 204 No Content response wi thout content, but with the

same Repr-Digest field-value, would have been legitimate too. In
that case, Content-Digest would have been conputed on an empty
content.

B.10. Error Responses

In error responses, the representation data does not necessarily
refer to the target resource. Instead, it refers to the
representation of the error.

In the followi ng exanple, a client sends the sane request from
Figure 26 to patch the resource | ocated at /books/123. However, the
resource does not exist and the server generates a 404 response with
a body that describes the error in accordance with [ RFC9457].

The response Repr-Digest field-value is conmputed on this encl osed
representation. It is a nmultiline JSON object followed by an LF

HTTP/ 1.1 404 Not Found
Cont ent - Type: application/probl em+j son
Repr - Di gest: sha- 256=: EXBOS2VF2H7i ] KAVIKkH1SnmOpBhoOi DZcvVUHHXTTZSA=

{
"title": "Not Found",

"detail": "Cannot PATCH a non-exi stent resource",
"status": 404

}

Figure 28: Response with Digest of Error Representation
B.11. Use with Trailer Fields and Transfer Coding

An origin server sends Repr-Digest as trailer field, so it can
cal cul ate digest-value while stream ng content and thus nitigate
resource consunption. The Repr-Digest field-value is the same as in
Appendi x B.1 because Repr-Digest is designed to be independent of the
use of one or nore transfer codings (see Section 3).

In the response content below, the string "\r\n" represents the CRLF



byt es.

GET /itens/ 123 HITP/ 1.1
Host: foo.exanple

Fi gure 29: GET Request
NOTE: '\’ line wapping per RFC 8792

HTTP/ 1.1 200 K

Cont ent - Type: application/json
Tr ansf er - Encodi ng: chunked
Trail er: Repr-Di gest

8\r\n
{"hello"\r\n
8\r\n
D"worldir\n
3\r\n
"I\n\r\n
O\r\n
Repr-Di gest: \
sha- 256=: RK/ 0qy18M BSVnWjj wz6l ZEW P/ | F5HF9bvEF8FabDg==:\r\n

Fi gure 30: Chunked Response with Di gest
Appendi x C. Exanpl es of Want-Repr-Digest Solicited Di gest

The foll owi ng exanpl es denonstrate interactions where a client
solicits a Repr-Digest using Want-Repr-Di gest. The behavi or of
Cont ent - Di gest and Want- Content-Di gest is identical

Sone exanples include JSON objects in the content. For presentation
pur poses, objects that fit conpletely within the line-length linits
are presented on a single line using conpact notation with no | eading
space. bjects that would exceed line-length Iimts are presented
across multiple lines (one |line per key-value pair) with tw spaces
of | eading indentation.

Checksum nechani sns described in this docunent are nedia-type
agnostic and do not provide canonicalization algorithns for specific
formats. Exanples are cal cul ated inclusive of any space.

C.1. Server Selects Cient’s Least Preferred Al gorithm

The client requests a digest and prefers "sha". The server is free

to reply with "sha-256" anyway.
GET /items/ 123 HTTP/ 1.1
Host: foo. exanple
Want - Repr - Di gest: sha-256=3, sha=10
Figure 31: GET Request with Want- Repr-Di gest
NOTE: "\’ |ine wapping per RFC 8792
HTTP/ 1.1 200 K
Cont ent - Type: application/json
Repr-Di gest: \
sha- 256=: RK/ 0qy18M BSVn\Wjj wz6! ZEW P/ | F5HF9bvEF8FabDg==
{"hello": "world"}
Fi gure 32: Response with Different Al gorithm

C. 2. Server Selects Al gorithm Unsupported by Cient



The client requests a "sha" digest because that is the only algorithm
it supports. The server is not obliged to produce a response
containing a "sha" digest; it instead uses a different algorithm

GET /itenms/ 123 HTTP/ 1.1
Host: foo. exanple
Want - Repr - Di gest: sha=10

Fi gure 33: GET Request with Want- Repr-Di gest
NOTE: '\’ line wapping per RFC 8792

HTTP/ 1.1 200 K

Cont ent - Type: application/json

Repr-Di gest: \
sha-512=: YMAanblJz/j OATT6/ zvHr LVgOYTGFy1d6GJi CHTohq4yP+pgk4vf 2aCs\
yRZO: wBM kM7i wryZ/ VkppnmVd4T3gg==:

{"hello": "world"}
Fi gure 34: Response with Unsupported Al gorithm
C.3. Server Does Not Support dient Al gorithmand Returns an Error

Appendix C. 2 is an exanple where a server ignores the client’s
preferred digest algorithm Alternatively, a server can al so reject
the request and return a response with an error status code such as
4xx or 5xx. This specification does not prescribe any requirenment on
status code selection; the followi ng exanple illustrates one possible
opti on.

In this exanple, the client requests a "sha" Repr-Digest, and the
server returns an error with problemdetails [RFCI457] contained in
the content. The problemdetails contain a list of the hashing
algorithms that the server supports. This is purely an exanple; this
speci fication does not define any format or requirenents for such
content.

GET /itens/ 123 HITP/ 1.1
Host: foo.exanple
Want - Repr - Di gest: sha=10

Fi gure 35: GET Request with Want - Repr-Di gest

HTTP/ 1.1 400 Bad Request
Cont ent - Type: application/probl em+j son

"title": "Bad Request",
"detail": "Supported hashing algorithms: sha-256, sha-512",
"status": 400

}

Fi gure 36: Response Advertising the Supported Al gorithns
Appendi x D. Sanpl e Di gest Val ues

Thi s section shows exanpl es of digest values for different hashing
algorithms. The input value is the JSON object {"hello": "world"}.
The di gest val ues are each produced by running the rel evant hashing
al gorithm over the input and running the output bytes through Byte
Sequence serialization; see Section 4.1.8 of [STRUCTURED- FlI ELDS] .

NOTE: "\’ line wapping per RFC 8792



sha-512 - : WZDPaVn/ 7XgHaAy8pnoj Ak GARx2UFChF41A2sv X+ TaPmt\
AbWAGBWAT I i Y1 | u7BNNyeal dVLvRWENTHWKY Jwews==:

sha- 256 - : X48E9qQokqqr vdt s8nQJRIN3OWDUoy VW Bf 7kbu9DBPE=:
md5 - : Sd/ dVLAcVNLSq16eXua5uQ==:

sha - : 07Cavj DP4u3/ TungoUHIQ Wer 4¢c=

uni xsum - T GQU=:

uni xcksum - :7zs ==

adl er - : OZkGPw==:

crc32c - : @Bl H A==:

Appendix E. Mgrating from RFC 3230

HTTP di gests are conputed by applying a hashing algorithmto input
data. [RFC3230] defined the input data as an "instance", a termit
al so defined. The concept of an instance has since been superseded
by the HTTP semantic term "representation”. It is understood that
some inplementations of [RFC3230] m stook "instance" to nean HTTP
content. Using content for the Digest field is an error that |eads
to interoperability problens between peers that inplenent [ RFC3230].

[ RFC3230] was only ever intended to use what HTTP now defines as
sel ected representation data. The semantic concept of digest and
representation are expl ai ned al ongside the definition of the Repr-
Digest field (Section 3).

Wil e the syntax of Digest and Repr-Digest are different, the

consi derations and exanples this document gives for Repr-Digest apply
equal ly to Di gest because they operate on the sane input data; see
Sections 3.1, 6 and 6. 3.

[ RFC3230] coul d never communi cate the digest of HITP nessage content
in the Digest field; Content-D gest now provides that capability.

[ RFC3230] allowed algorithns to define their output encoding fornmat
for use with the Digest field. This resulted in a mx of formats
such as base64, hex, or decimal. By virtue of using Structured

Fi el ds, Content-Digest, and Repr-Digest use only a single encoding
format. Further explanation and exanples are provided in Appendi x D
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