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are set in the Public Honmenet Zone by the Homenet Nami ng Authority
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publish the zone on behal f of the hone network owner
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1. Introduction

Hone network owners may have devi ces or services hosted on their hone
network that they wish to access fromthe Internet (i.e., froma

net wor k out si de of the hone network). The use of |Pv6 addresses in
the honme makes, in principle, the actual network access sinpler,
whil e on the other hand, the addresses are nuch harder to renenber
and are subject to regular renunbering. To nmake this situation
sinpler for typical hone owners to manage, there needs to be an easy
way for the names and | P addresses of these devices and services to
be published in the public DNS

As depicted in Figure 1, the nanes and | P address of the honme network
are nmade available in the Public Homenet Zone by the Homenet Nami ng
Authority (HNA), which in turn instructs the DNS Qut sourcing
Infrastructure (DO) to publish the zone on behalf of the HNA. This



docunent describes how an HNA can instruct a DO to publish a Public
Honenet Zone on its behal f.

Thi s docunent introduces the Synchronizati on Channel and the Contro
Channel between the HNA and the Distribution Manager (DM, which is
the main interface to the DO .

The Synchroni zation Channel (see Section 7) is used to synchronize
the Public Honenet Zone.

| nt er net

| Home Net wor k | Control | DA |
I .| Channel I -
| HNA | <-------e--- > Distribution |

[|.--mmmmmmmm - [l || Manager [l
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(served on the Internet)

Figure 1: Hi gh-Level Architecture Overview of Qutsourcing the
Publ i ¢ Honenet Zone

The Synchronization Channel is a zone transfer, with the HNA
configured as a primary server and the Distribution Manager
configured as a secondary server. Sone operators refer to this kind
of configuration as a "hidden primary", but that termis not used in
this docunment as it is not precisely defined anywhere, but it has
many slightly different neanings to nany.

The Control Channel (see Section 6) is used to set up the
Synchroni zati on Channel. This channel is in the formof a dynamc
DNS updat e process, authenticated by TLS

For exanple, to build the Public Honenet Zone, the HNA needs the
authoritative servers (and associated | P addresses) of the DO’'s
servers (the visible primaries) that are actually serving the zone.
Simlarly, the DO needs to know the I P address of the (hidden)
primary (HNA) as well as potentially the hash of the Key Signing Key
(KSK) in the DS RRset to secure the DNSSEC del egation with the parent
zone.

The remai nder of the docunment is as foll ows.

Section 2 defines the term nology. Section 3 presents the genera
probl em of publishing nanes and | P addresses. Section 4 briefly
descri bes sonme potential envisioned depl oynent scenarios. And
Section 5 provides an architectural view of the HNA, DM and DO as
well as their different communi cati on channels (Control Channel,
Synchroni zati on Channel, and DM Di stribution Channel) described in
Sections 6, 7, and 8, respectively.

Then, Sections 6 and 7 deal with the two channels that interface to
the hone. Section 8 provides a set of requirenents and expectations
on how the distribution systemwrks. This section is non-nornative
and not subject to standardization but reflects how many scal abl e DNS



di stribution systens operate.

Sections 9 and 11 respectively detail HNA security policies as well
as DNSSEC conpliance within the honme networKk.

Section 12 di scusses how renunbering shoul d be handl ed.

Finally, Sections 13 and 14 respectively discuss privacy and security
consi derati ons when outsourcing the Public Honenet Zone.

The appendi ces di scuss the foll owi ng aspects: nanagenment (see
Section 10), provisioning (see Section 10), configurations (see
Appendi x B), and depl oynent (see Section 4 and Appendix C).

Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

Customer Prem ses Equi pnent (CPE): A router providing connectivity
to the home network.

Honmenet Zone: The DNS zone for use within the boundaries of the hone
networ k: "hone. arpa" (see [RFC8375]). This zone is not considered
public and is out of scope for this docunent.

Regi st ered Honenet Domain: The domain nanme that is associated with
the honme network. A given hone network may have multiple
Regi st ered Honenet Donai ns.

Publ i c Honmenet Zone: Contains the names in the honme network that are
expected to be publicly resolvable on the Internet. A hone
networ k can have nultiple Public Honenet Zones.

Honenet Nami ng Authority (HNA): A function responsible for nanagi ng
the Public Honenet Zone. This includes populating the Public
Hormenet Zone, signing the zone for DNSSEC, as well as managi ng the
di stribution of that Homenet Zone to the DO .

DNS Qutsourcing Infrastructure (DA ): The infrastructure responsible
for receiving the Public Honenet Zone and publishing it on the
Internet. It is mainly conposed of a Distribution Manager and
Public Authoritative Servers

Public Authoritative Servers: The authoritative name servers for the
Publ i c Homenet Zone. Name resolution requests for the Registered
Honenet Domain are sent to these servers. Sonme DNS operators
refer to these as public secondaries, and higher resiliency
networks are often inplemented in an anycast fashion

Honenet Authoritative Servers: The authoritative nanme servers for
t he Honenet Zone within the Homenet network itself. These are
sonetinmes called "hidden primary servers".

Distribution Manager (DM: The server (or set of servers) that the
HNA synchroni zes the Public Honmenet Zone to and that then
distributes the relevant information to the Public Authoritative
Servers. This server has been historically known as the
Di stribution Master.

Publ i c Honmenet Reverse Zone: The reverse zone file associated with
t he Public Honmenet Zone.



Reverse Public Authoritative Servers: These are equivalent to Public
Authoritative Servers, specifically for reverse resol ution

Reverse Distribution Manager: This is equivalent to the Distribution
Manager, specifically for reverse resol ution

DNS Resolver: A resolver that perforns a DNS resolution on the
Internet for the Public Honenet Zone. The resolution is perforned
by requesting the Public Authoritative Servers. Wile the
resol ver does not necessarily perform DNSSEC resolutions, it is
RECOMVENDED t hat DNSSEC i s enabl ed.

Not e that when "DNS Resol ver" is used in this docunent, it refers
to "DNS or DNSSEC Resol ver".

Honenet DNS Resolver: A resolver that perforns a DNS or DNSSEC
resol ution on the home network for the Public Homenet Zone. The
resolution is perforned by requesting the Honmenet Authoritative
Servers

Sel ecting Nanes and Addresses to Publish

Wil e this docunment does not create any normative nechanismto sel ect
the nanes to publish, it does anticipate that the hone network

adm nistrator (a human being) will be presented with a list of
current nanes and addresses either directly on the HNA or via another
devi ce such as a snartphone.

The adm nistrator will mark which devices and services (by nane) are
to be published. The HNA will then collect the I P address(es)
associated with that device or service and put the nane into the
Publ i c Homenet Zone. The address of the device or service can be
collected froma nunber of places: Milticast DNS (nDNS) [ RFC6762],
DHCP [ RFC8415], Universal Plug and Play (UPnP), the Port Contro
Protocol (PCP) [RFC6887], or nanual configuration.

A device or service SHOULD have d obal Unicast Addresses (GUAs) (IPv6
[ RFC3587] or 1Pv4) but MAY al so have | Pv6 Uni que Local Addresses
(ULAs) [ RFC4193], 1Pv6 Link-Local Addresses (LLAs) [RFC4291]

[ RFC7404], 1Pv4 LLAs [ RFC3927], and private | Pv4 addresses [ RFC1918].

O these, the LLAs are al nbst never useful for the Public Zone and
shoul d be omtted.

The 1 Pv6 ULA and private |Pv4 addresses nmay be useful to publish, if
the home network environment features a VPN that would allow the hone
owner to reach the network. [RFC1918] addresses in public zones are
generally filtered out by many DNS servers as they are considered
rebi nd attacks [ REBI ND].

In general, one expects the GUA to be the default address to be
published. A direct advantage of enabling |ocal comrunication is to
enabl e comuni cations even in case of Internet disruption. Since
communi cations are established with nanmes that remain a gl oba
identifier, the comruni cation can be protected (at the very |east
with integrity protection) by TLS the sane way it is protected on the
gl obal Internet -- by using certificates.

Envi si oned Depl oyment Scenari os
A nunber of depl oyment scenarios have been envisioned; this section
ains at providing a brief description. The use cases are not
limtations, and this section is not normative.

The main difference between the various depl oynments concerns the
provisioning of the HNA -- that is, howit is configured to outsource



the Public Honenet Zone to the DO -- as well as how the Public

Honenet Zone is being provisioned before being outsourced. 1In both
cases, these configuration aspects are out of the scope of this
docunent .

Provisioning the configuration related to the DO is expected to be
aut omat ed as nmuch as possible and require interaction with the end
user as little as possible. Zero configuration can only be achieved
under sone circunstances, and [ RFC9527] provi des one such exanpl e
under the assunption that the | SP provides the DO. Section 4.1
descri bes anot her variant where the Custoner Prenises Equi pment (CPE)
is provided preconfigured with the DO. Section 4.2 describes how an
agnostic CPE may be configured by the hone network adm nistrator. O
course even in this case, the configuration can | everage nechani sns
to prevent the end user fromnanually entering all information.

On the other hand, provisioning the Public Homenet Zone needs to
combine the ability to closely reflect what the end user wi shes to
publish on the Internet while easing such interaction. The HNA may
i npl ement such interactions using web-based GU s or specific nobile
appl i cations.

Wth the CPE configured with the DO, the HNA contacts the DO to
build a tenplate for the Public Homenet Zone and then provisions the
Publ i c Homenet Zone. Once the Public Homenet Zone is built, the HNA
starts synchronizing it with the DO on the Synchronizati on Channel

4.1. CPE Vendor

A specific vendor that has specific relations with a registrar or a
registry may sell a CPE that is provisioned with a domain name. Such
a domain nane is probably not human friendly and may consist of sone
ki nd of serial nunber associated with the device being sold.

One possible scenario is that the vendor provisions the HNA with a
private key with an associated certificate used for the mutual TLS
aut hentication. Note that these keys are not expected to be used for
DNSSEC si gni ng.

I nstead, these keys are solely used by the HNA for the authentication
to the DM Normally, the keys are necessary and sufficient to
proceed to the authentication.

When t he hone network owner plugs in the CPE at hone, the relation
bet ween the HNA and DM is expected to work out of the box

4.2. Agnostic CPE

A CPE that is not preconfigured may al so use the protocol defined in
this docunment, but sone configuration steps will be needed.

1. The owner of the hone network buys a domain name froma registrar
and, as such, creates an account on that registrar.

2. The registrar may provide the outsourcing infrastructure, or the
honme network nay need to create a specific account on the
out sourcing infrastructure.

* |If the DO is the DNS Registrar, it has by design a proof of
owner shi p of the domain name by the Honenet owner. |In this case,
it is expected that the DO provides the necessary parameters to
the hone network owner to configure the HNA. One potenti al
mechani smto provide the paraneters would be to provide the user
with a JSON object that they can copy and paste into the CPE, such
as described in Appendix B. But what matters to the
infrastructure is that the HNA is able to authenticate itself to



5

5.1

the DA .

* |f the DO is not the DNS Registrar, then the proof of ownership
needs to be established using sonme other protocol. Automatic
Certificate Managenment Environment (ACME) [ RFC8555] is one
protocol that would allow an owner of an existing domain nane to
prove their ownership (but it requires that they have DNS al r eady
set up!). There are other ways to establish proof such as
providing a DO -generated TXT record, or web site contents, as
champi oned by entities |ike Google's Sitenaster and Postmaster
protocols. [ DOVAI N- VALI DATI ON] describes a few ways ownership or
control of a dommin can be achieved

Architecture Description

Thi s section provides an overview of the architecture for outsourcing
the authoritative naming service fromthe HNA to the DO. As a
consequence, this prevents HNA from handling the DNS traffic fromthe
Internet that is associated with the resolution of the Honenet Zone.

The devi ce-assi gned zone or user-configurable zone that is used as
the domain to publicly serve hostnanes in the hone network is called
the Public Honenet Zone. |In this document, "nyhone.exanple" is used
as the exanple for an end-user-owned domain configured as a Public
Homenet Zone.

More specifically, DNS resolution for the Public Hormenet Zone (here
"myhome. exanmpl e") fromlInternet DNSSEC resolvers is handl ed by the
DA as opposed to the HNA. The DO benefits froma cloud
infrastructure while the HNA is dimensioned for a home network and,
as such, is likely unable to support any load. In the case where the
HNA is a CPE, outsourcing to the DO reduces the attack surface of
the hone network to DDoS, for exanple. O course, the DO needs to
be informed dynamically about the content of myhone.exanmple. The
description of such a synchronization nechanismis the purpose of
this docunent.

Not e that Appendi x B shows the necessary paranmeters to configure the
HNA.

Architecture Overview
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Fi gure 2: Hormenet Naming Architecture

Figure 2 illustrates the architecture where the HNA outsources the

publication of the Public Honenet Zone to the DO. The DO wll
serve every DNS request of the Public Honenet Zone com ng from
outsi de the hone network. Wen the request is conming fromwthin the
hone network, the resolution is expected to be handl ed by the Honenet
DNS Resol ver as further detail ed bel ow

In this example, the Public Homenet Zone is identified by the
Regi st ered Honenet Domain nane "myhone. exanple”. This diagram al so
shows a reverse | Pv6 map bei ng host ed.

".local" and ".hone.arpa" are explicitly not considered Public
Honenet Zones; therefore, they are represented as a Honenet Zone in
Figure 2. They are resolved locally but are not published because
they are considered | ocal content.

It is RECOVWENDED that the HNA i npl enents DNSSEC, in which case the
HNA MUST sign the Public Homenet Zone with DNSSEC

The HNA handl es all operations and keying material required for
DNSSEC, so there is no provision made in this architecture for
transferring private DNSSEC-rel ated keying nmaterial between the HNA
and the DM

Once the Public Honenet Zone has been built, the HNA conmuni cates and
synchronizes it with the DO using a primary/secondary setting as
depicted in Figure 2. The HNA acts as a stealth server (see

[ RFC8499]) while the DM behaves as a hidden secondary. It is
responsi ble for distributing the Public Honenet Zone to the nultiple
Public Authoritative Server instances that DO is responsible for

The DM has three communi cati on channel s

* DM Control Channel (Section 6) to configure the HNA and the DO .
Thi s includes necessary paraneters to configure the primry/
secondary relation as well as sone information provided by the DO
that needs to be included by the HNA in the Public Honenet Zone.

* DM Synchroni zati on Channel (Section 7) to synchronize the Public
Honenet Zone on the HNA and on the DMwi th the appropriately
configured primary/secondary. This is a zone transfer over
mutual |y authenticated TLS

* One or nore Distribution Channels (Section 8) that distribute the
Publ i c Hormenet Zone fromthe DMto the Public Authoritative
Servers serving the Public Homenet Zone on the Internet.

There m ght be nmultiple DMs and nultiple servers per the DM This
docunent assunes a single DM server for sinplicity, but there is no
reason why each channel needs to be inplenented on the same server or
use the sane code base.

It is inportant to note that while the HNA is configured as an
authoritative server, it is not expected to answer DNS requests from
the _public_ Internet for the Public Honmenet Zone. More
specifically, the addresses associated with the HNA SHOULD NOT be
mentioned in the NS records of the Public Homenet Zone, unless



additional security provisions necessary to protect the HNA from
external attack have been taken

The DO is also responsible for ensuring the DS record has been
updated in the parent zone.

Resol ution is performed by DNS Resolvers. Wen the resolution is
performed outside the hone network, the DNS Resol ver resolves the DS
record on the dobal DNS and the nane associated with the Public
Honenet Zone (myhone. exanple) on the Public Authoritative Servers.

In order to provide resilience to the Public Honenet Zone in case of
WAN connectivity disruption, the Homenet DNS Resol ver MJST be able to
performthe resolution on the Honenet Authoritative Servers. Note
that the use of the Homenet DNS Resol ver enhances privacy since the
user on the honme network woul d no | onger be |eaking interactions with
internal services to an external DNS provider and to an on-path
observer. These servers are not expected to be nentioned in the
Publ i c Honmenet Zone nor to be accessible fromthe Internet. As such,
their information as well as the correspondi ng signed DS record MAY
be provided by the HNA to the Honmenet DNS Resol vers, e.g., by using
the Hone Networking Control Protocol (HNCP) [RFC7788] or by
configuring a trust anchor [DRO-RECS]. Such configuration is outside
the scope of this docunment. Since the scope of the Homenet
Authoritative Servers is limted to the hone network, these servers
are expected to serve the Honmenet Zone as represented in Figure 2

5.2. Distribution Manager (DM Comuni cation Channel s

This section details the DM channel s: the Control Channel
Synchroni zati on Channel, and Distribution Channel

The Control Channel and the Synchroni zati on Channel are the
interfaces used between the HNA and the DO . The entity within the
DA responsible for handling these comrunications is the DM

Conmuni cati ons between the HNA and the DM MJST be protected and
mutual |y authenticated. The different protocols that can be used for
security are discussed in nore depth in Section 6.6.

The informati on exchanged between the HNA and t he DM uses DNS
messages protected by DNS over TLS (DoT) [RFC7858]. This is
configured identically to that described in [RFCO9103], Section 9.3.3.

It is worth noting that both the DM and HNA need to agree on a conmmon
configuration in order to set up the Synchronizati on Channel and
build and serve a coherent Public Honenet Zone. As previously noted,
the visible NS records of the Public Homenet Zone (built by the HNA)
remain pointing at the I P address of the DO’'s Public Authoritative
Servers. Unless the HNA is able to support the traffic |oad, the HNA
SHOULD NOT appear as a visible NS record of the Public Honmenet Zone.

I n addition, and depending on the configuration of the DO, the DM

al so needs to update the parent zone's NS, DS, and associated A or
AAAA gl ue records. Refer to Section 6.2 for nore details.

Thi s specification assunes:

* The DM serves both the Control Channel and Synchroni zation Channe
on a single I P address, on a single port, and by using a single
transport protocol

* By default, the HNA uses a single IP address for both the Control
and Synchroni zation channels; however, the HNA MAY use distinct IP
addresses for the Control Channel and the Synchronizati on Channe
-- see Sections 7 and 6.3 for nore details.

The Distribution Channel is internal to the DO and, as such, is not



normatively defined by this specification
6. Control Channe

The DM Control Channel is used by the HNA and the DO to exchange
information related to the configuration of the del egati on, which
includes information to build the Public Honenet Zone (Section 6.1),
to build the DNSSEC chain of trust (Section 6.2), and to set the
Synchroni zati on Channel (Section 6.3).

Some information is carried fromthe DO to the HNA, as described in
the next section. The HNA updates the DO with the | P address on
which the zone is to be transferred using the Synchronization
Channel. The HNA is always initiating the exchange in both
directions.

As such, the HNA has a prior know edge of the DMidentity (via an

X. 509 certificate), the I P address and port nunber to use, and the
protocol to establish a secure session. The DM acquires know edge of
the identity of the HNA (X 509 certificate) as well as the Registered
Honenet Domain. For nore detail on how this can be achi eved, please
see Appendi x A 1.

6.1. Building the Public Honenet Zone

The HNA builds the Public Honmenet Zone based on a tenplate that is
returned by the DMto the HNA. Section 6.5 explains howthis
| everages the Authoritative Transfer (AXFR) mechani sm

In order to build its zone conpletely, the HNA needs the names (and
possi bly I P addresses) of the Public Authoritative Name Servers.
These are used to populate the NS records for the zone. Al the
content of the zone MJST be created by the HNA because the zone is
DNSSEC si gned.

In addition, the HNA needs to know what to put into the MNAME of the
SOA, and only the DO knows what to put there. The DM MJST al so
provi de useful operational paraneters such as other fields of the SOA
(SERI AL, RNAME, REFRESH, RETRY, EXPIRE, and M NI MJM; however, the
HNA is free to override these val ues based upon | ocal configuration
For instance, an HNA might want to change these values if it thinks
that a renunbering event is approaching.

Because the informati on associated with the DMis necessary for the
HNA to proceed, this information exchange is nmandatory.

The HNA then perforns a DNS Update operation to the DO, updating the
DO with an NS, a DS, and A and AAAA records. These indicate where
its Synchronization Channel is. The DO does not publish this NS
record but uses it to perform zone transfers.

6.2. Building the DNSSEC Chain of Trust

The HNA MJST provide the hash of the KSK via the DS RRset so that the
DA can provide this value to the parent zone. A conmon depl oynent
use case is that the DO is the registrar of the Registered Honenet
Domai n; therefore, its relationship with the registry of the parent
zone enables it to update the parent zone. Wen such relation

exi sts, the HNA should be able to request the DO to update the DS
RRset in the parent zone. A direct update is especially necessary to
initialize the chain of trust.

Though the HNA may al so directly update the values of the DS via the
Control Channel at a later tine, it is RECOWENDED to use ot her
mechani sms such as CDS and CDNSKEY [ RFC7344] for transparent updates
during key rollovers.



As sone deploynments nmay not provide a DO that will be able to update
the DS in the parent zone, this information exchange is OPTI ONAL.

By accepting the DS RR, the DM comrits to advertise the DS to the
parent zone. On the other hand, if the DM does not have the capacity
to advertise the DS to the parent zone, it indicates this by refusing
the update to the DS RR

6.3. Setting Up the Synchronizati on Channe

The HNA works as a hidden primary authoritative DNS server while the
DM works |ike a secondary one. As a result, the HNA needs to provide
the I P address that the DM should use to reach the HNA

If the HNA detects that it has been renunbered, then it MJST use the
Control Channel to update the DO with the new | Pv6 address it has
been assi gned.

The Synchroni zation Channel will be set between the new I Pv6 (and

| Pv4) address and the | P address of the DM By default, the IP
address used by the HNA in the Control Channel is considered by the
DM and the explicit specification of the IP by the HNA is only
OPTI ONAL. The transport channel (including the port nunber) is the
same as the one used between the HNA and the DM for the Contro
Channel

6.4. Deleting the Del egation

The purpose of the previous sections is to exchange information in
order to set a delegation. The HNA MIUST al so be able to delete a
del egation with a specific DM

Section 6.5.4 explains how a DNS Update operation on the Control
Channel is used.

Upon receiving the instruction to delete the del egati on, the DM MJST
stop serving the Public Honenet Zone.

The decision to delete an inactive HNA by the DMis part of the
commer ci al agreenment between the DO and HNA

6.5. Message Exchange Descri ption

Mul tiple ways were considered on how the control information could be
exchanged between the HNA and t he DM

Thi s specification defines a mechanismthat reuses the DNS zone
transfer format. Note that while information is provided using DNS
exchanges, the exchanged information is not expected to be set in any
zone file; instead, this information is used as commands between the
HNA and the DM This was found to be sinpler on the hone router
side, as the HNA already has to have code to deal with all the DNS
encodi ngs/ decodi ngs. Inventing a new way to encode the DNS
information in, for instance, JSON seened to add conplexity for no
return on investment.

The Control Channel is not expected to be a |long-term session. After
a predefined timer (simlar to those used for TCP), the Control
Channel is expected to be term nated by closing the transport
channel . The Control Channel MAY be reopened at any l|ater tine.

The use of TLS session tickets (see [RFC8446], Section 4.6.1) is
RECOMVENDED.

The aut hentication of the channel MJST be based on certificates for
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both the DM and each HNA. The DM may al so create the initial
configuration for the delegation zone in the parent zone during the
provi si oni ng process.

1. Retrieving Information for the Public Honenet Zone

The information provided by the DMto the HNA is retrieved by the HNA
with an AXFR exchange [ RFC1034]. AXFR enables the response to
contain any type of RRsets.

To retrieve the necessary information to build the Public Homenet
Zone, the HNA MUST send a DNS request of type AXFR associated with
the Regi stered Homenet Dormai n.

The zone that is returned by the DMis used by the HNA as a tenpl ate
to build its own zone.

The zone tenplate MJST contain an RRset of type SOA, one or multiple
RRsets of type NS, and zero or nore RRsets of type A or AAAA (if the
NS is in-domain [ RFC8499]). The zone tenplate will include Tine-To-
Live (TTL) values for each RR and the HNA SHOULD take these as
suggest ed maxi mum val ues, but it MAY use | ower val ues for operational
reasons, such as for inpending renunbering events.

* The SOA RR indicates the value of the MNAME of the Public Honenet
Zone to the HNA

*  The NAME of the SOA RR MJST be the Regi stered Honenet Donain.

* The MNAME val ue of the SOA RDATA is the value provided by the DO
to the HNA

* Ot her RDATA val ues (RNAME, REFRESH, RETRY, EXPIRE, and M NI MUM
are provided by the DO as suggestions.

The NS RRsets carry the Public Authoritative Servers of the DO.
Their associ ated NAME MJUST be the Regi stered Honenet Domai n.

In addition to the considerations above about default TTL, the HNA
SHOULD take care to not pick a TTL larger than the parent NS, based
upon the resolver’s guidelines in [NS-REVALI DATI ON] and [ DRO- RECS] .
The RRsets of Type A and AAAA MUST have their NAME matching the
NSDNAME of one of the NS RRsets.

Upon receiving the response, the HNA MJST validate the format and
properties of the SOA, NS, and A or AAAA RRsets. |f an error occurs,
the HNA MUST stop proceeding and MJST I og an error. Oherw se, the
HNA buil ds the Public Homenet Zone by setting the MNAME val ue of the
SQA as indicated by the SOA provided by the AXFR response. The HNA
MUST NOT exceed the values of NAME, REFRESH, RETRY, EXPIRE, and

M NI MUM of the SOA provided by the AXFR response. The HNA MJUST
insert the NS and corresponding A or AAAA RRsets in its Public
Homenet Zone. The HNA MJST ignore other RRsets.

If an error nmessage is returned by the DM the HNA MJST proceed as a
regul ar DNS resolution. Error nmessages SHOULD be | ogged for further
analysis. |If the resolution does not succeed, the outsourcing
operation is aborted and the HNA MJST cl ose the Control Channel.

6.5.2. Providing Information for the DNSSEC Chai n of Trust

To provide the DS RRset to initialize the DNSSEC chain of trust, the
HNA MAY send a DNS update [ RFC3007] nessage.

The DNS update nmessage is conmposed of a Header section, a Zone
section, a Prerequisite section, an Update section, and an additional



section. The Zone section MJST set the ZNAMVE to the parent zone of
the Regi stered Homenet Dommin, which is where the DS records shoul d
be inserted. As described in [RFC2136], ZTYPE is set to SOA and
ZCLASS is set to the zone's class. The Prerequisite section MJST be
enpty. The Update section is a DS RRset with its NAME set to the
Regi st ered Honenet Domain, and the associ ated RDATA corresponds to
the value of the DS. The Additional Data section MJST be enpty.

Though the Prerequisite section MAY be ignored by the DM this val ue
is fixed to remain coherent with a standard DNS updat e.

Upon receiving the DNS update request, the DM reads the DS RRset in
the Update section. The DM checks that ZNAME corresponds to the
parent zone. The DM MJST ignore the Prerequisite and Additional Data
sections, if present. The DM MAY update the TTL val ue before
updating the DS RRset in the parent zone. Upon a successful update,
the DM shoul d return a NOERROR response as a comitment to update the
parent zone with the provided DS. An error indicates that the DM
does not update the DS, and the HNA needs to act accordingly;

ot herw se, another nethod should be used by the HNA

The regul ar DNS error nessage MJUST be returned to the HNA when an
error occurs. In particular, a FORMERR is returned when a format
error is found, including when unexpected RRsets are added or when
RRsets are mssing. A SERVFAIL error is returned when an internal
error is encountered. A NOTZONE error is returned when the Update
and Zone sections are not coherent, and a NOTAUTH error is returned
when the DMis not authoritative for the Zone section. A REFUSED
error is returned when the DM refuses the configuration or performng
the requested acti on.

6.5.3. Providing Information for the Synchronizati on Channel

The default |IP address used by the HNA for the Synchronization
Channel is the I P address of the Control Channel. To provide a
different I P address, the HNA MAY send a DNS UPDATE nessage.

Simlar to what is described in Section 6.5.2, the HNA MAY specify
the I P address using a DNS update nessage. The Zone section sets its
ZNAME to the parent zone of the Registered Honenet Domain, ZTYPE to
SOA, and ZCLASS to the zone's type. Prerequisite is enpty. The
Update section is an RRset of type NS. The Additional Data section
contains the RRsets of type A or AAAA that designhate the |IP addresses
associated with the primary (or the HNA).

The reason to provide these | P addresses is to keep them unpubli shed

and prevent them from being resolved. It is RECOMMENDED that the IP

address of the HNA be randomy chosen to prevent it from being easily
di scovered as wel | .

Upon receiving the DNS update request, the DM reads the | P addresses
and checks that the ZNAME corresponds to the parent zone. The DM
MUST ignore a non-enpty Prerequisite section. The DM configures the
secondary with the I P addresses and returns a NOERROR response to
indicate it is commtted to serve as a secondary.

Similar to what is described in Section 6.5.2, DNS errors are used,
and an error indicates the DMis not configured as a secondary.

6.5.4. Initiating Deletion of the Del egation

To initiate the deletion of the delegation, the HNA sends a DNS
UPDATE Del et e nessage.

The Zone section sets its ZNAME to the Regi stered Honmenet Domain, the
ZTYPE to SOA, and the ZCLASS to the zone’'s type. The Prerequisite



section is enpty. The Update section is an RRset of type NS with the
NAME set to the Registered Domain Nane. As indicated by [ RFC2136],
Section 2.5.2, the delete instruction is initiated by setting TTL to
0, CLASS to ANY, and RDLENGTH to 0, and RDATA MUST be empty. The
Additional Data section is enpty.

Upon receiving the DNS update request, the DM checks the request and
renoves the delegation. The DM returns a NOERROR response to

i ndi cate the del egation has been deleted. Similar to what is
described in Section 6.5.2, DNS errors are used, and an error

i ndi cates that the del egati on has not been del et ed.

6.6. Securing the Control Channe

TLS [ RFC8446] MUST be used to secure the transacti ons between the DM
and the HNA, and the DM and HNA MUST be nutual ly authenticated. The
DNS exchanges are performed using DNS over TLS [ RFC7858].

The HNA rmay be provisioned by the manufacturer or during sone user-
initiated onboardi ng process, for exanple, with a browser, by signing
up to a service provider, and with a resulting QAuth 2.0 token to be
provided to the HNA. Such a process may result in a passing of a
settings froma registrar into the HNA through an http APl interface.
(This is not in scope for this docunent.)

Wien the HNA connects to the DMs Control Channel, TLS will be used,
and the connection will be nutually authenticated. The DM wi ||
authenticate the HNA's certificate based upon having participated in
some provisioning process that is not standardi zed by this docunent.
The results of the provisioning process is a series of settings
described in Appendi x A 1.

The HNA will validate the DMs Control Channel certificate by
performing a DNS-1D check on the nane as described in [ RFC9525].

In the future, other specifications may consider protecting DNS
messages with other transport |ayers such as DNS over DILS [ RFC8094],
DNS over HTTPS (DoH) [RFCB8484], or DNS over QU C [ RFC9250].

7. Synchroni zati on Channe

The DM Synchroni zati on Channel is used for comuni cati on between the
HNA and the DM for synchroni zing the Public Honmenet Zone. Note that
the Control Channel and the Synchronization Channel are different
channel s by construction even though they may use the sane | P
address. Suppose the HNA and the DM are using a single |IP address
desi gnated by XX, and YYYYY and ZZ7Z7Z7Z are the various ports involved
in the comuni cati ons.

The Control Channel is between

* the HNA working as a client using port nunmber YYYYY (an epheneral
al so commonl y designhated as a high range port) and

* a service provided by the DM at port 853, when using DoT
On the other hand, the Synchronization Channel is between

* the DMworking as a client using port ZzZzzZ (anot her epheneral
port) and

* a service provided by the HNA at port 853.
As a result, even though the sanme pair of |IP addresses nmay be

i nvol ved, the Control Channel and the Synchronizati on Channel are
al ways di stinct channel s.
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Upl oadi ng and dynam cal ly updating the zone file on the DM can be
seen as zone provisioning between the HNA (hidden prinmary server) and
the DM (secondary server). This is handled using the normal zone
transfer mechani sminvol ving the AXFR and Increnental Zone Transfer

(I XFR).

Part of the process to update the zone involves the owner of the zone
(the hidden prinary server, the HNA) sending a DNS Notify to the
secondaries. In this situation, the only destination that is known
by the HNA is the DM s Control Channel, so DNS Notifies are sent over
the Control Channel, secured by a nutually authenticated TLS

Pl ease note that DNS Notifies are not critical to nornmal operation,
as the DMw Il be checking the zone regularly based upon SOA record
comments. DNS Notifies do speed things up as they cause the DMto
use the Synchroni zati on Channel to inmediately do an SOA query to
detect any updates. |If there are any changes, then the DM

imedi ately transfers the zone updates.

Thi s specification standardi zes the use of a prinary/secondary
mechani sm [ RFC1996] rather than an extended series of DNS update
messages. The primary/secondary nechani smwas selected as it scal es
better and avoi ds DoS attacks. Because this AXFR runs over a TCP
channel secured by a nmutually authenticated TLS, the DNS update is
nore conplicated

Note that this docunment provides no standard way to distribute a DNS
primary between nmultiple devices. As a result, if nultiple devices
are candi dates for hosting the hidden primary server, sone specific
mechani sms shoul d be designed so the home network only selects a
single HNA for the hidden primary server. Sel ection nechani sns based
on HNCP [ RFC7788] are good candi dates for future work.

1. Securing the Synchroni zati on Channe

The Synchroni zation Channel uses nutually authenticated TLS, as
descri bed by [ RFC9103].

There is a TLS client certificate used by the DMto authenticate
itself. The DM uses the sane certificate that was configured into
the HNA for authenticating the Control Channel, but as a client
certificate rather than a server certificate.

[ RFC9103] nmkes no requirenents or reconmendati ons on any extended
key usage flags for zone transfers, and this docunent adopts the view
that none should be required. Note that once an update to [ RFC9103]
is published, this docunent’s normative reference to [ RFC9103] wil|

be consi dered updated as wel | .

For the TLS server certificate, the HNA uses the sane certificate
that it uses to authenticate itself to the DMfor the Contro
Channel

The HNA MAY use this certificate as the authorization for the zone
transfer, or the HNA MAY have been configured with an Access Contro
List (ACL) that will deternine if the zone transfer can proceed.
This is a local configuration option as it is premature to determ ne
which will be operationally sinpler.

When the HNA expects to do zone transfer authorization by certificate
only, the HNA MAY still apply an ACL on inbound connection requests
to avoid load. In this case, the HNA MJST regularly check (via a DNS
resolution) the validity of the address(es) of the DMin the filter

DM Di stri buti on Channe
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The DM Di stribution Channel is used for comruni cati on between the DM
and the Public Authoritative Servers. The architecture and

conmuni cation used for the DM Di stribution Channels are outside the
scope of this docunment, but there are many existing solutions

avail able, e.g., rsync, DNS AXFR, REST, and DB copy.

HNA Security Policies

The HNA, as the hidden primary server, processes only linited nessage
exchanges on its Internet-facing interface. This should be enforced

using security policies to allow only a subset of DNS requests to be

recei ved by HNA

The hidden primary server on the HNA differs fromthe regul ar
authoritative server for the home network due to the follow ng:

Interface Binding: The hidden primary server will alnmpst certainly
listen on the WAN Interface, whereas a regul ar Honenet
Aut horitative Server will listen on the internal hone network
interface.

Li m ted Exchanges: The purpose of the hidden primary server is to
synchronize with the DM not to serve any zones to end users or
the public Internet. This results in a limted nunber of possible
exchanges (AXFR/I XFR) with a snall nunber of |P addresses, and an
i mpl ementation MUST enable filtering policies: it should only
respond to queries that are required to do zone transfers. That
list includes SOA queries and AXFR/ | XFR queri es.

Publ i ¢ Homenet Reverse Zone

The Public Honmenet Reverse Zone works simlarly to the Public Honenet
Zone. The main difference is that the ISP that provides the | Pv6
connectivity is likely to al so be the owner of the corresponding |Pv6
reverse zone who admini strates the Reverse Public Authoritative
Servers. The configuration and the setting of the Synchronization
Channel and Control Channel can largely be automated usi ng DHCPv6
messages that are a part of the | Pv6e prefix del egati on process.

The Public Hormenet Zone is associated with a Regi stered Honenet
Domai n, and the ownership of that domain requires a specific
registration fromthe end user as well as the HNA bei ng provisioned
with sone authentication credentials. Such steps are mandatory

unl ess the DO has sonme other means to authenticate the HNA.  Such
situation may occur, for exanple, when the | SP provides the Honenet
Domain as well as the DA .

In this case, the HNA may be authenticated by the physical |ink

| ayer, in which case the authentication of the HNA may be perforned
wi t hout additional provisioning of the HNA. Wile this may not be so
common for the Public Honmenet Zone, this situation is expected to be
quite comon for the Reverse Honmenet Zone as the ISP owns the IP
address or | P prefix.

More specifically, a common case is that the upstream | SP provi des
the IPv6 prefix to the Honenet with an identity association for a
prefix delegation (I A PD) option [ RFC8415] and nmanages the DO of the
associ ated reverse zone.

This | eaves a place for setting up the relation between the HNA and
DO automatically as described in [ RFC9527].

In the case of the reverse zone, the DO authenticates the source of
the updates by | Pv6 ACLs, and the ISP knows exactly what addresses
have been del egated. Therefore, the HNA SHOULD al ways ori gi hate
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Synchroni zati on Channel updates froman |IP address within the zone
that is being updated. Exceptionally, the Synchronizati on Channe
m ght be froma different zone delegated to the HNA (if there were
mul ti pl e zones or renunmbering events were in progress).

For exanple, if the ISP has assigned 2001: db8:f00d: 1234::/64 to the
WAN i nterface (by DHCPv6 or PPP with Router Advertisement (RA)), then
the HNA shoul d origi nate Synchroni zati on Channel updates from for
exanpl e, 2001: db8: f00d: 1234: : 2.

If an | SP has del egated 2001: db8: aeae:: /56 to the HNA via DHCPv6- PD
then the HNA shoul d origi nate Synchroni zati on Channel updates to an
| P address within that subnet, such as 2001: db8: aeae: 1:: 2.

Wth this relation automatically configured, the synchronization

bet ween the Honme network and the DO happens in a simlar way to the
synchroni zati on of the Public Honenet Zone described earlier in this
docunent .

Note that for home networks connected to nmultiple |ISPs, each ISP
provides only the DO of the reverse zones associated with the

del egated prefix. It is also likely that the DNS exchanges w |l need
to be performed on dedicated interfaces to be accepted by the ISP
More specifically, the reverse zone update associated with prefix 1
cannot be performed by the HNA using an | P address that belongs to
prefix 2. Such constraints do not raise nmajor concerns for hot
standby or | oad-sharing configuration.

Wth I Pv6, the reverse domain space for | P addresses associated with
a subnet such as ::/64 is so large that the reverse zone may be
confronted with scalability issues. How the reverse zone is
generated is out of scope of this docunent. [RFC8501] provides

gui dance on how to address scalability issues.

DNSSEC- Conpl i ant Honenet Architecture

Section 3.7.3 of [RFC7368] recomends that DNSSEC be depl oyed on both
the authoritative server and the resol ver

The resolver side is out of scope of this docunent, and only the
authoritative part of the server is considered. Oher docunents such
as [ RFC5011] deal with the continuous update of trust anchors
required for operation of a DNSSEC Resol ver

The Public Honenet Zone and the Public Reverse Zone MJUST be DNSSEC
signed by the HNA

Secure del egation is achieved only if the DS RRset is properly set in
the parent zone. Secure delegation can be performed by the HNA or
the DAO's, and the choice highly depends on which entity is authorized
to perform such updates. Typically, the DS RRset is updated manually
through a registrar interface and can be naintained with nechani sns
such as CDS [ RFC7344].

VWhen the operator of the DO is also the registrar for the domain,
then it is a trivial matter for the DO to initialize the relevant DS

records in the parent zone. |n other cases, sone other
initialization will be required, and that will be specific to the
infrastructure involved. It is beyond the scope of this docunent.

There may be some situations where the HNA is unable to arrange for
secure del egation of the zones, but the HNA MJUST still sign the
zones.

Renunberi ng



During a renunbering of the home network, the HNA | P address may be
changed and the Public Homenet Zone will be updated by the HNA with
new AAAA records.

The HNA will then advertise to the DMvia a NOTIFY on the Contro
Channel. The DMwill need to note the new originating IP for the
connection, and it will need to update its internal database of
Synchroni zati on Channels. A new zone transfer will occur with the
new records for the resources that the HNA wi shes to publish

The remai nder of the section provides reconmendati ons regardi ng the
provi sioni ng of the Public Homenet Zone, especially the |IP addresses.

Renunberi ng has been extensively described in [ RFC4192] and anal yzed
in [RFC7010], and the reader is expected to be familiar with them
before reading this section. In the make-before-break renunbering
scenario, the new prefix is advertised, and the network is configured
to prepare the transition to the new prefix. During a period of

time, the two prefixes (old and new) coexist before the old prefix is
conpl etely renoved. New resource records containing the new prefix
SHOULD be published, while the old resource records with the old
prefixes SHOULD be withdrawn. |f the HNA anticipates that the period
of overlap will be long (perhaps due to the know edge of router and
DHCPv6 lifetines), it MAY publish the old prefixes with a
significantly | ower TTL.

I n break-before-nmake renunbering scenarios, including flash
renunbering scenarios [RFC8978], the old prefix becomes unusabl e
before the new prefix is known or advertised. As explained in

[ RFC8978], sone flash renunberings occur due to power cycling of the
HNA, where |1SPs do not properly renmenber what prefixes have been
assi gned to which user.

An HNA that boots up MUST i mredi ately use the Control Channel to
update the location for the Synchronization Channel. This is a
reasonabl e thing to do on every boot, as the HNA has no idea how | ong
it has been offline or if the (DNSSEC) zone has perhaps expired
during the tinme the HNA was powered off.

The HNA will have a list of nanes that should be published, but it
m ght not yet have | P addresses for those devices. This could be
because at the tine of power on, the other devices were not yet
online. If the HNA is sure that the prefix has not changed, then it
shoul d use the previously known addresses, with a very |ow TTL.

Al 't hough the new and old I P addresses may be stored in the Public
Honmenet Zone, it is RECOMMENDED that only the newly reachable IP
addr esses be published.

Regardi ng the Public Honenet Reverse Zone, the new Public Honenet
Reverse Zone has to be popul ated as soon as possible, and the old
Publ i c Homenet Reverse Zone will be deleted by the owner of the zone
(and the owner of the old prefix, which is usually the |ISP) once the
prefix is no | onger assigned to the HNA. The | SP MJST ensure that
the DNS cache has expired before reassigning the prefix to a new home
network. This nay be enforced by controlling the TTL val ues.

To avoid reachability disruption, |P connectivity information

provi ded by the DNS MJUST be coherent with the IP in use. |In our
case, this neans the old IP address MJST NOT be provided via the DNS
when it is not reachabl e anynore.

In the make-before-break scenario, it is possible to nake the
transition seam ess. Let T be the TTL associated with an RRset of
the Public Honenet Zone; Tinme_NEWbe the time the new | P address
replaces the old I P address in the Honmenet Zone; and
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Ti me_OLD UNREACHABLE be the time the old IP will not be reachable
anynore.

In the case of the make-before-break scenario, seam ess reachability
is provided as long as Time_OLD UNREACHABLE - T_NEW> (2 * T). |If
this is not satisfied, then devices associated with the old IP
address in the hone network may become unreachable for 2 * T -

(Ti me_OLD_UNREACHABLE - Ti ne_NEW .

In the case of a break-before-nmake scenario, Tinme_OLD UNREACHABLE =
Ti me_NEW and the device may becone unreachable up to 2 * T. O
course, if Time_NEW>= Tinme_O.D UNREACHABLE, then the outage is not
seanl ess

Privacy Consi derations

Qut sourcing the DNS Authoritative service fromthe HNA to a third
party raises a few privacy-rel ated concerns.

The Public Honmenet Zone lists the nanmes of services hosted in the
hone network. Conbi ned with bl ocking of AXFR queries, the use of
NSEC3 [ RFC5155] (vs. NSEC [ RFC4034]) prevents an attacker from being
able to wal k the zone to discover all the names. However, recent
wor k [ GPUNSEC3] [ ZONEENUM has shown that the protection provided by
NSEC3 agai nst dictionary attacks should be considered cautiously, and
[ RFC9276] provides guidelines to configure NSEC3 properly. In
addition, the attacker may be able to walk the reverse DNS zone or
use ot her reconnai ssance techniques to learn this information as
described in [ RFC7707] .

The zone may be al so exposed during the synchronizati on between the
primary and the secondary. The casual risk of this occurring is |ow,
and the use of [RFC9103] significantly reduces this. Even if DNS
zone transfer over TLS [RFC9103] is used by the DO, it may stil

| eak the existence of the zone through Notifies. The protoco
described in this docunent does not increase that risk, as al
Notifies use the encrypted Control Channel

In general, a home network owner is expected to publish only nanes
for which there is sone need to reference themexternally.
Publication of the nane does not inply that the service is
necessarily reachable fromany or all parts of the Internet.

[ RFC7084] nandates that the outgoing-only policy [ RFC6092] be
available, and in many cases, it is configured by default. A well-
desi gned user interface would conbine a policy for naking a service
public by a name with a policy on who nay access it.

In many cases, and for privacy reasons, the home network owner has
wanted to publish names only for services that they will be able to
access. The access control may consist of an |IP source address
range, or access nmay be restricted via sone VPN functionality. The
mai n advant ages of publishing the names are that the service may be
accessed by the same name both within and outside the hone, and the
DNS resolution can be handled simlarly both within and outside the
hone. This considerably eases the ability to use VPNs where the VPN
can be chosen according to the | P address of the service. Typically,
a user may configure its device to reach its Honmenet devices via a
VPN while the remaining traffic is accessed directly.

Enterpri se networks have generally adopted anot her strategy
designated as split-horizon-DNS. While such strategy m ght appear as
providing nore privacy at first sight, its inplenentation renains
chal I engi ng and the privacy advantages need to be consi dered
carefully. In split-horizon-DNS, nanmes are designated with interna
names that can only be resolved within the corporate network. When
such strategy is applied to the honmenet, VPNs need to be configured
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wi th namng resolution policies and routing policies. Such an
approach mi ght be reasonable with a single VPN, but maintaining a
coherent DNS space and | P space anpbng vari ous VPNs cones with serious
complexities. Firstly, if nmultiple homenets are using the sane
domai n nane -- like hone.arpa -- it becones difficult to determnine on
whi ch network the resolution should be perforned. As a result,
honenets should at | east be differentiated by a domain nane.

Secondly, the use of split-horizon-DNS requires each VPN to be
associated with a resolver and specific resolutions to be perforned
by the dedicated resolver. Such policies can easily raise sone
conflicts (with significant privacy issues) while remaining hard to
be i npl ement ed.

In addition to the Public Honenet Zone, pervasive DNS nonitoring can
al so nmonitor the traffic associated with the Public Honenet Zone.
This traffic may provide an indication of the services an end user
accesses, plus how and when they use these services. Although,
caching may obfuscate this information inside the home network, it is
likely that this information will not be cached outside the hone

net wor k.

Security Considerations

The HNA never answers DNS requests fromthe Internet. These requests
are instead served by the DO.

Wiile this imts the | evel of exposure of the HNA the HNA still has
sonme exposure to attacks fromthe Internet. This section anal yses
the attack surface associated with these communi cati ons, the data
publi shed by the DO, as well as operational considerations.

1. Registered Honenet Donai n

The DO MJUST NOT serve any Public Honmenet Zone when it is not
confident that the HNA owns the Registered Honenet Donmin. Proof of
ownership is outside the scope of this docunent, and it is assumed
that such a phase has preceded the outsourcing of the zone.

2. HNA DM Channel s

The channel s between HNA and DM are nutual |y authenticated and
encrypted with TLS [ RFC8446], and its associated security
consi derations apply.

To ensure that the nultiple TLS sessions are continuously
aut henticating the sane entity, TLS may take advantage of second-
factor authentication as described in [RFC8672] for the TLS server

certificate for the Control Channel. The HNA should al so cache the
TLS server certificate used by the DM in order to authenticate the
DM during the setup of the Synchronization Channel. (Alternatively,

the HNA is configured with an ACL from which Synchroni zation Channe
connections will originate.)

The Control Channel and Synchronizati on Channel follow the guidelines
in [RFC7858] and [ RFC9103], respectively.

The DNS protocol is subject to reflection attacks; however, these
attacks are largely applicable when DNS is carried over UDP. The
interfaces between the HNA and DM are using TLS over TCP, which
prevents such reflection attacks. Note that Public Authoritative
servers hosted by the DO are subject to such attacks, but that is
out of scope of this docunent.

Note that in the case of the Reverse Honenet Zone, the data is |ess
subject to attacks than in the Public Honenet Zone. |In addition, the
DM and Reverse Distribution Manager (RDM may be provi ded by the ISP
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-- as described in [ RFC9527], in which case DM and RDM mi ght be | ess
exposed to attacks -- as communications within a network

3. Nanes Are Less Secure than | P Addresses

Thi s docunent describes how an end user can make their services and
devices fromtheir home network reachable on the Internet by using
nanes rather than |IP addresses. This exposes the honme network to
attackers because nanmes are expected to include |ess entropy than IP
addresses. |Pv4 addresses are 4-bytes long |leading to 2732
possibilities. Wth I Pv6 addresses, the Interface Identifier is
64-bits long leading to up to 2764 possibilities for a given
subnetwork. This is not to mention that the subnet prefix is also
64-bits long, thus providing up to 2764 possibilities. On the other
hand, nanes used for either the home network donmin or the devices
present |ess entropy (livebox, router, printer, nicolas, jennifer,
...) and thus potentially expose the devices to dictionary attacks.

4, Nanes Are Less Volatile than | P Addresses

| P addresses nay be used to |locate a device, a host, or a service.
However, home networks are not expected to be assigned a tine-
invariant prefix by 1SPs. In addition, |Pv6 enables tenporary
addresses that makes them even nore volatile [ RFC8981]. As a result,
observing | P addresses only provi des sone epheneral information about
who is accessing the service. On the other hand, nanes are not
expected to be as volatile as | P addresses. As a result, |ogging
nanes over time may be nore val uabl e than | ogging | P addresses,
especially to profile an end user’s characteristics.

PTR provides a way to bind an | P address to a nanme. |In that sense,
responding to PTR DNS queries may affect the end user’s privacy. For
that reason, PTR DNS queries MAY be configured to return with

NXDOVAI N i nst ead.

5. Depl oynent Consi derations

The HNA is expected to sign the DNSSEC zone and, as such, hold the
private KSK and Zone Si gning Key (ZSK)

In this case, there is no strong justification to use a separate KSK
and ZSK. If an attacker can get access to one of them it is likely
that they will access both of them If the HNAis run in a hone
router with a secure elenent (SE) or trusted platformnodule (TPM,
storing the private keys in the secure el emrent would be a usefu
precaution. The DNSSEC keys are generally needed on an hourly to
weekly basis, but not nore often

VWhile there is some risk that the DNSSEC keys m ght be discl osed by
mal i ci ous parties, the bigger risk is that they will sinply be | ost
if the hone router is factory reset or just thrown out / replaced
with a newer nodel.

Generating new DNSSEC keys is relatively easy; they can be depl oyed
usi ng the Control Channel to the DM The key that is used to

aut henticate that connection is the critical key that needs
protection and should ideally be backed up to offline storage (such
as a USB key).

6. Operational Considerations

Honenet technol ogies nake it easier to expose devices and services to
the Internet. This inposes broader operational considerations for
the operator and the Internet as follows:

* The home network operator nust carefully assess whether a device



or service previously fielded only on a home network is robust
enough to be exposed to the Internet.

* The home network operator will need to increase the diligence to
regul arly managi ng these exposed devices due to their increased
ri sk posture of being exposed to the Internet.

* Depending on the operational practices of the home network
operators, there is an increased risk to the Internet through the
possi bl e introduction of additional |nternet-exposed systens that
are poorly managed and likely to be conprom sed.

15. | ANA Consi derations

Thi s docunment has no | ANA acti ons.
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Appendi x A, HNA Channel Configurations
A.1. Public Hormenet Zone

Thi s docunent does not deal with howthe HNA is provisioned with a
trusted relationship to the Distribution Manager for the forward
zone.

This section details what needs to be provisioned into the HNA and
serves as a requirenents statenent for mechani sns.

The HNA needs to be provisioned with:
* the Registered Donmain (e.g., myhone. exanple);

* the contact information for the DM including the DNS nanme (the
fully qualified domain name (FQDN)), possibly the IP literal, and
a certificate (or anchor) to be used to authenticate the service;

* the DMtransport protocol and port (the default is DNS over TLS
on port 853); and

* the HNA credentials used by the DMfor its authentication

The HNA will need to select an | P address for comruni cation for the
Synchroni zati on Channel. This is typically the WAN address of the
CPE, but it could be an I Pv6 LAN address in the case of a home with
multiple SPs (and rmultiple border routers). This is detailed in
Section 6.5.3 when the NS and A or AAAA RRsets are conmmuni cat ed.

The above paraneters MJST be provisioned for | SP-specific reverse
zones. One exanmple of how to do this can be found in [ RFC9527].

| SP-specific forward zones MAY al so be provisioned using [ RFC9527],
but zones that are not related to a specific ISP zone (such as with a
DNS provi der) must be provisioned through other means.

Simlarly, if the HNAis provided by a registrar, the HNA nmay be
handed preconfigured to the end user.

In the absence of specific pre-established relations, these pieces of
informati on may be entered manually by the end user. In order to
ease the configuration fromthe end user, the follow ng schemre may be
i mpl enment ed.

The HNA may present the end user with a web interface that provides
the end user the ability to indicate the Regi stered Honmenet Domain or
the registrar with, for exanple, a preselected list. Once the

regi strar has been selected, the HNA redirects the end user to that
registrar in order to receive an access token. The access token will
enable the HNA to retrieve the DM paraneters associated with the

Regi stered Domai n. These paraneters will include the credentials
used by the HNA to establish the Control and Synchronization
Channel s.

Such architecture Iimts the necessary steps to configure the HNA
fromthe end user.

Appendi x B. Information Mddel for Qutsourced |Information
This section specifies an optional format for the set of paraneters
required by the HNA to configure the naming architecture of this
docunent .

In cases where a home router has not been provisioned by the



manuf acturer (when forward zones are provided by the manufacturer) or
by the ISP (when the ISP provides this service), then a honme user/
owner will need to configure these settings via an adm nistrative

i nterface.

By defining a standard format (in JSON) for this configuration

i nformation, the user/owner may be able to copy and paste a
configuration blob fromthe service provider into the adm nistrative
interface of the HNA

This format may al so provide the basis for a future QAuth 2.0
[ RFC6749] flow that could do the set up autonatically.

The HNA needs to be configured with the followi ng paranmeters as
descri bed by the Concise Data Definition Language (CDDL) [RFC8610].
These paraneters are necessary to establish a secure channel between
the HNA and the DM as well as to specify the DNS zone that is in the
scope of the comunicati on.

hna-configuration = {

"registered_domain" : tstr,
"dnt ©otstr,
? "dmtransport" : "DoT"
? "dm_ port" © o uint,
? "dm.acl " : hna-acl / [ +hna-acl ]
? "hna_aut h_met hod": hna- aut h- net hod
? "hna_certificate": tstr
}
hna- acl = tstr

hna-auth-method /= "certificate"

For exanpl e:

{

"regi stered_domai n" : "n8d234f.r.example.net",

"dm' : "2001: db8: 1234: 111: 222: : 2",

"dm transport"” : "DoT",

"dm port" . 4433,

"dm acl " : "2001: db8: 1f 15: 62e: : / 64"

or [ "2001:db8: 1f 15: 62e::/64", ... ]

"hna_aut h_net hod" . "certificate",

“hna_certificate" R BEG N CERTI FI CATE- - - - - \nM | DTj CCFGy. . ",
}

Regi st ered Honenet Donain (registered domain): The Domain Nanme of
the zone. Miltiple Registered Honenet Donmins may be provided.
This will generate the creation of nultiple Public Honenet Zones.
This paraneter is mandatory.

Di stribution Manager notification address (dn): The associ ated FQDNs
or | P addresses of the DMto which DNS Notifies should be sent.
This paraneter is mandatory. |P addresses are optional, and the
FQDN is sufficient and preferred. |If there are concerns about the
security of the name to IP translation, then DNSSEC shoul d be
enpl oyed.

As the session between the HNA and the DMis authenticated with TLS,
the use of nanes is easier.

As certificates are nore commonly enmitted for FQDN than for IP
addresses, it is preferred to use nanes and authenticate the nane of
the DM during the TLS session establishnent.

Supported Transport (dmtransport): The transport that carries the
DNS exchanges between the HNA and the DM The typical value is



"DoT", but it may be extended in the future with "DoH' or "DoQ',
for exanple. This paraneter is optional, and the HNA uses DoT by

defaul t.

Di stribution Manager Port (dmport): Indicates the port used by the
DM This parameter is optional, and the default value is provided
by the Supported Transport. |In the future, an additiona

transport may not have a default port, in which case either a
default port needs to be defined or this paraneter becones
mandat ory.

Note that HNA does not define ports for the Synchronization Channel
In any case, this is not expected to be a part of the configuration
but is instead negotiated through the Configuration Channel

Currently, the Configuration Channel does not provide this and linits
its agility to a dedicated |P address. |If such agility is needed in
the future, additional exchanges will need to be defined.

Aut henti cation Method ("hna_auth_nethod"): How the HNA aut henti cates
itself to the DMwithin the TLS connection(s). The authentication
met hod can typically be "certificate", "psk", or "none". This
paraneter is optional, and the Authentication Method is
"certificate" by default.

Aut hentication data ("hna_certificate", "hna_key"): The certificate
chain used to authenticate the HNA. This parameter is optional,
and when not specified, a self-signed certificate is used.

Di stribution Manager AXFR perni ssion netmask (dmacl): The subnet
fromwhi ch the CPE shoul d accept SOA queries and AXFR requests. A
subnet is used in the case where the DO consists of a number of
different systens. An array of addresses is permtted. This
paraneter is optional, and if unspecified, the CPE uses the IP
addresses provided by the dm paraneter either directly when the dm
indicates the | P address(es) returned by the DNS or DNSSEC
resol uti on when dm i ndi cates an FQDN

For forward zones, the relationship between the HNA and the forward
zone provider nmay be the result of a nunber of transactions:

1. The forward zone outsourcing may be provided by the maker of the
Honenet router. |In this case, the identity and authorization
could be built in the device at the manufacturer provisioning
time. The device would need to be provisioned with a device-
uni que credential, and it is likely that the Regi stered Honenet
Domai n woul d be derived froma public attribute of the device,
such as a serial nunber (see Appendix C or [ HOVEROUTER- PROVI SI ON
for nmore details).

2. The forward zone outsourcing may be provided by the ISP. In this
case, the use of [RFC9527] to provide the credentials is
appropri at e.

3. The forward zone may be outsourced to a third party, such as a
domain registrar. In this case, the use of the JSON-serialized
YANG dat a nodel described in this section is appropriate, as it
can easily be copy and pasted by the user or downl oaded as part
of a web transaction

For reverse zones, the relationship is always with the upstream | SP
(al though there may be nore than one), so [RFC9527] al ways applies.

The following is an abridged exanple of a set of data that represents
the needed configuration paraneters for outsourcing.

Appendi x C. Exanpl e: A Manuf acturer-Provisioned HNA Product Fl ow



This scenario is one where a Honenet router device manufacturer
decides to offer DNS hosting as a val ue add.

[ HOVERQUTER- PROVI SI ON] descri bes a process for a honme router
credential provisioning system The outline of it is that near the
end of the manufacturing process, as part of the firmware | oading,
the manufacturer provisions a private key and certificate into the
devi ce.

In addition to having an asynmetric credential known to the

manuf acturer, the device al so has been provisioned with an agreed-
upon nane. In the exanple in the above docunent, the nane
"n8d234f.r.exanpl e. net" has already been allocated and confirned with
t he manuf acturer.

The HNA can use the above domain for itself. It is not very pretty
or personal, but if the owner would like to have a better name, they
can arrange it.

The configuration would | ook |ike the foll ow ng:

{

"dnt : "2001: db8: 1234: 111: 222::2",

"dm acl " : "2001: db8: 1234: 111: 222: :/ 64"

"dmectrl" : "manufacturer.exanple. net”,

"dm port" ;. "4433",

"ns_list" [ "nsl.publicdns. exanpl e", "ns2.publicdns.exanple"],

"zone" : "n8d234f.r.exanpl e. net",

"auth_nmethod" : "certificate",

"hna_certificate":"----- BEG N CERTI FI CATE- - - - - \'nM | DTj CCFGy. ... ",
}

The dmctrl and dm port values would be built into the firmare.
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