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I nt roducti on
1. Mot i vati on

The visible face of the Internet largely consists of services that
enploy a client-server architecture in which a client communicates
with an application service. Wen a client conmunicates with an
application service using [TLS], [DILS], or a protocol built on those
([QU C] being a notable exanple), it has sone notion of the server’s
identity (e.g., "the website at bi gconpany. exanple") while attenpting
to establish secure comrmuni cation. Likew se, during TLS negotiation,
the server presents its notion of the service's identity in the form
of a public key certificate that was issued by a certification
authority (CA) in the context of the Internet Public Key
Infrastructure using X. 509 [PKIX]. Informally, we can think of these
identities as the client’s "reference identity" and the server’s
"presented identity"; nore fornmal definitions are given later. A
client needs to verify that the server’'s presented identity matches
its reference identity so it can deterministically and automatically
aut henti cate the conmmuni cati on.

Thi s docunent defines procedures for how clients performthis
verification. It therefore defines requirenments on other parties,
such as the certification authorities that issue certificates, the
service administrators requesting them and the protocol designers
defining interactions between clients and servers.

Thi s docunent obsol etes RFC 6125 [VERIFY]. Changes from RFC 6125
[ VERI FY] are described under Appendi x A

2. Applicability

Thi s docunent does not supersede the rules for certificate issuance
or validation specified by [PKIX]. That docunent al so governs any
certificate-related topic on which this docunment is silent. This
includes certificate syntax, extensions such as name constraints or
ext ended key usage, and handling of certification paths.
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Thi s docunent addresses only nanme forns in the leaf "end entity”

server certificate. |t does not address the nane forns in the chain
of certificates used to validate a certificate, nor does it create or
check the validity of such a chain. |In order to ensure proper

aut henti cation, applications need to verify the entire certification
pat h.

3. Overview of Recommendati ons

The previous version of this specification, [VER FY], surveyed the
then-current practice frommany | ETF standards and tried to
general i ze best practices (see Appendix A of [VERI FY] for details).

Thi s docunent takes the | essons | earned since then and codifies them
The following is a sutmary of the rules, which are described at
greater length in the remainder of this docunent:

* Only check DNS domai n nanmes via the subject Al't Name extension
designed for that purpose: dNSNane.

* Allow use of even nore specific subjectAltNane extensions where
appropriate such as unifornResourceldentifier, iPAddress, and the
ot her Name f or m SRVNane.

* Wl dcard support is now the default in certificates. Constrain
Wil dcard certificates so that the wildcard can only be the
conplete left-nost | abel of a domain nane.

* Do not include or check strings that [ook |ike domain names in the
subj ect’ s Common Nane.

4. Scope
4.1. In Scope

Thi s docunent applies only to service identities that are used in TLS
or DTLS and that are included in PKIX certificates.

Wth regard to TLS and DTLS, these security protocols are used to
protect data exchanged over a wide variety of application protocols,
whi ch use both the TLS or DTLS handshake protocol and the TLS or DITLS
record | ayer, either directly or through a profile as in Network Tine
Security [NTS]. The TLS handshake protocol can al so be used with
different record layers to define secure transport protocols; at
present, the nobst prominent exanple is QU C [ RFCO000]. The rules
specified here are intended to apply to all protocols in this
extended TLS "fami|y".

Wth regard to PKIX certificates, the primary usage is in the context
of the public key infrastructure described in [PKIX]. |In addition,
technol ogi es such as DNS-Based Aut hentication of Nanmed Entities
(DANE) [ DANE] sometimes use certificates based on PKI X (nore
precisely, certificates structured via [ X 509] or specific encodi ngs
thereof such as [X. 690]), at least in certain nodes. Alternatively,
a TLS peer could issue del egated credentials that are based on a CA-

i ssued certificate, as in [TLS-SUBCERTS]. In both cases, a TLS
client could learn of a service identity through its inclusion in the
rel evant certificate. The rules specified here are intended to apply
whenever service identities are included in X 509 certificates or
credentials that are derived fromsuch certificates.

4.2. Qut of Scope
The foll owi ng topics are out of scope for this specification

* Security protocols other than those described above.
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* Keys or certificates enployed outside the context of PKIX-based
systens.

* Client or end-user identities. Oher than as described above,

certificates representing client identities (e.g., rfc822Nane) are
beyond the scope of this docunent.

* |dentification of servers using other than a domain nanme, an I P
address, or an SRV service name. This docunment discusses Uniform
Resource ldentifiers [URI] only to the extent that they are
expressed in certificates. Oher aspects of a service such as a
specific resource (the URI "path" component) or paraneters (the
URI "query" conponent) are the responsibility of specific
protocols or URl schenes.

* Certification authority policies. This includes itens such as the

fol | owi ng:

- Howto certify or validate fully qualified domain nanes (FQDNs)
and application service types (see [ ACVE]).

- What types or "classes" of certificates to i ssue and whether to
apply different policies for them

- Howto certify or validate other kinds of information that
m ght be included in a certificate (e.g., organization nane).

* Resolution of DNS dormai n names. Al though the process whereby a
client resolves the DNS domai n nane of an application service can
i nvol ve several steps, for the purposes of this specification, the
only relevant consideration is that the client needs to verify the
identity of the entity with which it will comruni cate once the
resolution process is conplete. Thus, the resolution process
itself is out of scope for this specification

* User interface issues. 1In general, such issues are properly the
responsibility of client software devel opers and standards
devel opnment organi zations dedicated to particul ar application
technol ogi es (for exanple, see [WSC-UlI]).

Ter m nol ogy

Because many concepts related to "identity" are often too vague to be
actionable in application protocols, we define a set of nore concrete
terms for use in this specification

application service: A service on the Internet that enables clients
to connect for the purpose of retrieving or uploading information,
conmmuni cating with other entities, or connecting to a broader
networ k of services

application service provider: An entity that hosts or depl oys an
appl i cation service.

application service type: A formal identifier for the application
protocol used to provide a particular kind of application service
at a domain. This often appears as a URl schene [URI], a DNS SRV
Service [DNS-SRV], or an Application-Layer Protocol Negotiation
(ALPN) [ALPN] identifier.

identifier: A particular instance of an identifier type that is
either presented by a server in a certificate or referenced by a
client for matching purposes.

identifier type: A formally defined category of identifier that can



be included in a certificate and therefore be used for matching
pur poses. For conci seness and conveni ence, we define the
following identifier types of interest:

DNS-1D: A subjectAltNane entry of type dNSName as defined in
[ PKI X] .

IP-1D: A subjectAltNane entry of type i PAddress as defined in
[ PKI X] .

SRV-ID: A subjectAltNane entry of type otherName whose name form
is SRVName as defined in [ SRVNAMVE] .

URI -1 D: A subjectAltNane entry of type unifornmResourceldentifier
as defined in [PKIX]. See further discussion in Section 7.2.

PKI X:  The short name for the Internet Public Key Infrastructure
using X. 509 defined in [PKIX]. That docunent provides a profile
of the X 509v3 certificate specifications and X 509v2 certificate
revocation list (CRL) specifications for use on the Internet.

presented identifier: An identifier presented by a server to a
client within a PKIX certificate when the client attenpts to
establish secure communication with the server. The certificate
can include one or nore presented identifiers of different types,
and if the server hosts nore than one donmain, then the certificate
m ght present distinct identifiers for each domain.

reference identifier: An identifier expected by the client when
exam ning presented identifiers. It is constructed fromthe
source donmain and, optionally, an application service type.

Rel ative Distinguished Namre (RDN): An ASN. 1-based construction that
is itself a building-block conmponent of Distinguished Nanmes. See
[ LDAP-DN], Section 2.

source domain: The FCQDN that a client expects an application service
to present in the certificate. This is typically input by a human
user, configured into a client, or provided by reference such as a
URL. The conbi nation of a source donmain and, optionally, an
application service type enables a client to construct one or nore
reference identifiers. This specification covers FQDNs. Use of
any nanes that are not fully qualified is out of scope and may
result in unexpected or undefined behavi or

subj ect Alt Name entry: An identifier placed in a subjectAltNane
ext ensi on.

subj ect Al t Name extension: A standard PKI X extensi on enabling
identifiers of various types to be bound to the certificate
subj ect .

subj ect Nane: The name of a PKI X certificate’' s subject, encoded in a
certificate's subject field (see [PKIX], Section 4.1.2.6).

TLS uses the words "client" and "server", where the client is the
entity that initiates the connection. |In many cases, this is
consistent with common practice, such as a browser connecting to a
web origin. For the sake of clarity, and to foll ow the usage in
[TLS] and rel ated specifications, we will continue to use the terns
client and server in this docunent. However, these are TLS-|ayer
roles, and the application protocol could support the TLS server
maki ng requests to the TLS client after the TLS handshake; there is
no requirenent that the roles at the application |ayer match the TLS
| ayer.



Security-related terns used in this docunment, but not defined here or
in [PKIX , should be understood in the sense defined in [ SECTERVS]
Such terns include "attack", "authentication", "identity", "trust",
"validate", and "verify".

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

I dentifying Application Services

Thi s docunent assunes that an application service is identified by a
DNS domai n nane (e.g., bigconpany.exanple), an |IP address (IPv4 or

I Pv6), or an identifier that contains additional supplenentary
information. Supplementary information is linmted to the application
service type as expressed in a DNS SRV record (e.g., "the | MAP server
at isp.exanmple” for "_imap.isp.exanple”) or a UR.

In a DNS-ID -- and in the DNS domai n nane portion of an SRV-ID or
URI -1 D -- any characters outside the range described in [US-ASCl ]
are prohibited, and internationalized donain | abels are represented
as A-1abel s [| DNA- DEFS] .

An | P address is either a 4-octet |Pv4 address [IPv4] or a 16-octet
| Pv6 address [IPv6]. The identifier mght need to be converted from
a textual representation to obtain this val ue.

From the perspective of the application client or user, some
identifiers are _direct_ because they are provided directly by a
human user. This includes runtime input, prior configuration, or
explicit acceptance of a client comunication attenpt. O her nanes
are _indirect_because they are automatically resolved by the
appl i cation based on user input, such as a target nanme resolved from
a source nane using DNS SRV or the records described in [ NAPTR]. The
distinction matters nost for certificate consunption, specifically
verification as discussed in this document.

Fromthe perspective of the application service, sone identifiers are
_unrestricted_ because they can be used in any type of service, such
as a single certificate being used for both the HTTP and | MAP
services at the host "bigconpany.exanmple”. Oher identifiers are
_restricted_because they can only be used for one type of service,
such as a special -purpose certificate that can only be used for an

| MAP service. This distinction matters nost for certificate

i ssuance.

The four identifier types can be categorized as foll ows:
* ADNS-IDis direct and unrestricted.
* An IP-IDis direct and unrestricted.

* An SRV-IDis typically indirect but can be direct, and it is
restricted.

* AUR-IDis direct and restricted.

It is inportant to keep these distinctions in mnd because best
practices for the depl oynent and use of the identifiers differ. Note
that cross-protocol attacks such as those described in [ ALPACA] are
possi bl e when two different protocol services use the sane
certificate. This can be addressed by using restricted identifiers
or depl oying services so that they do not share certificates.

Prot ocol specifications MIST specify which identifiers are mandatory
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to i mpl enent and SHOULD provi de operational gui dance when necessary.

The Common Nanme RDN MUST NOT be used to identify a service because it
is not strongly typed (it is essentially free-formtext) and
therefore suffers fromanbiguities in interpretation

For simlar reasons, other RDNs within the subject Nane MJST NOT be
used to identify a service

An | P address that is the result of a DNS query is indirect. Use of
IP-1Ds that are indirect is out of scope for this docunent.

The | ETF continues to define nmethods for | ooking up information
needed to make connections to network services. One recent exanple
is service binding via the "SVCB" and "HTTPS" DNS resource record
(RR) types. This docunment does not define any identity
representation or verification procedures that are specific to SVCB-
compati bl e records, because the use of such records during connection
est abli shnent does not currently alter any of the PKI X validation
requirenents specified herein or in any other relevant specification
For exanple, the PKIX validation rules for [HITP] and [ DNS- OVER- TLS]
do not change when the client uses the DNS resource records defined
in [ SVCB- FOR- HTTPS] or [SVCB-FOR-DNS] to | ook up connection
informati on. However, it is possible that future SVCB mappi ng
docunents could specify altered PKIX rules for new use cases

Desi gni ng Application Protocols

Thi s section defines how protocol designers should reference this
docunent, which would typically be a normative reference in their
speci fication.

A specification MAY choose to allow only one of the identifier types
defined here.

If the technol ogy does not use DNS SRV records to resolve the DNS
domai n nanes of application services, then the specification MJIST
state that SRV-1D as defined in this docunent is not supported. Note
that many existing application technol ogies use DNS SRV records to
resol ve the DNS domai n nanes of application services, but they do not
rely on representations of those records in PKIX certificates by
means of SRV-1Ds as defined in [ SRVNAVE]

If the technol ogy does not use URIs to identify application services,
then the specification MJST state that URI-ID as defined in this
docunment is not supported. Note that nany existing application
technol ogies use URIs to identify application services, but they do
not rely on representation of those URIs in PKIX certificates by
means of URI -1 Ds.

A technol ogy MAY disallow the use of the wildcard character in
presented identifiers. |If it does so, then the specification MJST
state that wildcard certificates as defined in this docunent are not
support ed.

A protocol can allow the use of an I P address in place of a DNS nane.
This mght use the sane field w thout distinguishing the type of
identifier as, for exanple, in the "host" conponents of a URI. In
this case, applications need to be aware that the textua
representation of an I Pv4 address is a valid DNS nane. The two types
can be distinguished by first testing if the identifier is a valid

| Pv4 address, as is done by the "first-match-wins" algorithmin
Section 3.2.2 of [URI].

Representing Server ldentity



This section provides instructions for issuers of certificates.
.1. Rules

When a certification authority issues a certificate based on the FQDN
at which the application service provider will provide the rel evant
application, the following rules apply to the representation of
application service identities. Note that sone of these rules are
cunmul ative and can interact in inportant ways that are illustrated
later in this document.

1. The certificate MJUST include at | east one identifier.

2. The certificate SHOULD include a DNS-1D as a baseline for
interoperability. This is not nmandatory because it is legitimte
for a certificate to include only an SRV-1D or URI-ID so as to
scope its use to a particular application type.

3. If the service using the certificate deploys a technol ogy for
which the relevant specification stipulates that certificates
shoul d include identifiers of type SRV-1D (e.g., this is true of
t he Extensi bl e Messagi ng and Presence Protocol (XMPP) as
described in [ XMPP]), then the certificate SHOULD i ncl ude an SRV-
ID. This identifier type could supplenment the DNS-1D, unless the
certificate is meant to be scoped to only the protocol in
questi on.

4. 1f the service using the certificate deploys a technol ogy for
whi ch the relevant specification stipulates that certificates
shoul d include identifiers of type URI-ID (e.g., this is true of
the Session Initiation Protocol [SIP] as specified by
[ SI P-CERTS]), then the certificate SHOULD include a URI-1D. The
schene MJST be that of the protocol associated with the
application service type, and the "host" conponent MJST be the
FQDN of the service. The application protocol specification MJST
specify which URI schenes are acceptable in URI-IDs contained in
PKI X certificates used for the application protocol (e.g., sip
but not sips or tel for SIP as described in [SIP-SIPS]).
Typically, this identifier type would supplenment the DNS-1D,
unl ess the certificate is nmeant to be scoped to only the protoco
i n question.

5. The certificate MAY contain nore than one DNS-1D, SRV-ID, URI-ID,
or IP-I1D as further explained in Section 7.5.

6. The certificate MAY include other application-specific
identifiers for conpatibility with a depl oyed base, especially
identifiers for types that were defined before publication of
[ SRVNAME] or for which SRV service nanes or URI schenes do not
exist. Such identifiers are out of scope for this specification

. 2. Exanpl es

Consi der a sinple website at <www. bi gconmpany. exanpl e>, which is not
di scoverabl e via DNS SRV | ookups. Because HTTP does not specify the
use of URIs in server certificates, a certificate for this service
m ght include only a DNS-I1D of <www. bi gconpany. exanpl e>.

Consi der another website, which is reachable by a fixed | P address of
2001: db8::5c. If the two sites refer to the sane web service, then
the certificate m ght also include this value in an IP-ID to all ow
clients to use the fixed I P address as a reference identity.

Consi der an | MAP-accessible email server at the host mail.isp.exanple
servicing emai|l addresses of the form user @sp. exanpl e and
di scoverabl e via DNS SRV | ookups on the application service name of



i sp.exanple. A certificate for this service mght include SRV-1Ds of
_imap.isp.exanple and _imaps.isp.exanple (see [EMAIL-SRV]) along with
DNS- | Ds of isp.exanple and nmil.isp. exanpl e.

Consi der a Sl P-accessi bl e voice-over-1P (Vol P) server at the host
voi ce. col | ege. exanpl e servicing SIP addresses of the form

user @oi ce. col | ege. exanpl e and identified by a URl of

<si p: voi ce.col | ege. exanple>. A certificate for this service wuld
include a URI -1 D of <sip:voice.college.exanple> (see [SIP-CERTS])
along with a DNS-1D of voice. coll ege. exanpl e.

Consi der an XMPP-conpati bl e instant nessaging (I M server at the host
messenger . exanpl e that services | M addresses of the form

user @essenger. exanpl e and that is discoverable via DNS SRV | ookups
on the nmessenger.exanple domain. A certificate for this service

m ght include SRV-1Ds of _xnpp-client. nessenger.exanple and _xnpp-
server. messenger. exanple (see [ XMPP]), as well as a DNS-1D of
messenger . exanpl e.

Requesting Server Certificates

This section provides instructions for service providers regardi ng
the information to include in certificate signing requests (CSRs).

In general, service providers SHOULD request certificates that
include all the identifier types that are required or recomended for
the application service type that will be secured using the
certificate to be issued.

A service provider SHOULD request certificates with as few
identifiers as necessary to identify a single service; see
Section 7.5.

If the certificate will be used for only a single type of application
service, the service provider SHOULD request a certificate that
includes DNS-1D or IP-1D values that identify that service or, if
appropriate for the application service type, SRV-ID or URI-ID val ues
that limt the depl oynent scope of the certificate to only the
defined application service type.

If the certificate mght be used for any type of application service,
the service provider SHOULD request a certificate that includes only
DNS-1Ds or I P-1Ds. Again, because of multiprotocol attacks, this
practice is discouraged; it can be mitigated by depl oying only one
service on a host.

If a service provider offers nultiple application service types and
wi shes to limt the applicability of certificates using SRV-IDs or
URI-1Ds, it SHOULD request that multiple certificates rather than a
single certificate containing nultiple SRV-1Ds or URI-1Ds each
identify a different application service type. This rule does not
apply to application service type "bundles" that identify distinct
access nmethods to the sane underlying application such as an enmil
application with access nmethods denoted by the application service
types of imap, imaps, pop3, pop3s, and subm ssion as described in

[ EMAI L- SRV] .

Verifying Service ldentity

At a high level, the client verifies the application service's
identity by performng the follow ng actions:

1. The client constructs a list of reference identifiers it would
find acceptabl e based on the source domain and, if applicable,
the type of service to which the client is connecting.

2. The server provides its presented identifiers in the formof a



PKI X certificate.

3. The client checks each of its reference identifiers against the
server’'s presented identifiers for the purpose of finding a
mat ch.  When checking a reference identifier against a presented
identifier, the client matches the source domain of the
identifiers and, optionally, their application service type.

Naturally, in addition to checking identifiers, a client should
perform further checks, such as expiration and revocation, to ensure
that the server is authorized to provide the requested service.
Because such checking is not a matter of verifying the application
service identity presented in a certificate, nethods for doing so are
out of scope for this docunent.

6.1. Constructing a List of Reference ldentifiers
6.1.1. Rules

The client MJUST construct a |ist of acceptable reference identifiers
and MUST do so independently of the identifiers presented by the
server.

The inputs used by the client to construct its list of reference
identifiers mght be a URI that a user has typed into an interface
(e.g., an HITPS URL for a website), configured account infornmation
(e.g., the domain nane of a host for retrieving enmail, which mght be
different fromthe DNS donmain nane portion of a usernanme), a
hyperlink in a web page that triggers a browser to retrieve a nedia
obj ect or script, or some other combination of information that can
yield a source domain and an application service type.

Thi s docunent does not precisely define how reference identifiers are
generated. Defining reference identifiers is the responsibility of
applications or protocols that use this docunment. Because the
security of a systemthat uses this docunent will depend on how
reference identifiers are generated, great care should be taken in
this process. For exanple, a protocol or application could specify
that the application service type is obtained through a one-to-one
mappi ng of URI schenes to service types or that the protocol or
application supports only a restricted set of URl schenes.

Simlarly, it could specify that a domain nanme or an | P address taken
as input to the reference identifier nmust be obtained in a secure
context such as a hyperlink enbedded in a web page that was delivered
over an authenticated and encrypted channel (for instance, see

[ SECURE- CONTEXTS] with regard to the web platform.

Naturally, if the inputs thenselves are invalid or corrupt (e.g., a
user has clicked a hyperlink provided by a nmalicious entity in a

phi shing attack), then the client mght end up conmunicating with an
unexpect ed application service.

During the course of processing, a client night be exposed to
identifiers that | ook |ike, but are not, reference identifiers. For
exanpl e, DNS resolution that starts at a DNS-ID reference identifier
m ght produce internedi ate donai n nanes that need to be further

resol ved. Unless an application defines a process for authenticating
intermediate identifiers in a way that then allows themto be used as
a reference identifier (for exanple, see [SMIP-TLS]), any
internedi ate values are not reference identifiers and MJUST NOT be
treated as such. In the DNS case, not treating internediate domain
names as reference identifiers renoves DNS and DNS resol ution from
the attack surface.

As one exanple of the process of generating a reference identifier,
fromthe user input of the URI <sip:alice@oice.college.exanple> a



client could derive the application service type sip fromthe UR
schene and parse the donmmi n nane col | ege. exanple fromthe "host"
conponent .

Using the conbination of one or nore FQDNs or | P addresses, plus
optionally an application service type, the client MJST construct its
list of reference identifiers in accordance with the follow ng rul es:

* |f a server for the application service type is typically
associated with a URl for security purposes (i.e., a formal
prot ocol document specifies the use of URIs in server
certificates), the reference identifier SHOULD be a URI -I1D

* |f a server for the application service type is typically
di scovered by neans of DNS SRV records, the reference identifier
SHOULD be an SRV-I D.

* |f the reference identifier is an | P address, the reference
identifier is an | P-1D.

* |In the absence of nore specific identifiers, the reference
identifier is a DNS-ID. A reference identifier of type DNS-1D can
be directly constructed froman FCQDN that is (a) contained in or
securely derived fromthe inputs or (b) explicitly associated with
the source domain by neans of user configuration

Which identifier types a client includes inits list of reference
identifiers, and their priority, is a mtter of local policy. For
exanple, a client that is built to connect only to a particular kind
of service mght be configured to accept as valid only certificates
that include an SRV-1D for that application service type. By
contrast, a nore lenient client, even if built to connect only to a
particul ar kind of service, nmight include SRV-1Ds, DNS-1Ds, and |P-
IDs inits list of reference identifiers.

.1.2. Exanples

The following exanples are for illustrative purposes only and are not
i ntended to be conprehensive.

1. A web browser that is connecting via HTTPS to the website at
<ht t ps: // www. bi gconpany. exanpl e/ > woul d have a single reference
identifier: a DNS-1D of www. bi gconpany. exanpl e.

2. A web browser connecting to <https://192.0.2.107/> would have a
single IP-1D reference identifier of 192.0.2.107. Likew se, if
connecting to <https://[2001: db8::abcd]>, it would have a single
IP-1D reference identifier of 2001: db8:: abcd.

3. A nmail user agent that is connecting via | MAPS to the enai
service at isp.exanple (resolved as nmil.isp.exanple) m ght have
three reference identifiers: an SRV-ID of _imaps.isp.exanple (see
[ EMAI L- SRV]) and DNS-1Ds of isp.exanple and nail.isp.exanple. An
emai | user agent that does not support [EMAIL-SRV] woul d probably
be explicitly configured to connect to mail.isp.exanple, whereas
an SRV-aware user agent woul d derive isp.exanple froman enmil
address of the form user @sp. exanpl e but mght al so accept
mai | . isp.exanple as the DNS donmi n name portion of reference
identifiers for the service.

4. A Vol P user agent that is connecting via SIP to the voice service
at voice. col | ege. exanpl e ni ght have only one reference
identifier: a URI-1D of sip:voice.college.exanple (see
[ SI P- CERTS]) .

5. An IMclient that is connecting via XMPP to the | M service at
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messenger . exanmpl e m ght have three reference identifiers: an SRV-
I D of _xnpp-client.messenger.exanple (see [ XMPP]), a DNS-ID of
nmessenger . exanpl e, and an XMPP-specific XnppAddr of
messenger . exanpl e (see [ XMPP]).

In all these cases, presented identifiers that do not match the
reference identifier(s) would be rejected; for instance:

* Wth regard to the first exanple, a DNS-1D of
web. bi gconpany. exanpl e woul d be rejected because the DNS donai n
name portion does not match www. bi gconpany. exanpl e.

* Wth regard to the third exanple, a URI -1D of
<si p: ww. col | ege. exanpl e> woul d be rejected because the DNS domain
nane portion does not match "voice. col | ege. exanpl e", and a DNS-1D
of "voice. coll ege. exanpl e woul d be rejected because it |acks the
appropriate application service type portion (i.e., it does not
specify a "sip:" URl).

Preparing to Seek a Match

Once the client has constructed its list of reference identifiers and
has received the server’s presented identifiers, the client checks
its reference identifiers against the presented identifiers for the
purpose of finding a match. The search fails if the client exhausts
its list of reference identifiers without finding a match. The
search succeeds if any presented identifier matches one of the
reference identifiers, at which point the client SHOULD stop the

sear ch.

Bef ore applying the conparison rules provided in the foll ow ng
sections, the client mght need to split the reference identifier
into conponents. Each reference identifier produces either a donmain
nane or an | P address and optionally an application service type as
fol | ows:

* A DNS-IDreference identifier MIST be used directly as the DNS
domai n nane, and there is no application service type.

* An IP-IDreference identifier MIST exactly match the value of an
i PAddress entry in subjectAl tNane, with no partial (e.g., network-
| evel) matching. There is no application service type.

* For an SRV-ID reference identifier, the DNS domai n nane portion is
the Nane and the application service type portion is the Service.
For exanple, an SRV-ID of _inmaps.isp.exanple has a DNS donai n nane
portion of isp.exanple and an application service type portion of
i maps, which maps to the | MAP application protocol as explained in
[ EMAI L- SRV] .

* For a reference identifier of type URI-ID, the DNS donai n nane
portion is the "reg-nane" part of the "host" conponent and the
application service type portion is the scheme, as defined above.
Mat ching only the "reg-nanme" rule from[URI] linmts the additiona
domai n nane validation (Section 6.3) to DNS domai n nanes or non-IP
hostnanmes. A URl that contains an | P address m ght be natched
against an IP-IDin place of a URI-ID by sone | enient clients.
Thi s document does not describe how a URI that contains no "host"
component can be matched. Note that extraction of the "reg-name"
m ght necessitate normalization of the URI (as explained in
Section 6 of [URI]). For exanple, a URI -1D of
<si p: voi ce. col | ege. exanpl e> would be split into a DNS domai n nane
portion of voice.coll ege.exanpl e and an application service type
of sip (associated with an application protocol of SIP as
expl ained in [SIP-CERTS]).
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If the reference identifier produces a domain name, the client MJST

mat ch the DNS name; see Section 6.3. |If the reference identifier
produces an | P address, the client MIUST match the | P address; see
Section 6.4. |If an application service type is present, it MJST al so

mat ch the service type; see Section 6.5.
Mat chi ng the DNS Domai n Nane Portion

This section describes how the client nust determine if the presented
DNS nanme matches the reference DNS name. The rules differ depending
on whether the domain to be checked is an internationalized donmain
nane, as defined in Section 2, or not. For clients that support
presented identifiers containing the wldcard character "*", this
section also specifies a supplenental rule for such "wildcard
certificates". This section uses the description of |abels and
domai n nanes in [ DNS- CONCEPTS] .

If the DNS domain name portion of a reference identifier is not an
internationalized domain nanme (i.e., an FQDN that conforns to
"preferred nanme syntax" as described in Section 3.5 of

[ DNS- CONCEPTS] ), then the natching of the reference identifier

agai nst the presented identifier MJST be performed by conparing the
set of dommin nane | abels using a case-insensitive ASCI| conparison,
as clarified by [DNS-CASE]. For examnple, WNWV Bi gConpany. Exanpl e
woul d be | ower-cased to www. bi gconmpany. exanpl e for conparison

pur poses. Each |label MJST match in order for the names to be
considered a match, except as supplenented by the rul e about checking
wil dcard labels in presented identifiers given bel ow.

If the DNS donmain name portion of a reference identifier is an

i nternationalized domain nanme, then the client MJST convert any
U-labels [IDNA-DEFS] in the domain name to A-| abel s before checking
the domain nane or conparing it with others. |n accordance with

[ 1 DNA- PROTQ, A-labels MJST be conpared as case-insensitive ASCl |
Each | abel MJUST match in order for the domain nanes to be considered
to match, except as supplenmented by the rul e about checking wldcard
| abel s in presented identifiers given bel ow.

If the technol ogy specification supports wildcards in presented
identifiers, then the client MJST match the reference identifier

agai nst a presented identifier whose DNS donai n name portion contains
the wildcard character "*" in a |abel, provided these requirenents
are net:

1. There is only one wldcard character

2. The wildcard character appears only as the conplete content of
the | eft-nost | abel

If the requirenents are not net, the presented identifier is invalid
and MJST be i gnored.

A wildcard in a presented identifier can only match one | abel in a
reference identifier. This specification covers only wldcard
characters in presented identifiers, not wildcard characters in
reference identifiers or in DNS donmai n nanes nore generally.
Therefore, the use of wildcard characters as described herein is not
to be confused with DNS wi |l dcard nmatchi ng, where the "*" | abel always
mat ches at | east one whol e | abel and sonetines nore; see

[ DNS- CONCEPTS], Section 4.3.3 and [DNS-WLDCARDS]. In particular, it
al so deviates from [ DNS- W LDCARDS], Section 2.1.3.

For information regarding the security characteristics of wldcard
certificates, see Section 7.1

Mat ching an | P Address Portion



Mat ching of an IP-I1D is based on an octet-for-octet conparison of the
bytes of the reference identity with the bytes contained in the
i PAddr ess subj ect Al t Nane.

For an | P address that appears in a URI-1D, the "host" conponent of
both the reference identity and the presented identifier nmust match
These are parsed as either an "l Pv6address" (following [URI],
Section 3.2.2) or an "lIPv4address" (following [IPv4]). |If the
resulting octets are equal, the | P address matches.

Thi s docunent does not specify how an SRV-ID reference identity can
include an | P address, as [SRVNAME| only defines string names, not
octet identifiers such as an | P address.

6.5. Matching the Application Service Type Portion

The rules for matching the application service type depend on whet her
the identifier is an SRV-1D or a URI -1D.

These identifiers provide an application service type portion to be
checked, but that portion is conbined only with the DNS domai n nane
portion of the SRV-ID or URI-ID itself. Consider the exanple of a
messaging client that has two reference identifiers: (1) an SRV-ID of
_xnpp-client.nnessenger. exanple and (2) a DNS-1D of app.example. The
client MJUST check (1) the conbination of (a) an application service
type of xmpp-client and (b) a DNS dormai n nanme of nessenger. exanpl e as
well as (2) a DNS donmi n nane of app.exanple. However, the client
MUST NOT check the conmbi nation of an application service type of
xmpp-client and a DNS domai n nane of app.exanple because it does not
have an SRV-I1D of _xnpp-client.app.exanple inits list of reference
identifiers.

If the identifier is an SRV-ID, then the application service nane
MJUST be matched in a case-insensitive manner, in accordance with
[DNS-SRV]. Note that per [SRVNAME], the underscore " " is part of
the service name in DNS SRV records and in SRV-1Ds.

If the identifier is a URI-ID, then the schene nane portion MJST be
mat ched in a case-insensitive manner, in accordance with [URI]. Note
that the colon ":" is a separator between the schene nane and the
rest of the URI and thus does not need to be included in any

compari son.

6.6. CQutcone

If the client has found a presented identifier that matches a
reference identifier, then the service identity check has succeeded.
In this case, the client MJST use the matched reference identifier as
the validated identity of the application service.

If the client does not find a presented identifier matching any of
the reference identifiers, then the client MJST proceed as foll ows.

If the client is an automated application, then it SHOULD term nate
the communication attenpt with a bad certificate error and |l og the
error appropriately. The application MAY provide a configuration
setting to disable this behavior, but it MJST NOT disable this
security control by default.

If the client is one that is directly controlled by a human user,
then it SHOULD informthe user of the identity m smatch and
automatically term nate the communication attenpt with a bad
certificate error in order to prevent users frominadvertently
bypassi ng security protections in hostile situations. Such clients
MAY gi ve advanced users the option of proceeding with acceptance



despite the identity msmatch. Al though this behavior can be
appropriate in certain specialized circunstances, it needs to be
handl ed with extrene caution, for exanple by first encouragi ng even
an advanced user to term nate the comunication attenpt and, if they
choose to proceed anyway, by forcing the user to viewthe entire
certification path before proceeding.

The application MAY al so present the user with the ability to accept
the presented certificate as valid for subsequent connections. Such
ad hoc "pinning" SHOULD NOT restrict future connections to just the
pi nned certificate. Local policy that statically enforces a given
certificate for a given peer SHOULD be nmade avail able only as prior
configuration rather than a just-in-tinme override for a failed
connecti on.

7. Security Considerations
7.1. Wldcard Certificates

Wl dcard certificates automatically vouch for any single-Iabe
hostnanmes within their domain, but not nultiple |evels of donains.
This can be convenient for adm nistrators but al so poses the risk of
vouchi ng for rogue or buggy hosts. For exanmple, see [Defeating-SSL]
(begi nning at slide 91) and [ HTTPSbytes] (slides 38-40).

As specified in Section 6.3, restricting the presented identifiers in
certificates to only one wildcard character (e.g.,

"*_ bi gconpany. exanpl " but not "*.*.bigconpany. exanpl e") and
restricting the use of wildcards to only the |left-nost donain | abe
can help to nmtigate certain aspects of the attack described in

[ Def eati ng- SSL] .

That same attack also relies on the initial use of a cleartext HITP
connection, which is hijacked by an active on-path attacker and
subsequently upgraded to HTTPS. In order to mtigate such an attack,
adm ni strators and software devel opers are advised to follow the
strict TLS guidelines provided in [TLS-REC], Section 3.2.

Because the attack described in [HTTPSbytes] relies on an underlying
cross-site scripting (XSS) attack, web browsers and applications are
advi sed to foll ow best practices to prevent XSS attacks; for exanple,
see [ XSS], which was published by the Open Web Application Security
Project (OMSP).

Protection against a wildcard that identifies a public suffix
[ Public-Suffix], such as *.co.uk or *.com is beyond the scope of
this docunent.

As noted in Section 3, application protocols can disallowthe use of
Wil dcard certificates entirely as a nore fool proof mtigation

7.2. Uniform Resource ldentifiers

The URI-ID type is a subjectAltName entry of type

uni f ormMResourcel dentifier as defined in [PKIX]. For the purposes of
this specification, the URI-1D MJST include both a "scheme" and a
"host" conponent that natches the "reg-name" rule; if the entry does
not include both, it is not a valid URI-1D and MJST be ignored. Any
ot her comnponents are ignored because only the "schene" and "host"
components are used for certificate matching as specified under
Section 6.

The quoted conponent nanmes in the previous paragraph represent the
associ ated [ ABNF] productions fromthe | ETF Proposed Standard for
Uni form Resource ldentifiers [URI]. Although the reader should be
aware that some applications (e.g., web browsers) m ght instead
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conformto the Uniform Resource Locator (URL) specification

mai ntai ned by the WHATWG [ URL], it is not expected that differences
between the URI and URL specifications would mani fest thenselves in
certificate matching.

Internationalized Domai n Names

Thi s docunent specifies only matchi ng between reference identifiers
and presented identifiers, not the visual presentation of domain
names. Specifically, the matching of internationalized domai n nanmes
is performed on A-labels only (Section 6.3). The limted scope of
this specification likely mtigates potential confusion caused by the
use of visually simlar characters in domain names (for exanple, as
described in Section 4.4 of [IDNA-DEFS], [UTS-36], and [UTS-39]); in
any case, such concerns are a natter for application-level protocols
and user interfaces, not the matching of certificates.

| P Addr esses

The TLS Server Nane Indication (SNI) extension only conveys domain
nanes. Therefore, a client with an IP-1D reference identity cannot
present any information about its reference identity when connecting
to a server. Servers that wish to present an |P-1D therefore need to
present this identity when a connection is nade wi thout SNI.

The textual representation of an |IPv4 address m ght be msinterpreted
as a valid FQDN in some contexts. This can result in different
security treatnent that mght cause different conponents of a system
to classify the value differently, which might lead to

vul nerabilities. Consider a systemin which one conmponent enforces a
security rule that is conditional on the type of identifier but

m scl assifies an | P address as an FQDN, whereas a second conponent
correctly classifies the identifier but incorrectly assunes that

rul es regarding | P addresses have been enforced by the first
component. As a result, the systemas a whol e might behave in an

i nsecure manner. Consistent classification of identifiers avoids
this probl em

See also Section 3, particularly the |ast paragraph.
Multiple Presented Identifiers

A given application service mght be addressed by nultiple DNS donmain
nanes for a variety of reasons, and a given depl oynent mi ght service
mul tiple domains or protocols. TLS extensions such as the Server
Nane Indication (SNI), as discussed in [TLS-EXT], Section 3, and
ALPN, as discussed in [ALPN], provide a way for the application to
indicate the desired identifier and protocol to the server, which it
can then use to select the nost appropriate certificate.

This specification allows multiple DNS-1Ds, |P-1Ds, SRV-1Ds, or URI-
IDs in a certificate. As a result, an application service can use
the sane certificate for multiple hostnanes, such as when a client
does not support the TLS SNI extension, or for multiple protocols,
such as SMIP and HTTP, on a single hostnanme. Note that the set of
nanes in a certificate is the set of names that could be affected by
a conprom se of any other server naned in the set: the strength of
any server in the set of names is deternined by the weakest of those
servers that offer the nanes.

The way to mitigate this risk is to limt the nunber of nanmes that
any server can speak for and to ensure that all servers in the set
have a strong mnini mum configuration as described in [ TLS- REC],
Section 3.9.

Multiple Reference ldentifiers
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Thi s specification describes how a client may construct nultiple
acceptabl e reference identifiers and may match any of those reference
identifiers with the set of presented identifiers. [PKIX],

Section 4.2.1.10 describes a mechanismto allow CA certificates to be
constrained in the set of presented identifiers that they may include
within server certificates. However, these constraints only apply to
the explicitly enunerated nanme forns. For exanple, a CAthat is only
name- constrai ned for DNS-1Ds is not constrained for SRV-1Ds and URI -

I Ds, unless those nane forns are also explicitly included within the
name constraints extension.

A client that constructs multiple reference identifiers of different
types, such as both DNS-1Ds and SRV-1Ds as described in

Section 6.1.1, SHOULD take care to ensure that CAs issuing such
certificates are appropriately constrained. This MAY take the form
of local policy through agreenent with the issuing CA or MAY be
enforced by the client requiring that if one form of presented
identifier is constrained, such as a dNSName name constraint for DNS-
IDs, then all other forns of acceptable reference identities are also
constrai ned, such as requiring a unifornmResourcel ndi cator nane
constraint for URI-IDs.

Certificate Trust

Thi s docunent assunes that if a client trusts a given CA it trusts
all certificates issued by that CA. The certificate checking process
does not include additional checks for bad behavior by the hosts
identified with such certificates, for instance, rogue servers or
buggy applications. Any additional checks (e.g., checking the server
nane agai nst trusted block lists) are the responsibility of the
application protocol or the client itself.

| ANA Consi derations
Thi s docunent has no | ANA acti ons.
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Appendi x A, Changes from RFC 6125

Thi s docunent revises and obsol etes [VER FY] based on the decade of
experi ence and changes since it was published. The major changes, in
no particular order, include:

*

The only legal place for a certificate wildcard is as the conplete
| eft-nost |abel in a domain nane.

The server identity can only be expressed in the subjectAl t Nanes
extension; it is no longer valid to use the commonNane RDN, known
as CN-1D in [VERI FY].

Det ai | ed di scussion of pinning (configuring use of a certificate
that doesn’t match the criteria in this docunment) has been renopved
and replaced with two paragraphs in Section 6.6.

The sections detailing different target audi ences and which
sections to read (first) have been renoved.

Ref erences to the X. 500 directory, the survey of prior art, and



the sanple text in Appendi x A have been renoved.
* Al references have been updated to the | atest versions.
* The TLS SNI extension is no longer new, it is comonpl ace.

* Additional text on multiple identifiers, and their security
consi derations, has been added.

* | P-IDreference identifiers have been added. This builds on the
definition in [HTTP], Section 4.3.5.

* The docunent title has been shortened because the previous title
was difficult to cite.
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