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Abstract

The Network Tinme Protocol version 4 (NTPv4), as defined in RFC 5905,
is the nechani smused by NTP clients to synchronize with NTP servers
across the Internet. This docunent describes a conpanion application
to the NTPv4 client, named "Khronos", that is used as a "watchdog"”

al ongsi de NTPv4 and that provides inproved security against time-
shifting attacks. Khronos involves changes to the NTP client’s
system process only. Since it does not affect the wire protocol, the
Khronos nechanismis applicable to current and future tinme protocols.
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I nt roduction

NTPv4, as defined in [ RFC5905], is vulnerable to tinme-shifting
attacks in which the attacker changes (shifts) the clock of a network
device. Time-shifting attacks on NTP clients can be based on
interfering with the conmuni cati on between the NTP clients and
servers or conpronising the servers thenselves. Tine-shifting
attacks on NTP are possible even if NITP comunication is encrypted
and authenticated. A weaker machine-in-the-niddle (MTM attacker
can shift time sinply by dropping or delaying packets, whereas a
powerful attacker that has full control over an NTP server can do so
by explicitly determning the NTP response content. This docunent
introduces a tine-shifting mtigation nechani smcalled "Khronos"
Khronos can be integrated as a background-nonitoring application
(wat chdog) that guards against tine-shifting attacks in any NTP
client. An NTP client that runs Khronos is interoperable with NTPv4
servers that are conpatible with [ RFC5905]. The Khronos mechani sm
does not affect the wire nechanism therefore, it is applicable to
any current or future tinme protocol

Khronos is a nechanismthat runs in the background, continuously
monitoring the client clock (which is updated by NTPv4) and
calculating an estimated offset (referred to as the "Khronos tine
offset"). \When the offset exceeds a predefined threshold (specified
in Section 5.2), this is interpreted as the client experiencing a
time-shifting attack. In this case, Khronos updates the client’s

cl ock.

When the client is not under attack, Khronos is passive. This allows
NTPv4 to control the client’s clock and provides the ordinary high
preci sion and accuracy of NIPv4. Wen under attack, Khronos takes
control of the client’s clock, mtigating the tine shift while
guaranteeing relatively high accuracy with respect to UTC and

preci sion, as discussed in Section 7.

By | everaging techniques fromdistributed conputing theory for tine
synchroni zati on, Khronos achi eves accurate tinme even in the presence
of powerful attackers who are in direct control of a | arge nunber of
NTP servers. Khronos will prevent shifting the clock when the ratio
of conpromised tine sanples is below 2/3. |In each polling interval,
a Khronos client randomy sel ects and sanples a few NTP servers out
of a local pool of hundreds of servers. Khronos is carefully
engineered to mnimze the | oad on NTP servers and the comunication
overhead. In contrast, NTPv4 enploys an algorithmthat typically
relies on a small subset of the NTP server pool (e.g., four servers)
for time synchronization and is much nore vulnerable to time-shifting
attacks. Configuring NTPv4 to use several hundreds of servers will
increase its security, but will incur very high network and
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comput ati onal overhead conpared to Khronos and will be bounded by a
conprom sed ratio of half of the tine sanples

A Khronos client iteratively "crowdsources" tinme queries across NIP
servers and applies a provably secure algorithmfor elimnating
"suspi ci ous" responses and for averagi ng over the remaining
responses. In each Khronos poll interval, the Khronos client
selects, uniformy at random a small subset (e.g., 10-15 servers) of
a |l arge server pool (containing hundreds of servers). \While Khronos
queries around three times nore servers per polling interval than
NTP, Khronos's polling interval can be longer (e.g., 10 tines |onger)
than NTPv4, thereby minimzing the | oad on NTP servers and the
communi cati on overhead. Modreover, Khronos’s random server selection
may even help to distribute queries across the whol e pool

Khronos’s security was eval uated both theoretically and
experinentally with a prototype inplenentation. According to this
security analysis, if a local Khronos pool consists of, for exanple,
500 servers, one-seventh of whom are controlled by an attacker and
Khronos queries 15 servers in each Khronos poll interval (around 10
times the NTPv4 poll interval), then over 20 years of effort are
required (in expectation) to successfully shift tinme at a Khronos
client by over 100 ms from UTC. The full exposition of the formal
anal ysis of this guarantee is available at [Khronos].

Khronos nmaintains a tine offset value (the Khronos tine offset) and
uses it as a reference for detecting attacks. This tine offset val ue
conputation differs fromthe current NTPv4 in two key aspects:

* First, in each Khronos poll interval, Khronos periodically
comruni cates with only a few (tens) randomy sel ected servers out
of a pool consisting of a |large nunber (e.g., hundreds) of NIP
servers.

* Second, Khronos conputes the Khronos tine offset based on an
appr oxi mat e agreenent technique to renmove outliers, thus liniting
the attacker’s ability to contaminate the tinme sanples (offsets)
derived fromthe queried NTP servers

These two aspects all ow Khronos to nminimze the |oad on the NTP

servers and to provide provabl e security guarantees agai nst both MTM

attackers and attackers capabl e of conprom sing a | arge nunber of NTP
servers.

We note that, to sone extent, Network Tine Security (NTS) [ RFC8915]

could nmake it nore challenging for attackers to perform M TM att acks,

but is of little inpact if the servers thenselves are conpromn sed.
Conventions Used in This Docunent

1. Terns and Abbreviations

NTPv4: Network Tine Protocol version 4. See [RFC5905].

System process: See the "Selection Al gorithnm and the "C uster
Al gorithnt sections of [RFC5905].

Security Requirements: See "Security Requirenents of Tinme Protocols
in Packet Switched Networks" [RFC7384].

NTS: Network Time Security. See "Network Time Security for the
Net work Tinme Protocol" [RFC8915].

2. Notations

When describing the Khronos algorithm the followi ng notation is
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| Notation | Meaning |
| n | The nunber of candi date servers in a Khronos pool

| | (potentially hundreds). |
TS o +
| m | The nunber of servers that Khronos queries in each

| | poll interval (up to tens). |
T e +
| w | An upper bound on the di stance between any |
| | "truechinmer" NTP server (as in [RFC5905]) and UTC. |
TS o +
| B | An upper bound on the client’s clock error rate |
| | (ns/sec). |
T T e +
| ERR | An upper bound on the client’s clock error between |
| | Khronos polls (ns). |
TS o +
| K | The nunber of Khronos pool resanplings until |
| | reaching "panic node". |
T T e +
| H | Predefined threshold for a Khronos tine offset |
| | triggering clock update by Khronos. |
TS o +

Tabl e 1: Khronos Notation

The recomrended val ues are discussed in Section 3. 3.
Khr onos Desi gn

Khronos periodically queries a set of m(tens) servers froma | arge
(hundreds) server pool in each Khronos poll interval, where the m
servers are selected fromthe server pool at random Based on
enpirical analyses, to mnimze the | oad on NTP servers while

provi ding high security, the Khronos poll interval should be around
10 tines the NTPv4 poll interval (i.e., a Khronos clock update occurs
once every 10 NTPv4 cl ock updates). |In each Khronos poll interval,

if the Khronos tine offset exceeds a predeterm ned threshold (denoted
as H), an attack is indicated.

Unl ess an attack is indicated, Khronos uses only one sanple from each
server (avoiding the "Clock Filter Algorithni as defined in

Section 10 of [RFC5905]). When under attack, Khronos uses severa
sampl es from each server and executes the "Clock Filter Al gorithni
for choosing the best sanple fromeach server with lowjitter. Then,
given a sanple fromeach server, Khronos discards outliers by
executing the procedure described in Section 3.2.

Bet ween consecutive Khronos polls, Khronos keeps track of clock

of fsets, e.g., by catching clock discipline (as in [RFC5905]) calls.
The sum of offsets is referred to as the "Khronos inter-poll offset"
(denoted as tk), which is set to zero after each Khronos poll.

.1. Khronos Calibration - Gathering the Khronos Poo

Calibration is performed the first time Khronos is executed and
periodically thereafter (once every two weeks). The calibration
process generates a | ocal Khronos pool of n (up to hundreds) NTP
servers that the client can synchronize with. To this end, Khronos
makes multiple DNS queries to the NTP pools. Each query returns a
few NTP server |Ps that Khronos combines into one set of |Ps

consi dered as the Khronos pool. The servers in the Khronos poo



shoul d be scattered across different regions to nake it harder for an
attacker to conpromise or gain MTM capabilities with respect to a

| arge fraction of the Khronos pool. Therefore, Khronos calibration
queries general NTP server pools (e.g., pool.ntp.org) and not just
the pool in the client’s state or region. |In addition, servers can

be selected to be part of the Khronos pool manually or by using other
NTP pools (such as NIST Internet time servers).

The first Khronos update requires mservers, which can be found in
several minutes. Moreover, it is possible to query several DNS poo
nanes to vastly accelerate the calibration and the first update.

The calibration is the only Khronos part where DNS traffic is
generated. Around 125 DNS queries are required by Khronos to obtain
addresses of 500 NTP servers, which is higher than Khronos pool size
(n). Assuming the calibration period is two weeks, the expected DNS
traffic generated by the Khronos client is |less than 10 DNS queries
per day, which is usually several orders of magnitude |ower than the
total daily nunmber of DNS queries per machine.

3.2. Khronos's Poll and System Processes

I n each Khronos poll interval, the Khronos system process randomy
chooses a set of m(tens) servers out of the Khronos pool of n
(hundreds) servers and sanples them Note that the randommess of the
server selection is crucial for the security of the scheng;

therefore, any Khronos inplenentation nmust use a secure randonness

i npl ement ati on such as what is used for encryption key generation

Khronos’s polling times of different servers may spread uniformy
within its poll interval, which is simlar to NTPv4. Servers that do
not respond during the Khronos poll interval are filtered out. |If

| ess than one-third of the mservers are left, a new subset of
servers is inmedi ately sanpled in the exact sane manner (which is
called the "resanpling" process).

Next, out of the time samples received fromthis chosen subset of
servers, the lowest third of the sanples’ offset values and the
hi ghest third of the sanples’ offset values are discarded.

Khronos checks that the following two conditions hold for the
remai ni ng sanpl ed offsets (considering w and ERR defined in Table 1):

*  The maxi mal di stance between every two of fsets does not exceed 2w
(can be verified by considering just the m ni nrum and the naxi mum
of f sets).

* The distance between the offset’s average and the Khronos inter-
poll offset is ERR+2w at nost.

In the event that both of these conditions are satisfied, the average
of the offsets is set to be the Khronos tine offset. O herw se,
resanpling is perforned. This process spreads the Khronos client’s
queries across servers, thereby inproving security agai nst powerful
attackers (as discussed in Section 5.3) and mitigating the effect of
a DoS attack on NTP servers that renders them non-responsive. This
resanpling process continues in subsequent Khronos poll intervals
until the two conditions are both satisfied or the nunmber of tines
the servers are resanpl ed exceeds a "panic trigger" (Kin Table 1).
In this case, Khronos enters pani c node.

I n pani ¢ node, Khronos queries all the servers in its local Khronos
pool, orders the collected tine sanples fromlowest to highest, and
elimnates the lowest third and the highest third of the sanples.
The client then cal cul ates the average of the renmaining sanples and
sets this average to be the new Khronos tinme offset.



If the Khronos tine offset exceeds a predeterm ned threshold (H), it
is passed on to the clock discipline algorithmin order to steer the
systemtine (as in [RFC5905]). |In this case, the user and/or admn
of the client nachine should be notified about the detected tine-
shifting attack, e.g., by a message witten to a relevant event |og
or displayed on screen

Note that resanpling i mediately follows the previous sanpling since
waiting until the next polling interval nay increase the time shift
in face of an attack. This shouldn’t generate high overhead since
the nunber of resanples is bounded by K (after K resanplings, panic
mode is in place) and the chances of ending up with repeated
resanpling are low (see Section 5 for nore details). Mreover, in an
interval follow ng a panic node, Khronos executes the same system
process that starts by querying only mservers (regardl ess of

previ ous panic).

3. 3. Khr onos’ s Reconmmended Par aneters

According to enpirical observations (presented in [ Khronos]),
querying 15 servers at each poll interval (i.e., me15) out of 500
servers (i.e., n=500) and setting wto be around 25 s provi des both
high time accuracy and good security. Specifically, when selecting
w=25 s, approximately 83% of the servers’ clocks are, at nost, w
away from UTC and within 2w from each other, satisfying the first
condition of Khronos's system process. For a simlar reason, the
threshold for a Khronos tine offset triggering a clock update by
Khronos (H) should be between w and 2w, the default is 30 ns. Note
that in order to support scenarios with congested |links, using a

hi gher w val ue, such as 1 second, is recomended.

Furt hernore, according to Khronos security analysis, setting Kto be

3 (i.e., if the two conditions are not satisfied after three
resanpl i ngs, then Khronos enters panic node) is safe when facing
time-shifting attacks. In addition, the probability of an attacker

forcing a panic node on a client when K=3 is negligible (less than
0. 000002 for each polling interval).

Khronos's effect on precision and accuracy are di scussed in Sections
5 and 7.

4. QOperational Considerations

Khronos is designed to defend NTP clients fromtine-shifting attacks
whil e using public NTP servers. As such, Khronos is not applicable
for data centers and enterprises that synchronize with |ocal atonic
cl ocks, GPS devices, or a dedicated NTP server (e.g., due to
regul ati ons).

Khronos can be used for devices that require and depend upon
ti mekeeping within a configurable constant distance from UTC

4. 1. Load Consi der ati ons

One requirenent from Khronos is not to induce excessive |oad on NTP
servers beyond that of NTPv4, even if it is widely integrated into
NTP clients. W discuss bel ow the possible causes for a Khronos-

i nduced | oad on servers and how this can be niti gated.

Servers in pool.ntp.org are weighted differently by the NITP server
pool when assigned to NTP clients. Specifically, server owners
define a "server weight" (the "netspeed" paraneter) and servers are
assigned to clients probabilistically according to their proportiona
wei ght. Khronos's queries are equally distributed across a pool of
servers. To avoid overloading servers, Khronos queries servers |ess



frequently than NTPv4, with the Khronos query interval set to 10
times the default NTPv4 naxpoll (interval) paraneter. Hence, if
Khronos queries are targeted at servers in pool.ntp.org, any target
increase in server load (in terns of nmultiplicative increase in
queries or nunber of bytes per second) is controlled by the pol

i nterval configuration, which was anal yzed in [ Ananke].

Consi der the scenario where an attacker attenpts to generate
significant | oad on NTP servers by triggering nultiple consecutive
pani ¢ nodes at nultiple NTP clients. W note that to acconplish
this, the attacker nust have M TM capabilities with respect to the
communi cati on between each and every client in a | arge group of
clients and a large fraction of all NITP servers in the queried pool
This inplies that the attacker nust either be physically |ocated at a
central location (e.g., at the egress of a large I SP) or launch a

wi de-scal e attack (e.g., on BGP or DNS); thereby, it is capable of
carrying simlar and even higher inpact attacks regardl ess of Khronos
clients.

Security Considerations
.1. Threat WMbdel

The t hreat nodel enconpasses a broad spectrum of attackers inpacting
a subset (e.g., one-third) of the servers in NIP pools. These
attackers can range froma fairly weak (yet dangerous) M TM attacker
that is only capable of delaying and dropping packets (e.g., using
the Bufferbloat attack [ RFC8033]) to an extrenely powerful attacker
who is in control of (even authenticated) NTP servers and is capable
of fully determ ning the values of the time sanples returned by these
NTP servers (see detailed attacker discussion in [ RFC7384]).

For exanple, the attackers covered by this nodel m ght be:

1. in direct control of a fraction of the NTP servers (e.g., by
exploiting a software vul nerability),

2. an ISP (or other attacker at the Autononous Systemlevel) on the
default BGP paths fromthe NTP client to a fraction of the
avai |l abl e servers,

3. a nation state with authority over the owners of NIP servers in
its jurisdiction, or

4. an attacker capable of hijacking (e.g., through DNS cache
poi soning or BGP prefix hijacking) traffic to sonme of the
avai | abl e NTP servers

The details of the specific attack scenario are abstracted by
reasoni ng about attackers in ternms of the fraction of servers with
respect to which the attacker has adversarial capabilities.
Attackers that can inmpact comunications with (or control) a higher
fraction of the servers (e.g., all servers) are out of scope.

Consi dering the pool size across the world to be in the thousands,
such attackers will nost |ikely be capable of creating far worse
damage than tine-shifting attacks

Not abl y, Khronos provides protection fromM TM and powerful attacks
that cannot be achi eved by cryptographi c authentication protocols
since, even with such neasures in place, an attacker can stil

i nfluence tine by dropping/del ayi ng packets. However, adding an

aut hentication |layer (e.g., NIS [RFC8915]) to Khronos w |l enhance
its security guarantees and enabl e the detection of various spoofing
and nodi fication attacks.

Mor eover, Khronos uses randomess to independently select the queried



servers in each poll interval, preventing attackers from exploiting
observations of past server sel ections.

5.2. Attack Detection

Khronos detects tine-shifting attacks by constantly nonitoring
NTPv4's (or potentially any other current or future tinme protocol)
clock and the offset conputed by Khronos and checki ng whet her the

of fset exceeds a predeternined threshold (H. NTPv4 controls the
client’s clock unless an attack was detected. Under attack, Khronos
takes control over the client’s clock in order to prevent its shift.

Anal ytical results (in [Khronos]) indicate that if a |ocal Khronos
pool consists of 500 servers, one-seventh of whomare controlled by a
M TM attacker, and 15 of those servers are queried in each Khronos
poll interval, then success in shifting time of a Khronos client by
even a small degree (100 ns) takes nany years of effort (over 20
years in expectation). See a brief overview of Khronos’'s security
anal ysi s bel ow.

5.3. Security Analysis Overview

Time sanples that are at nost w away from UTC are consi dered "good",
wher eas ot her sanples are considered "malicious”". Two scenarios are
consi der ed:

* Scenario A Less than two-thirds of the queried servers are under
the attacker’s control

* Scenario B: The attacker controls nore than two-thirds of the
queried servers

Scenari o A consists of two sub-cases

1. There is at |east one good sanple in the set of sanples not
elimnated by Khronos (in the middle third of sanples), and

2. there are no good sanples in the remaining set of sanples.

In sub-case 1, the other remmining sanples, including those provided
by the attacker, nust be close to a good sanple (otherw se, the first
condition of Khronos’'s system process in Section 3.2 is violated and
a new set of servers is chosen). This inplies that the average of
the remaini ng sanpl es nust be close to UTC

In sub-case 2, since nore than a third of the initial sanples were
good, both the (discarded) third-Iowest-value sanples and the

(di scarded) third-highest-value sanmpl es nmust each contain a good
sample. Hence, all the remnaining sanples are bounded from both above
and bel ow by good sanmples, and so is their average val ue, inplying
that this value is close to UTC [ RFC5905].

In Scenario B, the worst possibility for the client is that all
remai ni ng sanples are malicious (i.e., more than w away from UTC).
However, as proved in [Khronos], the probability of this scenario is
extrenely low, even if the attacker controls a large fraction (e.qg.
one-fourth) of the n servers in the | ocal Khronos pool. Therefore,
the probability that the attacker repeatedly reaches this scenario
decreases exponentially, rendering the probability of a significant
time shift negligible. W can express the inprovenent ratio of
Khronos over NTPv4 by the ratios of their single-shift probabilities.
Such ratios are provided in Table 2, where higher values indicate

hi gher inprovenent of Khronos over NTPv4 and are al so proportional to
the expected tinme until a time-shift attack succeeds once.



[ S ooty sty ety ety ety e ety o
| Attack | 6 | 12 | 18 | 24 | 30 |
| Ratio | Sanples | Samples | Sanples | Sanples | Sanples |
[ oo~ e el oo s e el oo
| 1/3 | 1.93e+01 | 3.85e+02 | 7.66e+03 | 1.52e+05 | 3.03e+06 |
+-------- R i R i R i R i R i +
| 1/5 | 1.25e+01 | 1.59e+02 | 2.01e+03 | 2.54e+04 | 3. 22e+05

+-------- F--- - - F--- - - F--- - - F--- - - F--- - - +
| 1/7 | 1.13e+01 | 1.29e+02 | 1.47e+03 | 1.67e+04 | 1.90e+05 |
F----- - - R R R R R +
| 1/9 | 8.54e+00 | 7.32e+01 | 6.25e+02 | 5.32e+03 | 4.52e+04 |
+-------- R i R i R i R i R i +
| 1/10 | 5.83e+00 | 3.34e+01 | 1.89e+02 | 1.07e+03 | 6.04e+03

+-------- F--- - - F--- - - F--- - - F--- - - F--- - - +
| 1/15 | 3.21e+00 | 9.57e+00 | 2.79e+01 | 8.05e+01 | 2.31e+02 |
F----- - - R R R R R +

Tabl e 2: Khronos | nprovenent

In addition to evaluating the probability of an attacker successfully
shifting time at the client’s clock, we also evaluated the
probability that the attacker succeeds in launching a DoS attack on
the servers by causing many clients to enter panic node (and querying
all the servers in their local Khronos pools). This probability
(with the previous paraneters of n=500, nrl5, w=25, and K=3) is
negligible even for an attacker who controls a | arge nunber of
servers in clients’ |ocal Khronos pools, and it is expected to take
decades to force a panic node

Furt her details about Khronos’s security guarantees can be found in
[ Khr onos] .

Khr onos Pseudocode

The pseudocode for Khronos Time Sanpling Schene, which is invoked in

each Khronos poll interval, is as foll ows:

counter =0

S =[]

T =1]

Wil e counter < K do
S = sanple(m //get sanples from (tens of) randomy chosen servers
T =Dbi _side trimsS,1/3) //trimlowest and highest thirds

if (max(T) - mn(T) <=2w) and (|avg(T) - tk] < ERR + 2w), then
return avg(T) // Nornal case
end
counter ++
end
/1 panic node
S = sanpl e(n)
T = bi-sided-trim(S,1/3) //trimlowest and hi ghest thirds
return avg(T)

Note that if clock disciplines can be called during this pseudocode’s
execution, then each tine offset sanple, as well as the final output
(Khronos tinme offset), should be nornalized with the sum of the clock
disciplines offsets (tk) at the tinme of conputing it.

Precision vs. Security

Since NTPv4 updates the clock at tinmes when no tine-shifting attacks
are detected, the precision and accuracy of a Khronos client are the
same as NTPv4 at these tines. Khronos is proved to naintain an
accurate estimation of the UTC with high probability. Therefore,
when Khronos detects that client’s clock error exceeds a threshold



(H, it considers it to be an attack and takes control over the
client’s clock. As aresult, the time shift is mtigated and high
accuracy is guaranteed (the error is bounded by H).

Khronos is based on crowdsourci ng across servers and regi ons, changes
the set of queried servers nore frequently than NTPv4 [Khronos], and
avoi ds sone of the filters in NIPv4’s system process. These factors
can potentially harmits precision. Therefore, a snoothing mechani sm
can be used where instead of a sinple average of the remaining
sanples, the snallest (in absolute value) offset is used unless its

di stance fromthe average is higher than a predefined val ue.

Prelim nary experinents denonstrated prom sing results with precision
simlar to NTPv4.

In applications such as multi-source nmedia streaning, which are
highly sensitive to tinme differences anong hosts, note that it is
advi sabl e to use Khronos at all hosts in order to obtain high
precision, even in the presence of attackers that try to shift each
host in a different magnitude and/or direction. Another approach
that is nore efficient for these cases may be to allow direct tine
synchroni zati on between one host who runs Khronos to others.

8. | ANA Consi derati ons

Thi s docunment has no | ANA acti ons.
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