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Abst ract

Thi s docunent describes the use of the Bidirectional Forwarding
Detection (BFD) protocol in point-to-point Generic Network
Virtualization Encapsul ati on (Geneve) unicast tunnels used to make up
an overlay network.
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I nt roducti on

"CGeneve: Ceneric Network Virtualization Encapsul ati on"” [ RFC3926]
provi des an encapsul ation schene that allows building an overl ay
networ k of tunnels by decoupling the address space of the attached
virtual hosts fromthat of the network

Thi s docunent describes the use of the Bidirectional Forwarding
Detecti on (BFD) protocol [RFC5880] to enable nmonitoring the
continuity of the path between two Geneve tunnel endpoints, which may
be a Network Virtualization Edge (NVE) or another device acting as a
Geneve tunnel endpoint. Specifically, the asynchronous node of BFD,
as defined in [ RFC5880], is used to nonitor a point-to-point (P2P)
Geneve tunnel. The support for the BFD Echo function is outside the
scope of this docunment. For sinplicity, an NVE is used to represent
the Geneve tunnel endpoint. A Tenant System (TS) is used to
represent the physical or virtual device attached to a Geneve tunne
endpoint fromthe outside. A Virtual Access Point (VAP) is the NVE
side of the interface between the NVE and the TS, and a VAP is a

| ogi cal network port (virtual or physical) into a specific virtua
network. For detailed definitions and descriptions of NVE, TS, and
VAP, please refer to [ RFC7365] and [ RFC8014].

The use cases and the depl oynent of BFD for Geneve are nostly
consistent with what’s described in Sections 1 and 3 of [RFC8971].
One exception is the usage of the Managenment Virtual Network
Identifier (VNI), which is described in [ GENEVE-QAM and is outside
the scope of this docunent.

As specified in Section 4.2 of [RFC8926], Geneve MJST be used with
congestion controlled traffic or within a Traffic-Managed Controll ed
Envi ronment (TMCE) to avoid congestion; that requirenent also applies
to BFD traffic. Specifically, considering the conplexity and
immaturity of the BFD congestion control nechanism BFD for Geneve
MUST be used within a TMCE unless BFD is really congestion
controlled. As an alternative to a real congestion control, an
operator of a TMCE depl oying BFD for Geneve is required to provision
the rates at which BFD is transnitted to avoid congestion and fal se
failure detection.

Conventions Used in This Docunent
1. Abbreviations

BFD: Bidirectional Forwardi ng Detection

FCS: Franme Check Sequence

Geneve: Ceneric Network Virtualization Encapsul ation

NVE: Network Virtualization Edge

TMCE: Traffic-Managed Control | ed Environnent

TS: Tenant System

VAP: Virtual Access Point



VNI : Virtual Network ldentifier
VXLAN: Virtual eXtensible Local Area Network
2.2. Requirements Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

3. BFD Packet Transmi ssion over a Geneve Tunnel

Since the Geneve data packet payload rmay be either an Ethernet frane
or an | P packet, this docunent defines two formats of BFD packet
encapsul ati on in Geneve. The BFD session is originated and

term nated at the VAP of an NVE. The selection of the BFD packet
encapsul ati on is based on how t he VAP encapsul ates the data packets.
If the payload is IP, then BFD over IPis carried in the payload. |If
the payload is Ethernet, then BFD over | P over Ethernet is carried in
the payload. This occurs in the sane manner as BFD over IP in the IP
payl oad case, regardl ess of what the Ethernet payload m ght normally
carry.

4. BFD Encapsul ation with the I nner Ethernet/|P/ UDP Header
If the VAP that originates the BFD packets is used to encapsul ate
Et hernet data frames, then the BFD packets are encapsul ated in Geneve
as described bel ow. The Geneve packet formats over |IPv4 and | Pv6 are
defined in Sections 3.1 and 3.2 of [RFC8926], respectively. The
outer | P/UDP and Geneve headers are encoded by the sender as defined
in [RFC8926]. Note that the outer |IP header and the inner |P header
may not be of the sane address famly. |In other words, an outer |Pv6
header accompani ed by an inner |Pv4 header and an outer |Pv4 header
acconpani ed by an inner |Pv6 header are both possible.
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Fi gure 1: Geneve Encapsul ation of a BFD Control Packet with the Inner
Et hernet/ | P/ UDP Header

The BFD packet MJST be carried inside the inner Ethernet frame of the
Geneve packet. The inner Ethernet frane carrying the BFD Control
packet has the follow ng format:

I nner Ethernet Header:
Destinati on MAC. Media Access Control (MAC) address of a VAP of
the term nating NVE.

Source MAC. MAC address of a VAP of the originating NVE

| P Header:
Source IP: |P address of a VAP of the originating NVE. If the
VAP of the originating NVE has no | P address, then the IP
address 0.0.0.0 for IPv4 or ::/128 for |1 Pv6 MJUST be used.

Destination IP: |P address of a VAP of the terminating NVE. |f
the VAP of the terminating NVE has no | P address, then the IP
address 127.0.0.1 for 1Pv4 or ::1/128 for | Pv6 MJST be used.

TTL or Hop Limt: The TTL for IPv4 or Hop Limt for |Pv6 MJST be
set to 255 in accordance with [ RFC5881], which specifies the
| Pv4/ 1 Pv6 singl e-hop BFD.

The fields of the UDP header and the BFD Control packet are
encoded as specified in [ RFC5881].

When the BFD packets are encapsulated in Geneve in this way, the
Geneve header defined in [ RFC8926] follows the value set bel ow

* The Opt Len field MIST be set as consistent with the Geneve
specification ([ RFC8926]) dependi ng on whether or not Geneve
options are present in the frane. The use of Geneve options with
BFD i s beyond the scope of this docunent.

* The Obit MIST be set to 1, which indicates this packet contains a
control message.

* The C bit MJST be set to 0, which indicates there isn't any
critical option.

* The Protocol Type field MJST be set to 0x6558 (Ethernet frane).

* The Virtual Network ldentifier (VNI) field MIST be set to the VNI
nunber that the originating VAP is napped to.

Denul tipl exi ng a BFD Packet Wen the Payl oad |Is Ethernet

Once a packet is received, the NVE validates the packet as descri bed
in [RFC8926]. When the payload is Ethernet, the Protocol Type field
equal s 0x6558. The destinati on MAC address of the inner Ethernet
frane matches the MAC address of a VAP, which is mapped to the sane
VNI as the received VNI. Then, the destination IP, the UDP
destination port, and the TTL or Hop Limit of the inner |IP packet



MJST be validated to determ ne whether the received packet can be
processed by BFD (i.e., the three field values of the inner |IP packet
MUST be in conpliance with what's defined in Section 4 of this
docunent, as well as Section 4 of [RFC5881]). |If the validation
fails, the received packet MJST NOT be processed by BFD.

In BFD over Ceneve, a BFD session is originated and term nated at a
VAP. Usually one NVE owns nultiple VAPs. Since multiple BFD
sessions nay be runni ng between two NVEs, there needs to be a
mechani sm for denul tipl exi ng recei ved BFD packets to the proper
session. Furthernore, due to the fact that [RFC8014] allows for
N-to-1 mappi ng between VAPs and VNIs at one NVE, nmultiple BFD
sessions between two NVEs for the same VNI are allowed. Also, note
that a BFD session can only be established between two VAPs that are
mapped to the sane VNI and that use the sanme way to encapsul ate data
packets.

If the BFD packet is received with the value of the Your
Discrimnator field set to O, then the BFD session SHOULD be
identified using the VNI nunber and the inner Ethernet/|P header.
The inner Ethernet/|P header stands for the source MAC, the source
I P, the destination MAC, and the destination IP. An inplenmentation
MAY use the inner UDP port source nunber to aid in demultiplexing
incom ng BFD Control packets. If it fails to identify the BFD
session, the incom ng BFD Control packets MJST be dropped, and an
exception event indicating the failure should be reported to the
management .

If the BFD packet is received with a non-zero Your Discrinm nator,

then the BFD sessi on MUST be demultiplexed only with the Your

Di scrim nator as the key.

BFD Encapsul ati on with the Inner | P/ UDP Header

If the VAP that originates the BFD packets is used to encapsulate IP

data packets, then the BFD packets are encapsul ated in Geneve as

descri bed bel ow. The Geneve packet formats over |Pv4 and | Pv6 are

defined in Sections 3.1 and 3.2 of [RFC8926], respectively. The

outer | P/UDP and Geneve headers are encoded by the sender as defined

in [RFC8926]. Note that the outer |IP header and the inner |P header

may not be of the sane address famly. |In other words, an outer |Pv6

header accompani ed by an inner |Pv4 header and an outer |Pv4 header

acconpani ed by an inner |Pv6 header are both possible.
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Figure 2: Geneve Encapsul ati on of a BFD Control Packet with the
I nner | P/ UDP Header

The BFD packet MJUST be carried inside the inner |IP packet of the
Geneve packet. The inner | P packet carrying the BFD Control packet
has the foll owing format:

I nner | P Header:
Source IP: |P address of a VAP of the originating NVE.

Destination IP: |P address of a VAP of the term nating NVE

TTL or Hop Limt: The TTL for IPv4 or Hop Limt for |IPv6 MIST be
set to 255 in accordance with [ RFC5881], which specifies the
| Pv4/1 Pv6 single-hop BFD.

The fields of the UDP header and the BFD Control packet are
encoded as specified in [ RFC5881].

When the BFD packets are encapsulated in Geneve in this way, the
Geneve header defined in [ RFC8926] follows the val ue set bel ow

* The Opt Len field MIST be set as consistent with the Geneve
speci fication ([ RFC8926]) dependi ng on whet her or not Geneve
options are present in the frane. The use of Geneve options with
BFD i s beyond the scope of this docunent.

* The O bit MJST be set to 1, which indicates this packet contains a
control nessage

* The C bit MJST be set to 0, which indicates there isn’'t any
critical option.

* The Protocol Type field MIUST be set to 0x0800 (IPv4) or 0x86DD
(1 Pv6), depending on the address fanmly of the inner |P packet.

* The Virtual Network ldentifier (VNI) field MIST be set to the VNI
nunber that the originating VAP is mapped to.

Denul ti pl exi ng a BFD Packet When the Payload Is IP

Once a packet is received, the NVE validates the packet as descri bed
in [RFC8926]. When the payload is IP, the Protocol Type field equals
0x0800 or 0x86DD. The destination |IP address of the inner |IP packet
mat ches the | P address of a VAP, which is nmapped to the sane VNI as
the received VNI. Then, the UDP destination port and the TTL or Hop
Limt of the inner | P packet MJST be validated to determn ne whether
or not the received packet can be processed by BFD (i.e., the two
field values of the inner IP packet MJST be in conpliance with what’s
defined in Section 5 of this docunent as well as Section 4 of

[ RFC5881]). |If the validation fails, the received packet MJST NOT be
processed by BFD.

If the BFD packet is received with the value of the Your



8.

8.

1.

Discrimnator field set to O, then the BFD sessi on SHOULD be
identified using the VNI nunber and the inner |IP header. The inner

| P header stands for the source IP and the destination IP. An

i mpl ementati on MAY use the inner UDP port source nunber to aid in
demul ti pl exi ng i ncom ng BFD Control packets. |If it fails to identify
the BFD session, the incom ng BFD Control packets MJST be dropped,
and an exception event indicating the failure should be reported to

t he managenent .

If the BFD packet is received with a non-zero Your Discrimnator,
then the BFD sessi on MUST be demultipl exed only with the Your
Di scrimnator as the key.

Security Considerations

Security issues discussed in [ RFC8926] and [ RFC5880] apply to this
docunent. Particularly, the BFD is an application that is run at the
two Geneve tunnel endpoints. The |IP underlay network and/or the
Geneve option can provide security between the peers, which are
subject to the issue of overload described below. The BFD introduces
no security vulnerabilities when run in this manner. Considering
Geneve does not have any inherent security nechani sns, BFD

aut hentication as specified in [ RFC5880] is RECOVMMENDED to be
utilized.

Thi s docunent supports establishing nultiple BFD sessions between the
sanme pair of NVEs. For each BFD session over a pair of VAPs residing
in the same pair of NVEs, there SHOULD be a mechanismto control the
maxi mum nunmber of such sessions that can be active at the same tine.
Particularly, assum ng an exanple that each NVE of the pair of NVEs
has N VAPs using Ethernet as the payload, then there could be N
squar ed BFD sessions running between the pair of NVEs. Considering N
could be a high nunber, the N squared BFD sessions could result in
overload of the NVE. In this case, it’'s recommended that N BFD
sessions covering all N VAPs are run for the pair of NVEs. Generally
speaki ng, the nunmber of BFD sessions is supposed to be enough as |ong
as all VAPs of the pair of NVEs are covered.

I ANA Consi derations
Thi s docunent has no | ANA acti ons.
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