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Abst r act

In the DNS, resolvers enploy caching to reduce both |atency for end
users and | oad on authoritative nane servers. The process of
resolution may result in one of three types of responses: (1) a
response containing the requested data, (2) a response indicating the
requested data does not exist, or (3) a non-response due to a
resolution failure in which the resolver does not receive any usefu
information regarding the data’s existence. This document concerns
itself only with the third type.

RFC 2308 specifies requirenents for DNS negative caching. There,
caching of TYPE 2 responses is mandatory and caching of TYPE 3
responses is optional. This docunent updates RFC 2308 to require
negative caching for DNS resolution failures.

RFC 4035 al | ows DNSSEC validation failure caching. This docunent
updates RFC 4035 to require caching for DNSSEC validation fail ures.

RFC 4697 prohibits aggressive requerying for NS records at a failed
zone's parent zone. This docunent updates RFC 4697 to expand this
requirenent to all query types and to all ancestor zones.
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I nt roducti on

Cachi ng has al ways been a fundanmental conmponent of DNS resol ution on
the Internet. For exanple, [RFC0882] states:

| The sheer size of the database and frequency of updates suggest
| that it must be maintained in a distributed nmanner, with | oca
| caching to inprove perfornmance

The early DNS RFCs ([ RFC0882], [RFC0883], [RFCL034], and [ RFC1035])
primarily discuss caching in the context of what [RFC2308] calls
"positive responses”, that is, when the response includes the
requested data. In this case, a TTL is associated with each Resource
Record (RR) in the response. Resolvers can cache and reuse the data
until the TTL expires.

Section 4.3.4 of [ RFC1034] describes negative response caching, but
notes it is optional and only tal ks about nane errors (NXDOVAI N).
This is the origin of using the SOA MNIMUM field as a negative
caching TTL.

[ RFC2308] updated [ RFC1034] to specify new requirements for DNS
negative caching, including naking it mandatory for caching resolvers
to cache nane error (NXDOVAIN) and no data (NODATA) responses when an
SOA record is available to provide a TTL. [RFC2308] further

speci fied optional negative caching for two DNS resolution failure
cases: server failure and dead/unreachabl e servers

Thi s docunent updates [ RFC2308] to require negative caching of all
DNS resolution failures and provi des additional exanples of
resolution failures, [RFC4035] to require caching for DNSSEC
validation failures, as well as [RFC4697] to expand the scope of
prohi biting aggressive requerying for NS records at a failed zone’s
parent zone to all query types and to all ancestor zones.

.1. Mbdtivation

Operators of DNS services have known for sonme time that recursive
resol vers become nore aggressi ve when they experience resolution



failures. A nunber of different anecdotes, experinents, and
i ncidents support this claim

I n Decenber 2009, a secondary server for a nunmber of in-addr.arpa
subdomai ns saw its traffic suddenly double, and queries of type
DNSKEY in particul ar increase by approximately two orders of
magni t ude, coinciding with a DNSSEC key roll over by the zone operator
[ DNSSEC- ROLLOVER]. This predated a signed root zone, and an
operating system vendor was providing non-root trust anchors to the
recursive resol ver, which becane out of date followi ng the rollover
Unabl e to validate responses for the affected in-addr.arpa zones,
recursive resol vers aggressively retried their queries.

In 2016, the Internet infrastructure conpany Dyn experienced a | arge
attack that inpacted many high-profile custoners. As docunented in a
technical presentation detailing the attack (see [ RETRY-STORM ), Dyn
staff wote:

| At this point we are now experiencing botnet attack traffic and
| what is best classified as a "retry stornt
I
I

Looking at certain |large recursive platforns > 10x normal vol unme

In 2018, the root zone Key Signing Key (KSK) was rolled over

[ KSK- ROLLOVER]. Throughout the rollover period, the root servers
experienced a significant increase in DNSKEY queries. Before the
roll over, a.root-servers.net and j.root-servers.net together received
about 15 million DNSKEY queries per day. At the end of the
revocation period, they received 1.2 billion per day: an 80x
increase. Rempoval of the revoked key fromthe zone caused DNSKEY
queries to drop to post-rollover but pre-revoke |evels, indicating
there is still a population of recursive resolvers using the previous
root trust anchor and aggressively retryi ng DNSKEY queri es.

In 2021, Verisign researchers used botnet query traffic to
demonstrate that certain large public recursive DNS services exhibit
very high query rates when all authoritative nane servers for a zone
return refused (REFUSED) or server failure (SERVFAIL) responses (see
[ BOTNET]). When the authoritative servers were configured normally,
query rates for a single botnet domain averaged approxi mately 50
queries per second. However, with the servers configured to return
SERVFAI L, the query rate increased to 60,000 per second.

Furt hernore, increases were al so observed at the root and Top-Leve
Domain (TLD) |evels, even though del egations at those |evels were
unchanged and conti nued operating nornally.

Later that sane year, on Cctober 4, Facebook experienced a w despread
and wel | -publicized outage [ FB-OQUTAGE]. During the 6-hour outage,
none of Facebook’s authoritative name servers were reachable and did
not respond to queries. Recursive nane servers attenpting to resolve
Facebook domai ns experienced tineouts. During this tinme, query
traffic on the .COM.NET infrastructure increased from7,000 to

900, 000 queries per second [ OUTAGE- RESOLVER] .

1.2. Rel ated Wrk

[ RFC2308] describes negative caching for four types of DNS queries
and responses: nane errors, no data, server failures, and dead/
unreachabl e servers. It places the strongest requirements on
negative caching for nanme errors and no data responses, while server
failures and dead servers are left as optional

[ RFC4697] is a Best Current Practice that docunents observed

resol ution m sbehaviors. It describes a nunber of situations that
can lead to excessive queries fromrecursive resolvers, including
requerying for del egation data, |ame servers, responses bl ocked by



1.3.

firewalls, and records with zero TTL. [RFC4697] makes a numnber of
recomendati ons, varying from"SHOULD' to "MJST".

[ THUNDERI NG- HERD] descri bes "The DNS t hundering herd problem as a
situation arising when cached data expires at the sanme tinme for a

| arge number of users. Although that document is not focused on
negative caching, it does describe the benefits of conmbining multiple
i dentical queries to upstream nane servers. That is, when a
recursive resolver receives nultiple queries for the sane nane,

class, and type that cannot be answered from cached data, it should
conmbine or join theminto a single upstream query rather than emt
repeated identical upstream queries.

[ RFC5452], "Measures for Making DNS More Resilient against Forged
Answers", includes a section that describes the phenonmenon known as
"Birthday Attacks". Here, again, the problem arises when a recursive
resolver emits nultiple identical upstreamqueries. Miltiple

out standi ng queries make it easier for an attacker to guess and
correctly match sone of the DNS nessage paraneters, such as the port
nunmber and ID field. This situation is further exacerbated in the
case of tineout-based resolution failures. O course, DNSSEC is a
suitabl e defense to spoofing attacks.

[ RFC8767] describes "Serving Stale Data to | nprove DNS Resiliency".
This permits a recursive resolver to return possibly stale data when
it is unable to refresh cached, expired data. It introduces the idea
of a failure recheck tinmer and says:

| Attenpts to refresh from non-responsive or otherw se failing
| authoritative nameservers are recomrended to be done no nore
| frequently than every 30 seconds.

Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

DNS transport: In this docunment, "DNS transport” neans a protoco
used to transport DNS nessages between a client and a server.
This includes "classic DNS' transports, i.e., DNS-over-UDP and
DNS- over - TCP [ RFC1034] [ RFC7766], as well as newer encrypted DNS
transports, such as DNS-over-TLS [ RFC7858], DNS-over-HITPS
[ RFC8484], DNS-over-QU C [ RFC9250], and sim | ar communication of
DNS nmessages using other protocols. Note: at the tine of witing,
not all DNS transports are standardi zed for all types of servers
but may becone standardized in the future.

Condi tions That Lead to DNS Resol ution Failures

A DNS resolution failure occurs when none of the servers available to
a resolver client provide any useful response data for a particul ar
query nane, type, and class. A response is considered useful when it
provides either the requested data, a referral to a descendant zone,
or an indication that no data exists at the given nane.

It is conmon for resolvers to have nultiple servers fromwhich to
choose for a particular query. For exanple, in the case of stub-to-
recursive, the stub resolver may be configured with nultiple
recursive resol ver addresses. In the case of recursive-to-
authoritative, a given zone usually has nore than one nane server (NS
record), each of which can have multiple I P addresses and nultiple
DNS transports.



Not hing in this docunment prevents a resolver fromretrying a query at
a different server or the same server over a different DNS transport.
In the case of timeouts, a resolver can retry the sane server and DNS
transport a limted nunber of tines.

If any one of the avail able servers provides a useful response, then
it is not considered a resolution failure. However, if none of the
servers for a given query tuple <nane, type, class> provide a usefu
response, the result is a resolution failure.

Not e that NXDOMAI N and NOERROR/ NODATA responses are not conditions
for resolution failure. 1In these cases, the server is providing a
useful response, indicating either that a nanme does not exist or that
no data of the requested type exists at the nane. These negative
responses can be cached as described in [ RFC2308].

The remai nder of this section describes a nunber of different
conditions that can lead to resolution failure. This section is not
exhaustive. Additional conditions may be expected to cause simlar
resol ution failures.

2.1. SERVFAIL Responses

Server failure is defined in [RFCL035] as: "The name server was
unabl e to process this query due to a problemw th the name server."
A server failure is signaled by setting the RCODE field to SERVFAIL

Aut horitative servers return SERVFAIL when they don’t have any valid
data for a zone. For exanple, a secondary server has been configured
to serve a particular zone but is unable to retrieve or refresh the
zone data fromthe primary server

Recursive servers return SERVFAIL in response to a nunber of
different conditions, including nmany described bel ow.

Al t hough the extended DNS errors method exists "primarily to extend
SERVFAIL to provide additional information,” it "does not change the
processi ng of RCODEs" [RFC8914]. This docunent operates at the |eve
of resolution failure and does not concern particul ar causes.

2.2. REFUSED Responses

A name server returns a nessage with the RCODE field set to REFUSED
when it refuses to process the query, e.g., for policy or other
reasons [ RFC1035].

Aut horitative servers generally return REFUSED when processing a
query for which they are not authoritative. For exanple, a server
that is configured to be authoritative for only the exanple.net zone
may return REFUSED in response to a query for exanple.com

Recursive servers generally return REFUSED for query sources that do
not match configured access control lists. For exanple, a server
that is configured to allow queries fromonly 2001: db8:1::/48 may
return REFUSED in response to a query from 2001: db8: 5:: 1.

2.3. Tinmeouts and Unreachabl e Servers

A timeout occurs when a resolver fails to receive any response froma
server within a reasonable amount of time. Additionally, a DNS
transport may nore quickly indicate |lack of reachability in a way
that wouldn’t be considered a tineout: for exanple, an | CVP port
unreachabl e nessage, a TCP "connection refused" error, or a TLS
handshake failure. [RFC2308] refers to these conditions collectively
as "dead / unreachabl e servers".
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Note that resolver inplenmentations may have two types of timeouts: a
smal l er tinmeout that mght trigger a query retry and a |larger tineout
after which the server is considered unresponsive. Section 3.1
di scusses the requirements for resolvers when retrying queries.

Ti meouts can present a particular problemfor negative caching,
dependi ng on how t he resol ver handl es nultiple outstandi ng queries
for the same <query name, type, class> tuple. For exanple, consider
a very popul ar website in a zone whose nane servers are all
unresponsive. A recursive resolver mght receive tens or hundreds of
queries per second for that website. |If the recursive server

i mpl ementation joins these outstanding queries together, then it only
sends one recursive-to-authoritative query for the nunerous pending
stub-to-recursive queries. However, if the inplenentation does not
join outstandi ng queries together, then it sends one recursive-to-
authoritative query for each stub-to-recursive query. |If the
incoming query rate is high and the timeout is large, this m ght
result in hundreds or thousands of recursive-to-authoritative queries
while waiting for an authoritative server to tinme out.

A recursive resol ver that does not join outstandi ng queries together
is nore susceptible to Birthday Attacks ([ RFC5452], Section 5),
especially when those queries result in timeouts.

Del egati on Loops
A del egation | oop, or cycle, can occur when one donmain utilizes nane

servers in a second domain, and the second domai n uses nane servers
inthe first. For exanple:

FOO. EXAMPLE. NS NS1. EXAMPLE. COM
FOO. EXAMPLE. NS NS2. EXAMPLE. COM
EXAMPLE. COM NS NS1. FOO. EXAMPLE
EXAMPLE. COM NS NS2. FOO. EXAMPLE.

In this exanmpl e, no names under foo.exanple or exanple.com can be
resol ved because of the delegation loop. Note that a del egation | oop
may involve nore than two donains. A resolver that does not detect
del egation | oops may generate DDoS-1evels of attack traffic to
authoritative nanme servers, as docunmented in the TsuNAME

vul nerability [ TSuNAME] .

Alias Loops

An alias | oop, or cycle, can occur when one CNAME or DNAME RR refers
to a second nanme, which, in turn, is specified as an alias for the
first. For exanple:

APP. FOO. EXAVPLE. CNAME  APP. EXAVPLE. NET.
APP. EXAMPLE. NET. CNAVE  APP. FOO. EXAVPLE

The need to detect CNAME | oops has been known since at |east
[ RFC1034], which states in Section 3.6.2:

| O course, by the robustness principle, domain software should not
| fail when presented with CNAME chains or | oops; CNAME chai ns
| should be foll owed and CNAME | oops signalled as an error

DNSSEC Val i dati on Fail ures

For zones that are signed with DNSSEC, a resolution failure can occur
when a security-aware resol ver believes it should be able to
establish a chain of trust for an RRset but is unable to do so,
possibly after trying multiple authoritative name servers. DNSSEC
validation failures may be due to signature m smatch, m ssing DNSKEY
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RRs, problems with denial -of -existence records, clock skew, or other
reasons.

Section 4.7 of [RFC4035] already di scusses the requirenents and
reasons for caching validation failures. Section 3.4 of this
docunent strengthens those requirenents.

7. FORMERR Responses

A name server returns a nessage with the RCODE field set to FORMERR
when it is unable to interpret the query [RFCL035]. FORMERR
responses are often associated with probl enms processing Extension
Mechani sns for DNS (EDNS(0)) [RFC6891]. Authoritative servers may
return FORVERR when they do not inplenment EDNS(0), or when EDNS(0)
option fields are nmal forned, but not for unknown EDNS(0) options.

Upon recei pt of a FORMERR response, sone recursive clients will retry
their queries w thout EDNS(0), while others will not. Nonetheless,
resolution failures from FORVERR responses are rare.

Requi renments for Caching DNS Resol ution Fail ures
1. Retries and Tineouts

A resolver MJUST NOT retry a given query to a server address over a
given DNS transport nore than twice (i.e., three queries in total)
bef ore considering the server address unresponsive over that DNS
transport for that query.

A resolver MAY retry a given query over a different DNS transport to
the sane server if it has reason to believe the DNS transport is
availabl e for that server and is conpatible with the resolver’s
security policies.

Thi s docunent does not place any requirenents on how |l ong an

i mpl ementation should wait before retrying a query (aka a timeout

val ue), which may be inplenentation or configuration dependent. It
is generally expected that typical tinmeout values range from3 to 30
seconds.

2. Caching

Resol vers MUST i npl ement a cache for resolution failures. The
purpose of this cache is to elimnate repeated upstream queries that
cannot be resolved. Wen an inconing query matches a cached
resolution failure, the resolver MJST NOT send any correspondi ng
outgoing queries until after the cache entries expire.

I mpl enentation details for such a cache are not specified in this
docunent. The inplenmentation nmight cache different resolution
failure conditions differently. For exanple, DNSSEC validation
failures m ght be cached according to the queried nane, class, and
type, whereas unresponsive servers night be cached only according to
the server’s | P address. Devel opers should document their

i mpl ement ati on choi ces so that operators know what behaviors to
expect when resolution failures are cached.

Resol vers MJST cache resolution failures for at |east 1 second.

Resol vers MAY cache different types of resolution failures for
different (i.e., longer) anmounts of time. Consistent with [RFC2308],
resolution failures MJUST NOT be cached for |onger than 5 m nutes.

The mi ni mum cache durati on SHOULD be configurable by the operator. A
| onger cache duration for resolution failures will reduce the
processi ng burden fromrepeated queries but may al so i ncrease the
time to recover fromtransitory issues.
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Resol vers SHOULD enpl oy an exponential or |inear backoff algorithmto
i ncrease the cache duration for persistent resolution failures. For
exanple, the initial time for negatively caching a resolution failure
m ght be set to 5 seconds and increased after each retry that results
in another resolution failure, up to a configurable maxi num not to
exceed the 5-minute upper limt.

Not wi t hst andi ng t he above, resolvers SHOULD i npl ement neasures to
mtigate resource exhaustion attacks on the failed resolution cache.
That is, the resolver should linmt the anount of menory and/or
processing time devoted to this cache.

Requeryi ng Del egation Information
Section 2.1 of [RFC4697] identifies circunstances in which

| ...every name server in a zone’s NS RRSet is unreachable (e.qg.,
| during a network outage), unavailable (e.g., the nanme server

| process is not running on the server host), or msconfigured

| (e.g., the name server is not authoritative for the given zone,
| also known as "lane").

It prohibits unnecessary "aggressive requerying"” to the parent of a
non-responsi ve zone by sending NS queri es.

The probl em of aggressive requerying to parent zones is not linited
to queries of type NS. This docunent updates the requirenment from
Section 2.1.1 of [RFC4697] to apply nore generally:

| Upon encountering a zone whose nane servers are all non-

| responsive, a resolver MJIST cache the resolution failure.

| Furthernore, the resolver MUST |imt queries to the non-responsive
| zone's parent zone (and to other ancestor zones) just as it would
| limt subsequent queries to the non-responsive zone.

DNSSEC Val i dati on Fail ures
Section 4.7 of [RFC4035] states:

| To prevent such unnecessary DNS traffic, security-aware resolvers
| MAY cache data with invalid signatures, with some restrictions.

Thi s docunent updates [ RFC4035] with the foll owi ng, stronger,
requirenent:

| To prevent such unnecessary DNS traffic, security-aware resolvers
| MJIST cache DNSSEC validation failures, with sone restrictions.

One of the restrictions nentioned in [RFC4035] is to use a small TTL
when caching data that fails DNSSEC validation. This is, in part,
because the provided TTL cannot be trusted. The advice from

Section 3.2 herein can be used as gui dance on TTLs for cachi ng DNSSEC
validation failures

I ANA Consi derations
Thi s docunent has no | ANA acti ons.

Security Consi derations
As noted in Section 3.2, an attacker m ght attenpt a resource
exhaustion attack by sending queries for a | arge nunber of nanes and/
or types that result in resolution failure. Resolvers SHOULD

i mpl ement neasures to protect thenselves and bound the anmount of
menory devoted to caching resolution failures
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A cache poisoning attack (see Section 2.2 of [RFC7873]) resulting in
deni al of service may be possibl e because failure nessages cannot be
signed. An attacker mght generate queries and send forged failure
messages, causing the resolver to cease sending queries to the
authoritative name server (see Section 2.6 of [RFC4732] for a simlar
"data corruption attack"” and Section 5.2 of [TuDoor] for a "DNSDoS
attack"). However, this would require continued spoofing throughout
the backoff period and repeated attacks due to the 5-m nute cache
limt. As in Section 4.1.12 of [RFC4686], this attack’'s effects
woul d be "localized and of limted duration"”

Privacy Consi derations
Thi s specification has no inpact on user privacy.
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