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Abst r act

Thi s specification updates the registration policies for adding new
entries to registries within the | ANA "Secure Shell (SSH) Protocol

Par armet ers" group of registries. Previously, the registration policy
was generally I ETF Review, as defined in RFC 8126, although a few
registries require Standards Action. This specification changes it
fromI|ETF Review to Expert Review. This docunent updates RFCs 4250,
4716, 4819, and 8308.

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
https://ww. rfc-editor.org/info/rfc9519

Copyright Notice

Copyright (c) 2024 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust

i nclude Revised BSD License text as described in Section 4.e of the
Trust Legal Provisions and are provided without warranty as descri bed
in the Revised BSD License.

Tabl e of Contents

1. Introduction

1.1. Requirenents Language
SSH Prot ocol Paraneters Affected
Desi gnat ed Expert Poo
| ANA Consi derati ons
Security Consi derations

.  References
6.1. Normative References
6.2. Informative References

Acknowl edgenent s

Aut hor’ s Addr ess

SEUEAEN



1.

1.

I nt roduction

The | ANA "Secure Shell (SSH) Protocol Paraneters" registry was

popul ated by several RFCs including [RFC4250], [RFC4716], [RFC4819],
and [ RFC8308]. CQutside of some narrow val ue ranges that require

St andards Action in order to add new val ues or that are marked for
Private Use, the registration policy for other portions of the
registry was | ETF Revi ew [ RFC8126]. This specification changes the
policy from|ETF Review to Expert Review. This change is in line
with sinilar changes undertaken for certain |Psec and TLS registries.

1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

SSH Prot ocol Paraneters Affected

The following table Iists the "Secure Shell (SSH) Protocol

Par armet ers" registries whose registration policy has changed from

| ETF Review to Expert Review. Where this change applied to a
specific range of values within the particul ar paraneter, that range
is given in the notes colum. Affected registries nowlist this
docunent as a reference.

| Par armet er Name | RFC | Not es

[ s b ooy s s s s o}
| Aut henti cati on Met hod | [ RFC4250] |

| Nanes | |
e - .
| Channel Connection | [ RFC4250] | 0x00000001- OXFDFFFFFF
| Fai | ure Reason Codes | | (i nclusive)

| and Descriptions | |

o mm e e e e e e a— oo oo S o e e e e e e oo
| Conpressi on Al gorithm | [RFC4250] |

| Names | |
T T TRy S IR Fom e meeeeeemeecieaaaas
| Connecti on Protocol | [ RFC4250] |

| Channel Request Nanes | |

o mm e e e e e e a— oo oo S o e e e e e e oo
| Connecti on Protocol | [ RFC4250] |

| Channel Types | |

T S IR Fom e meeeeeemeecieaaaas
| Connecti on Protocol | [ RFC4250] |

| G obal Request Nanes | |

o mm e e e e e e a— oo oo S o e e e e e e oo
| Connecti on Protocol | [ RFC4250] |

| Subsyst em Nanes | |
T T TRy S IR Fom e meeeeeemeecieaaaas
| D sconnecti on Messages | [ RFC4250] | 0x00000001- OxFDFFFFFF
| Reason Codes and | | (i nclusive)

| Descri ptions | |
O S O
| Encryption Al gorithm | [RFC4250] |

| Nanes | |

o e e e e e e e meme oo N Tt
| Ext ended Channel Data | [RFC4250] | 0x00000001- OxFDFFFFFF
| Transfer data_ type_code | | (i nclusive)

| and Dat a | |
e - .
| Ext ensi on Nanes | [ RFC8308] |



| Key Exchange Met hod | [ RFC4250] | |

I Names I I I
O S O +
| MAC Al gorithm Nanes | [ RFC4250] | |
T T TRy S IR Fom e meeeeeemeecieaaaas +
| Pseudo- Ter mi nal Encoded | [ RFC4250] | |
| Term nal Modes | | |
o mm e e e e e e a— oo oo S o e e e e e e oo +
| Public Key Al gorithm | [ RFC4250] | |
I Nares I I I
T T TRy S IR Fom e meeeeeemeecieaaaas +
| Publ i ckey Subsystem | [ RFC4819] | |
| Attributes | | |
o mm e e e e e e a— oo oo S o e e e e e e oo +
| Publ i ckey Subsystem | [ RFC4819] | |
| Request Nanes | | |
T T TRy S IR Fom e meeeeeemeecieaaaas +
| Publ i ckey Subsystem | [ RFC4819] | |
| Response Nanes | | |
o mm e e e e e e a— oo oo S o e e e e e e oo +
| Servi ce Nanes | [ RFC4250] | |
e . . +
| Si gnal Nanes | [ RFC4250] | |
o e e e e e e e meme oo N Tt +
| SSH Public-Key File | [RFC4716] | Excludi ng header-tags

| Header Tags | | begi nning with x- |
O S O +

Table 1: Secure Shell (SSH) Protocol Parameters Affected

The only | ANA SSH protocol paraneter registries not affected are
"Message Nunbers" and "Publickey Subsystem Status Codes", as these
remain Standards Action due to their linmted resources as one-byte
regi stry val ues.

Desi gnat ed Expert Poo

Expert Review [ RFC8126] registry requests are registered after a

t hree-week review period on the <ssh-reg-review@etf.org> nailing
list, and on the advice of one or nore designated experts. However,
to allow for the allocation of values prior to publication, the

desi gnated experts nmay approve registration once they are satisfied
that such a specification will be published.

Regi stration requests sent to the nailing list for review SHOULD use
an appropriate subject (e.g., "Request to register value in SSH
protocol parameters <specific parameter> registry").

Wthin the review period, the designated experts will either approve
or deny the registration request, comrunicating this decision to the
review list and | ANA. Denials MJST include an explanation and, if
appl i cabl e, suggestions as to how to make the request successful

Regi stration requests that are undetermined for a period | onger than
21 days can be brought to the ESG s attention (using the
<iesg@etf.org> mailing list) for resolution

Criteria that SHOULD be applied by the designated experts includes
det ermi ni ng whether the proposed registration duplicates existing
functionality (which is not pernmitted), whether it is likely to be of
general applicability or useful only for a single application, and
whet her the registration description is clear

| ANA MUST only accept registry updates fromthe designated experts
and the |ESG It SHOULD direct all requests for registration from
ot her sources to the review mailing list.
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6.

It is suggested that nultiple designated experts be appointed who are
abl e to represent the perspectives of different applications using
this specification, in order to enable broadly infornmed revi ew of
registration decisions. In cases where a registration decision could
be perceived as creating a conflict of interest for a particular
expert, that expert SHOULD defer to the judgment of the other
experts.

| ANA Consi der ati ons

This menmo is entirely about updating the I ANA "Secure Shell (SSH)
Prot ocol Paraneters" registry.

Security Considerations

This meno does not change the Security Considerations for any of the
updat ed RFCs.
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