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I ntroduction

SRv6 refers to Segnent Routing instantiated on the |Pv6 data pl ane
[ RFC8402]. An SRv6 segnent is often referred to by its SRv6 Segnent
ldentifier (SID).

The network progranm ng paradi gm [ RFC8986] is central to SRv6. It
descri bes how different behaviors can be bound to SIDs and how a
net wor k program can be expressed as a conbi nati on of Sl Ds.

An SRv6-capabl e node maintains all the SRv6 segnents explicitly
instantiated | ocally.

The 1S-1S and OSPFv3 link-state routing protocols have been extended
to advertise sonme of these SRv6 SIDs and SRv6-rel ated information

[ RFC9352] [RFC9513]. O her SRv6 SIDs may be instantiated on a node
vi a ot her mechani snms for topol ogical or service functionalities.

The advertisenment of SR-related information along with the topol ogy
is specified in [RFCO085] for the MPLS data plane instantiation (SR
MPLS) and in [RFCO086] for BGP Egress Peer Engineering (EPE). On
simlar lines, introducing the SRv6-related information in BGP-LS
al | ows consuner applications that require topological visibility to
al so receive the SRv6 SIDs from nodes across an | GP donmain or even
across Autononous Systens (ASes) as required. This allows
applications to |l everage the SRv6 capabilities for network

pr ogr amm ng.

The identifying key of each |ink-state object, namely a node, Iink,
or prefix, is encoded in the Network Layer Reachability Infornmation
(NLRI'), and the properties of the object are encoded in the BGP-LS
Attribute [ RFC7752].

Thi s docunent descri bes extensions to BGP-LS to adverti se the SRv6



SIDs and other SRv6 information fromall the SRv6-capabl e nodes in
the 1 GP domai n when sourced fromlink-state routing protocols and
directly fromindividual SRv6-capabl e nodes (e.g., when sourced from
BGP for EPE)

.1. Requirenments Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

BGP- LS Ext ensions for SRv6

BGP- LS [ RFC7752] defines the Node, Link, and Prefix Link-State NLR
types and the advertisenment of their attributes via BGP

VWhen a BGP-LS router advertises topology information that it sources
fromthe underlying link-state routing protocol, it derives the
correspondi ng SRv6 information fromthe SRv6 extensions for IS-IS

[ RFC9352] or OSPFv3 [ RFC9513] as applicable. In practice, this
derivation conprises a sinple copy of the relevant fields fromthe
IS-1S or OSPFv3 TLV/ sub-TLV into the fields of the correspondi ng BGP-
LS TLV/ sub-TLV. When a BGP-LS router advertises topol ogy information
fromthe BGP routing protocol (e.g., for EPE) or advertises SRv6 SIDs
associated with a node using Direct as the Protocol-ID, it derives
the SRv6 information fromthe | ocal node. Such information is
advertised only on behalf of the local router, in contrast to the
adverti senent of information fromall nodes of an | GP donai n when
sourced froma link-state routing protocol

The SRv6 information pertaining to a node is advertised via the BGP-
LS Node NLRI using the BGP-LS Attribute TLVs as foll ows:

* The SRv6 capabilities of the node are advertised via the SRv6
Capabilities TLV (Section 3.1).

* ©Maxi mum SID Depth (MSD) types introduced for SRv6 are adverti sed
(Section 3.2) using the Node MSD TLV specified in [ RFC8814].

* Al gorithmsupport for SRv6 is advertised via the SR Al gorithm TLV
specified in [ RFCO085] .

The SRv6 information pertaining to a link is advertised via the BGP-
LS Link NLRI using the BGP-LS Attribute TLVs as foll ows:

* The SRv6 SID of the | GP Adjacency SID or the BGP EPE Peer
Adj acency SID [ RFC8402] is advertised via the SRv6 End. X SID TLV
introduced in this docunent (Section 4.1).

* The SRv6 SID of the | GP Adjacency SID to a non-Designated Router
(DR) or non-Designated Internediate System (DI'S) [ RFC8402] is
advertised via the SRv6 LAN End. X SID TLV introduced in this
docunent (Section 4.2).

* ©MBD types introduced for SRv6 are advertised (Section 4.3) using
the Link MSD TLV specified in [ RFC8814].

The SRv6 information pertaining to a prefix is advertised via the
BGP-LS Prefix NLRI using the BGP-LS Attribute TLVs as foll ows:

*  The SRv6 Locator is advertised via the SRv6 Locator TLV introduced
in this docunent (Section 5.1).

* The attributes of the SRv6 Locator are advertised via the Prefix



3.

1.

Attribute Flags TLV specified in [ RFCO085].

The SRv6 Sl Ds associated with the node are advertised using the BGP-
LS SRv6 SID NLRI introduced in this docunent (Section 6). This
enabl es the BGP-LS encoding to scale to cover a potentially |arge set
of SRv6 SIDs instantiated on a node with the granularity of

i ndividual SIDs and without affecting the size and scalability of the
BGP-LS updates. If the SRv6 SIDs had been advertised within the BGP-
LS Link Attribute associated with the existing Node NLRI, the BGP-LS
update woul d have grown rather large with the increase in SRv6 Sl Ds
on the node and woul d have al so required a | arge update nessage to be
generated for any change, even a change to a single SRv6 SID. BGP-LS
Attribute TLVs for the SRv6 SID NLRI are introduced in this docunent
as foll ows:

* The Endpoi nt behavior of the SRv6 SID is advertised via the SRv6
Endpoi nt Behavi or TLV (Section 7.1).

*  The BGP EPE Peer Node context for a PeerNode SID and the Peer Set
context for a PeerSet SID [RFC8402] are advertised via the SRv6
BGP Peer Node SID TLV (Section 7.2).

Subsequent sections of this docurment specify the encodi ng and usage
of these extensions. Al the TLVs introduced follow the formats and
common field definitions provided in [ RFC7752].

SRv6 Node Attri butes

The SRv6 attributes of a node are advertised using the BGP-LS
Attribute TLVs defined in this section and associated with the BGP-LS
Node NLRI.

SRv6 Capabilities TLV

This BGP-LS Attribute TLV is used to announce the SRv6 capabilities
of the node along with the BGP-LS Node NLRI and indicates the SRv6
support by the node. A single instance of this TLV MJST be incl uded
in the BGP-LS Attribute for each SRv6-capabl e node. The IS 1S SRv6
Capabi lities sub-TLV [ RFC9352] and the OSPFv3 SRv6 Capabilities TLV
[ RFC9513] that map to this BGP-LS TLV are specified with the ability
to carry optional sub-sub-TLVs and sub-TLVs. However, no such
extensions are currently defined. Mreover, the SRv6 Capabilities
TLV defined below is not extensible. As a result, it is expected
that any extensions will be introduced as top-level TLVs in the BGP-
LS Attribute. The SRv6 Capabilities TLV has the follow ng fornmat:

0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| Type | Lengt h |
i i i T i I S i e s o o i i
| FI ags | Reserved |

S T S S e R i S S S S o e S

Figure 1: SRv6 Capabilities TLV For mat

wher e:
Type: 1038
Length: 4

Flags: 2-octet field. The flags are copied fromthe IS-1S SRv6
Capabilities sub-TLV (Section 2 of [RFC9352]) or fromthe OSPFv3
SRv6 Capabilities TLV (Section 2 of [RFC9513]) in the case of IS-
IS or OSPFv3, respectively.



Reserved: 2-octet field that MJUST be set to O when originated and
i gnored on receipt.

3.2. SRv6 Node MSD Types

The Node MSD TLV [ RFC8814] of the BGP-LS Attribute of the Node NLRI
is also used to advertise the limts and the Segnment Routing Header
(SRH) [ RFCB8754] operations supported by the SRv6-capabl e node. The
SRv6 MSD types specified in Section 4 of [RFC9352] are al so used with
the BGP-LS Node MsD TLV, as these code points are shared between the
IS-1S, OSPF, and BGP-LS protocols. The description and semantics of
these new MSD types for BGP-LS are identical to those specified in

[ RFC9352] .

Each MSD type is encoded in the BGP-LS Node MSD TLV as a one-oct et
type followed by a one-octet value as derived fromthe IS-IS or
OSPFv3 Node MsSD advertisenents specified in [ RFC8814].

4. SRv6 Link Attributes

SRv6 attributes and SIDs associated with a link or adjacency are
advertised using the BGP-LS Attribute TLVs defined in this section
and associated with the BGP-LS Link NLRI.

4.1. SRv6 End. X SID TLV

The SRv6 End. X SID TLV is used to advertise the SRv6 SIDs associ ated
with an | GP Adjacency SID behavior that correspond to a point-to-
point or point-to-multipoint |link or adjacency of the node running
the 1S-1S or OSPFv3 protocols. The information advertised via this
TLV is derived fromthe IS-1S SRv6 End. X SID sub-TLV (Section 8.1 of
[ RFC9352]) or the OSPFv3 SRv6 End. X SID sub-TLV (Section 9.1 of

[ RFC9513]) in the case of IS 1S or OSPFv3, respectively. This TLV
can al so be used to advertise the SRv6 SID corresponding to the
underlying Layer 2 menber links for a Layer 3 bundle interface as a
sub-TLV of the L2 Bundle Menber Attribute TLV [ RFC9085].

This TLV is al so used by BGP-LS to advertise the BGP EPE Peer

Adj acency SID for SRv6 on the sane lines as specified for SRRMPLS in
[ RFC9086]. The SRv6 SID for the BGP Peer Adjacency using End. X
behaviors (viz. End. X, End. X with PSP, End. X with USP, and End. X with
PSP & USP) [RFC8986] indicates the cross-connect to a specific Layer
3 1link to the specific BGP session peer (neighbor).

More than one instance of this TLV (one for each SRv6 End. X SID) can
be included in the BGP-LS Attribute.

The TLV has the follow ng format:

0 1 2 3

01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Type | Lengt h |
B i s T T i i o S o T Ji I
| Endpoi nt Behavi or | FI ags | Al gorithm |
e L o i T S  t o i RIS S
| Wei ght | Reserved | SID (16 octets) ... |
i e e e e e o i e e e i ol T N S S
| SID (cont ...) |
B i s T T i i o S o T Ji I
| SID (cont ...) |
e L i e T S e e ok ok e
| SID (cont ...) |
i e R e s o e e T b i ol i N S T
| SID (cont ...) | Sub-TLVs (variable)



T S T I Al ol ST SN S S S S S S S S S i S SIS SN S O Y
Figure 2: SRv6 End. X SID TLV For mat

wher e:

Type: 1106

Length: variable

Endpoi nt Behavior: 2-octet field. The Endpoint behavi or code point
for this SRv6 SID as defined in Section 10.2 of [RFC8986].

Flags: 1 octet of flags. The flags are copied fromthe IS 1S SRv6
End. X SID sub-TLV (Section 8.1 of [RFC9352]) or the OSPFv3 SRv6
End. X SID sub-TLV (Section 9.1 of [RFC9513]) in the case of ISIS
or OSPFv3, respectively. |In the case of the BGP EPE Peer
Adj acency SID, the flags are as defined in Section 7. 2.

Algorithm 1-octet field. Al gorithmassociated with the SID.

Weight: 1-octet field. The value represents the weight of the SID
for the purpose of |oad balancing. The use of the weight is
defined in [ RFC8402].

Reserved: 1l-octet field that MJUST be set to O when originated and
i gnored on receipt.

SID: 16-octet field. This field encodes the advertised SRv6 SID as
a 128-bit val ue.

Sub-TLVs: Used to advertise sub-TLVs that provide additional
attributes for the specific SRv6 SID. This docunent defines one
in Section 8.

4.2. SRv6 LAN End. X SID TLV

For a LAN interface, an I GP node ordinarily announces only its

adj acency to the 1S 1S pseudonode (or the equivalent OSPF DR). The
informati on advertised via this TLV is derived fromthe 1S 1S SRv6
LAN End. X SID sub-TLV (Section 8.2 of [RFC9352]) or the OSPFv3 SRv6
LAN End. X SID sub-TLV (Section 9.2 of [RFC9513]) in the case of IS-IS
or OSPFv3, respectively. The SRv6 LAN End. X SID TLV allows a node to
announce the SRv6 SID corresponding to its adjacencies to all other
(i.e., non-DI'S or non-DR) nodes attached to the LANin a single

i nstance of the BGP-LS Link NLRI. Wthout this TLV, multiple BGP-LS
Link NLRIs woul d need to be originated, one for each neighbor, to
advertise the SRv6 End. X SID TLVs for those non-Dl S/ non- DR nei ghbors.
The SRv6 SID for these | GP adjacenci es using the End. X behavi ors
(viz. End. X, End. X with PSP, End. X with USP, and End. X with PSP &
USP) [ RFC8986] are advertised using the SRv6 LAN End. X SID TLW.

More than one instance of this TLV (one for each SRv6 LAN End. X SI D)
can be included in the BGP-LS Attribute.

The BGP-LS IS-1S SRv6 LAN End. X SID and BGP-LS OSPFv3 SRv6 LAN End. X
SID TLVs have the followi ng format:

0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| Type | Lengt h |
e L i i T e S ik ok i R S S
| Endpoi nt Behavi or | FI ags | Al gorithm |

i e e R e e o i S L b o o S R St
| Wi ght | Reserved | Nei ghbor 1D - |



i It S i R i SIE TR TR e |
| 1S-1S SystemID (6 octets) or OSPFv3 Router-I1D (4 octets) |
I T i S s S S S N S
| SID (16 octets) |
I i S i i S ik i S N SRR S
| SID (cont ...) |
B i s T T i i o S o T Ji I
| SID (cont ...) |
I I s S s S S it M DR SRS
| SID (cont ...) |
I i I i i S I ik i SR N SRR S
| Sub-TLVs (variable)

B i s T T i i o S o T Ji I

Figure 3: SRv6 LAN End. X SID TLV For nat
wher e:
Type: 1107 for I1S-1S and 1108 for OSPFv3
Length: variable

Endpoi nt Behavior: 2-octet field. The Endpoi nt behavi or code point
for this SRv6 SID as defined in Section 10.2 of [RFC8986].

Flags: 1 octet of flags. The flags are copied fromthe IS 1S SRv6
LAN End. X SID sub-TLV (Section 8.2 of [RFC9352]) or the OSPFv3
SRv6 LAN End. X SI D sub-TLV (Section 9.2 of [RFC9513]) in the case
of IS-1S or OSPFv3, respectively.

Algorithm 1-octet field. Algorithmassociated with the SID.

Weight: 1-octet field. The value represents the weight of the SID
for the purpose of |oad bal anci ng.

Reserved: 1l-octet field that MUST be set to O when originated and
i gnored on receipt.

Nei ghbor ID: 6 octets of Neighbor SystemIDin the IS-1S SRv6 LAN
End. X SID TLV or 4 octets of Neighbor Router-1D in the OSPFv3 SRv6
LAN End. X SID TLV.

SI D 16-octet field. This field encodes the advertised SRv6 SID as
a 128-bit val ue.

Sub-TLVs: Used to advertise sub-TLVs that provide additional
attributes for the specific SRv6 SID. This docunent defines one
in Section 8.

4.3. SRv6 Link MSD Types

The Link MSD TLV [ RFC8814] of the BGP-LS Attribute of the Link NLRI
is also used to advertise the limts and the SRH operati ons supported
on the specific link by the SRv6-capabl e node. The SRv6 MSD types
specified in Section 4 of [RFC9352] are also used with the BGP-LS
Link MsD TLV, as these code points are shared between the IS-1S,
OSPF, and BGP-LS protocols. The description and senantics of these
new MSD types for BGP-LS are identical as specified in [ RFC9352].

Each MsD type is encoded in the BGP-LS Link MSD TLV as a one-octet
type foll owed by a one-octet value as derived fromthe IS 1S or
OSPFv3 Link MsD advertisenents specified in [ RFC8814].

5. SRv6 Prefix Attributes

SRv6 attributes with an I Pv6 prefix are advertised using the BGP-LS



Attribute TLVs defined in this section and associated with the BG-LS
Prefix NLRI.

5. 1. SRv6 Locator TLV

As specified in [ RFC8986], an SRv6 SID conprises |ocator, function,
and argunent parts

A node is provisioned with one or nore |ocators supported by that
node. Locators are covering prefixes for the set of SIDs provisioned
on that node. Each locator is advertised as a BGP-LS Prefix NLR
object along with the SRv6 Locator TLV in its BGP-LS Attribute.

The information advertised via this TLV is derived fromthe IS-IS
SRv6 Locator TLV (Section 7.1 of [RFC9352]) or the OSPFv3 SRv6
Locator TLV (Section 7.1 of [RFC9513]) in the case of IS IS or
OSPFv3, respectively.

The 1 Pv6 Prefix matching the locator may al so be advertised as prefix
reachability by the underlying routing protocol. |In this case, the
Prefix NLRI would al so be associated with the Prefix Metric TLV

[ RFC7752] that carries the routing nmetric for this prefix. A Prefix
NLRI that has been advertised with a SRv6 Locator TLV is also
considered a normal routing prefix (i.e., prefix reachability) only
when there is also an I1GP Metric TLV (TLV 1095) associated it.

O herwise, it is only considered an SRv6 Locator advertisenent.

The SRv6 Locator TLV has the follow ng fornmat:

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Type | Length |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Fl ags | Al gorithm | Reserved |
i T s i o S i i S R I S I S S S M

| Metric |
B T S i T s i i e e SEI S
| Sub- TLVs (vari abl e)

R i T I e T S S e S TR S T e i I S e S e e e e o o

Figure 4: SRv6 Locator TLV For mat

wher e:

Type: 1162

Length: variable

Flags: 1 octet of flags. The flags are copied fromthe IS 1S SRv6
Locator TLV (Section 7.1 of [RFC9352]) or the OSPFv3 SRv6 Locat or
TLV (Section 7.1 of [RFC9513]) in the case of 1S IS or OSPFv3,
respectivel y.

Algorithm 1-octet field. Al gorithmassociated with the SID

Reserved: 2-octet field. The value MJST be set to O when origi nated
and ignored on receipt.

Metric: 4-octet field. The value of the netric for the | ocator
copied fromthe IS-1S SRv6 Locator TLV (Section 7.1 of [RFC9352])
or the OSPFv3 SRv6 Locator TLV (Section 7.1 of [RFC9513]) in the
case of IS-1S or OSPFv3, respectively.

Sub-TLVs: Used to advertise sub-TLVs that provide additiona
attributes for the given SRv6 Locator. Currently, none are



defi ned.
6. SRv6 SID NLRI

The Link-State NLRI defined in [RFC7752] is extended to carry the
SRv6 SI D information.

Thi s docunent defines the follow ng new Link-State NLRI type for SRv6
SID information: SRv6 SID NLRI (type 6).

The SRv6 SIDs associated with the node are advertised using the BGP-
LS SRv6 SID NLRI.

This new NLRI type has the followi ng format:

0 1 2 3
01234567890123456789012345678901
+- - - - - - - -+

| Protocol-ID |

el i I e i it T e e e e i i T o S e e S e T R R

| Identifier |
| (8 octets) |
I e I S R s S i ik N RN SR S
| Local Node Descriptors (variable) /1
B i s T T i i o S o T Ji I
| SRv6 SI D Descriptors (variable) /1
i I i S i S it N DR DU SRS

Figure 5: SRv6 SID NLRI For nat
wher e:

Protocol -1 D: 1-octet field that specifies the information source
protocol [RFC7752].

Identifier: 8-octet value as defined in [ RFC7752].

Local Node Descriptors TLV: Set of Node Descriptor TLVs for the
| ocal node as defined in [ RFC7752] for 1GPs, the Direct Protocol -
ID, and the Static configuration Protocol-1D or as defined in
[ RFC9086] for BGP.

SRv6 SID Descriptors: Set of SRv6 SID Descriptor TLVs. This field
MUST contain a single SRv6 SID Information TLV (Section 6.1) and
MAY contain the Multi-Topology Identifier TLV [ RFC7752].

New TLVs for advertisement within the BGP-LS Attribute [ RFC7752] are
defined in Section 7 to carry the attributes of an SRv6 SID.

6.1. SRv6 SID Information TLV

An SRv6 SID that is associated with the node and advertised using the
SRv6 SID NLRI is encoded using the SRv6 SID Information TLV.

VWhen advertising the SRv6 SIDs fromthe 1GPs, the SID information is
derived fromthe 1S 1S SRv6 End SID sub-TLV (Section 7.2 of

[ RFC9352]) or the OSPFv3 SRv6 End SI D sub-TLV (Section 8 of

[ RFC9513]) in the case of IS 1S or OSPFv3, respectively.

The TLV carries the SRv6 SIDs corresponding to the BGP Peer Node and
Peer Set Sl Ds [ RFC8402] when SRv6 BGP EPE functionality is enabled in
BGP.

The TLV has the follow ng fornmat:

0 1 2 3



01234567890123456789012345678901
B T S i T s i i e e SEI S
| Type | Length |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| SID (16 octets) ... |
i T s i o S i i S R I S I S S S M
| SID (cont ...) |
B T S i T s i i e e SEI S
| SID (cont ...) |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| SID (cont ...) |
i T s i o S i i S R I S I S S S M

Figure 6: SRv6 SID Information TLV For mat

wher e:
Type: 518
Length: 16

SID: 16-octet field. This field encodes the adverti sed SRv6 SID as
a 128-bit val ue.

7. SRv6 SID Attributes

This section specifies the TLVs to be carried in the BG Link State
Attribute associated with the BGP-LS SRv6 SI D NLRI

7.1. SRv6 Endpoi nt Behavior TLV

Each SRv6 SID instantiated on an SRv6-capabl e node has specific
instructions (called "behavior") bound to it. [RFC8986] describes
how behavi ors are bound to a SID and al so defines the initial set of
wel | - known behavi ors.

The SRv6 Endpoi nt Behavior TLV is a mandatory TLV that MJST be
included in the BGP-LS Attribute associated with the BGP-LS SRv6 SID
NLRI .

When advertising the SRv6 SIDs fromthe | GPs, the Endpoint behavior,
Fl ags, and Algorithmare derived fromthe 1S-1S SRv6 End SID sub-TLV
(Section 7.2 of [RFC9352]) or the OSPFv3 SRv6 End SID sub-TLV
(Section 8 of [RFC9513]) in the case of IS-IS or OSPFv3,
respectively.

When advertising the SRv6 Sl Ds corresponding to the BGP EPE
functionality, the Endpoint behavior corresponds to End. X and simlar
behavi ors. When advertising the SRv6 SIDs that are locally
instantiated on the node using Direct as the Protocol-1D, the
Endpoi nt behavi or corresponds to any SRv6 Endpoi nt behavi or

associ ated with the node. Flags are currently not defined. The

al gorithmval ue MJUST be 0 unless an algorithmis associated locally
with the SRv6 Locator fromwhich the SID is allocated.

The TLV has the follow ng fornat:
0 1 2 3

01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| Type | Lengt h |
B T S i T s i i e e SEI S
| Endpoi nt Behavi or | Fl ags | Algorithm |

T T S S e Sl it S SEp S S S S S SR S S

Figure 7: SRv6 Endpoi nt Behavi or TLV



wher e:

Type: 1250

Length: 4

Endpoi nt Behavior: 2-octet field. The Endpoint behavi or code point
for this SRv6 SID. Values are fromthe "SRv6 Endpoi nt Behavi ors"
I ANA registry (Section 10.2 of [RFC8986]).

Flags: 1 octet of flags. The flags map to the 1S-1S or OSPFv3
encodi ngs when advertising SRv6 SIDs corresponding to IGPs. No

flags are currently defined for SRv6 Sl Ds corresponding to BGP EPE

or for advertisenent of a SRv6 SID using Direct as the Protocol -

ID. Undefined flags MJST be set to O when originating and ignored

on receipt.
Algorithm 1-octet field. Algorithmassociated with the SID.
.2. SRv6 BGP PeerNode SID TLV

The BGP Peer Node and PeerSet SIDs for SR-MPLS are specified in

[ RFC9086]. Simlar Peer Node and Peer Set functionality can be
realized with SRv6 using SIDs with END. X behavior. Refer to
Appendi x A for sone differences between the signaling of these SlIDs
in SR-MPLS and SRv6. The SRv6 BGP PeerNode SID TLV is a nmandatory
TLV for use in the BGP-LS Attribute for an SRv6 SID NLRI advertised
by BGP for the EPE functionality. This TLV MJST be included al ong
with SRv6 SIDs that are associated with the BGP Peer Node or Peer Set
functionality.

The TLV has the follow ng fornat:
0 1 2 3

01234567890123456789012345678901
i S S T i S S e e i S S S S

| Type | Lengt h |
i i i T i I S i e s o o i i
| FI ags | Wi ght | Reserved |

i e e el T e e i T S e e
| Peer AS Nunber |
B i s T T i i o S o T Ji I
| Peer BGP ldentifier |
e L o i e S  th o i R S

Fi gure 8: SRv6 BGP Peer Node SID TLV For nat

wher e:
Type: 1251
Length: 12

Flags: 1 octet of flags with the follow ng definitions:

+-4- 4o+

+- - - -
| B S| PI
+o e e -

- - -+ +
I
B T T S S

Figure 9: SRv6 BGP EPE SID Fl ags For mat

B-Fl ag: Backup Flag. |If set, the SIDis eligible to be protected

usi ng Fast Reroute (FRR). The conputation of the backup
forwarding path and its association with the forwarding entry



for the Peer BGP ldentifier are inplenentation specific.

S-Flag: Set Flag. Wen set, the S-Flag indicates that the SID
refers to a set of BGP peering sessions (i.e., BGP Peer Set SID
functionality) and therefore MAY be assigned to one or nore
End. X SI Ds associated with BGP peering sessions.

P-Flag: Persistent Flag. Wen set, the P-Flag indicates that the
SIDis persistently allocated, i.e., the value renains
consi stent across router restart and/or session flap.

QO her bits are reserved for future use and MUST be set to O
when originated and ignored on receipt. The flags defined
above are also used with the SRv6 End. X SID TLV when
advertising the SRv6 BGP Peer Adjacency SID (Section 4.1).

Weight: 1-octet field. The value represents the weight of the SID
for the purpose of |oad balancing. The use of the weight is
defined in [ RFC8402].

Reserved: 2-octet field. The value MJST be set to 0 when origi nated
and ignored on receipt.

Peer AS Nunber: 4 octets of the BGP AS nunber of the peer router.

Peer BGP ldentifier: 4 octets of the BGP Identifier (BG Router-ID)
of the peer router.

For an SRv6 BGP EPE PeerNode SI D, one instance of this TLV is
associated with the SRv6 SID. For an SRv6 BGP EPE Peer Set Sl D,
multiple instances of this TLV (one for each peer in the "peer set")
are associated with the SRv6 SID and the S-Flag is set.

SRv6 SID Structure TLV

The SRv6 SID Structure TLV is used to advertise the |Iength of each

i ndi vidual part of the SRv6 SID as defined in [RFC8986]. It is an
optional TLV for use in the BGP-LS Attribute for an SRv6 SID NLRI and
as a sub-TLV of the SRv6 End. X SID, IS-1S SRv6 LAN End. X SI D, and
OSPFv3 SRv6 LAN End. X SID TLVs.

When advertising SRv6 SIDs fromthe IGPs, the SRv6 SID Structure
information is derived fromthe I1S-1S SRv6 SID Structure sub-sub-TLV
(Section 9 of [RFC9352]) or the OSPFv3 SRv6 SID Structure sub-TLV
(Section 10 of [RFC9513]) in the case of IS 1S or OSPFv3,
respectively.

When advertising the SRv6 SIDs corresponding to the BGP EPE
functionality or for advertising SRv6 SIDs using Direct as the
Protocol -1D, the SRv6 SID Structure information is derived fromthe
| ocal Iy provisioned SRv6 SID.

The TLV has the follow ng format:
0 1 2 3

01234567890123456789012345678901
T I T S S i T T S AR

I Type | Lengt h |
i e e R e T S i i i i ol SR SR S S
| LB Length | LN Length | Fun. Length | Arg. Length |

B i s T T i i o S o T Ji I
Figure 10: SRv6 SID Structure TLV

wher e:
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9

9

1.

2

3.

Type: 1252

Length: 4

LB Length: 1-octet field. SRv6 SID Locator Block length in bits.
LN Length: 1-octet field. SRv6 SID Locator Node length in bits.
Fun. Length: 1-octet field. SRv6 SID Function length in bits.
Arg. Length: 1l-octet field. SRv6 SID Argunent length in bits.

The sum of the LB Length, LN Length, Fun. Length, and Arg. Length
MUST be | ess than or equal to 128.

I ANA Consi derations

Per this docunent, |ANA has allocated code points in the "Border
Gateway Protocol - Link State (BGP-LS) Paraneters" registry group, as
described in the subsections bel ow

BGP-LS NLRI Types

| ANA has assigned the follow ng code points in the "BGP-LS NLRI
Types" registry:

=+t —-——————————————+t———————————+
| Type | NLRI Type | Reference |
[ b b oo el s oo
| 6 | SRv6 SID NLRI | RFC 9514

+------ S I F--- - - - +

Table 1: Addition to BGP-LS NLR
Types Registry

BGP-LS NLRI and Attribute TLVs

I ANA has assigned the followi ng TLV code points in the "BGP-LS NLR
and Attribute TLVS" registry:

| TLV Code Point | Description | Reference

[ gt ————— e ———————————_———————————— Ll pp—p—p—(————r
| 518 | SRv6 SID Infornation | RFC 9514

. S S +
| 1038 | SRv6 Capabilities | RFC 9514 |
. T S IR +
| 1106 | SRv6 End. X SID | RFC 9514 |
o e o e e e e e R +
| 1107 | 1S-1S SRv6 LAN End. X SID | RFC 9514 |
. S S +
| 1108 | OSPFv3 SRv6 LAN End. X SID | RFC 9514 |
. Fom e meemeeeeeeeccieeaaaaaa S IR +
| 1162 | SRv6 Locat or | RFC 9514 |
o e o e e e e e R +
| 1250 | SRv6 Endpoint Behavi or | RFC 9514

. O S +
| 1251 | SRv6 BGP PeerNode SID | RFC 9514 |
. Fom e meemeeeeeeeccieeaaaaaa S IR +
| 1252 | SRv6 SID Structure | RFC 9514

o e o e e e e e R +

Table 2: Additions to BGP-LS NLRI and Attribute TLVs
Regi stry

SRv6 BGP EPE SID Fl ags



10.

11.

Per this docunent, | ANA has created a new registry called "SRv6 BGP
EPE SID Fl ags" under the "Border Gateway Protocol - Link State (BGP-
LS) Paraneters" registry group. The allocation policy of this
registry is "Standards Action" according to [ RFC8126].

The initial contents of the registry are as foll ows:

F =t - ———————————————t———————————+
| Bit | Description | Reference

[ bbbl oo oo oo sy oo e e o)
| O | Backup Fl ag (B-Fl ag) | RFC 9514

+----- T F--- - - - +
| 1 | Set Flag (S Flag) | RFC 9514 |
+----- I T I +
| 2 | Persistent Flag (P-Flag) | RFC 9514

+----- I I I I +
| 3-7 | Unassigned | |
+----- T F--- - - - +

Table 3: New SRv6 BGP EPE SID Flags Registry
Manageabi |l ity Consi derations
This section is structured as recommended in [ RFC5706] .

The new protocol extensions introduced in this docunent augnent the
existing IGP topology information that is distributed via [ RFC7752].
Procedures and protocol extensions defined in this docunent do not
af fect the BGP protocol operations and nmanagenent other than as

di scussed in Section 6 (Manageability Considerations) of [RFC7752].
Specifically, the malfornmed attribute tests for syntactic checks in
Section 6.2.2 (Fault Managenent) of [RFC7752] now enconpass the new
BGP- LS extensions defined in this document. The semantic or content
checking for the TLVs specified in this docunment and their
association with the BGP-LS NLRI types or their BGP-LS Attribute are
left to the consuner of the BGP-LS information (e.g., an application
or a controller) and not BGP

The SR i nformation introduced in BGP-LS by this specification may be
used by BGP-LS consuner applications |like an SR Path Conputation
Engine (PCE) to learn the SRv6 capabilities of the nodes in the

topol ogy and the mapping of SRv6 segnents to those nodes. This can
enable the SR PCE to perform path conputations based on SR for
traffic-engineering use cases and to steer traffic on paths different
fromthe underlying | GP-based distributed best path conputation
Errors in the encoding or decoding of the SRv6 information may result
in the unavailability of such information to the SR PCE or incorrect
i nformati on being made available to it. This may result in the SR
PCE not being able to performthe desired SR-based optim zation
functionality or performing it in an unexpected or inconsistent
manner. The handling of such errors by applications |like SR PCE may
be inplementation specific and out of the scope of this docunent.

The manageability considerations related to BG EPE functionality are
di scussed in [RFCO086] in the context of SR-MPLS; they also apply to
thi s docunent in the context of SRv6.

The extensions specified in this document do not introduce any new
configuration or nonitoring aspects in BGP or BGP-LS other than as
di scussed in [RFC7752]. The manageability aspects of the underlying
SRv6 features are covered by [ SRV6- YANG .

Security Considerations

The new protocol extensions introduced in this docunent augnent the
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12.

existing I GP topology information that is distributed via [ RFC7752].
The advertisenment of the SRv6 link-state information defined in this
docunent presents a simlar risk as associated with the existing
link-state information as described in [RFC7752]. Section 8
(Security Considerations) of [RFC7752] also applies to these

ext ensi ons. The procedures and new TLVs defined in this docunent, by
thensel ves, do not affect the BGP-LS security nodel discussed in

[ RFC7752] .

The extensions introduced in this docunent are used to propagate | GP-
defined informati on [ RFC9352] [ RFC9513]. These extensions represent
the advertisenent of SRv6 information associated with the | GP node,
link, and prefix. The IGP instances originating these TLVs are
assuned to support all the required security and authentication
mechani sns (as described in [ RFC9352] and [ RFC9513]).

The security considerations related to BGP EPE functionality are
di scussed in [RFCO086] in the context of SR-MPLS, and they al so apply
to this docunent in the context of SRv6.

BGP- LS SRv6 extensions enable traffic-engineering use cases within
the SR domain. SR operates within a trusted domain [ RFC8402], and
its security considerations also apply to BGP-LS sessi ons when
carrying SR information. The SR traffic-engineering policies using
the SIDs advertised via BGP-LS are expected to be used entirely
within this trusted SR donmain (e.g., between nmultiple AS or IGP
domai ns within a single provider network). Therefore, precaution is
necessary to ensure that the link-state information (including SRv6
i nformation) advertised via BGP-LS sessions is securely limted to
consunmers within this trusted SR domain. BGP peering sessions for
address famlies other than Link State nmay be set up to routers
outside the SR domain. The isolation of BGP-LS peering sessions is
RECOMVENDED to ensure that BGP-LS topology information (including the
newy added SR i nformation) is not advertised to an external BGP
peering session outside the SR donain.

Ref er ences
1. Normative References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://ww.rfc-editor.org/info/rfc2119>.

[ RFC7752] Gedler, H, Ed., Medved, J., Previdi, S., Farrel, A, and
S. Ray, "North-Bound Distribution of Link-State and
Traffic Engineering (TE) Information Using BGP', RFC 7752,
DA 10.17487/ RFC7752, March 2016,
<https://ww. rfc-editor.org/info/rfc7752>.

[ RFC8126] Cotton, M, Leiba, B., and T. Narten, "Guidelines for
Witing an | ANA Consi derations Section in RFCs", BCP 26,
RFC 8126, DA 10.17487/ RFC8126, June 2017,
<https://www. rfc-editor.org/info/rfc8126>.

[ RFC8174] Leiba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DA 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

[ RFC8402] Filsfils, C, Ed., Previdi, S., Ed., Gnsberg, L.,
Decraene, B., Litkowski, S., and R Shakir, "Segnent
Routing Architecture", RFC 8402, DA 10.17487/ RFC8402,
July 2018, <https://ww.rfc-editor.org/infol/rfc8402>.

[ RFC8814] Tantsura, J., Chunduri, U., Talaulikar, K, Mrsky, G,



[ RFC3986]

[ RFC9085]

[ RFC9086]

[ RFC9352]

[ RFC9513]

and N. Triantafillis, "Signaling Maxi mum SI D Depth (MSD)
Using the Border Gateway Protocol - Link State", RFC 8814,
DA 10.17487/ RFC8814, August 2020,

<https://ww. rfc-editor.org/info/rfc8814>.

Filsfils, C., Ed., Camarillo, P., Ed., Leddy, J., Voyer,
D., Matsushima, S., and Z. Li, "Segment Routing over |Pv6
(SRv6) Network Programm ng", RFC 8986,

DA 10.17487/ RFC8986, February 2021,

<https://www. rfc-editor.org/info/rfc8986>.

Previdi, S., Talaulikar, K, Ed., Filsfils, C, Gedler,
H, and M Chen, "Border Gateway Protocol - Link State
(BGP-LS) Extensions for Segment Routing", RFC 9085,

DA 10. 17487/ RFC9085, August 2021,
<https://ww.rfc-editor.org/info/rfc9085>.

Previdi, S., Talaulikar, K, Ed., Filsfils, C, Patel, K,
Ray, S., and J. Dong, "Border Gateway Protocol - Link
State (BGP-LS) Extensions for Segnent Routing BGP Egress
Peer Engi neering", RFC 9086, DO 10.17487/ RFC9086, August
2021, <https://ww.rfc-editor.org/info/rfc9086>.

Psenak, P., Ed., Filsfils, C., Bashandy, A., Decraene, B.,
and Z. Hu, "IS-1S Extensions to Support Segnent Routing
over the | Pv6 Data Pl ane", RFC 9352, DO 10.17487/ RFC9352,
February 2023, <https://ww.rfc-editor.org/info/rfc9352>.

Li, Z., Hu, Z , Talaulikar, K, Ed., and P. Psenak,
"OSPFv3 Ext ensions for Segment Routing over |Pv6 (SRv6)",
RFC 9513, DO 10. 17487/ RFC9513, Decenber 2023,
<https://ww.rfc-editor.org/info/rfc9513>.

12.2. Infornmtive References

[ RFC5706]

[ RFC8754]

Harrington, D., "Cuidelines for Considering Operations and
Management of New Protocols and Protocol Extensions”,

RFC 5706, DA 10.17487/ RFC5706, November 2009,
<https://www. rfc-editor.org/info/rfc5706>.

Filsfils, C., Ed., Dukes, D., Ed., Previdi, S., Leddy, J.,
Mat sushima, S., and D. Voyer, "IPv6 Segnent Routing Header
(SRH)", RFC 8754, DO 10.17487/ RFC8754, MNarch 2020,
<https://ww.rfc-editor.org/info/rfc8754>.

[ SRV6- YANG]

Appendi x A

Raza, S., Agarwal, S., Liu, X, Hu, Z, Hussain, |., Shah,
H C., Voyer, D., Matsushima, S., Horiba, K,

Raj amani ckam J., and A. Abdel sal am "YANG Data Model for
SRv6 Base and Static", Work in Progress, Internet-Draft,
draft-ietf-spring-srve-yang-02, 23 Septenber 2022,
<https://datatracker.ietf.org/doc/htm/draft-ietf-spring-
Srv6-yang- 02>.

D fferences with BGP- EPE for SR-MPLS

The signaling of SRv6 SIDs corresponding to BGP-EPE functionality as
defined in this docunent differs fromthe signaling of SR-MPLS BGP-
EPE SIDs as specified in [RFC9086]. This section provides a high-

| evel overview of the sane.

There is no difference in the advertisenent of the BGP Peer Adjacency
SIDin both SR-MPLS and SRv6, and it is advertised as an attribute of
the Link NLRI, which identifies a specific Layer 3 interface on the
BGP Speaker. The difference is in the advertisement of the BGP

Peer Node and Peer Set Sl Ds.



In the case of SR-MPLS, an additional Link NLRI is required to be
advertised corresponding to each BGP peering session on the node.
Note that this is not the sane Link NLRI associated with the actua
Layer 3 interface even when the peering is set up using the interface
| P addresses. These BGP-LS Link NLRIs are not really links in the
conventional link-state routing data nodel but instead identify BGP
peering sessions. The BGP Peer Node and/or PeerSet SIDs associ ated
with that peering session are advertised as attributes associated
with this peering Link NLRI. In the case of SRv6, each BGP Peer Node
or PeerSet SID is considered to be associated with the BGP Speaker
Node and is advertised using the BGP-LS SRv6 SID NLRI, while the
peering session information is advertised as attributes associ ated
with it.

The advertisenment of the BGP PeerSet SID for SR MPLS is done by
including that SID as an attribute in all the Link NLRI's
corresponding to the peering sessions that are part of the "set".

The advertisenment of the BGP PeerSet SID for SRv6 is advertised using
a single SRv6 SID NLRI, and all the peers associated with that "set"
are indicated as attributes associated with the NLRI.
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