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Abstract

Content-Centric Networking (CCNx) utilizes delta tine for a nunber of
functions. When using CCNx in environments with constrai ned nodes or
bandwi dt h-constrai ned networks, it is valuable to have a conpressed
representation of delta time. |In order to do so, either accuracy or
dynanmi c range has to be sacrificed. Since the current uses of delta
time do not require both sinultaneously, one can consider a

| ogarithm c encoding. This docunent updates RFC 8609 ("CCNx nessages
in TLV Format") to specify this alternative encoding.

Thi s docunent is a product of the IRTF Information-Centric Networking
Research Group (1 CNRG .
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Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplenmentation, and
eval uati on.

Thi s docunent defines an Experinental Protocol for the Internet
community. This docunment is a product of the Internet Research Task
Force (IRTF). The I RTF publishes the results of Internet-related
research and devel opnent activities. These results mght not be
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I ntroduction

CCNx is well suited for Internet of Things (10T) applications

[ RFC7927]. Low Power Wrel ess Personal Area Network (LoWPAN)
adaptation layers (e.g., [RFC9139]) confirmthe advantages of a
space-efficient packet encoding for | ow power and | ossy networks.
CCNx utilizes absolute and delta tine values for a nunber of
functions. Wen using CCNx in resource-constrained environnents, it
is valuable to have a conpact representation of tinme val ues.
However, any conpact tine representation has to sacrifice accuracy or
dynanmi c range. For sone tine uses, this is relatively
straightforward to achieve; for other uses, it is not. As a result
of experinents in bandwi dt h-constrai ned | EEE 802. 15. 4 depl oynents

[ CNLOAPAN], this docunent discusses the various cases of tine

val ues, proposes a conpact encoding for delta tinmes, and updates

[ RFC8609] to utilize this encoding format in CCNX nmessages.

Thi s docunent has received fruitful reviews by the nenbers of the
research group (see the Acknow edgnments section). It is the
consensus of | CNRG that this docunment should be published in the | RTF
Stream of the RFC series. This docunent does not constitute an | ETF
st andar d.

Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Thi s docunent uses the term nol ogy of [RFC8569] and [ RFC8609] for
CCNx entities.

The following terns are used in the docunent and defined as foll ows:

byt e: synonym for octet
time val ue: a time offset neasured in seconds
time code: an 8-bit encoded tine value as defined in [ RFC5497]

Usage of Time Val ues in CCNx
1. Relative Tine in CCNx

CCNx, as currently specified in [RFC8569], utilizes delta time for



only the lifetime of an Interest nmessage (see Sections 2.1, 2.2,
2.4.2, and 10.3 of [RFC8569]). It is a hop-by-hop header val ue, and
is currently encoded via the T_INTLIFE TLV as a 64-bit integer
(Section 3.4.1 of [RFC8609]). Wiile formally an optional TLV, every
Interest nmessage is expected to carry the Interest Lifetine TLV in
all but some corner cases; hence, having conpact encoding is
particularly valuable to keep Interest messages short.

Since the current uses of delta tinme do not require both accuracy and
dynani ¢ range simultaneously, one can consider a |logarithnic encoding
such as that specified in [I EEE 754.2019] and as outlined in

Section 4. This document updates CCNx messages in TLV format

[ RFC8609] to permit this alternative encoding for selected tinme

val ues.

3.2. Absolute Tinme in CCNx

CCNx, as currently specified in [RFC8569], utilizes absolute time for
various inportant functions. Each of these absolute tine usages
poses a different challenge for a conpact representation. These are
di scussed in the followi ng subsections.

3.2.1. Signature Tinme and Expiry Tine

Signature Tine is the time the signature of a Content Object was
generated (see Sections 8.2-8.4 of [RFC8569]). Expiry Tine indicates
the tine after which a Content Cbject is considered expired

(Section 4 of [RFC8569]). Both values are content nessage TLVs and
represent absolute timestanps in mlliseconds since the POSI X epoch
They are currently encoded via the T_SIGIIME and T_EXPIRY TLVs as
64-bit unsigned integers (see Sections 3.6.4.1.4.5 and 3.6.2.2.2 of

[ RFC8609], respectively).

Both time values could be in the past or in the future, potentially
by a large delta. They are also included in the security envel ope of
the message. Therefore, it seens there is no practical way to define
an alternative conpact encoding that preserves its senmantics and
security properties; therefore, this approach is not considered
further.

3.2.2. Recomrended Cache Tine

Recommended Cache Tinme (RCT) for a Content Ohject (Section 4 of

[ RFC8569]) is a hop-by-hop header stating the expiration tinme for a
cached Content (oject in mlliseconds since the PCSI X epoch. It is
currently encoded via the T_CACHETI ME TLV as a 64-bit unsigned

i nteger (see Section 3.4.2 of [RFC8609]).

A Recommended Cache Tinme could be far in the future, but it cannot be
in the past and is likely to be a reasonably short offset fromthe
current tine. Therefore, this docunent allows the Reconmended Cache
Time to be interpreted as a relative tinme value rather than an
absolute tine, because the semantics associated with an absolute tine
val ue do not seemto be critical to the utility of this value. This
docunent therefore updates the Reconmended Cache Time with the
followi ng rule set:

* Use absolute tinme as per [RFC8609]

* Use relative time, if the conpact time representation is used (see
Sections 4 and 5)

If relative tinme is used, the tinme offset recorded in a nessage wl|l
typically not account for residence times on |ower |ayers (e.g., for
processi ng, queuing) and |link delays for every hop. Thus, the
Recommended Cache Tinme cannot be as accurate as when absolute tinme is



used. This document targets |ow power networks, where delay bounds
are rather | oose or do not exist. An accunulated error due to
transm ssion delays in the range of mlliseconds and seconds for the
Recommended Cache Tinme is still tolerable in these networks and does
not inpact the protocol performance.

Networks with tight |atency bounds use dedicated hardware, optin zed
software routines, and traffic engineering to reduce |atency
variations. Tinme offsets can then be corrected on every hop to yield
exact cache tines.

A Compact Time Representation with Logarithm c Range

Thi s docunent uses the conpact time representation described in
"Information-Centric Networking (I CN) Adaptation to Low Power

Wrel ess Personal Area Networks (LoWPANs)" (see Section 7 of

[ RFC9139]) that was inspired by [ RFC5497] and [I| EEE. 754.2019]. Its
| ogarithm c encodi ng supports a representation ranging from
mlliseconds to years. Figure 1 depicts the logarithmc nature of
this tinme representation

m | 1iseconds years

Figure 1: A logarithmc range representation allows for higher
precision in the smaller tinme ranges and still supports |arge
time deltas.

Ti me codes encode exponent and mantissa values in a single byte. In
contrast to the representation in [|EEE 754.2019], tinme codes only
encode non-negative nunbers and hence do not include a separate bit
to indicate integer signedness. Figure 2 shows the configuration of
a tine code: an exponent width of 5 bits, and a nantissa width of 3
bits.

<--- one byte wi de --->
T LTI (R
| exponent (b) | mantissa (a) |
T T T I S

0 1 2 3 4 5 6 7

Figure 2: Atime code with exponent and manti ssa to encode a
|l ogarithm c range tine representation

The base unit for tine values is seconds. A tine value is calcul ated
using the followi ng fornmula (adopted from [ RFC5497] and [ RFC9139]),
where (a) represents the mantissa, (b) the exponent, and (C) a
constant factor set to C := 1/32

Subnormal (b == 0): (0 +a/8) * 2 * C
Normalized (b >0): (1 + a/8) * 2"b * C

The subnormal form provides a gradual underfl ow between zero and the
smal | est normalized nunber. Eight tinme values exist in the subnornal
range [0s, ~0.0546875s] with a step size of ~0.0078125s between each
time value. This configuration also encodes the follow ng conveni ent
nunbers in seconds: [1, 2, 4, 8, 16, 32, 64, ...]. Appendix A
includes test vectors to illustrate the logarithmc range.

An exanple algorithmto encode a time value into the correspondi ng
exponent and mantissa is given as pseudocode in Figure 3. Not all
time values can be represented by a tinme code. For these instances,
a tine code is produced that represents a time value closest to and
smal ler than the initial tine value input.



.1

input: float v /1 time val ue
out put : int a, b // mantissa, exponent of tine code

(a, b) encode (v):

if (v ==0)
return (0, 0)
if (v<2*0Q /1 subnor nal
a =floor (v * 4/ O /1 round down
return (a, 0)
el se /1 normalized
if (v>(1+7/8 * 231 * O /1 check bounds
return (7, 31) /1 return maxi mum
el se
b =floor (log2(v / ©)) /1 round down
a =floor ((v/ (2b* C - 1) * 8) // round down

return (a, b)
Figure 3: Algorithmin pseudocode

For exanple, no specific time code for 0.063 exists. However, this
algorithmmaps to the closest valid tine code that is smaller than
0.063, i.e., exponent 1 and mantissa O (the sanme as for tinme val ue
0. 0625) .

Protocol Integration of the Conpact Tinme Representation

A straightforward way to acconmodate the conpact time approach is to
use a 1-byte length field to indicate this alternative encoding while
retaining the existing TLV registry entries. This approach has
backward conpatibility problens, but it is still considered for the
foll owi ng reasons

* Both CCNx RFCs ([ RFC8569] and [ RFC8609]) are Experinmental and not
St andards Track; hence, expectations for forward and backward
conpatibility are not as stringent. "Flag day" upgrades of
depl oyed CCNx networks, while inconvenient, are still feasible.

* The major use case for these conpressed encodings are snall er-
scal e 10T and/ or sensor networks where the popul ati on of
consuners, producers, and forwarders is reasonably small.

* Since the current TLVs have hop-by-hop semantics, they are not
covered by any signed hash and hence nay be freely re-encoded by
any forwarder. That nmeans a forwarder supporting the new encodi ng
can translate freely between the two encodi ngs.

* The alternative of assigning new TLV registry val ues does not
substantially mtigate the interoperability problens anyway.

Interest Lifetine

The Interest Lifetine definition in [RFC8609] allows for a variable-
length lifetime representation, where a length of 1 encodes the
linear range [0,255] in milliseconds. This docunment changes the
definition to always encode 1-byte Interest Lifetine values in the
conmpact time value representation (see Figure 4). For any other
length, Interest Lifetinmes are encoded as described in Section 3.4.1
of [ RFC8609].

1 2 3
01234567890123456789012345678901

| T_INTLI FE | Length = 1 |
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Figure 4: Changes to the definition of the Interest Lifetime TLW.
Recommended Cache Ti e

The Recommended Cache Tine definition in [ RFC8609] specifies an
absolute tine representation that is of a length fixed to 8 bytes.
Thi s docunent changes the definition to al ways encode 1-byte
Recommended Cache Time values in the conpact relative time val ue
representation (see Figure 5). For any other |ength, Recommended
Cache Tines are encoded as described in Section 3.4.2 of [RFC8609].

1 2 3
01234567890123456789012345678901
Fommm e Fommm e Fommm e Fommm e +
| T_CACHETI ME | Length = 1 |
oo e oo a o o e oo a o +
| COWPACT_TIME |

oo +

Figure 5: Changes to the definition of the Recomrended Cache Ti ne
TLV.

The packet processing is adapted to calculate an absolute tinme from
the relative tinme code based on the absolute reception tinme. On
transm ssion, a new relative tinme code is cal cul ated based on the
current systemtine.

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
Security Considerations

Thi s docunent nakes no semantic changes to [ RFC8569], nor to any of
the security properties of the nessage encodi ngs described in

[ RFC8609]; hence, it has the same security considerations as those
two documents. Careful consideration is needed for networks that
depl oy forwarders with support (updated forwarder) and without
support (legacy forwarder) for this conpact time representation

Interest Lifetine: A legacy forwarder interprets a tine code as an
Interest Lifetine between 0 and 255 mlliseconds. This may |ead
to a degradation of network perfornmance, since Pending Interest
Table (PIT) entries tineout quicker than expected. An updated
forwarder interprets short lifetimes set by a | egacy forwarder as
time codes, thus configuring tineouts of up to 4 years. This
| eads to an inefficient occupation of state space.

Recommended Cache Tinme: A |legacy forwarder considers a Reconmended
Cache Time with length 1 as a structural or syntactical error and
it SHOULD di scard the packet (Section 10.3.9 of [RFC8569]).

O herwi se, a |legacy forwarder interprets tine codes as absol ute
time values far in the past, which inpacts cache utilization
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Test Vectors

The test vectors in Table 1 show sanple tinme codes and their
correspondi ng tinme values according to the algorithmoutlined in

Section 4.

B el s sl °)
| Time Code | Tine Value (seconds) |
R R el gl
| 0x00 | 0. 0000000 |
I I i I I +
| 0x01 | 0. 0078125 |
R R i +
| 0x04 | 0. 0312500 |
F-- - - - R +
| 0x08 | 0. 0625000 |
I I i I I +
| 0x15 | 0. 2031250 |



| 0x28 | 1. 0000000

e e - oo eeea oo +
| 0x30 | 2. 0000000 |
Fome e e - o e eeea oo +
| 0xF8 | 67108864. 0000000

e - Fom e +
| OXFF | 125829120. 0000000

e e - oo eeea oo +

Tabl e 1. Test Vectors
Appendi x B. Efficient Time Val ue Approxi mation

A forwarder frequently converts conpact tine into mlliseconds to
conpare Interest Lifetinmes and the duration of cache entries. On
many architectures, multiplication and division performslower than
addi tion, subtraction, and bit shifts. The foll owi ng equations
approximate the fornulas in Section 4, and scale from seconds into
the mlliseconds range by applying a factor of 2710 instead of 1073.
This results in an error of 2.4%

b == 0: 2"10 * a * 2°A-3 * 271 * 2A7-5
= a << 3
b > 0: (2210 + a * 2~-3 * 2710) * 2"b * 27-5

= (1 <<5+a<<?2 <<b
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