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RFC 5280 specifies several extended key purpose identifiers
(KeyPur posel ds) for X 509 certificates. This document defines
encrypting JSON objects in HITP nessages, using JSON Wb Tokens
(JWIs), and signing the QAuth 2.0 access tokens KeyPurposelds for
inclusion in the Extended Key Usage (EKU) extension of X 509 v3
public key certificates used by Network Functions (NFs) for the 5G
System
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I nt roducti on

The operators of 5G ("fifth generation") systens as defined by 3GPP
make use of an internal PKI to generate X 509 PKI certificates for
the Network Functions (NFs) (Section 6 of [TS23.501]) in a 5G System
The certificates are used for the foll ow ng purposes:

* dient and Server certificates for NFs in 5G Core (5CGC) Service
Based Architecture (SBA) (see Section 6.1.3c of [TS33.310] and
Section 6.7.2 of [TS29.500])

* Cient Credentials Assertion (CCA) uses JSON Wb Tokens (JWs)
[ RFC7519] and is secured with digital signatures based on the JSON
Web Signature (JW5) [RFC7515] (see Section 13.3.8.2 of [TS33.501],
and Section 6.7.5 of [TS29.500]).

* Certificates for encrypting JSON objects in HTTP nessages between
Security Edge Protection Proxies (SEPPs) using JSON Wb Encryption
(JVE) [RFC7516] (see Section 13.2.4.4 of [TS33.501], Section 6.3.2
of [TS33.210], Section 6.7.4 of [TS29.500], and Section 5.3.2.1 of
[ TS29.573]).

* Certificates for signing the QAuth 2.0 access tokens for service
aut horization to grant tenporary access to resources provi ded by
NF producers using JW5 (see Section 13.4.1 of [TS33.501] and
Section 6.7.3 of [TS29.500]).

[ RFC5280] specifies several key usage extensions, defined via

KeyPur posel ds, for X 509 certificates. Key usage extensions added to
a certificate are nmeant to express intent as to the purpose of the
naned usage, for humans and for complying libraries. In addition,
the 1ANA registry "SM Security for PKIX Extended Key Purpose"

[ RFC7299] contains additional KeyPurposelds. The use of the

anyExt endedKeyUsage KeyPurposeld, as defined in Section 4.2.1.12 of

[ RFC5280], is generally considered a poor practice. This is
especially true for publicly trusted certificates, whether they are
mul ti - purpose or single-purpose, within the context of 5G Systens and
the 5GC Service Based Architecture.

If the purpose of the issued certificates is not restricted, i.e.,
the type of operations for which a public key contained in the
certificate can be used are not specified, those certificates could
be used for another purpose than intended, increasing the risk of
cross-protocol attacks. Failure to ensure proper segregation of
duties nmeans that a NF that generates the public/private keys and
applies for a certificate to the operator certification authority
could obtain a certificate that can be msused for tasks that this Nr
is not entitled to perform For exanmple, a NF service consunmer could
potentially inpersonate NF service producers using its certificate.
Additionally, in cases where the certificate s purpose is intended
for use by the NF service consuner as a client certificate, it’'s
essential to ensure that the NF with this client certificate and the
correspondi ng private key are not allowed to sign the dient
Credential s Assertion (CCA). Wien a NF service producer receives the
signed CCA fromthe NF service consumer, the NF should only accept
the token if the CCAis signed with a certificate that has been
explicitly issued for this purpose.

The KeyPurposeld id-kp-serverAuth (Section 4.2.1.12 of [RFC5280]) can
be used to identify that the certificate is for a server (e.g., Nr
service producer), and the KeyPurposeld id-kp-clientAuth



(Section 4.2.1.12 of [RFC5280]) can be used to identify that the
certificate is for a client (e.g., NF service consuner). However,
there are currently no KeyPurposelds for the other usages of
certificates in a 5G System This docunent addresses the above
probl em by defining the EKU extensi on of X 509 public key
certificates for signing the JWI Clainms Set using JW5 encrypting
JSON obj ects in HTTP nessages using JWE, and signing the QAuth 2.0
access tokens using JWs.

Vendor - def i ned KeyPur posel ds used within a PKI governed by the vendor
or a group of vendors typically do not pose interoperability
concerns, as non-critical extensions can be safely ignored if
unrecogni zed. However, using or m susing KeyPurposelds outside of
their intended vendor-controlled environment can lead to
interoperability issues. Therefore, it is advisable not to rely on
vendor - defi ned KeyPurposelds. |Instead, the specification defines

st andard KeyPurposelds to ensure interoperability across various

i mpl enent ati ons.

Al t hough the specification focuses on a 5G use case, the standard
KeyPur posel ds defined in this docunent can be used in other
depl oynent s.

Ter m nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Ext ended Key Purpose for Network Functions

Thi s specification defines the KeyPurposelds id-kp-jw, id-kp-

htt pCont ent Encrypt, and i d-kp-oaut hAccessTokenSi gni ng and uses these,
respectively, for: signing the JWI dains Set of CCA using JW5,
encrypting JSON objects in HITP nessages between Security Edge
Protection Proxies (SEPPs) using JWE, and signing the QAuth 2.0
access tokens for service authorization to grant tenporary access to
resources provided by NF producers using JW5. As described in

[ RFC5280], "[i]f the [Extended Key Usage] extension is present, then
the certificate MIUST only be used for one of the purposes indicated."
[ RFC5280] also notes that "[i]f multiple [key] purposes are indicated
the application need not recognize all purposes indicated, as |long as
the intended purpose is present."

Net wor k Functions that verify the signature of a CCA represented as a
JWI, decrypt JSON objects in HITP nessages between Security Edge
Protection Proxies (SEPPs) using JWE, or verify the signature of an
QAuth 2.0 access tokens for service authorization to grant tenporary
access to resources provided by NF producers using JW5 SHOULD require
that correspondi ng KeyPurposel ds be specified by the EKU extension

If the certificate requester knows the certificate users are mandated
to use these KeyPurposelds, it MJST enforce their inclusion
Additionally, such a certificate requester MJST ensure that the
KeyUsage extension be set to digital Signature or nonRepudi ation (al so
desi gnated as contentCommitnent) for signature calculation and/or to
keyEnci phernent for secret key encryption.

I ncludi ng the Extended Key Purpose in Certificates

[ RFC5280] specifies the EKU X. 509 certificate extension for use on
end entity certificates. The extension indicates one or nore

pur poses for which the certified public key is valid. The EKU
extension can be used in conjunction with the key usage extension,
whi ch indicates the set of basic cryptographic operations for which



the certified key may be used. The EKU extension syntax is repeated
here for conveni ence:

Ext KeyUsageSynt ax ::= SEQUENCE SI ZE (1.. MAX) OF KeyPurposeld
KeyPur posel d ::= OBJECT | DENTI FI ER

As described in [ RFC5280], the EKU extension nay, at the option of
the certificate issuer, be either critical or non-critical. The

i nclusion of KeyPurposelds id-kp-jw, id-kp-httpContentEncrypt, and
i d- kp- oaut hAccessTokenSigning in a certificate indicates that the
public key encoded in the certificate has been certified for use in
the foll ow ng:

1. Validating the JW5 Signature in JWI. The distinction between JWs
and JWE is determned by the Key Usage (KU that is set to
digital Signature or nonRepudi ation for JW5 and keyEnci pher nent
for JVE

2. Encrypting JSON objects in HITP nessages (for exanple, encrypting
the content-encryption key (CEK) with the recipient’s public key
usi ng the RSAES- OAEP al gorithmto produce the JWE Encrypted Key).
KU is set to keyEnci phernent.

3. Signing QAuth 2.0 access tokens. 1In this case, KUis set to
digital Signature or nonRepudi ation

id-kp OBJECT IDENTIFIER ::= {
iso(l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sns(5) pkix(7) kp(3) }

id-kp-jwt OBJECT IDENTIFIER ::= { id-kp 37 }
i d-kp-httpContent Encrypt OBJECT IDENTIFIER ::= { id-kp 38 }
i d- kp- oaut hAccessTokenSi gni ng OBJECT IDENTIFIER ::= { id-kp 39 }

Implications for a Certification Authority

The procedures and practices enployed by a certification authority
MUST ensure that the correct values for the EKU extension as well as
the KU extension are inserted in each certificate that is issued.

The inclusion of the id-kp-jw, id-kp-httpContentEncrypt, and id-kp-
oaut hAccessTokenSi gni ng KeyPur posel ds does not preclude the inclusion
of ot her KeyPurposelds.

Security Considerations

The Security Considerations of [RFC5280] are applicable to this
docunent. This extended key purpose does not introduce new security
ri sks but instead reduces existing security risks by providing the
means to identify if the certificate is generated to sign the JW
Clains Set, signing the QAuth 2.0 access tokens using JW5, or
encrypting the CEK in JWE for encrypting JSON objects in HITP
nmessages.

To reduce the risk of specific cross-protocol attacks, the relying
party or the relying party software may additionally prohibit use of
speci fic conbi nati ons of KeyPurposelds. The procedure for allow ng
or disallow ng conbinati ons of KeyPurposelds using Excl uded

KeyPur poseld and Permitted KeyPurposeld, as carried out by a relying
party, is defined in Section 4 of [RFC9336]. Exanples of Excl uded
KeyPur posel ds i nclude the presence of the anyExt endedKeyUsage

KeyPur posel d or the conpl ete absence of the EKU extension in a
certificate. Exanples of Permtted KeyPurposelds include the
presence of id-kp-jw, id-kp-httpContentEncrypt, or id-kp-

oaut hAccessTokenSi gni ng KeyPur posel ds.



7. Privacy Considerations

In sone security protocols, such as TLS 1.2 [ RFC5246], certificates
are exchanged in the clear. |In other security protocols, such as TLS
1.3 [ RFCB446], the certificates are encrypted. The inclusion of the
EKU ext ensi on can hel p an observer determ ne the purpose of the
certificate. In addition, if the certificate is issued by a public
certification authority, the inclusion of an EKU extension can help
an attacker to nmonitor the Certificate Transparency |ogs [RFC9162] to
identify the purpose of the certificate.

8. | ANA Consi der ati ons

I ANA has registered the following ODs in the "SM Security for PKIX
Ext ended Key Purpose" registry (1.3.6.1.5.5.7.3). These O Ds are
defined in Section 4.
| Decimal | Description | References |
[§ s fumesfemspemely ey e |
| 37 | id-kp-jwt | RFC 9509 |
S o m e e e e e e aaao o Fom e e o - +
| 38 | id-kp-httpContentEncrypt | RFC 9509 |
B o e e e e e e e meme oo Fomm e oo - +
| 39 | id-kp-oauthAccessTokenSi gning | RFC 9509 |
R o mm e e e e e e a— oo oo R +

Table 1

| ANA has registered the following ASN. 1[ X. 680] nodule O D in the "SM
Security for PKIX Module Identifier” registry (1.3.6.1.5.5.7.0).
This O D is defined in Appendi x A

[ b oot e e o}
| Decimal | Description | References |
[ el oo oo sl s 1}
| 108 | id-nod-nf-eku | RFC 9509 |
+---- - - - i I I i +

Table 2
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Appendi x A, ASN. 1 Modul e

The foll owi ng nodul e adheres to ASN. 1 specifications [X 680] and
[ X. 690].

<CCDE BEG NS>

NF- EKU
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- nod- nf-eku (108) }

DEFINITIONS I MPLICI T TAGS :: =
BEG N

-- OD Arc
i d-kp OBJECT I DENTIFIER :: =
{ iso(l) identified-organization(3) dod(6) internet(1)
security(5) nmechani snms(5) pkix(7) kp(3) }

-- Extended Key Usage Val ues

id-kp-jwt OBJECT IDENTIFIER ::= { id-kp 37 }

i d-kp-httpContent Encrypt OBJECT IDENTIFIER ::= { id-kp 38 }

i d- kp- oaut hAccessTokenSi gni ng OBJECT IDENTIFIER ::= { id-kp 39 }
END
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