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I nt roduction

Ascertaining data plane reachability to a destination and taking
coarse performance nmeasurenents of Round-Trip Time (RTT) are
fundanental facilities for network adm nistration and

troubl eshooting. In IP, where routing and forwarding are based on IP
addresses, | CMP Echo Request and | CVP Echo Reply packets are the

prot ocol nechanisns used for this purpose, generally exercised
through the famliar ping utility. In Information-Centric Networking
(ICN), where routing and forwardi ng are based on nane prefixes, the
ability to ascertain the reachability of nanes is required

Thi s docunent proposes protocol nechanisns for a ping equivalent in
I CN networks (Content-Centric Networking (CCNx) [RFC8609] and Naned
Data Networking (NDN) [NDNTLV]). A non-nornmative section

(Appendi x A) suggests useful properties for an ICN Ping client
application, analogous to |IP ping, that originates Echo Requests and
processes Echo Repli es.

In order to carry out neaningful experinentation and depl oynment of

I CN protocols, new tools anal ogous to ping and traceroute used for
TCP/ 1 P are needed to manage and debug the operation of ICN
architectures and protocols. This document describes the design of a
managenent and debuggi ng protocol anal ogous to the ping protocol of
TCP/ 1 P; this new management and debuggi ng protocol will aid the
experinmental deploynent of ICN protocols. As the community continues
its experinmentation with ICN architectures and protocols, the design
of ICN Ping night change accordingly. |ICN Ping is designed as a
"first line of defense" tool to troubl eshoot ICN architectures and
protocols. As such, this docunent is classified as an Experinmenta
RFC. Note that a neasurenent application is needed to nake proper
use of ICN Ping in order to conpute various statistics, such as
average, nmaxi mum and m ni mrum Round-Trip Tine (RTT) val ues, variance
in RTTs, and | oss rates.

This RFC represents the consensus of the Information-Centric
Net wor ki ng Research Group (I CNRG of the Internet Research Task Force
(IRTF).

Requi renent s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Ter m nol ogy



Thi s specification uses the termi nology defined in [RFC8793]. To aid
the reader, we additionally define the follow ng terns:

Producer’s Nane: The name prefix that a request nust carry in order
to reach a producer over an |CN network.

Nanmed Data: A synonymfor a Content (bject.

Round-Trip Tine (RTT): The tinme between sending a request for a
specific piece of named data and receiving the correspondi ng pi ece
of named dat a.

Sender: An entity that sends a request for naned data or a piece of
named dat a.

Nane of a Sender: An alias of a producer’s nane.

Border Forwarder: The forwarder that is the border of a network
regi on where a producer’s nane is directly routable (i.e., the
producer’s name is present in the FIB of forwarders within this
net wor k region).

Background on | P-Based Ping Operation

In I P-based ping, an IP address is specified by the user either
directly or via translation of a donmain nane through DNS. The ping
client application sends a nunber of |CMP Echo Request packets with
the specified I P address as the |IP destination address and an |IP
address fromthe client’s host as the |IP source address.

Each | CMP Echo Request is forwarded across the network based on its
destination IP address. If it eventually reaches the destination,
the destination responds by sending back an | CMP Echo Reply packet to
the I P source address fromthe | CMP Echo Request.

If an 1 CVP Echo Request does not reach the destination or the Echo

Reply is lost, the ping client times out. Any |ICVP error nessages

generated in response to the | CMP Echo Request nessage, such as "No
route to destination", are returned to the client and reported.

Ping Functionality Chall enges and Opportunities in ICN

In ICN, the comunication paradigmis based exclusively on naned
objects. An Interest nessage is forwarded across the network based
on the nane prefix that it carries. Eventually, a Content Object is
retrieved fromeither a producer application or sonme forwarder’s
Content Store (CS).

| P-based ping was built as an add-on nmeasurenent and debuggi ng too
on top of an already-existing network architecture. In ICN, we have
the opportunity to incorporate diagnostic nechanisns directly in the
net wor k-1 ayer protocol and, hopefully, provide nore powerful

di agnostic capability than can be realized through the |ayered | CW
Echo approach.

An ICN network differs froman IP network in at |east four inportant
ways (four of which are as foll ows):

* |Pidentifies interfaces to an IP network with a fixed-Iength
address and delivers |IP packets to one or nore of these
interfaces. ICNidentifies units of data in the network with a
vari abl e-1 ength nanme consisting of a hierarchical |ist of nane
conponents.

* An | P-based network depends on the | P packets having source |IP



addresses that are used as the destination address for replies.

On the other hand, ICN Interests do not have source addresses, and
they are forwarded based on nanes, which do not refer to a uni que
endpoint. Data packets follow the reverse path of the Interests
based on hop-by-hop state created during Interest forwarding.

* An I P network supports multi-path, single-destination, stateless
packet forwarding and delivery via unicast; a limted form of
mul ti-destination selected delivery with anycast; and group-based
mul ti-destination delivery via nulticast. |In contrast, ICN
supports nulti-path and nmulti-destination stateful Interest
forwarding and multi-destination delivery of naned data. This
single forwardi ng semantic subsunmes the functions of unicast,
anycast, and nmulticast. As a result, consecutive (or
retransmtted) ICN Interest nessages nmay be forwarded through an
I CN network along different paths and may be forwarded to
different data sources (e.g., end-node applications and in-network
storage) holding a copy of the requested unit of data. This can
lead to a significant variance in RTTs; such variance, while
resulting in a nore robust overall forwarding architecture, has
implications for a network troubl eshooting nechanismlike ping.

* In the case of multiple Interests with the same nane arriving at a
forwarder, a nunmber of Interests may be aggregated in a common
Pending Interest Table (PIT) entry and only one of them forwarded
onward. Depending on the lifetine of a PIT entry, the RTT of an
I nterest-Data exchange m ght vary significantly (e.g., it might be
shorter than the full RTT to reach the original content producer).
To this end, the RTT experienced by consumers m ght also vary.

These differences introduce new chal | enges, new opportunities, and
new requirenents regardi ng the design of an I CN Ping protocol
Fol I owi ng this comunication nodel, a ping client should be able to
express Ping Echo Requests with sone name prefix and receive
responses.

Qur goals are as foll ows:

* Test the reachability and the operational state of an |ICN
f orwar der .

* Test the reachability of a producer or a data repository (in the
sense of whether Interests for a prefix that it serves can be
forwarded to it), and discover the forwarder with | oca
connectivity to (an instance of) this producer or repository.

* Test whether a specific naned object is cached in sone on-path CS
(e.g., a video segnent with the name "/video/_seq=1"), and, if so,
return the adm nistrative nane of the correspondi ng forwarder
(e.g., a forwarder with the adm nistrative nane
"/1SP/ forwarderl1").

* Perform sone sinple network perfornmance neasurenents, such as RTT
and | oss rate.

To this end, a ping nane can represent:

* An administrative nanme that has been assigned to a forwarder

* A name that includes an application’s namespace as a prefix.

* A named object that might reside in sone in-network storage

In order to provide stable and reliable diagnostics, it is desirable

that the packet encoding of a Ping Echo Request enable the forwarders
to distinguish a ping froma normal Interest, while diverging as



little as possible fromthe forwardi ng behavior for an Interest
packet. In the same way, the encoding of a Ping Echo Reply should
m nimze any processing differences fromthose enployed for a data
packet by the forwarders.

The ping protocol should also enable relatively robust RTT
measurenents. To this end, it is valuable to have a nmechanismto
steer consecutive Ping Echo Requests for the sane nane towards an

i ndi vidual path. Such a capability was initially published in

[ PATHSTEERI NG and has been specified for CCNx and NDN i n [ RFC9531].

In the case of Ping Echo Requests for the sane nane fromdifferent
sources, it is also inportant to have a nechanismto avoid those
requests being aggregated in the PIT. To this end, we need sone
encoding in the Ping Echo Requests to nmake each request for a conmmon
nane uni que, hence avoiding PIT aggregation and further enabling the
exact match of a response with a particular ping packet. However,
avoiding PIT aggregation could lead to PIT DoS attacks.

4. 1CN Ping Echo CCNx Packet Fornmats
In this section, we describe the Echo packet formats according to the
CCNx packet format [ RFC8569], where nessages exi st within outernost
contai nments (packets). Specifically, we propose two types of ping
packets: an Echo Request and an Echo Reply.

4.1. |ICN Ping Echo Request CCNx Packet For nmat

The format of the Ping Echo Request packet is presented bel ow

01234567890123456789012345678901

S S S S +
I I I I
| Ver si on | PT_ECHO REQUEST]| Packet Lengt h |
I I I I
o m e e e oo - o m e e e oo - o m e e e oo - o m e e e oo - +
I I

| HopLi mi t | Reserved | FI ags | HeaderLength

I I I I I
. . . . +
/ /
/ Pat h Label TLV /
/ /
S S S S +

Figure 1: Echo Request CCNx Packet For mat

The existing packet header fields have the sanme definition as the
header fields of a CCNx Interest packet. The value of the packet
type field is _PT_ECHO REQUEST . See Section 9 for the val ue
assi gnnent .

Conpared to the typical format of a CCNx packet header [RFC8609],
there is a new optional fixed header added to the packet header

* A Path Steering hop-by-hop header TLV, which is constructed hop by
hop in the Ping Echo Reply and included in the Ping Echo Request
to steer consecutive requests expressed by a client towards a
common forwarding path or different forwarding paths. The Path
Label TLV is specified in [ RFC9531].

The nessage format of an Echo Request is presented bel ow



01234567890123456789012345678901

Fomm e e e e e e e oo Fomm e e e e e e e oo Fomm e e e e e e e oo Fomm e e e e e e e oo +
I MessageType = 0x05 I Messagelengt h I
e e e e .
I Name TLV I
I+ --------------- Fom e e Fom e e Fom e e I+

Figure 2: Echo Request Message Format

The Echo Request nessage is of type T _DI SCOVERY. The Nane TLV has
the structure described in [ RFC8609]. The nane consists of the
prefix that we would like to ping appended with a nonce typed nane
segment (T_NONCE) as its last segnent. The nonce can be encoded as a
base64-encoded string with the URL-safe al phabet as defined in
Section 5 of [RFC4648], with padding omtted. See Section 9 for the
val ue assigned to this nane segnent type. The value of this TLVis a
64-bit nonce. The purpose of the nonce is to avoid Interest
aggregation and allow client matching of replies with requests. As
descri bed bel ow, the nonce is ignored for CS checking.

01234567890123456789012345678901

Fomm e e Fomm e e Fomm e e Fomm e e +
I I I
| T_NONCE_Type | T_NONCE Length = 8 |
I I I
Fom e o Fom e o Fom e o Fom e o +

Figure 3: T_NONCE Nanme Segnent TLV for Echo Request Messages
4.2. ICN Ping Echo Reply CCNx Packet Format
The format of a Ping Echo Reply packet is presented bel ow

012345678901234567890123456789¢01

oo oo oo oo +
I I I
| Ver si on | PT_ECHO REPLY | Packet Lengt h |
I I I I
oo oo oo oo +
I I

| Reserved | Fl ags | HeaderLength |
I I I I
S S S S +
/ /
/ Pat h Label TLV /
/ /
oo oo oo oo +

Figure 4: Echo Reply CCNx Packet For nmat



The header of an Echo Reply consists of the header fields of a CCNx
Content bject and a hop-by-hop Path Label TLV. The value of the
packet type field is PT_ECHO REPLY. See Section 9 for the val ue
assignnent. The Path Label header TLV (Section 3.1 of [RFC9531]) is
as defined for the Echo Request packet.

A Ping Echo Reply nessage is of type T_OBJECT and contains a Nane TLV
(nanme of the correspondi ng Echo Request), a Payl oadType TLV, and an
Expi ryTinme TLV with a value of 0 to indicate that Echo Replies nust
not be returned from network caches.

01234567890123456789012345678901

Fom e o Fom e o Fom e o Fom e o +
I MessageType = 0x06 I Messagelengt h I
e b e b .
I Name TLV I
!I- --------------- Fomm e e e e e e e oo Fomm e e e e e e e oo Fomm e e e e e e e oo !I-

Figure 5: Echo Reply Message Format

The Payl oadType TLV is presented below. It is of type
T _PAYLOADTYPE DATA, and the data schema consists of three TLVs:

1) the nane of the sender of this reply (with the same structure as
a CCNx Nanme TLV),

2) the sender’s signature of their own nane (with the same structure
as a CCNx ValidationPayl oad TLV), and

3) a TLV with a return code to indicate what led to the generation
of this reply (i.e., the existence of a |ocal application, a CS
hit, or a match with a forwarder’s adm nistrative name as
specified in Section 6).

012345678901234567890123456789¢01

o m e e e oo - o m e e e oo - o m e e e oo - o m e e e oo - +
| | |
| T_PAYLOADTYPE_DATA | Lengt h |
I I I
oo - Fom e oo - Fom e +
/ /
/ Sender’s Nanme TLV /
/ /
S S S S +
/ /
/ Sender’s Sighature TLV /
/ /
o m e e e oo - o m e e e oo - o m e e e oo - o m e e e oo - +
/ /
/ Echo Reply Code /
/ /
Fom e Fom e Fom e Fom e +

Figure 6: Echo Reply Payl oadType TLV For mat



The goal of including the name of the sender in the Echo Reply is to
enabl e the user to reach this entity directly to ask for further
managenent / admi ni strative i nformati on using generic Interest-Data
exchanges or by enpl oying a nore conprehensive managenent tool, such
as CCNi nfo [ RFC9344], after a successful verification of the sender’s
nane.

The types of the Echo Reply Code field are as foll ows:

T_ECHO RETURN FORWARDER: I ndicates that the target nane matched the
adm ni strative name of a forwarder.

T ECHO RETURN _APPLI CATION: Indicates that the target nane matched a
prefix served by an application.

T_ECHO RETURN _OBJECT: Indicates that the target name natched the
nane of an object in a forwarder’s CS

5. |ICN Ping Echo NDN Packet Fornats

In this section, we present the ICN Ping Echo Request and Reply
packet formats according to the NDN packet format specification
[ NDNTLV]

5.1. [ICN Ping Echo Request NDN Packet For mat

An Echo Request is encoded as an NDN Interest packet. |Its format is
as foll ows:

EchoRequest = | NTEREST- TYPE TLV- LENGTH
Nane
Must BeFr esh
Nonce
Appl i cati onPar anet ers?

Figure 7: Echo Request NDN Packet Format

The nane field of an Echo Request consists of the nane prefix to be
pi nged, a nonce value (it can be the value of the Nonce field), and
the suffix "ping" to denote that this Interest is a ping request
(added as a Keywor dNameConponent [ NDNTLV]). Wen the
"ApplicationParaneters” elenent is present, a

Par anet er sSha256Di gest Conponent (Section 6) is added as the | ast nane
segment .

An Echo Request MAY carry a Path Label TLV in the NDN Link Adaptation
Prot ocol [NDNLPv2] as specified in [ RFC9531].

Since the NDN packet format does not provide a nmechanismto prevent
the network from caching specific data packets, we use the

Must BeFresh TLV for Echo Requests (in conbination with a
FreshnessPeriod TLV with a value of 1 for Echo Replies) to avoid
fetching cached Echo Replies with an expired freshness period

[ REALTI ME] .

5.2. ICN Ping Echo Reply NDN Packet For nat

An Echo Reply is encoded as an NDN Data packet. |Its format is as
fol | ows:

EchoRepl y = DATA- TLV TLV- LENGTH
Nane
Met al nfo
Cont ent
Si gnature



Figure 8: Echo Reply NDN Packet For mat

An Echo Reply MAY carry a Path Label TLV in the NDN Link Adaptation
Prot ocol [NDNLPv2] as specified in [RFCO531], since it night be

modi fied in a hop-by-hop fashion by the forwarders al ong the reverse
pat h.

The nane of an Echo Reply is the nane of the correspondi ng Echo
Request while the format of the Metalnfo field is as foll ows:

Met al nfo = META-|I NFO- TYPE TLV- LENGTH
Cont ent Type
Fr eshnessPeri od

Fi gure 9: Metalnfo TLV

The val ue of the ContentType TLV is 0. The value of the
FreshnessPeriod TLV is 1, so that the replies are treated as stale
data (alnost instantly) as they are received by a forwarder

The content of an Echo Reply consists of the followi ng two TLVs:
Sender’s Nane (with a structure sinmilar to an NDN Name TLV) and Echo
Reply Code. There is no need to have a separate TLV for the sender’s
signature in the content of the reply, since every NDN Data packet
carries the signature of the data producer.

The Echo Reply Code TLV format is as follows (with the val ues
specified in Section 4.2):

EchoRepl yCode = ECHOREPLYCODE- TLV- TYPE TLV- LENGTH 2* OCTET
Figure 10: Echo Reply Code TLV
Forwar der Handl i ng

We present the workflow of the forwarder’s operation in Figure 11
bel ow. Wen a forwarder receives an Echo Request, it first extracts
the nessage’s base nane (i.e., the request nane with the Nonce nane
segnment excluded as well as the suffix "ping" and the

Par armet er sSha256Di gest Conponent in the case of an Echo Request with
the NDN packet format).

In sone cases, the forwarder originates an Echo Reply, sending the
reply downstreamthrough the face on which the Echo Request was
received. This Echo Reply includes the forwarder’s own nanme and
signature and the appropriate Echo Reply Code based on the condition
that triggered the generation of the reply. It also includes a Path
Label TLV, initially containing a null value (since the Echo Reply
origi nator does not forward the request and thus does not nake a path
choi ce).

The forwarder generates and returns an Echo Reply in the follow ng
cases:

* Assum ng that a forwarder has been given one or nore
adm ni strative nanes, the Echo Request base nane exactly matches
any of the forwarder’s administrative nanes.

* The Echo Request’s base nane exactly matches the name of a Content
hject residing in the forwarder’s CS (unless the ping client
application has chosen not to receive replies due to CS hits as
specified in Appendi x A).

* The Echo Request base nanme matches (in a Longest Nanme Prefix Mtch
(LNPM nmanner) a FIB entry with an outgoing face referring to a



| ocal application.

If none of the conditions for replying to the Echo Request are net,
the forwarder will attenpt to forward the Echo Request upstream based
on the Path Steering value (if present), the results of the FIB LNPM
| ookup and PIT creation. These |ookups are based on including the
Nonce and the suffix "ping" as name segnents of the Nane in the case
of an Echo Request with the NDN packet format. |If no valid next hop
is found, an InterestReturn is sent downstream i ndicating "No Route"
(as with a failed attenpt to forward an ordinary Interest).

A received Echo Reply will be matched to an existing PIT entry as
usual. On the reverse path, the Path Steering TLV of an Echo Reply
wi || be updated by each forwarder to encode its next-hop choice.

When included in subsequent Echo Requests, this Path Label TLV all ows
the forwarders to steer the Echo Requests al ong the sane path.

FORWARD PATH
Request +------ + - + - +(path | abel) +-------- +( mat ch) Request
------ > |Admin|-> CS |->] PIT| ------------>| Label |------------->
| Name |  +----- + - + | Lookup
| Lookup]| | | \ (no path | abel)+-------- +
to-o--- + | |\ |\ (path I abel m smatch)
Reply I I [\ |\
S + | v \ |\
(base mat ches | aggregate \ | \
adm n nane) | \ | \
| (base \ | oo + Request
Repl y | matches L |----> FIB | ------- >
S + cached object) | R +
| (no | | (base
I nt erest Return ( NACK) v route)| | matches
e <o - - + | local app
e i + face)
Repl y
REVERSE PATH
InterestReturn (NACK) +----- + (update path | abel) InterestReturn (NACK)
S IR e
I
Reply +------ + | PIT | (update path |abel) Reply
<------ | CS |<------ | I e
Fo-m - - - + | |
+----- +
I
| (no match)
v

Figure 11: Forwarder COperation
7. Protocol Qperation for Locally Scoped Namespaces

In this section, we elaborate on two alternative design approaches in
cases where the pinged prefix corresponds to a locally scoped
nanespace not directly routable fromthe client’s | ocal network.

The first approach | everages the NDN Li nk Cbject [ SNAMP].
Specifically, the ping client attaches to the expressed request a
Li nk Obj ect that contains a nunber of routable name prefixes, based
on which the request can be forwarded until it reaches a network



regi on where the request nanme itself is routable. A Link Object is
created and signed by a data producer allowed to publish data under a
| ocal |y scoped nanespace. The way that a client retrieves a Link

oj ect depends on various network design factors and is out of scope
for this docunent.

At the time of this witing, and based on usage of the Link Object by
the NDN team [ NDNLPv2], a forwarder at the border of the region where
an I nterest nane becones routable nust renove the Link Cbject from
incomng Interests. The Interest state maintained along the entire
forwarding path is based on the Interest name regardl ess of whether
it was forwarded based on its name or a routable prefix in the Link
oj ect.

The second approach is based on prepending a routable prefix to the
locally scoped nane. The resulting prefix will be the nanme of the
Echo Requests expressed by the client. 1In this way, a request wll
be forwarded based on the routable part of its nane. When it reaches
the network region where the original locally scoped nane is
routabl e, the border forwarder rewites the request nane and del etes
its routable part. There are two conditions for a forwarder to
performthis rewiting operation on a request:

1) the routable part of the request nane matches a routabl e nane of
the network region adjacent to the forwarder (assuming that a
forwarder is aware of those nanmes), and

2) the remaining part of the request name is routable across the
network region of this forwarder.

The state al ong the path depends on whether the request is traversing
the portion of the network where the locally scoped nanme is routable.
In this case, the forwarding can be based entirely on the locally
scoped nane. However, where a portion of the path |ies outside the
regi on where the locally scoped name is routable, the border router
has to rewite the nane of a reply and prepend the routable prefix of
the correspondi ng request to ensure that the generated replies wll
reach the client.

Security Considerations

A reflection attack could be nounted by a conpronised forwarder in
the case of an Echo Reply with the CCNx packet format if that
forwarder includes in the reply the nane of a victimforwarder. This
could convince a client to direct the future admnistrative traffic
towards the victim To foil such reflection attacks, the forwarder
that generates a reply nmust sign the nanme included in the payl oad.

In this way, the client is able to verify that the included nanme is
legitimate and refers to the forwarder that generated the reply.

Al ternatively, the forwarder could include in the reply payload their
routabl e prefix(es) encoded as a signed NDN Li nk OCbj ect [ SNAMP].

Interest flooding attack anplification is possible in the case of the
second approach for dealing with locally scoped nanespaces as
described in Section 7. To elimnate such anplification, a border
forwarder will have to maintain extra state in order to prepend the
correct routable prefix to the name of an outgoing reply, since the
forwarder mght be attached to nmultiple network regi ons (reachabl e
under different prefixes) or a network region attached to this
forwarder m ght be reachable under multiple routable prefixes.

Anot her exanpl e of an attack could be the ICN equival ent of port
knocki ng, where an attacker tries to discover certain forwarder
i npl ementations for the purpose of exploiting potentia

vul nerabilities.



9.

10.

10.

10.

| ANA Consi der ations

I ANA has assigned 0x05 to "PT_ECHO REQUEST" and 0x06 to
"PT_ECHO REPLY" in the "CCNx Packet Types" registry established by
[ RFC8609] .

I ANA has assigned 0x0003 to "T_NONCE" in the "CCNx Name Segnent
Types" registry established by [ RFC8609].

| ANA has created a new registry called "CCNx Echo Reply Codes". The
registration procedure is Specification Required [RFC8126]. In this
registry, IANA has assigned 0x01l to "T_ECHO RETURN FORWARDER', 0x02
to "T_ECHO RETURN_APPLI CATI ON', and 0x03 to "T_ECHO RETURN OBJECT".
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Appendix A. Ping dient Application (Consumer) Operation

This section is an informative appendi x regardi ng the proposed ping
client operation.

The ping client application is responsible for generating Echo
Requests for prefixes provided by users.

When generating a series of Echo Requests for a specific name, the
first Echo Request will typically not include a Path Label TLV, since
no TLV value is known. After an Echo Reply containing a Path Labe
TLV is received, each subsequent Echo Request can include the
received Path Steering value in the Path Label header TLV to drive
the requests towards a common path as part of checki ng network
performance. To discover nore paths, a client can onmit the Path
Steering TLV in future requests. Moreover, for each new Ping Echo
Request, the client has to generate a new nonce and record the tine
that the request was expressed. It will also set the lifetime of an
Echo Request, which will have semantics identical to the lifetine of
an Interest.

Further, the client application mght not wish to receive Echo
Replies due to CS hits. A nechanismto achieve that in CCNx woul d be
to use a Content bject Hash Restriction TLV with a value of 0 in the
payl oad of an Echo Request message. |In NDN, the exclude filter

sel ector can be used.

When it receives an Echo Reply, the client would typically match the
reply to a sent request and conpute the RTT of the request. It
shoul d parse the Path Label value and decode the reply’'s payload to
parse the sender’s name and signature. The client should verify that
both the recei ved nmessage and the forwarder’s name have been signed
by the key of the forwarder, whose nanme is included in the payl oad of
the reply (by fetching this forwarder’s public key and verifying the
contai ned signature). The client can al so decode the Echo Reply Code
TLV to understand the condition that triggered the generation of the

reply.



In the case that an Echo Reply is not received for a request within a
certain tinme interval (lifetime of the request), the client should
time out and send a new request with a new nonce value up to sone
maxi mum nunber of requests to be sent specified by the user.
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