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Bot h endpoi nts cooperate by marki ng packets and,
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encrypt transport headers since they enable | oss and del ay

measur enent s by passive,

descri bes severa
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Aut hors’ Addr esses
I ntroduction

Packet |oss and delay are hard and pervasi ve probl enms of day-to-day
networ k operation. Proactively detecting, neasuring, and |ocating
themis crucial to maintaining high QS and timely resol ution of end-
to-end t hroughput issues.

Det ecti ng and neasuring packet | oss and delay all ows network
operators to independently confirmtrouble reports and, ideally, be
proactively notified of devel oping problens on the network. Locating
the cause of packet |oss or excessive delay is the first step to
resol ving problens and restoring QoS.

Net wor k operators wi shing to perform quantitative nmeasurenent of
packet | oss and del ay have been heavily relying on information
present in the clear in transport-layer headers (e.g., TCP sequence
and acknow edgnent nunbers). By passively observing a network path
at multiple points within one’s network, operators have been able to
either quickly | ocate the source the problemwi thin their network or
reliably attribute it to an upstream or downstream network

Wth encrypted protocols, the transport-Ilayer headers are encrypted
and passive packet |oss and del ay observations are not possible, as
al so noted in [ TRANSPORT- ENCRYPT]. Neverthel ess, accurate

measur enent of packet |oss and del ay experienced by encrypted
transport-layer protocols is highly desired, especially by network
operators who own or control the infrastructure between the client
and server.

The neasurenent of |oss and del ay experienced by connections using an
encrypted protocol cannot be based on a neasurenent of |oss and del ay
experienced by connections between the sane or sinilar endpoints that
use an unencrypted protocol because different protocols may utilize
the network differently and be routed differently by the network.
Therefore, it is necessary to directly measure the packet |oss and
del ay experienced by users of encrypted protocols.

The Alternate-Mrking nethod [ At Mark] defines a consolidated nethod
to perform packet |oss, delay, and jitter neasurenents on |ive
traffic. However, as nmentioned in [IPv6Al tMark], [AtMark] mainly
applies to a network-layer-controll ed domai n nanaged with a Network
Managenent System (NVB), where the Custoner Prenises Equi pnment (CPE)
or the Provider Edge (PE) routers are the starting or the ending
nodes. [AltMark] provides nmeasurenent within a controlled domain in
whi ch the packets are marked. Therefore, applying [AltMark] to end-
to-end transport-layer connections is not easy because packet
identification and marking by network nodes is prevented when
encrypted transport-layer headers (e.g., QUC, TCP with TLS) are
bei ng used.

Thi s docunent defines Explicit Host-to-Network Fl ow Measurenent
Techni ques that are specifically designed for encrypted transport
protocols. According to the definitions of [|IPPM METHODS], these
measur enent net hods can be classified as Hybrid. They are to be
enbedded into a transport-layer protocol and are explicitly intended
for exposing delay and |l oss rate information to on-path neasurenent
devices. Unlike [AltMark], most of these nmethods require

col | aborative endpoi nt nodes. Since these neasurenent techniques
make performance information directly visible to the path, they do
not rely on an external NVB

The Explicit Host-to-Network Fl ow Measurement Techni ques described in
this docunment are applicable to any transport-layer protoco
connecting a client and a server. In this docunment, the client and



the server are also referred to as the endpoints of the transport-
| ayer protocol.

The different nethods described in this docunment can be used al one or
in conbination. Each technique uses few bits and exposes a specific
measurenent. It is assumed that the endpoints are coll aborative in
the sense of the neasurenents, indeed both the client and server need
to cooperate.

Fol I owi ng the recomendation in [ RFC8558] of mmking path signals
explicit, this docunent proposes addi ng sonme dedi cat ed nmeasur enent
bits to the clear portion of the transport protocol headers. These
bits can be added to an unencrypted portion of a transport-|ayer
header, e.g., UDP surplus space (see [UDP-OPTIONS] and [ UDP- SURPLUS])
or reserved bits in a QUC vl header, as already done with the
latency Spin bit (see Section 17.4 of [QU CTRANSPORT]). Note that
this docunment does not reconmend the use of any specific bits, as
these woul d need to be chosen by the specific protoco

i npl ement ations (see Section 5).

The Spin bit, Delay bit, and loss bits explained in this docunent are
inspired by [AltMark], [ QU C MANAGEABI LITY], [QU G SPIN],
[TSWAG SPIN], and [| PPM SPI N] .

Addi tional details about the performance neasurenments for QU C are
described in the paper [ ANRWMO9-PM QU C].

Latency Bits

This section introduces bits that can be used for round-trip |atency
measur enents. \WWenever this section of the specification refers to

packets, it is referring only to packets with protocol headers that

include the | atency bits.

In [ QU C TRANSPORT], Section 17.4 introduces an explicit, per-flow
transport-layer signal for hybrid neasurenment of RTT. This signha
consists of a Spin bit that toggles once per RTT. Section 4 of

[QU CGSPIN discusses an additional two-bit Valid Edge Counter (VEC
to conpensate for loss and reordering of the Spin bit and to increase
fidelity of the signal in less than ideal network conditions.

Thi s docunent introduces a standal one single-bit delay signal that
can be used by passive observers to measure the RTT of a network
flow, avoiding the Spin bit anbiguities that arise as soon as network
conditions deteriorate.

.1. Spin Bit

This section is a small recap of the Spin bit working nechanism For
a conprehensive explanation of the algorithm see Section 3.8.2 of
[ QUI C- MANAGEABI LI TY] .

The Spin bit is a signal generated by Alternate-Mrking [ AltMrk],
where the size of the alternation changes with the flight size each
RTT.

The latency Spin bit is a single-bit signal that toggles once per
RTT, enabling latency nonitoring of a connection-oriented
conmuni cation frominternedi ate observation points.

A "Spin bit period" is a set of packets with the same Spin bit val ue
sent during one RTT tine interval. A "Spin bit period value" is the
value of the Spin bit shared by all packets in a Spin bit period.

The client and server naintain an internal per-connection spin value
(i.e., 0 or 1) used to set the Spin bit on outgoing packets. Both
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endpoints initialize the spin value to 0 when a new connecti on
starts. Then:

* when the client receives a packet with the packet nunber |arger
than any nunber seen so far, it sets the connection spin value to
the opposite value contained in the received packet; and

* when the server receives a packet with the packet nunber |arger
than any nunber seen so far, it sets the connection spin value to
the sane val ue contained in the received packet.

The conputed spin value is used by the endpoints for setting the Spin
bit on outgoing packets. This nmechanismallows the endpoints to
generate a square wave such that, by nmeasuring the distance in tine
bet ween pairs of consecutive edges observed in the sane direction, a
passi ve on-path observer can conpute the round-trip network del ay of
that network fl ow.

Spin bit enables round-trip | atency neasurenent by observing a single
direction of the traffic flow.

Not e that packet reordering can cause spurious edges that require
heuristics to correct. The Spin bit performance deteriorates as soon
as network inpairnents arise as explained in Section 2.2.

Del ay Bit

The Del ay bit has been designed to overconme accuracy limtations
experienced by the Spin bit under difficult network conditions:

* packet reordering | eads to generation of spurious edges and errors
in delay estinmation;

* |loss of edges causes wong estimation of Spin bit periods and
therefore wong RTT neasurenents; and

* application-limted senders cause the Spin bit to nmeasure the
application delays instead of network del ays.

Unlike the Spin bit, which is set in every packet transnitted on the
network, the Delay bit is set only once per round trip.

VWhen the Delay bit is used, a single packet with a marked bit (the
Del ay bit) bounces between a client and a server during the entire
connection lifetine. This single packet is called the "del ay
sanpl e".

An observer placed at an intermedi ate point, observing a single
direction of traffic and tracking the delay sanple and the rel ative
ti mestanp, can neasure the round-trip delay of the connection

The delay sanple lifetinme conprises two phases: initialization and
reflection. The initialization is the generation of the del ay
sample, while the reflection realizes the bounce behavior of this
singl e packet between the two endpoints.

The next figure describes the el enentary Delay bit nechani sm

(a) No traffic at beginning.



(b) The dient starts sending data and sets
the first packet as the delay sanple.

(c) The Server starts sending data
and reflects the delay sanple.

(d) The dient reflects the delay sanple.

(e) The Server reflects the delay sanple
and so on.

Figure 1: Delay Bit Mechani sm
2.2.1. Generation Phase

Only the client is actively involved in the Generation Phase. It
mai ntains an internal per-flow tinestanp variable (ds_tine) updated
every time a delay sanple is transmtted.

When connection starts, the client generates a new del ay sanpl e
initializing the Delay bit of the first outgoing packet to 1. Then
it updates the ds_tine variable with the tinmestanp of its
transm ssi on.

The server initializes the Delay bit to 0 at the begi nning of the
connection, and its only task during the connection is described in
Section 2.2.2.

I n absence of network inpairments, the delay sanple should bounce
between the client and server continuously for the entire duration of
the connection. However, that is highly unlikely for two reasons:

1. The packet carrying the Delay bit m ght be |ost.

2. An endpoint could stop or delay sending packets because the
application is linmting the amount of traffic transmtted.

To deal with these problens, the client generates a new del ay sanple
if nore than a predeternined time (T_Max) has el apsed since the | ast
del ay sanple transmission (including reflections). Note that T Max
shoul d be greater than the nmax measurable RTT on the network. See
Section 2.2.3 for details.
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2. Reflection Phase

Refl ection is the process that enables the bouncing of the delay
sampl e between a client and a server. The behavior of the two
endpoints is al most the sane.

* Server-side reflection: Wen a delay sanple arrives, the server
mar ks the first packet in the opposite direction as the del ay
sanpl e.

* Cient-side reflection: Wien a delay sanple arrives, the client
mar ks the first packet in the opposite direction as the del ay
sanple. It also updates the ds_tinme variable when the outgoing
del ay sanple is actually forwarded.

In both cases, if the outgoing delay sanple is being transnmitted with
a delay greater than a predetermned threshold after the reception of
the incom ng delay sanple (1 ns by default), the delay sanple is not

reflected, and the outgoing Delay bit is kept at O.

By doing so, the algorithmcan reject measurements that woul d
overestimate the delay due to lack of traffic at the endpoints.
Hence, the maxi num estimation error would anmount to tw ce the
threshold (e.g., 2 ns) per neasurenent.

2.2.3. T _Max Selection

The internal ds_tinme variable allows a client to identify delay
sampl e | osses. Considering that a | ost delay sanple is regenerated
at the end of an explicit time (T_Max) since the | ast generation,
this sane value can be used by an observer to reject a neasure and
start a new one.

In other words, if the difference in tine between two del ay sanples
is greater or equal than T_Max, then these cannot be used to produce
a delay nmeasure. Therefore, the value of T_Max nust al so be known to
the on-path network probes.

There are two alternatives to selecting the T _Max val ue so that both
the client and observers know it. The first one requires that T_Max
is known a priori (T_Max_p) and therefore set within the protocol
specifications that inplenments the marki ng nechanism (e.g., 1 second,
which usually is greater than the max expected RTT). The second
alternative requires a dynam ¢ nechani smable to adapt the duration
of the T_Max to the delay of the connection (T_Max_c).

For instance, the client and observers could use the connection RTT
as a basis for calculating an effective T_Max. They should use a
predetermined initial value so that T_Max = T_Max_p (e.g., 1 second)
and then, when a valid RTT is neasured, change T_Max accordingly so
that T Max = T_Max_c. |In any case, the selected T_Max should be

| arge enough to absorb any possible variations in the connection
delay. This also helps to prevent the mechanismfromfailing when
the observer cannot recogni ze sudden changes in RTT exceedi ng T_Max.

T Max_c could be conputed as two tines the neasured RTT plus a fixed
anmount of tinme (100 ns) to prevent |low T _Max values in the case of
very small RTTs. The resulting forrmula is: T_Max_c = 2RTT + 100 ns.
If T_Max_c is greater than T_Max_p, then T_Max_c is forced to the

T Max_p value. Note that the value of 100 ns is provided as an
exanple, and it may be chosen differently depending on the specific
scenarios. For instance, an inplenmenter may consider using existing
protocol -specific values if appropriate.

Note that the observer’s T_Max should al ways be |l ess than or equal to



the client’s T_Max to avoid considering as a valid measurenent what
is actually the client’s T _Max. To obtain this result, the client
waits for two consecutive incom ng sanples and conputes the two
related RTTs. Then it takes the |argest of themas the basis of the
T Max_c fornmula. At this point, observers have already neasured a
valid RTT and then conputed their T_Max_c.

2.2.4. Delay Measurenent Using the Delay Bit

When the Delay bit is used, a passive observer can use delay sanpl es
directly and avoid inherent anmbiguities in the calculation of the RTT
as can be seen in Spin bit analysis.

2.2.4.1. RTT Measur enent

The del ay sanpl e generation process ensures that only one packet
marked with the Delay bit set to 1 runs back and forth between two
endpoints per round-trip tine. To determ ne the RTT neasurenent of a
flow, an on-path passive observer conputes the tinme difference

bet ween two del ay sanpl es observed in a single direction

To ensure a valid neasurenment, the observer nust verify that the
distance in tine between the two sanples taken into account is |ess
than T_Max.

:::::::::::::::::::::::l bbb
— Kkkkkkkkkxkx  _ _ ___ CbS----> khkkkkhkkhkkx —
=* Cient * * Server * =
— Kkkkkkkkkkk Commm e m khkkhkkhkkhkhkx —
<::::::::::::::::::::::::::::::::::::::::::::::
(a) client-server RIT
::::::::::::::::::::::::::::::::::::::::::::::>
— kkkkkkkkkk  _ _ __ ________ > khkkhkkhkkhkhkx —
=* Cient * * Server * =
— kkkkkkkkkk <----(bs----- khkkhkkhkkkhkkhkkx —
<::::::::::::::::::::::| s

(b) server-client RTT
Figure 2: Round-Trip Tine (Both Directions)
2.2.4.2. Half-RTT Measurenent

An observer that is able to observe both forward and return traffic
directions can use the delay sanples to neasure "upstreani and
"downstream’ RTT conponents, also known as the hal f-RTT neasurenents
It does this by neasuring the time between a delay sanmpl e observed in
one direction and the del ay sanple previously observed in the
opposite direction

As with RTT nmeasurenent, the observer must verify that the distance
in time between the two sanples taken into account is |ess than
T_Max.

Not e that upstream and downstream sections of paths between the
endpoi nts and the observer (i.e., observer-to-client vs. client-to-
observer and observer-to-server vs. server-to-observer) nmay have
different delay characteristics due to the difference in network
congestion and ot her factors.

kkokkokkkokk ok | _____ > kkokkokkkokk ok

=* Cient * bs * Server *
— Kkkkkkkkkkk Commme o | ______ kkKhkKhkhkkkkk*k



(a) client-observer hal f-RTT

:::::::::::::::::::::::>
*kkkkkkkkk*  _ _ ____ | _____ > *hkkhkkhkkkhkkk —
* Cient * Cbs * Server * =
kkkkkkhkkk*k oo = | ______ khkkkxkkkhkx —

(b) observer-server hal f-RTT
Figure 3: Half Round-Trip Tinme (Both Directions)
2.2.4.3. Intra-donain RTT Measurenent

Intra-domain RTT is the portion of the entire RTT used by a flowto
traverse the network of a provider. To neasure intra-domain RTT, two
observers capabl e of observing traffic in both directions nust be
enpl oyed sinultaneously at the ingress and egress of the network to
be neasured. Intra-donain RTT is the difference between the two
conmput ed upstream (or downstream) RTT conponents.

:::::::::::::::::::::::::::::::::::::::::>
e e el
— — Kkkkkkkkkk* ___|__> ___|__> *kkkKhkkKkxk
==* Cdient * bs bs * Server *
— — Kkkhkkkkkkhkkhkk* <__|___ <__|___ kkkkKhkkkhk*
= <:::::::::::::::::::::
<:::::::::::::::::::::::::::::::::::::::::
(a) client-observer RTT conponents (hal f-RTTs)
::::::::::::::::::>
kkKhkhkhkkkkk*x ___|__> ___|__> kkKhkhkhkkkkk*x
* Client * Cbs Cbs * Server *
*hkkhkkkkkk* <__|___ <__|___ *hkkhkkkkkk*

(b) the intra-domain RTT resulting fromthe
subtraction of the above RTT conponents

Figure 4: Intra-domain Round-Trip Tine (Cient-Cbserver: Upstream
2.2.5. oserver’s Algorithm

An on-path observer maintains an internal per-flow variable to keep
track of the time at which the |ast del ay sanpl e has been observed.
The flow characterization should be part of the protocol

If the observer is unidirectional or in case of asymetric routing,
then upon detecting a delay sanmpl e:

* if a delay sanple was al so detected previously in the same
direction and the distance in tinme between themis | ess than T_Mx
- K, then the two del ay sanples can be used to calculate RTT
measurenent. K is a protection threshold to absorb differences in
T Max conputation and delay variations between two consecutive
del ay samples (e.g., K= 10% T_Max).

If the observer can observe both forward and return traffic fl ows,
and it is able to determ ne which direction contains the client and
the server (e.g., by observing the connection handshake), then upon
detecting a delay sanpl e:

* if a delay sanple was al so detected in the opposite direction and



the distance in tinme between themis less than T_Max - K, then the
two del ay sanples can be used to neasure the observer-client half-
RTT or the observer-server half-RTT, according to the direction of
the | ast delay sanpl e observed

Note that the accuracy can be influenced by what the observer is
capabl e of observing. Additionally, the type of measurenent differs,
as described in the previous sections.

.2.6. Two Bits Delay Measurenent: Spin Bit + Delay Bit

The Spin and Delay bit algorithnms work independently. [|f both
mar ki ng met hods are used in the same connection, observers can choose
the best measurenment between the two avail abl e:

* when a precise neasurenent can be produced using the Delay bit,
observers choose it; and

* when a Delay bit nmeasurenent is not avail able, observers choose
the approximate Spin bit one.

Loss Bits
This section introduces bits that can be used for | oss nmeasurenents.
Whenever this section of the specification refers to packets, it is
referring only to packets with protocol headers that include the |oss
bits -- the only packets whose | oss can be neasured.

T: The "round-Trip loss" bit is used in conbination with the Spin
bit to neasure round-trip |l oss. See Section 3.1

Q The "sQuare" bit is used to nmeasure upstream| oss. See

Section 3. 2.

L: The "Loss Event" bit is used to neasure end-to-end | oss. See
Section 3. 3.

R: The "Reflection square" bit is used in conbination with the Q

bit to neasure end-to-end | oss. See Section 3.4.

Loss neasurenments enabled by T, Q and L bits can be inplenmented by

those loss bits alone (T bit requires a working Spin bit). Two-bit

combi nations QtL and QtR enabl e additi onal neasurenment opportunities
di scussed bel ow.

Each endpoi nt mai ntai ns appropriate counters independently and
separately for each identifiable flow (or each sub-flow for multipath
connecti ons).

Since loss is reported independently for each flow, all bits (except
for the L bit) require a certain mninum nunber of packets to be
exchanged per flow before any signal can be nmeasured. Therefore,

| oss nmeasurenents work best for flows that transfer nore than a

m ni mal anount of data.

.1. T Bit -- Round-Trip Loss Bit

The round-Trip loss bit is used to mark a variabl e nunber of packets
exchanged tw ce between the endpoints realizing a two round-trip
reflection. A passive on-path observer, observing either direction,
can count and conpare the number of marked packets seen during the
two reflections, estimating the | oss rate experienced by the
connection. The overall exchange conprises:

* the client selects and consequently sets the T bit to 1 in order
to identify a first train of packets;



* upon receiving each packet included in the first train, the server
sets the T bit to 1 and reflects to the client a respective second
train of packets of the sane size as the first train received;

* upon receiving each packet included in the second train, the
client sets the T bit to 1 and reflects to the server a respective
third train of packets of the sane size as the second train
recei ved; and

* upon receiving each packet included in the third train, the server
sets the T bit to 1 and finally reflects to the client a
respective fourth train of packets of the sane size as the third
train received.

Packets belonging to the first round trip (first and second train)
represent the Ceneration Phase, while those belonging to the second
round trip (third and fourth train) represent the Reflection Phase.

A passive on-path observer can count and conpare the nunber of narked
packets seen during the two round trips (i.e., the first and third or
the second and the fourth trains of packets, depending on which
direction is observed) and estimate the | oss rate experienced by the
connection. This process is repeated continuously to obtain nore
measurenents as |long as the endpoints exchange traffic. These
nmeasurenents can be called round-trip | osses.

Since the packet rates in two directions may be different, the nunber
of marked packets in the train is deternmined by the direction with
the | owest packet rate. See Section 3.1.2 for details on packet
gener ati on.

3.1.1. Round-Trip Loss

Since the neasurenents are perforned on a portion of the traffic
exchanged between the client and the server, the observer cal cul ates
the end-to-end Round-Trip Packet Loss (RTPL) that, statistically,
will correspond to the |oss rate experienced by the connection al ong
the entire network path.

— kkkkkkkkkk  _ _ _ __ Mhs----> khkkhkkhkkhkkhkx —
=* Cient * * Server * =
— *kkkkkkkkk Cmm e e m khkkkxkkkhkx —
<::::::::::::::::::::::::::::::::::::::::::::::
(a) client-server RTPL
e s>
— *x*xkkkkxxkkkx  _ _ _________._ > khkkkxkkkhkx —
=* Cient * * Server * =
— khkkkkkkk kK <----Cb$ _____ *hkkkkkkkkx —
<::::::::::::::::::::::| e ————————————————

(b) server-client RTPL
Figure 5: Round-Trip Packet Loss (Both Directions)

Thi s met hodol ogy al so all ows the hal f-RTPL neasurenent and the Intra-
domai n RTPL neasurenent in a way sinmilar to RTT neasurenent.

s s bbbl

— Kkkkkkkkkkk  __ ____ | _____ > *kkkKhkkkx*
—_ % 1 * * *
= dient Cbs Server

— Kkkkkkkkkkk P | ______ kkKhkhhkkkkk*x



(a) client-observer hal f-RTPL

:::::::::::::::::::::::>
kkkKhkhkkkxkx  _ _ ____ | _____ > khkkhkkhkkhkhkx —
* Cient * Cbs * Server * =
*FhkkhkkkKhk kK P | ______ khkkhkkhkkkhkkhkkx —

L oo oo oo oo oo —-————c—

(b) observer-server hal f-RTPL

Figure 6: Half Round-Trip Packet Loss (Both Directions)

:::::::::::::::::::::>
kkkkKhkkkhKxk* ___|__> ___|__> khkkhkhkhkhkhhkh*x —
* Cient * bs bs * Server * =
kkKhkKhkhkkkkk*k <__|___ <__|___ khkkhkkhkkhkkhkx —

<:::::::::::::::::::::

< S oo oo oo ———=—

(a) observer-server RTPL conponents (half-RTPLS)

::::::::::::::::::>
*Fhkkhkkkkhkk* ___|__> ___|__> *hkkhkkkkhkk*
* Cient * Cbs bs * Server *
*kkkKhkkkx* <__|___ <__|___ *kkkKhkkkx*

(b) the intra-domain RTPL resulting fromthe
subtraction of the above RTPL conponents

Figure 7: Intra-domain Round-Trip Packet Loss (Cbserver-Server)
.2. Setting the Round-Trip Loss Bit on Qutgoi ng Packets

The round-Trip | oss signal requires a working Spin bit signal to
separate trains of marked packets (packets with T bit set to 1). A
"pause" of at |east one enpty Spin bit period between each phase of
the al gorithm serves as such a separator for the on-path observer
The connection between T bit and Spin bit hel ps the observer

correl ate packet trains.

The client maintains a "generation token" count that is set to zero
at the beginning of the session and is increnented every tine a
packet is received (marked or unmarked). The client also nmintains
"reflection counter” that starts at zero at the beginning of the
sessi on.

The client is in charge of |aunching trains of marked packets and
does so according to the al gorithm

1. Ceneration Phase. The client starts generating nmarked packets
for two consecutive Spin bit periods. When the client transmts
a packet and a "generation token" is available, the client marks
the packet and retires a "generation token". |If no token is
avai | abl e, the outgoing packet is transmtted unnarked. At the
end of the first Spin bit period spent in generation, the
reflection counter is unlocked to start counting incoming marked
packets that will be reflected later.

2. Pause Phase. Wen the generation is conpleted, the client pause
till it has observed one entire Spin bit period with no nmarked
packets. That Spin bit period is used by the observer as a
separ at or between generated and refl ected packets. During this
mar ki ng pause, all the outgoing packets are transmitted with T

a

S



bit set to 0. The reflection counter is still increnented every
time a marked packet arrives.

3. Reflection Phase. The client starts transmtting marked packets,
decrenmenting the reflection counter for each transmitted marked
packet until the reflection counter has reached zero. The
"generation token" nethod fromthe Generation Phase is used
during this phase as well. At the end of the first Spin bit
period spent in reflection, the reflection counter is |locked to
avoi d incoming reflected packets increnenting it.

4. Pause Phase 2. The Pause Phase is repeated after the Reflection
Phase and serves as a separator between the refl ected packet
train and a new packet train.

The generation token counter should be capped to linit the effects of
a subsequent sudden reduction in the other endpoint’s packet rate
that could prevent that endpoint fromreflecting collected packets.

A cap value of 1 is reconmended.

A server mmintains a "marking counter" that starts at zero and is
incremented every tine a marked packet arrives. Wen the server
transmts a packet and the "marking counter"” is positive, the server

mar ks the packet and decrements the "marking counter”. If the
"marking counter” is zero, the outgoing packet is transmtted
unmar ked.

Note that a choice of 2 RTT (two Spin bit periods) for the CGeneration
Phase is a trade-off between the percentage of marked packets (i.e.,
the percentage of traffic nonitored) and the neasurenent del ay.

Using this value, the algorithm produces a nmeasurenent approxi mately
every 6 RTT (2 generations, ~2 reflections, 2 pauses), marking ~1/3
of packets exchanged in the slower direction (see Section 3.1.4).
Choosi ng a CGeneration Phase of 1 RTT, we woul d produce neasurenents
every 4 RTT, nonitoring ~1/4 of packets in the slower direction

It is worth nmentioning that problens can happen in some cases,
especially if the rate suddenly changes, but the nechani sm descri bed
here worked well with normal traffic conditions in the

i mpl ement ati on.

3.1.3. (bserver’s Logic for Round-Trip Loss Signha
The on-path observer counts marked packets and separates different
trains by detecting Spin bit periods (at |east one) with no nmarked
packets. The Round-Trip Packet Loss (RTPL) is the difference between
the size of the Generation train and the Reflection train.

In the foll owi ng exanpl e, packets are represented by two bits (first
one is the Spin bit, second one is the round-Trip loss bit):

Cenerati on Pause Refl ecti on Pause

I I I I I
01 01 00 01 11 10 11 00 00 10 10 10 01 00 01 01 10 11 10 00 0O 10
Figure 8: Round-Trip Loss Signal Exanple

Note that 5 marked packets have been generated, of which 4 have been
refl ected.

3.1.4. Loss Coverage and Signal Timng
A cycle of the round-Trip loss signaling algorithmcontains 2 RTTs of

Generation phase, 2 RTTs of Reflection Phase, and 2 Pause Phases at
least 1 RTT in duration each. Hence, the loss signal is del ayed by



about 6 RTTs since the | oss events.

The observer can only detect the | oss of marked packets that occurs
after its initial observation of the Generation Phase and before its
subsequent observation of the Reflection Phase. Hence, if the |oss
occurs on the path that sends packets at a lower rate (typically ACKs
in such asymmetric scenarios), 2/6 (1/3) of the packets will be
sanpl ed for | oss detection.

If the loss occurs on the path that sends packets at a higher rate,

| owPacket Rat e/ (3*hi ghPacket Rate) of the packets will be sanpled for

| oss detection. For protocols that use ACKs, the portion of packets
sampled for loss in the higher rate direction during unidirectiona
data transfer is 1/(3*packetsPer Ack), where the val ue of

packet sPer Ack can vary by protocol, by inplenentation, and by network
condi tions.

3.2. QBit -- sQuare Bit

The sQuare bit (Qbit) takes its nane fromthe square wave generated
by its signal. This nethod is based on the Alternate-Mrking nethod
[AltMark], and the Q bit represents the "packet color" that can be
switched between 0 and 1 in order to mark consecutive bl ocks of
packets with different colors. This method does not require
cooperation from both endpoints.

[AltMark] introduces two variations of the Alternate-Marking nethod
dependi ng on whether the color is switched according to a fixed timer
or after a fixed nunber of packets. Cooperating and synchronized
observers on either end of a network segnent can use the fixed-timer
met hod to neasure packet |oss on the segnment by comparing packet
counters for the sane packet blocks. The tine length of the bl ocks
can be chosen dependi ng on the desired neasurenent frequency, but it
must be | ong enough to guarantee the proper operation with respect to
clock errors and network del ay issues.

The Q bit nethod described in this docunent chooses the col or-

swi tching nmet hod based on a fixed nunber of packets for each bl ock
Thi s approach has the advantage that it does not require cooperating
or synchroni zed observers or network elenments. Each probe can
measur e packet | oss autononmously without relying on an external NVS
For the purpose of the packet |oss neasurenent, all bl ocks have the
same nunber of packets, and it is necessary to detect only the |oss
event and not to identify the exact block with | osses.

Fol | owi ng the net hod based on fixed nunber of packets, the square
wave sighal is generated by the switching of the Qbit: every

out goi ng packet contains the Q bit value, which is initialized to O
and inverted after sending N packets (a sQuare Block or sinply Q

Bl ock). Hence, Q Period is 2*N

oservation points can estimte upstream | osses by watching a single
direction of the traffic flow and counting the nunber of packets in
each observed Q Bl ock, as described in Section 3.2.2.

3.2.1. QBlock Length Sel ection

The I ength of the block nust be known to the on-path network probes.
There are two alternatives to selecting the Q Block length. The
first one requires that the length is known a priori and therefore
set within the protocol specifications that inplenment the marking
mechani sm The second requires the sender to select it.

In this latter scenario, the sender is expected to choose N (Q Bl ock
| ength) based on the expected anpbunt of |oss and reordering on the
path. The choice of N strikes a conprom se -- the observation could



becone too unreliable in case of packet reordering and/or severe |oss
if Nis too small, while short flows may not yield a useful upstream
| oss nmeasurenent if Nis too large (see Section 3.2.2).

The val ue of N should be at | east 64 and be a power of 2. This

requi renent allows an observer to infer the Q Bl ock | ength by
observing one period of the square signal. It also allows the
observer to identify flows that set the loss bits to arbitrary val ues
(see Section 6).

If the sender does not have sufficient information to nmake an

i nformed deci si on about Q Bl ock | ength, the sender should use N=64,
since this value has been extensively tried in |large-scale field
tests and yielded good results. Alternatively, the sender nmay al so
choose a random power-of-2 N for each flow, increasing the chances of
using a Q Block length that gives the best signal for sone flows.

The sender nust keep the value of N constant for a given flow.
3.2.2. Upstream Loss

Bl ocks of N (Q Block I ength) consecutive packets are sent with the
sane value of the Qbit, followed by another block of N packets with
an inverted value of the Q bit. Hence, knowi ng the value of N, an
on-path observer can estimate the anpbunt of upstream|oss after
observing at |least N packets. The upstream/|oss rate (uloss) is one
m nus the average nunber of packets in a bl ock of packets with the
same Q value (p) divided by N (ul oss=1-avg(p)/N)

The observer needs to be able to tol erate packet reordering that can
blur the edges of the square signal, as explained in Section 3.2.3.

:::::::::::::::::::::>

xkkkkkkkx*x  _ __ __ CbS----> kkkkKhkkkhk*
* Client * * Server *
kkKhkKhkhkkkkk*k Commm e o kkKhkKhkhkkkkk*k

(a) in client-server channel (ul oss_up)

kkkkkkkkx* o ______ > kkkkKhkkkhk*
* Client * * Server *
kkKhkKhkhkkkkk*k <----(bs----- kkKhkKhkhkkkkk*k

<:::::::::::::::::::::

(b) in server-client channel (ul oss_down)
Fi gure 9: Upstream Loss
3.2.3. ldentifying Q Bl ock Boundari es

Packet reordering can produce spurious edges in the square signal
To address this, the observer should | ook for packets with the
current Q bit value up to X packets past the first packet with a
reverse Q bit value. The value of X, a "Mrking Bl ock Threshol d",
shoul d be less than N 2.

The choice of X represents a trade-off between resiliency to
reordering and resiliency to loss. A very |large Marking Bl ock
Threshold will be able to reconstruct Q Bl ocks despite a significant
anount of reordering, but it may erroneously coal esce packets from
multiple Q Blocks into fewer Q Blocks if |oss exceeds 50% for sone Q
Bl ocks.

3.2.3.1. Inproved Resilience to Burst Losses

Burst | osses can affect the accuracy of Q neasurenents. GCenerally,



burst | osses can be absorbed and correctly neasured if smaller than
the established QBlock length. |If the entire Q Block | ength of
packets is lost in a burst, however, the observer nmay be |eft

conpl etely unaware of the |oss.

To inprove burst loss resilience, an observer may consider a received
Q Block larger than the selected Q Block |l ength as an indication of a
burst | oss event. The observer would then conmpute the | oss as three
times the Q Block length mnus the measured bl ock | ength. By doing
so, the observer can detect burst |osses of |ess than two bl ocks
(e.g., less than 128 packets for a Q Block length of 64 packets). A
burst loss of two or nmore consecutive periods would still remain
unnoti ced by the observer (or underestimated if a period | onger than
Q Bl ock I ength were forned).

3. 3. L Bit -- Loss Event Bit

The Loss Event bit uses an Unreported Loss counter naintained by the
protocol that inplenments the marking mechanism To use the Loss
Event bit, the protocol nust allow the sender to identify | ost
packets. This is true of protocols such as QU C, partially true for
TCP and Stream Control Transm ssion Protocol (SCTP) (losses of pure
ACKs are not detected), and is not true of protocols such as UDP and
| Pv4/ | Pv6.

The Unreported Loss counter is initialized to 0, and the L bit of
every outgoi ng packet indicates whether the Unreported Loss counter
is positive (L=1if the counter is positive, and L=0 otherw se).

The val ue of the Unreported Loss counter is decremented every tine a
packet with L=1 is sent.

The val ue of the Unreported Loss counter is incremented for every
packet that the protocol declares |ost, using whatever |oss detection
machi nery the protocol enploys. |If the protocol is able to rescind
the 1 oss deternmination later, a positive Unreported Loss counter may
be decremented due to the rescission. 1In general, it should not
becone negative due to the rescission, but it can happen in few
cases.

This loss signaling is sinmlar to loss signaling in [ConEx], except
that the Loss Event bit is reporting the exact nunber of | ost
packets, whereas the signal nechanismin [ConEx] is reporting an
appr oxi mat e nunber of |ost bytes.

For protocols, such as TCP [TCP], that allow network devices to
change data segmentation, it is possible that only a part of the
packet is lost. In these cases, the sender mnust increnent the
Unreported Loss counter by the fraction of the packet data | ost (so
the Unreported Loss counter nmay becone negative when a packet with
L=1 is sent after a partial packet has been | ost).

observation points can estimte the end-to-end | oss, as determ ned by
the upstream endpoi nt, by counting packets in this direction with the
L bit equal to 1, as described in Section 3.3.1

3.3.1. End-To-End Loss

The Loss Event bit allows an observer to estinmate the end-to-end | oss
rate by counting packets with L bit values of 0 and 1 for a given
flow The end-to-end loss ratio is the fraction of packets with L=1

The assunption here is that upstream|oss affects packets with L=0
and L=1 equally. If some loss is caused by tail-drop in a network
device, this may be a sinplification. |If the sender’s congestion

controll er reduces the packet send rate after | oss, there may be a



sufficient delay before sending packets with L=1 that they have a
greater chance of arriving at the observer

3.3.1.1. Loss Profile Characterization

The Loss Event bit allows an observer to characterize the |oss
profile, since the distribution of observed packets with the L bit
set to 1 roughly corresponds to the distribution of packets | ost
between 1 RTT and 1 retransm ssion tinmeout (RTO before (see

Section 3.3.2.1). Hence, observing random single instances of the L
bit set to 1 indicates random singl e packet |oss, while observing

bl ocks of packets with the L bit set to 1 indicates |oss affecting
entire bl ocks of packets.

3.3.2. L+Q Bits -- Loss Measurenent Using L and QBits

Conbining L and Q bits all ows a passive observer watching a single
direction of traffic to accurately neasure:

upstream | oss: sender-to-observer |oss (see Section 3.2.2)
downstream | oss: observer-to-receiver |oss (see Section 3.3.2.2)

end-to-end |l oss: sender-to-receiver |oss on the observed path (see
Section 3.3.1) with loss profile characterization (see
Section 3.3.1.1)

3.3.2.1. Correlating End-to-End and Upstream Loss

Upstream |l oss is cal cul ated by observing packets that did not suffer
the upstream | oss (Section 3.2.2). End-to-end |oss, however, is
cal cul ated by observing subsequent packets after the sender’s
protocol detected the loss. Hence, end-to-end | oss is generally
observed with a delay of between 1 RTT (loss declared due to nultiple
dupl i cate acknow edgnments) and 1 RTO (|l oss declared due to a tinmeout)
relative to the upstream| oss.

The flow RTT can sonetines be estimated by timng the protocol
handshake nessages. This RTT estinmate can be greatly inproved by
observing a dedi cated protocol mechanismfor conveying RTT

i nformati on, such as the Spin bit (see Section 2.1) or Delay bit (see
Section 2.2).

Whenever the observer needs to performa conputation that uses both
upstream and end-to-end | oss rate neasurenents, it shoul d consider
the upstream | oss rate | eading the end-to-end | oss rate by
approximately 1 RTT. |If the observer is unable to estimate RTT of
the flow, it should accunul ate | oss measurements over time periods of
at least 4 times the typical RTT for the observed fl ows.

If the calculated upstream | oss rate exceeds the end-to-end | oss rate
calculated in Section 3.3.1, then either the Q Period is too short
for the amount of packet reordering or there is observer |oss,
described in Section 3.3.2.3. If this happens, the observer should
adjust the calculated upstreamloss rate to match end-to-end | oss
rate, unless the follow ng applies.

In case of a protocol, such as TCP or SCTP, that does not track

| osses of pure ACK packets, observing a direction of traffic

dom nated by pure ACK packets could result in nmeasured upstream | oss
that is higher than nmeasured end-to-end loss if said pure ACK packets
are lost upstream Hence, if the nmeasurenent is applied to such
protocols, and the observer can confirmthat pure ACK packets

domi nate the observed traffic direction, the observer shoul d adjust
the calcul ated end-to-end loss rate to match upstream | oss rate.



3.3.2.2. Downst r eam Loss

Because downstream | oss affects only those packets that did not
suffer upstream | oss, the end-to-end loss rate (eloss) relates to the
upstream |l oss rate (ul oss) and downstream | oss rate (dl oss) as

(1-ul oss) (1-dl oss)=1-el oss. Hence, dloss=(el oss-uloss)/(1l-uloss).

3.3.2.3. (Qbserver Loss

A typical deploynment of a passive observation systemincludes a
network tap device that mirrors network packets of interest to a
device that perfornms anal ysis and measurenment on the mrrored
packets. The observer loss is the loss that occurs on the mrror
pat h.

oserver |loss affects the upstream | oss rate neasurenent since it
causes the observer to account for fewer packets in a block of
identical Qbit values (see Section 3.2.2). The end-to-end |l oss rate
measur enent, however, is unaffected by the observer loss since it is
a nmeasurenent of the fraction of packets with the L bit value of 1,
and the observer loss would affect all packets equally (see

Section 3.3.1).

The need to adjust the upstream|oss rate down to match the end-to-
end loss rate as described in Section 3.3.2.1 is an indication of the
observer | oss, whose magnitude is between the anount of such
adjustnent and the entirety of the upstream| oss nmeasured in

Section 3.2.2. Alternatively, a high apparent upstreamloss rate
could be an indication of significant packet reordering, possibly due
to packets belonging to a single flow being multiplexed over severa
upstream paths with different |atency characteristics.

3.4. RBit -- Reflection Square Bit

R bit requires a deploynent alongside Qbit. Unlike the square
signal for which packets are transmitted in blocks of fixed size, the
nunber of packets in Reflection square blocks (also an Alternate-

Mar ki ng signal) varies according to these rules:

* when the transnission of a new block starts, its size is set equa
to the size of the last Q Bl ock whose reception has been
compl et ed; and

* if the reception of at |least one further Q Block is conpleted
before transm ssion of the block is term nated, the size of the
block is updated to be the average size of the further received Q
Bl ocks.

The Refl ection square value is initialized to 0 and is applied to the
R bit of every outgoing packet. The Reflection square value is
toggled for the first tine when the conpletion of a QBlock is
detected in the incom ng square signal (produced by the other
endpoint using the Qbit). The nunber of packets detected within
this first QBlock (p), is used to generate a reflection square
signal that toggles every M=p packets (at first). This new signa
produces bl ocks of M packets (marked using the R bit) and each of
themis called "Reflection Bl ock" (Reflection Bl ock).

The Mvalue is then updated every tinme a conpleted Q Block in the
i ncom ng square signal is received, following this fornul a:
Mer ound( avg(p)) -

The paraneter avg(p), the average nunber of packets in a marking
period, is computed based on all the Q Bl ocks received since the
begi nning of the current Reflection Bl ock.



The transm ssion of a Reflection Block is considered conplete (and
the signal toggled) when the nunber of packets transmitted in that
block is at |east the |atest conputed M val ue.

To ensure a proper conputation of the Mvalue, endpoints inplenenting
the R bit rmust identify the boundaries of incomng Q Blocks. The
same approach described in Section 3.2.3 should be used.

By | ooking at the R bit, unidirectional observation points have an
i ndi cation of |oss experienced by the entire unobserved channel plus
the 1 oss on the path fromthe sender to them

Since the QBlock is sent in one direction, and the correspondi ng
reflected R Block is sent in the opposite direction, the reflected R
signal is transmtted with the packet rate of the slowest direction
Nanely, if the observed direction is the slowest, there can be
multiple Q Blocks transmitted in the unobserved direction before a
complete Reflection Block is transmitted in the observed direction
If the unobserved direction is the slowest, the observed direction
can be sending R Bl ocks of the same size repeatedly before it can
update the signal to account for a newmy conpleted Q Bl ock

3.4.1. Enhancenment of Reflection Block Length Computation

The use of the rounding function used in the Mcomnputation introduces
errors that can be mnimzed by storing the rounding applied each
time Mis conputed and using it during the conputation of the M val ue
in the followi ng Reflection Bl ock

Thi s can be achi eved by introducing the new r_avg paraneter in the
computation of M The new fornula is M =avg(p)+r_avg; M=sround(M);
r _ avg=M-M where the initial value of r_avg is equal to O.

3.4.2. Inproved Resilience to Packet Reordering

When a protocol inplenenting the marking mechanismis able to detect
when packets are received out of order, it can inprove resilience to
packet reordering beyond what is possible by using nethods described
in Section 3.2.3.

Thi s can be achi eved by updating the size of the current Reflection
Block while it is being transmtted. The Reflection Block size is
then updated every tine an incom ng reordered packet of the previous
QBlock is detected. This can be done if and only if the

transm ssion of the current Reflection Block is in progress and no
packets of the followi ng Q Bl ock have been received

3.4.2.1. Inproved Resilience to Burst Losses

Burst | osses can affect the accuracy of R nmeasurenents simlar to how
they affect accuracy of Q neasurenents. Therefore, recommendations
in Section 3.2.3.1 apply equally to inproving burst loss resilience
for R neasurenents.

3.4.3. R+tQBits -- Loss Measurenent Using R and QBits

Since both sQuare and Reflection square bits are toggled at nobst
every N packets (except for the first transition of the R bit as
expl ai ned before), an on-path observer can count the nunmber of
packets of each marking bl ock and, knowi ng the value of N, can
estimate the anount of |oss experienced by the connection. An
observer can cal cul ate di fferent measurenents dependi ng on whether it
is able to observe a single direction of the traffic or both
directions.

Singl e directional observer:



upstream |l oss in the observed direction: the |oss between the
sender and the observation point (see Section 3.2.2)

"three-quarters" connection |loss: the |oss between the receiver
and the sender in the unobserved direction plus the |oss
bet ween the sender and the observation point in the observed
direction

end-to-end | oss in the unobserved direction: the |oss between the
receiver and the sender in the opposite direction

Two directions observer (sane netrics seen previously applied to
both direction, plus):
client-observer half round-trip loss: the |oss between the client
and the observation point in both directions

observer-server half round-trip loss: the |oss between the
observation point and the server in both directions

downstream | oss: the |oss between the observation point and the
receiver (applicable to both directions)

3.4.3.1. Three-Quarters Connection Loss

Except for the very first block in which there is nothing to reflect
(a complete Q Block has not been yet received), packets are
continuously R-bit marked into alternate bl ocks of size |ower or
equal than N. By knowi ng the value of N, an on-path observer can
estimate the anount of |oss that has occurred in the whol e opposite
channel plus the loss fromthe sender up to it in the observation
channel. As for the previous netric, the three-quarters connection
loss rate (tqgloss) is one mnus the average nunber of packets in a
bl ock of packets with the sane R value (t) divided by N
(tgloss=1-avg(t)/N)

s s>

— kkkkkkkkkkx  _ _ ___ Ms----> R R EE R E R ]

=* Cdient * * Server *

— kkkkkkkkkk Cmmm e e *kkkKhkkkx*

[ @b

(a) in client-server channel (tqgloss_up)

s —_————————————————————————————— ]
xkkkkkkkx*  _ _ _ _________ > khkkkkhkkhkkx —
* dient * * Server * =
kkKhkhkhkkkkk*x <----bs----- khkkhkkhkkhkhkx —

(b) in server-client channel (tgloss_down)
Fi gure 10: Three-Quarters Connection Loss

The following netrics derive fromthis last metric and the upstream
| oss produced by the Q bit.

3.4.3.2. End-To-End Loss in the Opposite Direction

End-to-end | oss in the unobserved direction (el oss_unobserved)
relates to the "three-quarters” connection |loss (tgloss) and upstream
loss in the observed direction (ul oss) as

(1-el oss_unobserved) (1-ul oss)=1-tqgl oss. Hence,

el oss_unobserved=(tql oss-ul oss)/(1-ul oss).

kkkkkkkkkx  _ _ _ __ hs----> * ok ok ok ok ok ok ok ok ok

* Cient * * Server *



R R < R R

[ e —p—_—————————————————————

(a) in client-server channel (el oss_down)
::::::::::::::::::::::::::::::::::::::::::>
*kkkxkkkxk*x  _ _ _ _ _______._ > *FhkkhkkkKhk kK
* Cdient * * Server *
*kkkKhkkkx* <----CbS _____ *kkkKhkkkx*

(b) in server-client channel (el oss_up)
Figure 11: End-To-End Loss in the Opposite Direction
3.4.3.3. Half Round-Trip Loss

If the observer is able to observe both directions of traffic, it is
able to calculate two "half round-trip" |oss measurements -- | o0ss
fromthe observer to the receiver (in a given direction) and then
back to the observer in the opposite direction. For both directions,
"hal f round-trip" loss (hrtloss) relates to "three-quarters”
connection loss (tqgl oss _opposite) nmeasured in the opposite direction
and the upstream | oss (ul oss) neasured in the given direction as
(1-uloss)(1-hrtloss)=1-tql oss_opposite. Hence,

hrtl oss=(tql oss_opposite-ul oss)/(1-ul 0ss).

kkokkokkkokk ok | _____ > kkokkokkkokk ok

=* Cient * bs * Server *
= *kkkkkkkkkx < | *kkkkkhkkkkx

(a) client-observer half round-trip loss (hrtloss_co)

:::::::::::::::::::::::>
*kkkkkkkk*  _ _ ____ | _____ > *hkkhkkhkkkhkkk —
* Cient * Cbs * Server * =
kkkkkkkkk*k oo = | ______ khkkkxkkkhkx —
<:::::::::::::::::::::::

(b) observer-server half round-trip loss (hrtloss_os)
Figure 12: Half Round-Trip Loss (Both Directions)
3.4.3.4. Downstream Loss

If the observer is able to observe both directions of traffic, it is
able to calculate two downstream | oss neasurenents using either end-
to-end |l oss and upstream |l oss, simlar to the calculation in
Section 3.3.2.2, or "half round-trip" loss and upstreaml|oss in the
opposite direction.

For the latter, dloss=(hrtloss-ul oss_opposite)/(1-ul oss_opposite).

s bbbl

*kkkKkxkkKkx*x  _ _ _ ___ | _____ > *kkkKhkkKkxk

* 1 * * *
dient Cbs Server

kkkkkhkkkhxk* Cmmm e o | ______ kkkkKhkkkKk*

(a) in client-server channel (dl oss_up)

*kkkKkxkkKkx*x  _ _ _ ___ | _____ > *kkkKhkkKkxk
* 1 * * *
dient Cbs Server
kkkkKhkkkhxk* Cmmm e o | ______ kkkkKhkkkhxk*



(b) in server-client channel (dloss_down)
Fi gure 13: Downstream Loss
3.5. E Bit -- ECN-Echo Event Bit

VWhile the primary focus of this docunment is on exposing packet |oss
and del ay, nodern networks can report congestion before they are
forced to drop packets, as described in [ECNJ. Wen transport
protocol s keep ECN-Echo feedback under encryption, this signal cannot
be observed by the network operators. VWhen tasked with di agnosing
net wor k performance probl enms, know edge of a congestion downstream of
an observation point can be instrunental

I f downstream congestion information is desired, this information can
be signaled with an additional bit.

E: The "ECN-Echo Event" bit is set to O or 1 according to the
Unreported ECN Echo counter, as explained belowin Section 3.5.1

3.5.1. Setting the ECN-Echo Event Bit on Qutgoi ng Packets

The Unreported ECN Echo counter operates identically to Unreported
Loss counter (Section 3.3), except it counts packets delivered by the
network with Congestion Experienced (CE) markings, according to the
ECN- Echo feedback from the receiver

This ECN-Echo signaling is simlar to ECN signaling in [ConEx]. The
ECN- Echo mechanismin QU C provides the nunber of packets received
with CE marks. For protocols like TCP, the nmethod described in

[ ConEx- TCP] can be enployed. As stated in [ConEx-TCP], such feedback
can be further inproved using a nethod described in [ ACCURATE- ECN|

3.5.2. Using E Bit for Passive ECN-Reported Congestion Measurenent

A network observer can count packets with the CE codepoint and
determ ne the upstream CE-marking rate directly.

observation points can also estimte ECN-reported end-to-end
congestion by counting packets in this direction with an E bit equa
to 1.

The upstream CE-marking rate and end-to-end ECN-reported congestion
can provide information about the downstream CE-marking rate. The
presence of E bits along with L bits, however, can somewhat confound
preci se estimtes of upstream and downstream CE markings if the flow
contai ns packets that are not ECN capabl e.

3.5.3. Miltiple EBits

Sone protocols, such as QU C, support separate ECN- Echo counters

For exanple, Section 13.4.1 of [QU C TRANSPORT] describes separate
counters for ECT(0), ECT(1), and ECN-CE. To better support such
protocols, multiple E bits can be used, one per a correspondi ng ECN-
Echo counter.

4. Summary of Delay and Loss Marking Met hods

Thi s section summari zes the marki ng nmet hods described in this
docunent, which proposes a toolkit of techniques that can be used
separately, partly, or all together depending on the need.

For the delay neasurenent, it is possible to use the Spin bit and/or
the Delay bit. A unidirectional or bidirectional observer can be
used.



[ ooy oo s oo ey s sy =l o
| Method | # of | Avai | abl e Del ay | Impairnents | # of |
| | bits | Metrics | Resiliency | neas. |
| | 4====—===—===4==—========—+4 | |
| | | UnibDir | BiDr | | |
| | | Cbserver | Observer | | |
[ oo oo ey e el ool e ooy e sty =l o
| S: Spin Bit | 1 | RTT | x2, Half | | ow |  very |
I I I | RTT I | high |
oo - Foommo- S S S S +
| D Del ay | 1 | RTT | x2, Half | hi gh | medium |
| Bit I I | RTT I I
T R TS TS S Fomm oo +
| SD: Spin | 2 | RTT | x2, Half | hi gh |  very |
| Bit & Del ay | | | RTT | | high |
| Bit * I I I I I I
oo ommmo - S S S S +
Table 1: Del ay Conparison

X2 Same netric for both directions
* Both bits work independently; an observer could use |ess

accurate Spin bit measurenents when Delay bit ones are

unavai | abl e.
For the Loss neasurenent, each rowin Table 2 represents a | oss-
mar ki ng met hod. For each method, the table specifies the nunber of
bits required in the header, the available netrics using a
uni directional or bidirectional observer, applicable protocols,
measurenent fidelity, and del ay.
B sty ey sl sty ey ey p—p—_ o
| Met hod | Bits| Available Loss Metrics |Prto Measur enent |
I I I I I Aspect s I
| | [ el oo o= ===+
| | | UniDir | BiDir | | Fidelity |Delay |
| | | Cbserver | Observer | |
[ ettty by s g——p—p——(———— ety Ly S —p—p——(—_— —j—_————
| T: Round- | $1 | RT | x2, Half RT | * |Rate by | ~6 RTT|
| Trip Loss | | | | | sampling | |
| Bit I I I I |1/3 to I I
| | | | | | 1/ (3*ppa) | |
I I I I I | of pkts | I
I I I I I | over 2 I I
I I I I I | RTT I I
S oo S oo ommmo - +
| @ sQuare | 1 | Upstream | X2 | * |Rate over |N pkts|
| Bit | | | N pkts | (e.q.,|
I I I I I | (e.g., | 64) |
I I I I I | 64) I I
S oo o S oo Foommo- +
| L: Loss | 1 ] E2E | X2 | # |Loss |Mn: |
| Event Bit | | | | | shape | RTT, |
| | | | | | (and | Max: |
I I I I I |rate) | RTO |
S oo S oo Foommo- +
| Q: sQuare | 2 | Upstream | X2 | # |see Q | see Q|
| + Loss Ev. | R R R R +o-em- - +
| Bits | | Downstream | X2 | # |see QL | see L |
| | R S R [ S, +
| | | E2E | X2 | # |see L | see L |
S oo S oo Foommo- +
| QR sQuare | 2 | Upstream | X2 | * |Rate over |see Q|
| + Ref. Sq. | R R +----+N*ppa +o-em- - +
| Bits | | 3/4 RT | X2 | * |pkts (see | N ppa |



A A +----+Q bit for |pkts

I I I
I I I 'E2E I E2E, | * IN | (see Q
| | | | Downstream | | | bit |
I I I | Half RT | I |for N)|
T Fom e e oo R Fom e S +

Tabl e 2: Loss Conpari son
* Al'l protocols

# Protocol s enmpl oying | oss detection (with or without pure ACK
| oss detection)

$ Require a working Spin bit
! Metric relative to the opposite channe
X2 Sane nmetric for both directions
ppa Packet s- Per - Ack
QL See Qif Upstreamloss is significant; L otherw se
E2E  End to end
4.1. Inplenentation Considerations

By combining the information of the two tables above, it can be
deduced that the solutions with 3 bits (i.e., Q or QR+ Sor D) or 4
bits (i.e., Q or QR + SD) all ow having nore conplete and resilient
nmeasur enent s.

The net hodol ogi es described in the previous sections are transport
agnostic and can be applied in various situations. The choice of the
met hods al so depends on the specific protocol. For example, QL is a
good comnbi nation; however, if a protocol does not support, or cannot
set, the L bit, QRis the only viable solution

5. Exampl es of Application

Thi s document describes several nmeasurenent nethods, but it is not
expected that all nmethods will be inplenmented together. For exanple,
only some of the nethods described in this docunment (i.e., sQuare bit
and Spin bit) are utilized in [ CORE-COAP-PM. Also, the binding of a
delay signal to QU Cis partially described in Section 17.4 of

[ QUI G TRANSPORT], which adds only the Spin bit to the first byte of
the short packet header, leaving two reserved bits for future use
(see Section 17.2.2 of [QU C TRANSPORT]).

Al'l signals discussed in this docunent have been inplenented in
successful experinents for both QU C and TCP. The application
scenarios considered allow the monitoring of the interconnections
inside a data center (Intra-DC), between data centers (Inter-DC), as
well as end-to-end | arge-scale data transfers. For the application
of the methods described in this docunent, it is assuned that the
monitored flows follow stable paths and traverse the sanme neasurenent
poi nt s.

The specific inplenentation details and the choice of the bits used
for the experinments with QU C and TCP are out of scope for this
docunent. A specification defining the specific protocol application
is expected to discuss the inplenentation details dependi ng on which
bits will be inplemented in the protocol, e.g., [CORE-COAP-PM. If
bits used for specific neasurenents can al so be used for other
purposes by a protocol, the specification is expected to address ways
for on-path observers to di sanbiguate the signals or to discuss



limtations on the conditions under which the observers can expect a
val id signal

Prot ocol Gssification Considerations

Accurate | oss and delay information is not required for the operation
of any protocol, though its presence for a sufficient nunber of flows
is inportant for the operation of networks.

The delay and | oss bits are anenable to "greasing" described in

[ RFC8701] if the protocol designers are not ready to dedicate (and
ossify) bits used for loss reporting to this function. The greasing
coul d be acconplished simlarly to the latency Spin bit greasing in
Section 17.4 of [QUI G TRANSPORT]. For exanple, the protoco
designers could decide that a fraction of flows should not encode

| oss and delay information, and instead, the bits would be set to
arbitrary values. Setting any of the bits described in this docunent
to arbitrary val ues woul d make the correspondi ng del ay and | oss

i nformati on resenbl e noise rather than the expected signal for the
flow, and the observers would need to be ready to ignore such flows.

Security Considerations

The nethods described in this docunment are transport agnostic and
potentially applicable to any transport-|ayer protocol, and
especially valuable for encrypted protocols. These nethods can be
applied to both linmted donmains and the Internet, depending on the
specific protocol application

Passive | oss and del ay observati ons have been a part of the network
operations for a long tine, so exposing |oss and delay information to
the network does not add new security concerns for protocols that are
currently observabl e.

In the absence of packet loss, Qand R bits signals do not provide
any information that cannot be observed by sinply counting packets
transiting a network path. |In the presence of packet loss, Q and R
bits will disclose the loss, but this is information about the
environment and not the endpoint state. The L bit signal discloses
internal state of the protocol’s |oss-detection machinery, but this
state can often be gl eaned by tim ng packets and observing the
congestion controller response.

The neasurenents described in this docunment do not inply that new
packets injected into the network can cause potential harmto the
network itself and to data traffic. The measurements could be harned
by an attacker altering the marking of the packets or injecting
artificial traffic. Authentication techniques may be used where
appropriate to guard against these traffic attacks.

Hence, loss bits do not provide a viable new nechanismto attack data
integrity and secrecy.

The neasurenment fields introduced in this docunment are intended to be
included in the packets. However, it is worth mentioning that it may
be possible to use this information as a covert channel

Thi s docunent does not define a specific application, and the

descri bed techni ques can generally apply to different conmunication
protocols operating in different security environnents. A
specification defining a specific protocol application is expected to
address the respective security considerations and nust consider
specifics of the protocol and its expected operating environnent.

For exanple, security considerations for QU C, discussed in

Section 21 of [QUI C TRANSPORT] and Section 9 of [QUI C TLS], consider
a possibility of active and passive attackers in the network as well
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as attacks on specific QU C nmechani sns.
1. Optimstic ACK Attack

A defense against an optimistic ACK attack, described in Section 21.4
of [ QUI G TRANSPORT], involves a sender randomy skipping packet
nunbers to detect a receiver acknow edgi ng packet numbers that have
never been received. The Q bit signal may informthe attacker which
packet nunbers were skipped on purpose and which had been actually

|l ost (and are, therefore, safe for the attacker to acknow edge). To
use the Qbit for this purpose, the attacker rmust first receive at

|l east an entire Q Bl ock of packets, which renders the attack
ineffective against a delay-sensitive congestion controller

A protocol that is nore susceptible to an optim stic ACK attack with
the |l oss signal provided by the Q bit and that uses a | oss-based
congestion controller should shorten the current Q Bl ock by the
nunber of skipped packets nunbers. For exanple, skipping a single
packet number will invert the square signal one outgoing packet
sooner.

Sinmlar considerations apply to the R bit, although a shortened

Refl ection Block along with a matching skip in packet nunbers does
not necessarily inply a | ost packet, since it could be due to a | ost
packet on the reverse path along with a deliberately skipped packet
by the sender.

2. Delay Bit with RTT Obfuscation

Theoretically, delay measurements can be used to roughly evaluate the
di stance of the client fromthe server (using the RTT) or from any

i ntermedi at e observer (using the client-observer hal f-RTT). As
described in [ RTT- PRI VACY], connection RTT neasurenents for

geol ocating endpoints are usually inferior to even the nost basic IP
geol ocation databases. It is the variability within RTT neasurenents
(the jitter) that is nmost informative, as it can provide insight into
the operating environnent of the endpoints as well as the state of
the networks (queui ng del ays) used by the connection

Neverthel ess, to further mask the actual RTT of the connection, the
Delay bit algorithmcan be slightly nodified by, for exanple,
delaying the client-side reflection of the delay sanple by a fixed,
random y chosen time value. This would |ead an internedi ate observer
to neasure a delay greater than the real one.

This Additional Delay should be randomy selected by the client and
kept constant for a certain anmount of time across multiple
connections. This ensures that the client-server jitter remains the
same as if no Additional Delay had been inserted. For exanple, a new
Addi tional Delay val ue could be generated whenever the client’s IP
addr ess changes.

Despite the Additional Delay, this Hi dden Delay technique stil

all ows an accurate neasurenent of the RTT conponents (observer-
server) and all the intra-domain neasurenents used to distribute the
delay in the network. Furthernore, unlike the Delay bit, the Hi dden
Del ay bit does not require the use of the client reflection threshold
(1 nms by default). Renoving this threshold may |ead to increasing
the nunber of valid nmeasurenents produced by the algorithm

Note that the Hi dden Delay bit does not affect an observer’s ability
to neasure accurate RTT using other nmeans, such as tinm ng packets
exchanged during the connection establishnent.

Privacy Considerations
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To minimze unintentional exposure of information, |oss bits provide
an explicit loss signal -- a preferred way to share information per
[ RFC8558] .

New protocol s commonly have specific privacy goals, and | oss
reporting nmust ensure that |loss information does not conprom se those
privacy goals. For exanple, [QU C TRANSPORT] allows changing
Connection IDs in the mddle of a connection to reduce the Iikelihood
of a passive observer linking old and new sub-flows to the sane
device (see Section 5.1 of [QU C TRANSPORT]). A QUIC inplenentation
woul d need to reset all counters when it changes the destination (IP
address or UDP port) or the Connection |ID used for outgoing packets.
It would al so need to avoid increnmenting the Unreported Loss counter
for | oss of packets sent to a different destination or with a

di fferent Connection ID.

It is also worth highlighting that, if these techni ques are not
wi del y depl oyed, an endpoint that uses them may be fingerprinted
based on their usage. However, since there is no rel ease of user
data, the techniques seemunlikely to substantially increase the
exi sting privacy risks.

Furthernmore, if there is experinental traffic with these bits set on
the network, a network operator could potentially prioritize this
marked traffic by placing it in a priority queue. This may result in
the delivery of better service, which could potentially m slead an
experinent intended to benchmark the network.

I ANA Consi derations
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