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I nt roduction

Censorship is where an entity in a position of power -- such as a
gover nnent, organi zation, or individual -- suppresses conmunication
that it considers objectionable, harnful, sensitive, or inconvenient
[ WP- Def - 2020] . Al though censors that engage in censorship nust do so
through legal, martial, or other means, this document focuses |largely
on techni cal mechani snms used to achi eve network censorship.

Thi s docunent describes technical nechani snms that censorship regines
around the world use for blocking or inpairing Internet traffic. See
[ RFC7754] for a discussion of Internet blocking and filtering in
terns of inplications for Internet architecture rather than end-user
access to content and services. There is also a growing field of
academ ¢ study of censorship circunvention (see the review article of
[ Tschant z-2016] ), results fromwhich we seek to nmake rel evant here
for protocol designers and inplenenters

Censorship circunmvention also inpacts the cost of inplementation of a
censorship neasure, and we include nentions of trade-offs in relation
to such costs in conjunction with each technical nethod identified
bel ow.

Thi s docunment has seen extensive discussion and review in the |IRTF
Privacy Enhancenent and Assessnment Research G oup (PEARG and



represents the consensus of that group. 1t is not an |IETF product
and is not a standard.

Ter mi nol ogy

We describe three elenents of Internet censorship: prescription,
identification, and interference. This docunment contains three nmajor
sections, each corresponding to one of these el enents. Prescription
is the process by which censors deternine what types of material they
shoul d censor, e.g., classifying pornographic websites as
undesirable. Identification is the process by which censors classify
specific traffic or traffic identifiers to be bl ocked or inpaired,
e.g., deciding that webpages containing "sex" in an HITP header or
that accept traffic through the URL "wwv. sex. exanple" are likely to
be undesirable. Interference is the process by which censors

i ntercede in conmunication and prevent access to censored materials
by bl ocki ng access or inpairing the connection, e.g., inplenenting a
techni cal solution capable of identifying HITP headers or URLs and
ensuring they are rendered wholly or partially inaccessible.

Techni cal Prescription

Prescription is the process of figuring out what censors would |ike
to block [danville-2008]. GCenerally, censors aggregate information
"to bl ock"™ in blocklists, databases of inage hashes [ekr-2021], or
use real -tinme heuristic assessnent of content [Di ng-1999]. Sone
nati onal networks are designed to nore naturally serve as points of
control [Leyba-2019]. There are also indications that online censors
use probabilistic machine | earning techni ques [ Tang-2016]. | ndeed,
web craw i ng and machi ne | earning techni ques are an active research
area in the effort to identify content deenmed as norally or
commercially harnful to conpanies or consumers in sone jurisdictions
[ SI DN- 2020] .

There are typically a few types of blocklist elenments: keyword,
domai n nane, protocol, or |IP address. Keywrd and donai n name

bl ocki ng take place at the application level, e.g., HITP; protoco

bl ocki ng often occurs using deep packet inspection (DPl) to identify
a forbidden protocol; IP blocking tends to take place using IP
addresses in | Pv4/1 Pv6 headers. Sone censors also use the presence
of certain keywords to enabl e nore aggressive blocklists

[ Rambert-2021] or to be nore perm ssive with content [Knockel-2021].

The nechani sns for building up these blocklists vary. Censors can
purchase fromprivate industry "content control" software, which lets
censors filter traffic frombroad categories they would like to

bl ock, such as ganbling or pornography [Knight-2005]. In these
cases, these private services attenpt to categorize every sem -
questionabl e website to allow for nmeta-tag blocking. Simlarly, they
tune real-tinme content heuristic systens to map their assessnents
onto categories of objectionable content.

Countries that are nore interested in retaining specific politica
control typically have mnistries or organizations that nmaintain

bl ocklists. Exanples include the Mnistry of Industry and

I nformation Technology in China, the Mnistry of Culture and Islamc
Guidance in Iran, and the organi zations specific to copyright law in
France [ HADOPI] and consumer protection |aw across the EU

[ Reda- 2017] .

Content-layer filtering of inmages and video requires institutions or
organi zations to store hashes of inmages or videos to be bl ocked in
dat abases, which can then be conpared, with some degree of tol erance,
to content that is sent, received, or stored using centralized
content applications and services [ekr-2021].
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Technical Identification
Poi nts of Contro

Internet censorship takes place in all parts of the network topol ogy.
It may be inplenented in the network itself (e.g., local |oop or
backhaul ), on the services side of comunication (e.g., web hosts,
cloud providers, or content delivery networks), in the ancillary
services ecosystem (e.g., dommin nane system (DNS) or certificate
authorities (CAs)), or on the end-client side (e.g., in an end-user
devi ce, such as a snartphone, |aptop, or desktop, or software
executed on such devices). An inportant aspect of pervasive
technical interception is the necessity to rely on software or
hardware to intercept the content the censor is interested in. There
are various |logical and physical points of control that censors may
use for interception mechani sns, including, though not linted to,
the follow ng:

I nt ernet Backbone:
If a censor controls elenents of Internet network infrastructure,
such as the international gateways into a region or |nternet
Exchange Points (1 XPs), those choke points can be used to filter
undesirable traffic that is traveling into and out of the region
by packet sniffing and port mirroring. Censorship at gateways is
nmost effective at controlling the flow of information between a
region and the rest of the Internet, but is ineffective at
i dentifying content traveling between the users within a region,
whi ch woul d have to be acconplished at exchange points or other
net wor k aggregati on points. Some national network designs
naturally serve as nore effective choke points and points of
control [Leyba-2019].

I nternet Service Providers (ISPs):

| SPs are frequently exploited points of control. They have the
benefit of being easily enunmerable by a censor -- often falling
under the jurisdictional or operational control of a censor in an
i ndi sputable way -- with the additional feature that an ISP can

identify the regional and international traffic of all their

users. The censor’'s filtration nmechani sns can be placed on an ISP
vi a governmental nandates, ownership, or voluntary/coercive

i nfl uence.

Institutions:
Private institutions such as corporations, schools, and Internet
cafes can use filtration nmechani snms. These mechani sns are
occasionally at the request of a governnent censor but can al so be
i npl emented to hel p achieve institutional goals, such as fostering
a particular noral outlook on |life by school children, independent
of broader society or government goals.

Content Distribution Network (CDN)
CDNs seek to collapse network topology in order to better |ocate
content closer to the service’'s users. This reduces content
transm ssion | atency and i nproves QoS. The CDN service’s content
servers, located "close" to the user in a network sense, can be
powerful points of control for censors, especially if the location
of CDN repositories allows for easier interference.

CAs for Public Key Infrastructures (PKIS):
Aut horities that issue cryptographically secured resources can be
a significant point of control. CAs that issue certificates to
domai n holders for TLS/HTTPS (the Wb PKI) or Regional or Loca
Internet Registries (RIRs or LIRs) that issue Route Origin
Aut hori zations (ROAs) to BGP operators can be forced to issue
rogue certificates that may allow conpromise, i.e., by allow ng
censorship software to engage in identification and interference
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where it may not have been possible before. CAs may al so be
forced to revoke certificates. This nmay |lead to adversari al
traffic routing, TLS interception being allowed, or an otherw se
rightful origin or destination point of traffic flows being unable
to comunicate in a secure way.

Servi ces
Application service providers can be pressured, coerced, or
legally required to censor specific content or data flows.
Service providers naturally face incentives to nmaximze their
potential custoner base, and potential service shutdowns or |ega
liability due to censorship efforts may seem nuch |l ess attractive
than potentially excluding content, users, or uses of their
service. Services have increasingly beconme focal points of
censorship discussions as well as discussions of noral inperatives
to use censorship tools.

Content Sites:
On the service side of conmunications |lie many platforns that
publ i sh user-generated content and require terns of service
conpliance with all content and user accounts in order to avoid
intermediary liability for the web hosts. In aggregate, these
policies, actions, and renedi es are known as content noderation
Cont ent noderati on happens above the services or application
| ayer, but these nechanisns are built to filter, sort, and bl ock
content and users, thus making them avail able to censors through
direct pressure on the private entity.

Per sonal Devi ces
Censors can nandate censorship software be installed on the device
| evel . This has many disadvantages in ternms of scalability, ease
of circunmvention, and operating systemrequirenments. (O course,
if a personal device is treated with censorship software before
sale and this software is difficult to reconfigure, this may work
in favor of those seeking to control information, say, for
children, students, custoners, or enployees.) The energence of
mobi | e devi ces has exacerbated these feasibility problens. This
software can al so be mandated by institutional actors acting on
non- governnental | y mandated noral inperatives.

At all levels of the network hierarchy, the filtrati on nechanisns
used to censor undesirable traffic are essentially the same: a censor
either directly identifies undesirable content using the identifiers
descri bed bel ow and then uses a bl ocki ng or shapi ng mechani sm (such
as the ones exenplified belowto prevent or inpair access), or
requests that an actor ancillary to the censor (such as a private
entity) performthese functions. |Identification of undesirable
traffic can occur at the application, transport, or network |ayer of
the I P stack. Censors often focus on web traffic, so the rel evant
protocols tend to be filtered in predictable ways (see Sections 4.2.1
and 4.2.2). For exanple, a subversive inage m ght nmake it past a
keyword filter. However, if later the image is deened undesirable, a
censor may then blocklist the provider site’'s |IP address.

Application Layer

The foll owi ng subsections describe properties and trade-offs of
common ways in which censors filter using application-I|ayer

i nformati on. Each subsection includes enpirical exanples describing
t hese conmmon behaviors for further reference.

1. HTTP Request Header ldentification
An HTTP header contains a | ot of useful information for traffic

identification. Al though "host" is the only required field in an
HTTP request header (for HITP/1.1 and later), an HTTP nethod field is



necessary to do anything useful. As such, "nethod" and "host" are
the two fields used nost often for ubiquitous censorship. A censor
can sniff traffic and identify a specific domain nane (host) and
usual ly a page nane (for exanple, GET /page) as well. This
identification technique is usually paired with transport header
identification (see Section 4.3.1) for a nore robust method.

Trade-of fs: HITP request header identification is a technically
straightforward identification nethod that can be easily inplenented
at the backbone or ISP level. The hardware needed for this sort of
identification is cheap and easy to acquire, nmaking it desirabl e when
budget and scope are a concern. HITPS (Hypertext Transport Protoco
Secure) will encrypt the relevant request and response fields, so
pairing with transport identification (see Section 4.3.1) is
necessary for HTTPS filtering. However, some counterneasures can
trivially defeat sinple fornms of HITP request header identification
For exanple, two cooperating endpoints -- an instrumented web server
and client -- could encrypt or otherw se obfuscate the "host" header
in a request, potentially thwarting techniques that match agai nst
"host" header val ues.

Enpi rical Exanpl es: Studies exploring censorship nechani sns have
found evi dence of HTTP header and/or URL filtering in many countries,
i ncl udi ng Bangl adesh, Bahrain, China, India, Iran, Ml aysia,

Paki st an, Russia, Saudi Arabia, South Korea, Thail and, and Turkey

[ Ver kanp-2012] [ Nabi -2013] [Aryan-2013]. Commrercial technol ogies are
of ten purchased by censors [ Dal ek-2013]. These comerci al
technol ogi es use a conbi nati on of HTTP request header identification
and transport header identification to filter specific URLs. Dalek
et al. and Jones et al. identified the use of these products in the
wi | d [ Dal ek-2013] [Jones-2014].

4.2.2. HTITP Response Header I|dentification

Whi l e HTTP request header identification relies on the information
contained in the HITP request fromclient to server, HITP response
header identification uses information sent in response by the server
to client to identify undesirable content.

Trade-offs: As with HTTP request header identification, the

techni ques used to identify HITP traffic are well-known, cheap, and
relatively easy to inplenment. However, they are nade usel ess by
HTTPS because HTTPS encrypts the response and its headers.

The response fields are also | ess hel pful for identifying content
than request fields, as "Server" could easily be identified using
HTTP request header identification, and "Via" is rarely rel evant.
HTTP response censorship mechani sms nornmally let the first n packets
through while the mirrored traffic is being processed; this may all ow
sonme content through, and the user nay be able to detect that the
censor is actively interfering with undesirable content.

Empirical Examples: In 2009, Jong Park et al. at the University of
New Mexi co denonstrated that the Great Firewall of China (GFW has
used this technique [Crandall-2010]. However, Jong Park et al. found
that the GFWdi scontinued this practice during the course of the
study. Due to the overlap in HITP response filtering and keyword
filtering (see Section 4.2.4), it is likely that nost censors rely on
keyword filtering over TCP streans instead of HTTP response
filtering.

4.2.3. Transport Layer Security (TLS)
Simlar to HTTP, censors have depl oyed a variety of techniques

towards censoring TLS (and by extension HTTPS). Mbst of these
techniques relate to the Server Nane Indication (SNI) field,



i ncludi ng censoring SNI, Encrypted SNI (ESNI), or omtted SN
Censors can al so censor HTTPS content via server certificates. Note
that TLS 1.3 acts as a security conponent of QU C

4.2.3.1. Server Name Indication (SN)

In encrypted connections using TLS, there may be servers that host
multiple "virtual servers" at a given network address, and the client
will need to specify in the CientHello nmessage which donmain nane it
seeks to connect to (so that the server can respond with the
appropriate TLS certificate) using, the SNI TLS extensi on [ RFC6066] .
The ClientHell o message is unencrypted for TCP-based TLS. Wen using
QU C, the ClientHello nessage is encrypted, but its confidentiality
is not effectively protected because the initial encryption keys are
derived using a value that is visible on the wire. Since SN is
often sent in the clear (as are the cert fields sent in response),
censors and filtering software can use it (and response cert fields)
as a basis for blocking, filtering, or inpairnent by dropping
connections to domains that match prohibited content (e.g.,
"bad. f 0. exanpl e" may be censored while "good. f oo. exanple" is not)

[ Shbai r-2015]. There are ongoi ng standardi zation efforts in the TLS
Working Group to encrypt SNI [ RFC8744] [TLS-ESNI], and recent
research shows promising results in the use of ESNI in the face of
SNl - based filtering [Chai-2019] in some countries.

Domai n fronting has been one popular way to avoid identification by
censors [Fifield-2015]. To avoid identification by censors,
applications using domain fronting put a different donmain name in the
SNl extension than in the "host" header, which is protected by HTTPS
The visible SNI would indicate an unbl ocked domain, while the bl ocked
domai n remai ns hidden in the encrypted application header. Some
encrypted nessagi ng services relied on domain fronting to enabl e
their provision in countries enploying SNl -based filtering. These
services used the cover provided by domains for which blocking at the
domain | evel would be undesirable to hide their true domai n nanes.
However, the conpani es hol ding the nost popul ar domai ns have since
reconfigured their software to prevent this practice. It may be
possible to achieve simlar results using potential future options to
encrypt SN .

Trade-offs: Sone clients do not send the SNI extension (e.g., clients
that only support versions of SSL and not TLS), rendering this nethod
ineffective (see Section 4.2.3.3). 1In addition, this technique
requires deep packet inspection (DPl) techniques that can be
expensive in ternms of conputational conplexity and infrastructure,
especially when applied to QU C where DPlI requires key extraction and
decryption of the ClientHello in order to read the SNI. | nproper
configuration of an SN -based bl ock can result in significant over-

bl ocki ng, e.g., when a second-|evel domain |ike

"popul ar donai n. exanpl e" is inadvertently blocked. In the case of
ESNI, pressure to censor may transfer to other points of

i ntervention, such as content and application providers.

Enmpirical Exanpl es: There are many exanpl es of security firms that

of fer SNI-based filtering products [ Trustwave-2015] [ Sophos-2023]

[ Shbai r-2015]. The governnents of China, Egypt, Iran, Qatar, South
Korea, Turkey, Turkmenistan, and the United Arab Enirates all do

wi despread SNI filtering or blocking [ OONI-2018] [OON -2019]

[ NA- SK-2019] [CitizenLab-2018] [Gatlan-2019] [ Chai-2019]

[ Grover-2019] [Singh-2019]. SN blocking against QUC traffic was

first observed in Russia in March 2022 [ El nenhorst-2022].

4.2.3.2. Encrypted SNI (ESN)

Wth the data | eakage present with the SNI field, a natural response
is to encrypt it, which is forthcomng in TLS 1.3 with Encrypted



Client Hello (ECH . Prior to ECH the ESNl extension is available to
prevent the data | eakage caused by SNI, which encrypts only the SN
field. Unfortunately, censors can target connections that use the
ESNI extension specifically for censorship. This guarantees over-

bl ocking for the censor but can be worth the cost if ESNI is not yet
wi dely deployed within the country. ECH is the emerging standard for
protecting the entire TLS ClientHello, but it is not yet wdely

depl oyed.

Trade-of fs: The cost to censoring ESNI is significantly higher than
SNI to a censor, as the censor can no |onger target censorship to
speci fi c domai ns and guarantees over-blocking. In these cases, the
censor uses the over-blocking to discourage the use of ESNI entirely.

Enpi rical Exanples: In 2020, China began censoring all uses of ESN

[ Bock-2020b], even for innocuous connections. The censorship
mechani sm for China's ESNI censorship differs fromhow China censors
SNI - based connecti ons, suggesting that new m ddl eboxes were depl oyed
specifically to target ESNl connecti ons.

4.2.3.3. Onitted SN

Researchers have observed that sone clients onmt the SN extension
entirely. This onmitted-SNl approach limts the information avail abl e
to a censor. Like with ESNI, censors can choose to bl ock connections
that omt the SNI, though this too risks over-bl ocking.

Trade-of fs: The approach of censoring all connections that onit the
SNI field is guaranteed to over-block, though connections that onit
the SNI field should be relatively rare in the wld.

Enpirical Exanples: In the past, researchers have observed censors in
Russi a bl ocki ng connections that onit the SNI field [Bock-2020b].

4.2.3.4. Server Response Certificate

During the TLS handshake after the TLS CientHello, the server wll
respond with the TLS certificate. This certificate also contains the
domain the client is trying to access, creating another avenue that
censors can use to performcensorship. This technique will not work
in TLS 1.3, as the certificate will be encrypted.

Trade-of fs: Censoring based on the server certificate requires DP
techni ques that can be nore conputationally expensive conpared to
other nethods. Additionally, the certificate is sent later in the
TLS handshake conpared to the SNI field, forcing the censor to track
the connection | onger

Enpi ri cal Exanpl es: Researchers have observed the Reliance Jio ISP in
I ndia using certificate response fields to censor connections
[ Satija-2021].

4.2.4. Instrunenting Content Distributors

Many governments pressure content providers to censor thenselves, or
provide the | egal framework, within which content distributors are
incentivized to follow the content restriction preferences of agents
external to the content distributor [Boyle-1997]. Due to the

ext ensi ve reach of such censorship, we define "content distributor”
as any service that provides utility to users, including everything
fromwebsites to storage to locally installed prograns.

A commonly used nethod of instrunenting content distributors consists
of keyword identification to detect restricted terms on their

pl atforns. Governnments may provide the terns on such keyword lists.
Alternatively, the content provider may be expected to come up with



their own |ist.

An increasingly common nethod of instrumenting content distribution
consi sts of hash matching to detect and take action agai nst inages
and videos known to be restricted either by governnents,
institutions, organizations or the distributor thenselves [ekr-2021].

A different nethod of instrumenting content distributors consists of
requiring a distributor to disassociate with sonme categories of
users. See also Section 6.4.

Trade-offs: By instrumenting content distributors to identify
restricted content or content providers, the censor can gain new
information at the cost of political capital with the conpanies it
forces or encourages to participate in censorship. For exanple, the
censor can gain insight about the content of encrypted traffic by
coercing websites to identify restricted content. Coercing content
distributors to regul ate users, categories of users, content, and
content providers may encourage users and content providers to

exhi bit self-censorship, an additional advantage for censors (see
Section 6.2). The trade-offs for instrunmenting content distributors
are highly dependent on the content provider and the requested
assistance. A typical concern is that the targeted keywords or
categories of users are too broad, risk being too broadly applied, or
are not subjected to a sufficiently robust |egal process prior to
their mandatory application (see page 8 of [EC 2012]).

Enpiri cal Exanpl es: Researchers di scovered keyword identification by
content providers on platfornms ranging frominstant nmessaging
applications [Senft-2013] to search engi nes [Rushe-2014] [ Cheng-2010]
[ Whi tt aker-2013] [BBC-2013] [Condliffe-2013]. To denonstrate the
preval ence of this type of keyword identification, we |ook to search
engi ne censor shi p.

Sear ch engi ne censorshi p denonstrates keyword identification by
content providers and can be regional or worldw de. |nplenentation
is occasionally voluntary, but normally it is based on | aws and
regul ati ons of the country a search engine is operating in. The
keyword bl ocklists are nost |ikely maintained by the search engine
provider. China is known to require search engine providers to
"voluntarily" maintain search term bl ocklists to acquire and keep an
Internet Content Provider (1CP) license [Cheng-2010]. It is clear
these bl ocklists are maintained by each search engi ne provi der based
on the slight variations in the intercepted searches [Zhu-2011]

[Whi ttaker-2013]. The United Kingdom has been pushi ng search engi nes
to self-censor with the threat of litigation if they do not do it
thensel ves: Googl e and M crosoft have agreed to bl ock nore than

100, 000 queries in the U K to help conmbat abuse [ BBC- 2013]
[Condliffe-2013]. European Union law, as well as United States |aw,
requires nodification of search engine results in response to either
copyright, trademark, data protection, or defamati on concerns

[ EC-2012].

Dependi ng on the output, search engine keyword identification my be

difficult or easy to detect. In sone cases, specialized or blank
results provide a trivial enuneration nechanism but nore subtle
censorship can be difficult to detect. |In February 2015, Mcrosoft’s

search engi ne, Bing, was accused of censoring Chinese content outside
of China [Rushe-2014] because Bing returned different results for
censored terns in Chinese and English. However, it is possible that
censorship of the |largest base of Chinese search users, China, biased
Bing's results so that the nore popular results in China (the
uncensored results) were also nore popul ar for Chinese speakers
out si de of Chi na.

Di sassoci ation by content distributors fromcertain categories of
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users has happened for instance in Spain, as a result of the conflict
bet ween the Catal an i ndependence novenent and the Spani sh | ega
presunption of a unitary state [Lonmas-2019]. E-sport event

organi zers have al so di sassoci ated thensel ves fromtop players who
expressed political opinions in relation to the 2019 Hong Kong
protests [Victor-2019]. See also Section 5.3.1

5. DPI Identification

DPI technically is any kind of packet anal ysis beyond |P address and
port nunber and has becone conputationally feasible as a conponent of
censorshi p nechanisns in recent years [Wagner-2009]. Unlike other
techni ques, DPl reassenbles network flows to exanmi ne the application
"data" section, as opposed to only headers, and is therefore often
used for keyword identification. DPl also differs from other
identification technol ogi es because it can | everage additional packet
and flow characteristics, e.g., packet sizes and tinings, when
identifying content. To prevent substantial QoS inpacts, DP
normal |y anal yzes a copy of data while the original packets continue
to be routed. Typically, the traffic is split using either a mrror
switch or fiber splitter and anal yzed on a cluster of machines
running Intrusion Detection Systens (IDSs) configured for censorship.

Trade-offs: DPl is one of the nbst expensive identification
mechani sms and can have a | arge QoS inpact [Porter-2005]. Wen used
as a keyword filter for TCP flows, DPl systens can cause al so mgjor
over-bl ocki ng problens. Like other techniques, DPl is |ess usefu
agai nst encrypted data, though DPlI can | everage unencrypted el enents
of an encrypted data flow (e.g., the Server Nane Indication (SN)
sent in the clear for TLS) or netadata about an encrypted flow (e.qg.,
packet sizes, which differ across video and textual flows) to
identify traffic. See Section 4.2.3.1 for nore information about

SNl -based filtration mechani sns.

O her kinds of information can be inferred by comparing certain
unencrypted el enents exchanged during TLS handshakes to similar data
poi nts from known sources. This practice, called "TLS
fingerprinting", allows a probabilistic identification of a party’s
operating system browser, or application, based on a conparison of
the specific conbinations of TLS version, ciphersuites, conpression
options, etc., sent in the CientHello nmessage to similar signatures
found in unencrypted traffic [Husak-2016].

Despite these problens, DPl is the nost powerful identification

met hod and is widely used in practice. The Geat Firewall of China
(GFW, the largest censorship systemin the world, uses DPlI to
identify restricted content over HTTP and DNS and to inject TCP RSTs
and bad DNS responses, respectively, into connections [Crandall-2010]
[ A ayt on- 2006] [ Anonynopus-2014].

Enpi rical Exanpl es: Several studies have found evi dence of censors
usi ng DPI for censoring content and tools. Cayton et al., Cranda
et al., Anonynous, and Khattak et al., all explored the GFW

[ Crandal | -2010] [ d ayton-2006] [Anonynous-2014]. Khattak et al. even
probed the firewall to discover inplenentation details |ike how nuch
state it stores [Khattak-2013]. The Tor project clains that China,
Iran, Ethiopia, and others nust have used DPlI to block the obfs2
protocol [W/Ide-2012]. Ml aysia has been accused of using targeted
DPl, paired with DDoS, to identify and subsequently attack pro-
opposition material [Wagstaff-2013]. 1t also seenms likely that
organi zations that are not so worried about blocking content in rea
time could use DPI to sort and categorically search gathered traffic
usi ng technol ogi es such as hi gh-speed packet processing

[ Hepti ng-2011] .

Transport Layer



4. 3.

4. 3.

1. Shall ow Packet Inspection and Transport Header ldentification

O the various shall ow packet inspection nethods, transport header
identification is the nost pervasive, reliable, and predictable type
of identification. Transport headers contain a few inval uabl e pieces
of information that nmust be transparent for traffic to be
successfully routed: destination and source |IP address and port.
Destination and source | P are doubly useful, as not only do they

all ow a censor to block undesirable content via I P blocklisting but
also allow a censor to identify the IP of the user nmaking the request
and the | P address of the destination being visited, which in nopst
cases can be used to infer the domain being visited [Patil-2019].
Port is useful for allowisting certain applications.

By combi ning | P address, port, and protocol information found in the
transport header, shall ow packet inspection can be used by a censor
to identify specific TCP or UDP endpoints. UDP endpoint blocking has
been observed in the context of QU C bl ocki ng [ El nenhorst-2021].

Trade-of fs: Header identification is popular due to its sinplicity,
availability, and robustness.

Header identification is trivial to inplenent in some routers, but is
difficult to inplenment in backbone or ISP routers at scale, and is
therefore typically inplenmented with DPI. Blocklisting an IP is
equivalent to installing a specific route on a router (such as a /32
route for I Pv4 addresses and a /128 route for | Pv6 addresses).
However, due to limted flow table space, this cannot scal e beyond a
few thousand IPs at nost. |P blocking is also relatively crude. It
often | eads to over-Dbl ocki ng and cannot deal with some services |ike
Content Distribution Networks (CDNs) that host content at hundreds or
thousands of | P addresses. Despite these |limtations, IP blocking is
extrenely effective because the user needs to proxy their traffic

t hrough anot her destination to circunvent this type of

identification. |In addition, IP blocking is effective against al
protocol s above IP, e.g., TCP and QU C

Port bl ocking is generally not useful because many types of content
share the sane port, and it is possible for censored applications to
change their port. For exanple, nmost HITP traffic goes over port 80,
so the censor cannot differentiate between restricted and all owed web
content solely on the basis of port. HITPS goes over port 443, with
sim | ar consequences for the censor except only partial netadata may
now be available to the censor. Port allowisting is occasionally
used, where a censor linits communication to approved ports (such as
80 for HITP traffic), and is nost effective when used in conjunction
with other identification nmechanisns. For exanple, a censor could

bl ock the default HITPS port (port 443), thereby forcing nost users
to fall back to HTTP. A counterexanple is that port 25 (SMIP) has

| ong been bl ocked on residential |SP networks to reduce the risk of
emai | spam but doing this also prohibits residential |SP custoners
fromrunning their own enail servers

2. Protocol ldentification

Censors sonetinmes identify entire protocols to be bl ocked using a
variety of traffic characteristics. For exanple, Iran inpairs the
performance of HITPS traffic, a protocol that prevents further

anal ysis, to encourage users to switch to HITTP, a protocol that they
can anal yze [Aryan-2013]. A sinple protocol identification would be
to recognize all TCP traffic over port 443 as HITPS, but a nore
sophi sticated analysis of the statistical properties of payload data
and fl ow behavior would be nore effective, even when port 443 is not
used [ Hj el mvi k-2010] [ Sandvi ne-2015].



If censors can detect circumvention tools, they can bl ock them
Therefore, censors like China are extrenely interested in identifying
the protocols for censorship circunvention tools. |In recent years,
this has devolved into a conpetition between censors and
circunvention tool developers. As part of this conpetition, China
devel oped an extrenely effective protocol identification technique
that researchers call "active probing" or "active scanning"

In active probing, the censor deternines whether hosts are running a
circunvention protocol by trying to initiate comunication using the

circumvention protocol. |If the host and the censor successfully
negoti ate a connection, then the censor conclusively knows that the
host is running a circunvention tool. China has used active scanning

to great effect to block Tor [Wnter-2012].

Trade-of fs: Protocol identification only provides insight into the
way i nformation is traveling, and not the information itself.

Protocol identification is useful for detecting and bl ocking
circunvention tools (like Tor) or traffic that is difficult to

anal yze (like Voice over IP (VolP) or SSL) because the censor can
assunme that this traffic should be bl ocked. However, this can |ead
to over-bl ocki ng probl ems when used with popul ar protocols. These
met hods are expensive, both conputationally and financially, due to
the use of statistical analysis and can be ineffective due to their
i mpreci se nature.

Censors have al so used protocol identification in the past in an
"allowist" filtering capacity, such as by only allow ng specific,
pre-vetted protocols to be used and bl ocki ng any unrecogni zed
protocol s [ Bock-2020]. These protocol filtering approaches can al so
|l ead to over-blocking if the allowed lists of protocols are too snall
or inconplete but can be cheap to inplenent, as nany standard

"all omed" protocols are sinple to identify (such as HITP)

Enmpi rical Exanpl es: Protocol identification can be easy to detect if
it is conducted in real time and only a particular protocol is

bl ocked. However, sone types of protocol identification, like active
scanning, are nmuch nore difficult to detect. Protocol identification
has been used by Iran to identify and throttle Secure Shell (SSH)
protocol traffic to make it unusabl e [Van-der-Sar-2007] and by China
to identify and bl ock Tor relays [Wnter-2012]. Protoco
identification has al so been used for traffic nanagenment, such as the
2007 case where Contast in the United States used RST injection
(injection of a TCP RST packet into the stream) to interrupt
BitTorrent traffic [Wnter-2012]. |In 2020, Iran deployed an
allowist protocol filter, which only allowed three protocols to be
used (DNS, TLS, and HTTP) on specific ports, and censored any
connection it could not identify [Bock-2020]. |In 2022, Russia seened
to have used protocol identification to block nost HTTP/3 connections
[ El menhor st -2022] .

4.4. Residual Censorship

Anot her feature of sone nodern censorship systens is residua
censorship, a punitive formof censorship whereby after a censor
di srupts a forbi dden connection, the censor continues to target
subsequent connections, even if they are innocuous [Bock-2021].
Resi dual censorship can take many fornms and often relies on the
met hods of technical interference described in the next section.

An inportant facet of residual censorship is precisely what the
censor continues to block after censorship is initially triggered.
There are three common options available to an adversary: 2-tuple
(client 1P, server IP), 3-tuple (client IP, server IP, server port),
or 4-tuple (client IP, client port, server IP, server port). Future



connections that match the tuple of information the censor records
wi || be disrupted [Bock-2021].

Resi dual censorship can sonetinmes be difficult to identify and can
of ten conplicate censorship measurenent.

Trade-of fs: The inpact of residual censorship is to provide users
with further discouragenment fromtrying to access forbi dden content,
though it is not clear how successful it is at acconplishing this.

Enmpi rical Exanpl es: China has used 3-tuple residual censorship in
conjunction with their HTTP censorship for years, and researchers
have reported seeing simlar residual censorship for HITPS. China
seens to use a mx of 3-tuple and 4-tuple residual censorship for
their censorship of HTTPS with ESNI. Some censors that perform
censorship via packet dropping often accidentally inplenent 4-tuple
residual censorship, including Iran and Kazakhstan [ Bock-2021].

5. Technical Interference
5.1. Application Layer
5.1.1. DNS Interference

There are a variety of mechani snms that censors can use to bl ock or
filter access to content by altering responses fromthe DNS

[ AFNI G- 2013] [l CANN- SSAC-2012], including bl ocking the response,
replying with an error nessage, or responding with an incorrect
address. Note that there are now encrypted transports for DNS
queries in DNS over HITPS [ RFC8484] and DNS over TLS [ RFC7858] that
can mtigate interference with DNS queries between the stub and the
resol ver.

Responding to a DNS query with an incorrect address can be achieved
with on-path interception, off-path cache poisoning, or lying by the
name server.

"DNS mangling" is a network-1evel technique of on-path interception
where an incorrect |IP address is returned in response to a DNS query
to a censored destination. Sonme Chinese networks, for exanple, do
this. (W are not aware of any other w de-scal e uses of nangling.)
On those Chi nese networks, each DNS request in transit is exam ned
(presumably by network inspection technol ogi es such as DPl), and if
it matches a censored donain, a false response is injected. End
users can see this technique in action by sinply sending DNS requests

to any unused | P address in China (see example below). If it is not
a censored nanme, there will be no response. |If it is censored, a
forged response will be returned. For exanple, using the command-

line dig utility to query an unused I P address in China of 192.0.2.2
for the name "www. uncensored. exanpl e" conpared with

"www. censor ed. exanpl e" (censored at the tinme of witing), we get a
forged | P address "198.51.100.0" as a response:

% di g +short +nodnssec @92.0.2.2 A www. uncensored. exanpl e
;; connection tined out; no servers could be reached

% di g +short +nodnssec @92.0.2.2 A www. censored. exanpl e
198.51.100.0

DNS cache poi soni ng happens off-path and refers to a mechani sm where
a censor interferes with the response sent by an authoritative DNS
nane server to a recursive resolver by responding nore quickly than
the authoritative nane server can respond with an alternative IP
address [Hal | ey-2008]. Cache poi soning occurs after the requested
site’'s nane servers resolve the request and attenpt to forward the
true I P back to the requesting device. On the return route, the



resolved IP is recursively cached by each DNS server that initially
forwarded the request. During this caching process if an undesirable
keyword i s recogni zed, the resolved IP is "poisoned", and an
alternative IP (or NXDOMAIN error) is returned nore quickly than the
upstream resol ver can respond, causing a forged |P address to be
cached (and potentially recursively so). The alternative IPs usually
direct to a nonsense domain or a warning page. Alternatively,

I rani an censorship appears to prevent the comruni cation en route,
preventing a response fromever being sent [Aryan-2013].

There are al so cases of what is colloquially called "DNS |ying",
where a censor mandates that the DNS responses provided -- by an
operator of a recursive resolver such as an Internet Access Provider
-- be different than what an authoritative name server would provide
[ Bort zneyer-2015] .

Trade-of fs: These fornms of DNS interference require the censor to
force a user to traverse a controlled DNS hierarchy (or intervening
networ k on which the censor serves as an active pervasive attacker

[ RFC7624] to rewite DNS responses) for the nechanismto be
effective. DNS interference can be circunvented by using alternative
DNS resol vers (such as any of the public DNS resol vers) that may fal
outside of the jurisdictional control of the censor or Virtua

Private Network (VPN) technol ogy. DNS nangling and cache poi soning
also inply returning an incorrect IP to those attenpting to resolve a
domai n nane, but in sone cases the destination nmay be technically
accessi ble. For example, over HITP, the user may have anot her nethod
of obtaining the IP address of the desired site and may be able to
access it if the site is configured to be the default server
listening at this I P address. Target bl ocking has al so been a

probl em as occasionally users outside of the censor’s region will be
directed through DNS servers or DNS-rewiting network equi pnent
controll ed by a censor, causing the request to fail. The ease of
circunvention paired with the large risk of content bl ocking and
target blocking nake DNS interference a partial, difficult, and | ess-
t han-i deal censorship mechani sm

Additionally, the above nechanisns rely on DNSSEC not bei ng depl oyed
or DNSSEC val idation not being active on the client or recursive
resol ver (neither of which is hard to inmagine given linited

depl oynent of DNSSEC and linmited client support for DNSSEC
validation). Note that an adversary seeking to nerely bl ock

resol ution can serve a DNSSEC record that doesn’'t validate correctly,
assuni ng of course that the client or recursive resolver validates

Previously, techniques were used for censorship that relied on DNS
requests being passed in cleartext over port 53 [ SSAC- 109-2020].

Wth the depl oyment of encrypted DNS (e.g., DNS over HITPS [ RFC8484])
these requests are now i ncreasingly passed on port 443 wi th other
HTTPS traffic, or in the case of DNS over TLS [RFC7858] no | onger
passed in the clear (see also Section 4.3.1).

Enmpirical Exanples: DNS interference, when properly inplenented, is
easy to identify based on the shortcom ngs identified above. Turkey
relied on DNS interference for its country-w de bl ock of websites,
including Twitter and YouTube, for alnost a week in March of 2014.
The ease of circunvention resulted in an increase in the popularity
of Twitter until Turkish ISPs inplenented an | P blocklist to achieve
the governmental nandate [Znijewski-2014]. Utimately, Turkish | SPs
started hijacking all requests to Google and Level 3 s internationa
DNS resolvers [Zm j ewski-2014]. DNS interference, when incorrectly
i mpl emented, has resulted in sone of the | argest censorship
disasters. In January 2014, China started directing all requests
passing through the Great Fire Wll to a single donain
"dongt ai wang. cont, due to an inproperly configured DNS poi soning
attenpt. This incident is thought to be the |argest Internet service



outage in history [AFP-2014] [Anon-SI GCOWL2]. Countries such as
China, Turkey, and the United States have di scussed bl ocking entire
Top-Level Domains (TLDs) as well [Albert-2011]. DNS blocking is
commonl y depl oyed in European countries to deal wi th undesirable
content, such as

* child abuse content (Norway, United Kingdom Belgium Denmark,
Finl and, France, Germany, Ireland, Italy, Malta, the Netherlands,
Pol and, Spain, and Sweden [ Wi ght-2013] [Enenan-2010]),

* online ganbling (Bel gium Bulgaria, Czech Republic, Cyprus,
Denmar k, Estonia, France, G eece, Hungary, ltaly, Latvia,
Li t huani a, Pol and, Portugal, Ronmania, Slovakia, Slovenia, and
Spain (see Section 6.3.2 of [EGC ganbling-2012],
[ ECG- ganbl i ng-2019])),

* copyright infringenent (all European Econonic Area countries),
* hate speech and extrem sm (France [Hertel -2015]), and
* terrorismcontent (France [Hertel-2015]).

5.2. Transport Layer

5.2.1. Performance Degradation

Wil e other interference techniques outlined in this section nostly
focus on bl ocking or preventing access to content, it can be an

ef fective censorship strategy in sone cases to not entirely bl ock
access to a given destination or service but instead to degrade the
performance of the rel evant network connection. The resulting user
experience for a site or service under performance degradati on can be
so bad that users opt to use a different site, service, or nethod of
communi cati on or nay not engage in comunication at all if there are
no alternatives. Traffic-shaping techniques that rate-linit the
bandwi dt h available to certain types of traffic is one exanple of a
performance degradati on.

Trade-offs: Wiile inplenmenting a performance degradation will not
always elimnate the ability of people to access a desire resource,
it my force themto use other neans of communication where
censorship (or surveillance) is nore easily acconplished

Enpirical Exanples: Iran has been known to shape the bandwi dth
available to HTTPS traffic to encourage unencrypted HTTP traffic
[ Aryan-2013].

5.2.2. Packet Dropping

Packet dropping is a sinple nechanismto prevent undesirable traffic.
The censor identifies undesirable traffic and chooses to not properly
forward any packets it sees associated with the traversing
undesirable traffic instead of followi ng a nornmal routing protocol
This can be paired with any of the previously described nechani sns so
Il ong as the censor knows the user must route traffic through a
controll ed router.

Trade-of fs: Packet dropping is nost successful when every traversing
packet has transparent information linked to undesirable content,
such as a destination IP. One downside packet dropping suffers from
is the necessity of blocking all content from otherw se allowable |IPs
based on a single subversive subdonai n; bl ogging services and Gt Hub
repositories are good exanples. China fanously dropped all G tHub
packets for three days based on a single repository hosting

undesi rabl e content [ Anonynous-2013]. The need to inspect every
traversing packet in alnost real time al so makes packet dropping



somewhat chal | enging froma QS perspective

Enpi ri cal Exanpl es: Packet dropping is a very common form of
technical interference and lends itself to accurate detection given
the unique nature of the tineout requests it leaves in its wake. The
Great Firewall of China has been observed using packet dropping as
one of its primary technical censorship nechanisns [ Ensafi-2013].
Iran has al so used packet dropping as the mechanismfor throttling
SSH [ Aryan-2013]. These are but two exanpl es of a ubiquitous
censorship practice. Notably, packet dropping during the handshake
or working connection is the only interference techni que observed for
QU Ctraffic to date (e.g., in India, Iran, Russia, and Uganda

[ El menhor st -2021] [ El menhorst-2022]).

5.2.3. RST Packet Injection

Packet injection, generally, refers to a machine-in-the-nmddle (MTM
network interference techni que that spoofs packets in an established
traffic stream RST packets are normally used to | et one side of a
TCP connection know the ot her side has stopped sending infornmation
and that the receiver should close the connection. RST packet
injection is a specific type of packet injection attack that is used
to interrupt an established stream by sending RST packets to both
sides of a TCP connection; as each receiver thinks the other has
dropped the connection, the session is term nated.

QUICis not vulnerable to these types of injection attacks once the
connection has been set up. While QUC inplenents a statel ess reset
mechani sm such a reset is only accepted by a peer if the packet ends
in a previously issued (stateless reset) token, which is difficult to
guess. During the handshake, QUIC only provides effective protection
agai nst off-path attackers but is vulnerable to injection attacks by
attackers that have parsed prior packets. (See [ RFC9000] for nore
details.)

Trade-of fs: Al though ineffective agai nst non-TCP protocols (QU C

I Psec), RST packet injection has a few advantages that nake it
extrenely popul ar as a techni que enpl oyed for censorship. RST packet
injection is an out-of-band interference nechanism allow ng the

avoi dance of the QoS bottl eneck that one can encounter with inline
techni ques such as packet dropping. This out-of-band property allows
a censor to inspect a copy of the information, usually mrrored by an
optical splitter, making it an ideal pairing for DPl and protoco
identification [Waver-2009]. (This asynchronous version of a MTM
is often called a machi ne-on-the-side (MOTS).) RST packet injection
al so has the advantage of only requiring one of the two endpoints to
accept the spoofed packet for the connection to be interrupted.

The difficult part of RST packet injection is spoofing "enough”
correct information to ensure one endpoint accepts a RST packet as
legitimate; this generally inplies a correct IP, port, and TCP
sequence nunber. The sequence nunber is the hardest to get correct,
as [ RFC9293] specifies that a RST packet should be in sequence to be
accepted, although that RFC al so recomends all owi ng i n-w ndow
packets. This in-wi ndow recommendation is inportant; if it is
inplemented, it allows for successful Blind RST Injection attacks

[ Net sec-2011]. When in-w ndow sequencing is allowed, it is trivial
to conduct a Blind RST Injection. Wile the term"blind" injection
inplies the censor doesn’'t know any sensitive sequencing infornmation
about the TCP streamthey are injecting into, they can sinply
enunerate all ~70000 possible windows. This is particularly usefu
for interrupting encrypted/obfuscated protocols such as SSH or Tor
[Glad]. Sonme censorship evasion systens work by trying to confuse
the censor into tracking incorrect information, rendering their RST
packet injection useless [Khattak-2013] [Wang-2017] [Li-2017]

[ Bock-2019] [ Wang-2020].



RST packet injection relies on a stateful network, nmaking it usel ess
agai nst UDP connections. RST packet injection is anbng the nost
popul ar censorship techni ques used today given its versatile nature
and effectiveness against all types of TCP traffic. Recent research
shows that a TCP RST packet injection attack can even work in the
case of an off-path attacker [Cao-2016].

Enpi rical Exanpl es: RST packet injection, as nentioned above, is nost
often paired with identification techniques that require splitting,
such as DPlI or protocol identification. |In 2007, Contast was accused
of using RST packet injection to interrupt traffic it identified as
Bi t Torrent [ Schoen-2007], subsequently |leading to a US Federa

Conmruni cati ons Conm ssion ruling agai nst Contast [VonLohmann-2008].
Chi na has al so been known to use RST packet injection for censorship
purposes. This interference is especially evident in the

i nterruption of encrypted/obfuscated protocols, such as those used by
Tor [Wnter-2012].

5.3. Routing Layer
5.3.1. Network Di sconnection

VWhile it is perhaps the crudest of all techniques enpl oyed for
censorship, there is no nore effective way of making sure undesirable
information isn't allowed to propagate on the web than by shutting
of f the network. The network can be logically cut off in a region
when a censoring entity withdraws all of the Border Gateway Protoco
(BGP) prefixes routing through the censor’s country.

Trade-of fs: The inpact of a network disconnection in a region is huge
and absol ute; the censor pays for absolute control over digita
informati on by losing the benefits a globally accessible Internet
brings. Network disconnections are also politically expensive as
citizens accustomed to accessing Internet platfornms and services see
such di sconnections as a loss of civil liberty. Network

di sconnection is rarely a long-termsolution for any censor and is
normal ly only used as a last resort in tines of substantial civi
unrest in a country.

Empiri cal Exanpl es: Network di sconnections tend to only happen in
times of substantial unrest, largely due to the huge social,
political, and econom c inpact such a nove has. One of the first,

hi ghly covered occurrences was when the junta in Myanmar enpl oyed
net wor k di sconnection to help junta forces quash a rebellion in 2007
[ Dobi e-2007] . China di sconnected the network in the Xinjiang region
during unrest in 2009 in an effort to prevent the protests from
spreading to other regions [ Heacock-2009]. The Arab Spring saw the
nmost frequent usage of network di sconnection, with events in Egypt
and Libya in 2011 [ Cow e-2011] and Syria in 2012 [ Thonson-2012].
Russia indicated that it would attenpt to disconnect all Russian
networks fromthe global Internet in April 2019 as part of a test of
the nation’s network independence. Reports also indicate that, as
part of the test disconnect, Russian tel ecomrunications firns nust
now route all traffic to state-operated nonitoring points

[ G mpanu-2019]. India saw the | argest nunber of Internet shutdowns
per year in 2016 and 2017 [ Dada-2017].

5.3.2. Adversarial Route Announcement

More fine-grained and potentially wi de-spread censorship can be

achi eved with BGP hijacking, which adversarially re-routes BGP IP
prefixes incorrectly within a region and beyond. This restricts and
effectively censors the correctly known | ocation of infornmation that
flows into or out of a jurisdiction and will simlarly prevent people
from outside your jurisdiction fromview ng content generated outside



that jurisdiction as the adversarial route announcement propagates.
The first can be achi eved by an adversarial BGP announcenent of
incorrect routes that are not intended to | eak beyond a jurisdiction,
where the latter attacks traffic by deliberately introduci ng bogus
BGP announcenents that reach the global Internet.

Trade-offs: A global |eak of a m srouted website can overwhel man | SP
if the website gets a lot of traffic. It is not a pernmanent solution
because incorrect BGP routes that |eak globally can be fixed, but

| eaks within a jurisdiction can only be corrected by an | SP/ I XP for

| ocal users.

Enmpi rical Exanples: In 2008, Pakistan Tel ecom censored YouTube at the
request of the Pakistan governnent by changing its BGP routes for the
website. The new routes were announced to the | SP's upstream

provi ders and beyond. The entire Internet began directing YouTube

routes to Pakistan Tel ecom and continued doing so for many hours. In
2018, nearly all Google services and Google C oud customers, like
Spotify, all lost nore than one hour of service after Google |ost

control of several mllion of its |IP addresses. Those IP prefixes
were being msdirected to China Tel ecom a Chinese governnent - owned
| SP [ Googl e-2018], in a manner sinilar to the BGP hijacking of US
governnent and military websites by China Telecomin 2010. [SPs in
bot h Russia (2022) and Myanmar (2021) have tried to hijack the same
Twitter prefix nmore than once [Siddiqui-2022].

5.4. Milti-layer and Non-|ayer
5.4.1. Distributed Denial of Service (DDoS)

Di stributed Denial of Service attacks are a comopn attack mechani sm
used by "hacktivists" and malicious hackers. Censors have al so used
DDoS in the past for a variety of reasons. There is a wide variety
of DDoS attacks [WKkip-DoS]. However, at a high level, two possible
i npacts fromthe attack tend to occur: a flood attack results in the
servi ce being unusabl e while resources are being spent to flood the
service, and a crash attack ains to crash the service so resources
can be reallocated el sewhere without "rel easi ng" the service

Trade-of fs: DDoS is an appeal i ng nechani sm when a censor would |ike
to prevent all access (not just regional access) to undesirable
content for alimted period of time. Tenporal inpermanence is
really the only uniquely beneficial feature of DDoS as a technique
enpl oyed for censorship. The resources required to carry out a
successful DDoS against major targets are conputationally expensive,
usual ly requiring rental or ownership of a malicious distributed

pl atform such as a botnet, and they are inprecise. DDoS is an
incredi bly crude censorship technique and appears to |largely be used
as a timely, easy-to-access mechani smfor bl ocking undesirable
content for a limted period of tine.

Empirical Examples: In 2012, the U K 's signals intelligence

organi zation, the Governnent Communications Headquarters (GCHQ ,6 used
DDoS to tenporarily shutdown Internet Relay Chat (IRC) chat roons
frequented by nmenbers of Anonymous using the Syn Fl ood DDoS net hod;
Syn Fl ood expl oits the handshake used by TCP to overload the victim
server with so many requests that legitimte traffic beconmes slow or
i npossi bl e [ NBC-2014] [CERT-2000]. Dissenting opinion websites are
frequently victins of DDoS around politically sensitive events |ike
the DDoS in Burma [Vill eneuve-2011]. Controlling parties in Russia
[ Kravt sova-2012], Zi nmbabwe [Orion-2013], and Mal aysi a

[ Muncast er-2013] have been accused of using DDoS to interrupt

opposi tion support and access during elections. |In 2015, China
| aunched a DDoS attack using a true M TM system (dubbed "G eat
Cannon"), collocated with the Geat Firewall, that was able to inject

JavaScript code into web visits to a Chinese search engi ne that
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commandeer ed those user agents to send DDoS traffic to various sites
[ Mar czak-2015] .

4.2. Censorship in Depth

O'ten, censors inplenent nultiple techniques in tandem creating
"censorship in depth". Censorship in depth can take nmany forns; some
censors block the same content through multiple techniques (such as
bl ocki ng a domain by DNS, |P blocking, and HTTP si nmul taneously), sone
depl oy parallel systems to inprove censorship reliability (such as
deploying multiple different censorship systens to bl ock the sane
domai n), and others can use conplinmentary systens to linmt evasion
(such as by bl ocki ng unwanted protocols entirely, forcing users to
use other filtered protocols).

Trade-of fs: Censorship in depth can be attractive for censors to
deploy, as it offers additional guarantees about censorship: even if
someone evades one type of censorship, they may still be bl ocked by
another. The main drawback to this approach is the cost to initial
depl oynent, as it requires the systemto deploy nmultiple censorship
systens in tandem

Enmpi rical Exanpl es: Censorship in depth is present in many |arge
censoring nation states today. Researchers have observed that China
has depl oyed significant censorship in depth, often censoring the
same resource across multiple protocols [Chai-2019] [Bock-2020b] or
depl oyi ng additi onal censorship systenms to censor the sane content
and protocol [Bock-2021b]. Iran also has deployed a conplinentary
protocol filter to limt which protocols can be used on certain
ports, forcing users to rely on protocols their censorship system can
filter [Bock-2020].

Non-technical Interference
1. Manual Filtering

As the name inplies, sonetinmes manual |abor is the easiest way to
figure out which content to block. Manual filtering differs fromthe
common tactic of building up blocklists in that it doesn't
necessarily target a specific IP or DNS but instead renpves or flags
content. Gven the inprecise nature of automatic filtering, manually
sorting through content and fl aggi ng di ssenting websites, bl ogs,
articles, and other nmedia for filtration can be an effective
technique on its own or conbined with other automated techni ques of
detection that are then followed by an action that would require
manual confirmation. This filtration can occur on the backbone or
ISP level. China's arnmy of nonitors is a good exanple [BBC 2013b],
but nore comonly, manual filtering occurs on an institutional |evel

| CPs, such as CGoogle or Wibo, require a business |icense to operate
in China. One of the prerequisites for a business license is an
agreenent to sign a "voluntary pledge" known as the "Public Pledge on
Sel f-discipline for the Chinese Internet Industry". The failure to
"energetically uphol d" the pl edged values can lead to the | CPs being
held liable for the offending content by the Chinese governnent

[ BBC- 2013b] .

2. Self-Censorship

Sel f-censorship is difficult to docunent as it manifests primarily
through a lack of undesirable content. Tools that encourage self-
censorship may | ead a prospective speaker to believe that speaking
increases the risk of unfavorable outcomes for the speaker (technica
moni toring, identification requirenents, etc.). Reporters Wthout
Borders exenplify nethods of inposing self-censorship in their annua
Wrld Press Freedom | ndex reports [ RWB-2020].
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Server Takedown
As nentioned in passing by [ Murdoch-2008], servers nust have a
physi cal |ocation somewhere in the world. |If undesirable content is
hosted in the censoring country, the servers can be physically
seized, or -- in cases where a server is virtualized in a cloud
infrastructure where it may not necessarily have a fixed physica
| ocation -- the hosting provider can be required to prevent access.
Noti ce and Takedown

In many countries, |egal mechani sms exi st where an individual or

ot her content provider can issue a | egal request to a content host
that requires the host to take down content. Exanples include the
systens enpl oyed by conpanies |ike Google to conply with "Right to be
Forgotten" policies in the European Union [ Googl e-RTBF], internmediary
liability rules for electronic platformproviders [EC 2012], or the
copyright-oriented notice and takedown regine of the United States
Digital MIIennium Copyright Act (DMCA) Section 512 [ DMLP-512].

Domai n Nane Sei zures

Domai n names are catal ogued in name servers operated by | ega
entities called registries. These registries can be nade to cede
control over a domain name to soneone other than the entity that

regi stered the domain nane through a | egal procedure grounded in
either private contracts or public |aw. Donain nanme seizure is

i ncreasingly used by both public authorities and private entities to
deal with undesired content dissem nation [|CANN-2012] [EFF-2017].

Future Work

In addition to establishing a thorough resource for describing
censorship techni ques, this docunent inplicates critical areas for
future work.

Taken as a whol e, the apparent costs of inplenmentation of censorship
techni ques indicate a need for better classification of censorship
regi nes as they evolve and mature and better specification of
censorship circumvention techniques thenselves. Censor naturity
refers to the technical maturity required of the censor to perform
the specific censorship technique. Future work mght classify

techni ques by essentially how hard a censor nmust work, including what
infrastructure is required, in order to successfully censor content,
users, or services.

On circunvention, the increase in protocols |everaging encryption is
an effective counterneasure agai nst sone forms of censorship
described in this docunent, but that thorough research on
circunvention and encryption is |left for another docunent. Moreover,
the censorship circunventi on community has devel oped an area of
research on "pluggabl e transports,” which collect, docunent, and make
agil e nethods for obfuscating the on-path traffic of censorship
circunvention tools such that it appears indistinguishable from other
kinds of traffic [Tor-2019]. Those nethods woul d benefit fromfuture
work in the Internet standards community, too.

Lastly, the enpirical exanples denobnstrate that censorship techni ques
can evol ve quickly, and experience shows that this docunment can only
be a point-in-time statement. Future work m ght extend this docunent
wi th updates and new techni ques described using a conparabl e

met hodol ogy.

| ANA Consi der ati ons

Thi s docunent has no | ANA acti ons.
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Security Considerations

This docunent is a survey of existing literature on network
censorship techniques. As such, it does not introduce any new
security considerations to be taken into account beyond what is
al ready discussed in each paper surveyed.
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