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I ntroduction

An | GP Flexible Algorithmallow |IGPs to conpute constraint-based
paths. The base | GP Flexible Al gorithm specification describes how
it is used with Segment Routing (SR) data planes: SR MPLS and SRv6.

An I GP Flexible Algorithmas specified in [ RFC9350] conputes a
constraint-based path to:

* Al Flexible-Al gorithmspecific Prefix Segnent Ildentifiers (SIDs)
[ RFC8402] .

* Al Flexible-A gorithmspecific SRv6 Locators [ RFC8986].

Therefore, Flexible Al gorithmcannot be deployed in the absence of SR
or SRv6.

Thi s docunent extends Flexible Algorithm allowing it to conmpute
paths to IPv4 and | Pv6 prefixes.

Requi renent s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Use Case Exanpl e

In this section, we illustrate one use case that notivates this
specification: if a specific service can be identified by an IP
address, traffic to it can use constraint-based paths conputed
according to this specification.

The System architecture for the 5G System [TS. 23. 501- 3GPP] descri bes
the N3 interface between gNodeB and UPF (User Pl ane Function).

Mobi | e networks are becoming nore and nore | P-centric. Each end-user
session froma gNodeB can be destined to a specific UPF based on the
session requirements. For exanple, sonme sessions require high

bandwi dth, while others need to be routed along the | owest |atency
path. Each UPF is assigned a unique |IP address. As a result,
traffic for different sessions is destined to a different destination
| P addr ess.

The I P address allocated to the UPF can be associated with an
algorithm The nobile user traffic is then forwarded al ong the path
based on the algorithmspecific nmetric and constraints. As a result,
traffic can be sent over a path that is optimzed for mninmal |atency
or highest bandwi dth. This nmechanismis used to achi eve Service
Level Agreement (SLA) appropriate for a user session



4.

5.

Advertising Flexible A gorithmDefinitions (FADs)

To guarantee | oop-free forwarding, all routers that participate in a
FI ex- Al gorithm MJUST agree on the Flexible A gorithm Definition (FAD).

Sel ected nodes within the | G domain MJST adverti se FADs as descri bed
in Sections 5, 6, and 7 of [RFC9350].

Advertising I P Flexible A gorithm Participation

A node may use various algorithnms when cal cul ating paths to nodes and
prefixes. Al gorithmvalues are defined in the "I GP Al gorithm Types"
registry [1ANA-ALQG .

Only a node that is participating in a Flex-Algorithmis:
* Able to conpute a path for such Flex-Al gorithm
* Part of the topology for such Fl ex-Al gorithm

Fl exi bl e Al gorithm participation MIST be advertised for each Flexible
Al gorithm data pl ane independently, as specified in [ RFC9350]. Using
Fl exi ble Algorithmfor regular IPv4 and | Pv6 prefixes represents an

i ndependent Fl exi bl e Al gorithm data plane; as such, the Flexible

Al gorithm participation for the IP Flexible Algorithmdata plane MJST
be signal ed i ndependently of any other Flexible Algorithmdata plane
(e.g., SR).

Al routers in an | GP donain participate in default algorithmO.
Advertisement of participation in IP Flexible A gorithm does not
i mpact the router participation in default algorithmO.

Advertisenment of participation in IP Flexible A gorithm does not

i mpact the router participation signaled for other data planes. For
exanple, it is possible that a router participates in a particul ar

Fl ex-Al gorithmfor the | P data plane but does not participate in the
same Flex-Al gorithmfor the SR data pl ane.

The foll owi ng sections describe how the IP Flexible A gorithm
participation is advertised in | GP protocols.

1. The IS IS IP A gorithm Sub-TLV

The 1S-1S [1S0OL0589] IP Algorithm Sub-TLV is a sub-TLV of the IS IS
Router Capability TLV [RFC7981] and has the follow ng fornat:

0 1 2 3
01234567890123456789012345678901
B il s S S S S I S i

| Type | Lengt h |

e s o i T i s e e e
| Algorithm1 | Algorithm2 | Algorithm... | Agorithmn
i e e e e i o i i R T o o o S

Figure 1: IS 1S 1P Al gorithm Sub-TLV
Type (1 octet): 1P Al gorithm Sub-TLV (Val ue 29)
Length (1 octet): Variable
Algorithm (1 octet): Value from 128 to 255
The 1P Al gorithm Sub-TLV MJST be propagated throughout the | evel and
MUST NOT be advertised across |evel boundaries. Therefore, the S bit

in the Router Capability TLV, in which the IP Algorithm Sub-TLV is
advertised, MJST NOT be set.



The 1P Algorithm Sub-TLV is optional. It MJST NOT be advertised nore
than once at a given level. A router receiving multiple P Algorithm
sub-TLVs fromthe same originator MIST select the first adverti senent
in the | owest-nunbered Link State PDU (LSP), and subsequent i nstances
of the I P Al gorithm Sub-TLV MJST be i gnored.

Al gorithns outside the Flex-Al gorithmrange (128-255) MJST be ignored
by the receiver. This situation SHOULD be | ogged as an error.

The I P Flex-Algorithm participation advertised in the IS-ISIP

Al gorithm Sub-TLV is topol ogy i ndependent. When a router advertises
participation in the 1S-1S P Al gorithm Sub-TLV, the participation
applies to all topologies in which the advertising node partici pates.

5.2. The CSPF I P Al gorithm TLV

The OSPF [ RFC2328] IP Algorithm TLV is a top-level TLV of the Router
I nformati on Opaque Link State Advertisenent (LSA) [RFC7770] and has
the follow ng format:

0 1 2 3
01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| Type | Length |
R o o e e i i e S S S s T S S S S e e ik i e R
| Algorithm1 | Algorithm.. | Algorithmn | |
+- -+
I I
+ +
Figure 2: OSPF IP Al gorithm TLV

Type (2 octets): |P AgorithmTLV (21)

Length( 2 octets): Variable

Algorithm (1 octet): Value from 128 to 255

The IP Algorithm TLV is optional. It MJST only be advertised once in

the Router |Information LSA

Al gorithns outside the Flex-Al gorithmrange (128-255) MJST be ignored
by the receiver. This situation SHOULD be | ogged as an error.

When multiple IP Algorithm TLVs are received froma given router, the
recei ver MJST use the first occurrence of the TLV in the Router
Information LSA. If the IP Algorithm TLV appears in multiple Router
Informati on LSAs that have different flooding scopes, the IP
Algorithm TLV in the Router Information LSA with the area-scoped

fl oodi ng scope MJUST be used. |If the IP Algorithm TLV appears in

mul tiple Router Information LSAs that have the sanme fl oodi ng scope,
the P Algorithm TLV in the Router Information LSA with the
nunerically smallest Instance ID (Opaque ID for OSPFv2 or Link State
I D for OSPFv3) MUST be used, and subsequent instances of the IP

Al gorithm TLV MJST be i gnored.

The Router Information LSA can be advertised at any of the defined

fl oodi ng scopes (link, area, or Autonomous System (AS)). For the
purpose of I P Algorithm TLV advertisenent, area- or AS-scoped
flooding is REQU RED. The AS fl oodi ng scope SHOULD NOT be used

unl ess |l ocal configuration policy on the originating router indicates
domai n-wi de fl oodi ng.

The I P Flexible Algorithm participation advertised in the OSPF |IP
Al gorithm TLV i s topol ogy i ndependent. When a router advertises



participation in OSPF I P Al gorithm TLV, the participation applies to
all topologies in which the advertising node parti ci pates.

6. Advertising IP Flexible Al gorithm Reachability

To be able to associate the prefix with the Flex-A gorithm the
existing prefix reachability adverti senents cannot be used, because
they advertise the prefix reachability in default algorithmO.
Instead, new IP Flexible Algorithmreachability adverti senents are
defined in 1S 1S and OSPF.

The Mflag in the FAD is not applicable to I P Al gorithm Prefixes.
Any I P Al gorithm Prefix advertisenent includes the Al gorithm and
Metric fields. Wen an IP Algorithm Prefix is advertised between
areas or domains, the netric field in the P Algorithm Prefix
advertisement MUST be used irrespective of the Mflag in the FAD
adverti sement.

6.1. The IS 1S I1Pv4d AlgorithmPrefix Reachability TLV

The 1 Pv4 Al gorithm Prefix Reachability top-level TLV is defined for
advertising | Pv4d Flexible AlgorithmPrefix Reachability in IS 1S

This new TLV shares the sub-TLV space defined for TLVs Adverti sing
Prefix Reachability.

The 1S-1S IPv4d Algorithm Prefix Reachability TLV has the foll ow ng
format:

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Type | Length | Rsvd | MTI D |
I S i o T s S S S e s s T
Figure 3: IS 1S 1Pv4 AlgorithmPrefix Reachability TLV
Type (1 octet): 1Pv4 Algorithm Prefix Reachability TLV (Val ue 126)
Length (1 octet): Variable based on nunber of prefix entries encoded

Rsvd (4 bits): Reserved for future use. They MJST be set to zero on
transm ssi on and MJST be ignored on receipt.

MIID (12 bits): Miltitopology Identifier as defined in [ RFC5120].
Note that the value 0 is |egal.

Fol I owed by one or nore prefix entries of the form
0 1 2 3

01234567890123456789012345678901
T T S S e T o S U S SUp S SEp S SR S i

| Metric |
i T s i o S i i S R I S I S S S M
| Fl ags | Algorithm |

B T S i T s i i e e SEI S
| Pfx Length | Prefix (variable)...

R i T I e T S S e S TR S T e i I S e S e e e e o o
| Sub-tlv-len | Sub-TLVs (variable) . . . |

B i aT T e e o S o S S S I T et sl o ST S S S S S S
Figure 4: IS 1S 1Pv4 AlgorithmPrefix Reachability TLV
Metric (4 octets): Metric information as defined in [ RFC5305]

Flags (1 octet):



01234567
R e s i i e
| D] Reserved |
T S I S Y

D-flag: The D-flag is described as the "up/down bit" in
Section 4.1 of [RFC5305]. When the Prefix is | eaked froml evel
2 tolevel 1, the Dbit MJST be set. Oherwise, this bit MJST
be clear. Prefixes with the D bit set MJST NOT be | eaked from
level 1 to level 2. This is to prevent |ooping.

The remaining bits: Reserved for future use. They MJST be set to
zero on transm ssion and MJST be ignored on receipt.

Algorithm (1 octet): Associated Algorithmfrom 128 to 255

Prefix Len (1 octet): Prefix length nmeasured in bits

Prefix (variable length): Prefix mapped to Fl ex-Al gorithm

Optional Sub-TLV-length (1 octet): Nunber of octets used by sub-TLVs
Optional sub-TLVs (variable | ength)

If the Algorithns in the IS- IS IPv4d Algorithm Prefix Reachability TLV
are outside the Flex-A gorithmrange (128-255), the IS-1S |Pv4

Al gorithm Prefix Reachability TLV MJST be ignored by the receiver.
Thi s situation SHOULD be | ogged as an error.

If a router receives nmultiple IPv4 Algorithm Prefix Reachability
adverti senents for the same prefix fromthe same originator, it MJST
select the first advertisenent in the | owest-nunbered LSP and ignore
any subsequent |Pv4 Algorithm Prefix Reachability advertisenents for
the same prefix.

If a router receives nmultiple IPv4d Algorithm Prefix Reachability
advertisenents for the same prefix, fromdifferent originators, where
all of themdo not advertise the sane algorithm it MJST ignore all
of them and MJUST NOT install any forwarding entries based on these
advertisenments. This situation SHOULD be | ogged as an error.

In cases where a prefix advertisenment is received in both an |Pv4
Prefix Reachability TLV [ RFC5305] [RFC5120] and an |IPv4 Al gorithm
Prefix Reachability TLV, the IPv4 Prefix Reachability advertisenent
MUST be preferred when installing entries in the forwardi ng pl ane.

6.2. The IS-1S I1Pv6 AlgorithmPrefix Reachability TLV

The 1S-1S 1Pv6 Algorithm Prefix Reachability TLV is identical to the
IS 1S 1Pv4d Algorithm Prefix Reachability TLV, except that it has a
distinct type. The type is 127.

If the Algorithms in the IS 1S IPv6 AlgorithmPrefix Reachability TLV
are outside the Flex-Algorithmrange (128-255), the IS-1S I Pv6

Al gorithm Prefix Reachability TLV MJST be ignored by the receiver.
This situation SHOULD be | ogged as an error.

If a router receives nultiple IPv6 Al gorithm Prefix Reachability
advertisenents for the sanme prefix fromthe same originator, it MJST
select the first advertisenment in the | owest-nunbered LSP and ignore
any subsequent 1Pv6 Algorithm Prefix Reachability adverti senents for
the same prefix.

If arouter receives nultiple IPv6 Al gorithm Prefix Reachability
advertisenents for the same prefix, fromdifferent originators, where
all of themdo not advertise the sane algorithm it MJST ignore all



of them and MJST NOT install any forwarding entries based on these
advertisenents. This situation SHOULD be | ogged as an error.

In cases where a prefix advertisenent is received in both an |IPv6
Prefix Reachability TLV [ RFC5308] [RFC5120] and an | Pv6 Al gorithm
Prefix Reachability TLV, the I Pv6 Prefix Reachability advertisenent
MJST be preferred when installing entries in the forwardi ng pl ane.

In cases where a prefix advertisenment is received in both an IS-1S
SRv6 Locator TLV [ RFC9352] and in IS-1S IPv6 Al gorithm Prefix
Reachability TLV, the receiver MJST ignore both of them and MJST NOT
install any forwarding entries based on these advertisements. This
situati on SHOULD be | ogged as an error.

6.3. The OSPFv2 I P Algorithm Prefix Reachability Sub-TLV

A new sub-TLV of the OSPFv2 Extended Prefix TLV is defined for
advertising I P Algorithm Prefix Reachability in OSPFv2, the OSPFv2 I P
Al gorithm Prefix Reachability Sub-TLV.

The OSPFv2 | P Al gorithm Prefix Reachability Sub-TLV has the foll ow ng
format:

0 1 2 3

01234567890123456789012345678901
B T S i T s i i e e SEI S
| Type | Length |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| MI-ID | Algorithm | Fl ags | Reserved |
i T s i o S i i S R I S I S S S M
| Metric |
B T S i T s i i e e SEI S

Figure 5: OSPFv2 I P Algorithm Prefix Reachability Sub-TLV

Type (2 octets): The value is 6
Length (2 octets): 8
MI-1D (1 octet): Milti-Topology ID as defined in [ RFC4915]
Algorithm (1 octet): Associated Algorithmfrom 128 to 255
Flags (1 octet): The following flags are defi ned:

012345678

ek o T SR

| E| Reserved |

I eih T S S S

Wher e:

E bit: The sane as the E bit defined in Appendix A 4.5 of
[ RFC2328] .

The remaining bits: Reserved for future use. They MJST be set to
zero on transm ssion and MJUST be ignored on receipt.

Reserved (1 octet): SHOULD be set to 0 on transm ssion and MJUST be
i gnored on reception.

Metric (4 octets): The algorithmspecific netric value. The netric
val ue of OXFFFFFFFF MJST be consi dered unreachabl e.

If the Algorithms in the OSPFv2 I P Algorithm Prefix Reachability Sub-
TLV are outside the Flex-Al gorithmrange (128-255), the CSPFv2 I P



Al gorithm Prefix Reachability Sub-TLV MJST be ignored by the
receiver. This situation SHOULD be | ogged as an error

An OSPFv2 router receiving nultiple OSPFv2 | P Al gorithm Prefix
Reachability Sub-TLVs in the same OSPFv2 Extended Prefix TLV MJST
select the first advertisenment of this sub-TLV and MJST ignore all
remai ni ng occurrences of this sub-TLV in the OSPFv2 Extended Prefix
TLV.

An OSPFv2 router receiving nultiple OSPFv2 | P Al gorithm Prefix
Reachability TLVs for the sane prefix fromdifferent originators
where all of them do not advertise the sanme algorithm MJST ignore all
of them and MJUST NOT install any forwarding entries based on these
advertisenents. This situation SHOULD be | ogged as an error.

In cases where a prefix advertisenent is received in any of the LSAs
advertising the prefix reachability for algorithmO and in an OSPFv2
IP Algorithm Prefix Reachability Sub-TLV, only the prefix
reachability advertisement for algorithmO MJST be used, and al
occurrences of the OSPFv2 I P Algorithm Prefix Reachability Sub-TLV
MUST be i gnor ed.

When conputing the IP Algorithm Prefix reachability in OSPFv2, only
i nformati on present in the OSPFv2 Extended Prefix TLV MJUST be used.
There will not be any information advertised for the IP Al gorithm
Prefix in any of the OSPFv2 LSAs that advertise prefix reachability
for algorithmO. For the IP Algorithm Prefix, the OSPFv2 Extended
Prefix TLV is used to advertise the prefix reachability, unlike for
al gorithm O prefixes, where the OSPFv2 Extended Prefix TLV is only
used to advertise additional attributes -- but not the reachability
itself.

6.3.1. The OSPFv2 | P Forwardi ng Address Sub-TLV

A new sub-TLV of the OSPFv2 Extended Prefix TLV is defined for
advertising | P Forwarding Address, the OSPFv2 | P Forwardi ng Address
Sub- TLV.

The OSPFv2 | P Forwardi ng Address Sub-TLV has the foll owi ng format:

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type | Lengt h |
R e s T o T S R El ok i R e e S S e o o s
| Forwar di ng Addr ess |
R e o T T e S S T ol S i T S s ik i I S I S S R S R

Figure 6: OSPFv2 | P Forwardi ng Address Sub-TLV
Type (2 octets): The value is 7
Length (2 octets): 4

Forwar di ng Address (4 octets): The sanme as defined in Appendix A 4.5
of [ RFC2328]

The OSPFv2 | P Forwardi ng Address Sub-TLV MJST NOT be used for
computing algorithmO prefix reachability and MJST be ignored for
al gorithm O prefixes.

The OSPFv2 | P Forwardi ng Address Sub-TLV is optional. [If it is not
present, the forwarding address for conputing the IP A gorithm Prefix
reachability is assuned to be equal to 0.0.0.0.

The OSPFv2 | P Forwardi ng Address Sub-TLV is only applicable to AS



Ext ernal and Not - So- St ubby Area (NSSA) External route types. |If the
OSPFv2 | P Forwardi ng Address Sub-TLV is advertised in the OSPFv2

Ext ended Prefix TLV that has the Route Type field set to any other
type, the OSPFv2 | P Forwardi ng Address Sub-TLV MJUST be ignored.

6.4. The OSPFv3 I P Algorithm Prefix Reachability Sub-TLV

The OSPFv3 [ RFC5340] I P AlgorithmPrefix Reachability Sub-TLV is
defined for advertisement of the IP Algorithm Prefix Reachability in
OSPFv3.

The OSPFv3 I P Algorithm Prefix Reachability Sub-TLV is a sub-TLV of
the followi ng OSPFv3 TLVs defined in [ RFC8362]:

* Intra-Area-Prefix TLV
* |Inter-Area-Prefix TLV
* External -Prefix TLV

The format of OSPFv3 I P Algorithm Prefix Reachability Sub-TLV is
shown bel ow:.

0 1 2 3

01234567890123456789012345678901
B T S i T s i i e e SEI S
| Type | Length |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Algorithm | Reserved |
i T s i o S i i S R I S I S S S M
| Metric |
B T S i T s i i e e SEI S

Figure 7: OSPFv3 IP Algorithm Prefix Reachability Sub-TLV
Wher e:
Type (2 octets): The value is 35
Length (2 octets): 8
Algorithm (1 octet): Associated Algorithmfrom 128 to 255

Reserved (3 octets): SHOULD be set to 0 on transm ssion and MJST be
i gnored on reception.

Metric (4 octets): The algorithmspecific metric value. The netric
val ue of OXFFFFFFFF MJUST be consi dered unreachabl e.

If the Algorithns in the OSPFv3 I P Al gorithm Prefix Reachability Sub-
TLV are outside the Flex-Al gorithmrange (128-255), the CSPFv3 IP

Al gorithm Prefix Reachability Sub-TLV MJST be ignored by the
receiver. This situation SHOULD be | ogged as an error.

VWhen the OSPFv3 I P Algorithm Prefix Reachability Sub-TLV is present,
the NU-bit in the PrefixOptions field of the parent TLV MJST be set.
This is needed to prevent the OSPFv3 I P Al gorithm Prefi x Reachability
advertisement fromcontributing to the base algorithmreachability.
If the NU-bit in the PrefixOptions field of the parent TLV is not
set, the CSPFv3 I P Al gorithm Prefix Sub-TLV MJST be ignored by the
receiver.

The netric value in the parent TLV is RECOWENDED to be set to
LSInfinity [RFC2328]. This recommendation is provided as a network
troubl eshooti ng convenience; if it is not followed, the protocol wll
still function correctly.



An OSPFv3 router receiving nmultiple OSPFv3 I P Al gorithm Prefix
Reachability Sub-TLVs in the sane parent TLV MJST sel ect the first
advertisement of this sub-TLV and MJUST ignore all remaining
occurrences of this sub-TLV in the parent TLV.

An OSPFv3 router receiving nmultiple OSPFv3 I P Al gorithm Prefix
Reachability TLVs for the sane prefix fromdifferent originators
where all of them do not advertise the sanme algorithm MJST ignore all
of them and MJUST NOT install any forwarding entries based on these
advertisenments. This situation SHOULD be | ogged as an error.

In cases where a prefix advertisenent is received in any of the LSAs
advertising the prefix reachability for algorithmO and in an OSPFv3
OSPFv3 I P Algorithm Prefix Reachability Sub-TLV, only the prefix
reachability advertisenent for algorithmO MJST be used, and all
occurrences of the OSPFv3 I P Al gorithm Prefix Reachability Sub-TLV
MUST be i gnor ed.

In cases where a prefix advertisenent is received in both an OSPFv3
SRv6 Locator TLV and in an OSPFv3 I P Algorithm Prefix Reachability
Sub-TLV, the receiver MJST ignore both of them and MJUST NOT install
any forwarding entries based on these advertisenments. This situation
SHOULD be | ogged as an error.

6.5. The OSPF IP Flexible Al gorithm ASBR Metric Sub-TLV

[ RFC9350] defines the OSPF Fl exible Al gorithm ASBR Metric (FAAM Sub-
TLV that is used by an OSPFv2 or an OSPFv3 Area Border Router (ABR)
to advertise a Flex-Al gorithmspecific netric associated with the
correspondi ng ASBR LSA.

As described in [ RFC9350], each data plane signals its participation
i ndependently. |P Flexible Algorithm participation is signaled

i ndependent of SR Flexible Algorithmparticipation. As a result, the
cal cul ated topologies for SR and I P Flexible Al gorithmcould be
different. Such a difference prevents the usage of FAAMfor the
purpose of the IP Flexible A gorithm

The OSPF I P Flexible Al gorithm ASBR Metric (I PFAAM) Sub-TLV is
defined for the advertisement of the IP Flex-Al gorithmspecific
metric associated with an ASBR by the ABR

The | PFAAM Sub-TLV is a sub-TLV of the:
*  (OSPFv2 Extended Inter-Area ASBR TLV, as defined in [ RFC9350]
* (OSPFv3 Inter-Area-Router TLV, as defined in [ RFC3362]
The OSPF | PFAAM Sub-TLV has the followi ng format:
0 1 2 3

01234567890123456789012345678901
i T s i o S i i S R I S I S S S M
| Type | Length |
B T S i T s i i e e SEI S
| Algorithm | Reserved |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Metric |
i T s i o S i i S R I S I S S S M

Figure 8: OSPF IP Flexible Al gorithm ASBR Metric Sub-TLV
Wher e:

Type (2 octets): 2 (allocated by | ANA) for OSPFv2, 36 for OSPFv3



Length (2 octets): 8
Algorithm (1 octet): Associated Algorithmfrom 128 to 255

Reserved (3 octets): SHOULD be set to O on transm ssion and MJST be
i gnored on reception

Metric (4 octets): The algorithmspecific nmetric value

If the Algorithms in the OSPF I P Flexible Al gorithm ASBR Metric Sub-
TLV are outside the Flex-Al gorithmrange (128-255), the OSPF I P

Fl exi bl e Al gorithm ASBR Metric Sub-TLV MJST be ignored by the
receiver. This situation SHOULD be | ogged as an error

The usage of the | PFAAM Sub-TLV is similar to the usage of the FAAM
Sub- TLV defined in [RFC9350], but it is used to advertise IP Flexible
Al gorithmmetric.

An OSPF ABR MUST i nclude the OSPF | PFAAM Sub-TLVs as part of any IP
Fl exi bl e Al gorithm ASBR reachability adverti senent between areas.

The FAAM Sub-TLV as defined in [RFC9350] MJST NOT be used during IP
Fl exi bl e Al gorithm path cal cul ati on; the | PFAAM Sub- TLV MJST be used
i nst ead.

Cal cul ating of IP Flexible Al gorithm Pat hs

The IP Flexible Algorithmis considered as yet another data pl ane of
the Flexible Algorithmas described in [ RFC9350].

Participation in the IP Flexible Algorithmis signal ed as descri bed
in Section 5 and is specific to the IP Flexible Al gorithmdata pl ane.

Cal cul ation of I P Flexible A gorithmpaths follows what is described
in [RFCO9350]. This conputation uses the IP Flexible Al gorithm data
pl ane participation and is independent of the Flexible Al gorithm

cal cul ation done for any other Flexible Algorithmdata plane (e.g.,
SR, SRv6).

The I P Flexible Algorithmdata plane only considers participating
nodes during the Flexible Al gorithmcal cul ation. Wen conputing
paths for a given Flex-Algorithm all nodes that do not advertise
participation for such IP Flex-Al gorithm as described in Section 5,
MUST be pruned fromthe topol ogy.

I P Fl exi bl e Al gorithm Forwardi ng

The I P Algorithm Prefix Reachability adverti senment as described in
Section 5 includes the MII D val ue that associates the prefix with a
specific topology. AlgorithmPrefix Reachability adverti senent al so
includes an Al gorithmvalue that explicitly associates the prefix
with a specific Flex-Algorithm The paths to the prefix MJST be
cal cul ated using the specified Flex-Algorithmin the associated

t opol ogy.

Forwardi ng entries for the IP Flex-A gorithm prefixes advertised in
I GPs MUST be installed in the forwardi ng plane of the receiving IP
FI ex- Al gorithm prefi x capabl e routers when they participate in the
associ ated topol ogy and algorithm Forwarding entries for |IP Flex-
Al gorithm prefixes associated with Flex-Al gorithns in which the node
is not participating MJST NOT be installed in the forwardi ng pl ane.

Depl oynment Consi derati ons

| GP Fl exible Algorithm can be used by many data pl anes. The origina
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specification was done for SR and SRv6; this specification adds IP as
anot her data plane that can use IGP Flexible Algorithm Qher data
pl anes nay be defined in the future. This section provides sone
details about the coexistence of the various data planes of an | GP

Fl exi bl e Al gorithm

Fl exi ble Al gorithm Definition (FAD), as described in [RFC9350], is
data pl ane i ndependent and is used by all Flexible A gorithmdata
pl anes.

Participation in the Flexible Algorithm as described in [ RFC9350],
is data pl ane specific.

Cal cul ation of the Flexible Algorithmpaths is data plane specific
and uses dat a-pl ane-specific participation adverti senents.

Dat a- pl ane-speci fic participation and cal cul ati on guarantee that the
forwarding of the traffic over the Flex-Al gorithm data-pl ane-specific
paths is consistent between all nodes that apply the | GP Fl ex-
Algorithmto the data pl ane.

Mul tiple data planes can use the sane Fl ex-Al gorithmvalue at the
sane time and, and as such, share the FAD for it. For exanple, SR-
MPLS and | P can both use a comon Flex-Algorithm Traffic for SR
MPLS wi |l be forwarded based on Fl ex-Al gorithmspecific SR SIDs.
Traffic for IP Flex-Algorithmw || be forwarded based on Fl ex-

Al gorithmspecific prefix reachability advertisenents. Note that for
a particular Flex-Algorithm for a particular IP prefix, there will
only be path(s) calculated and installed for a single data plane.

Protection
I'n many networks where | GP Flexible Algorithns are depl oyed, |IGP
restoration will be fast and additional protection nechanisns will
not be required. |1GP restoration may be enhanced by Equal Cost
Mul tipath (ECWVP).

In other networks, operators can deploy additional protection
mechani sns. The foll owi ng are exanpl es:

* Loop-Free Alternates (LFAs) [RFC5286]
* Renote Loop-Free Alternates (R-LFAs) [ RFC7490]
LFA and R-LFA conputations MJST be restricted to the Flex-Al gorithm
topol ogy and the conputed backup next hops shoul d be programed for
the IP Fl ex-Al gorithm prefixes.

I ANA Consi derati ons

Thi s specification updates the "OSPF Router Information (RI) TLVS"
registry as foll ows:

[ ool oo oo s ool oo ]

| Value | TLV Nane | Reference |

[ Rl e e s el

| 21 | P Algorithm| RFC 9502, Section 5.2

+------- I I i I I R +
Table 1

Thi s docunent al so updates the "IS-1S Sub-TLVs for 1S 1S Router
CAPABI LI TY TLV" registry as foll ows:

[ bl ey sty
| Value | TLV Nane | Reference



[ ettty e ———————— Ll —p————————(—(—————
| 29 | 1P Algorithm| RFC 9502, Section 5.1 |

Table 2

Thi s docunent al so updates the "IS- 1S Top-Level TLV Codepoints”

registry as foll ows:

B b el e e e el oo el e el e ey oo prs el e e e e =}
| Value | TLV Nane | I'TH] LSP | SNP | Purge | Reference |
[ oo oo oo sl ool e pes ool ool ool oo oo oo pe e
| 126 | I'Pv4 Al gorithm | n | vy | n | n | RFC 9502, |
| | Prefix | | | | | Section |
| | Reachability | | | | | 6.1 |
+------- Feom e e e e e e e - - +----- +----- +----- +------- I +
| 127 | 1Pv6 Al gorithm | n Y | n | n | RFC 9502, |
| | Prefix | | | | | Section |
| | Reachability | | | | | 6.2 |
+------- T i +----- +----- +----- +------- F-- - - - +
Table 3

Si nce the above TLVs share the sub-TLV space managed in the "IS-1S
Sub- TLVs for TLVs Advertising Prefix Reachability" registry, |ANA has
added "1 Pv4 Algorithm Prefix Reachability TLV (126)" and "I Pv6

Al gorithm Prefix Reachability TLV (127)" to the list of TLVs in the

description of that registry.

In addition, colums headed "126" and "127" have been added to that

registry, as follows:

[ el e s
| Type | Description

B ool oo oo
| 1 | 32-bit Administrative Tag Sub-TLV
R oo e m e e e e e e e e e e e e e e e e e ma o -
| 2 | 64-bit Administrative Tag Sub-TLV

S .
| 3 | Prefix Segnent ldentifier

oo e
| 4 | Prefix Attribute Fl ags

R oo e m e e e e e e e e e e e e e e e e e ma o -
| 5 | SRv6 End SID

S .
| 6 | Flexible AlgorithmPrefix Metric (FAPM
oo T
| 11 | I'Pv4 Source Router 1D

R oo e m e e e e e e e e e e e e e e e e e ma o -
| 12 | 1Pv6 Source Router ID

S .
| 32 | BIER Info

oo T T

Table 4

===+
| 126 | 127 |
ettty St
Ly [y |
+----- +----- +
Ly |y |
+----- +----- +
[ n | n |
+----- +----- +
Ly [y |
+----- +----- +
| n | n |
+----- +----- +
[ n | n |
+----- +----- +
Ly [y |
+----- +----- +
Ly |y |
+----- +----- +
[ n | n |
+----- +----- +

Thi s docunent registers the following in the "OSPFv2 Extended Prefix

TLV Sub- TLVs" registry:

E ool oo oo oo e e
| Value | TLV Nane

B pesfuspuesfumspuml e fumes e
| 6 | OSPFv2 I P Algorithm Prefix Reachability
I I

S o m m e e e e e e e e e e e e e e e e eo— oo -

| 7 | OSPFv2 | P Forwardi ng Address

e
Ref er ence |
e ————————
RFC 9502, |
Section 6.3 |
............... +
RFC 9502, |
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| Section 6.3.1 |

Table 5

| ANA has created the "I P Algorithm Prefix Reachability Sub-TLV Fl ags"
registry within the "Open Shortest Path First v2 (OSPFv2) Paraneters”
group of registries. The newregistry defines the bits in the 8-bit
Flags field in the GSPFv2 I P Algorithm Prefix Reachability Sub-TLV
(Section 6.3). New bits can be allocated via | ETF Review or | ESG
Approval [ RFC8126]

[ ety el e ool
| Bit | Name | Reference |
[ gttty ey e ety o
| 0O | Ebit | RFC 9502, Section 6.3 |
+----- I I T R R +
| 1-7 | Unassigned | |
+----- R I B i e +
Table 6

Thi s docunment registers the following in the "OSPFv3 Ext ended-LSA
Sub- TLVS" registry:

Sl ety el sty o
| Value | Description | L2BM | Reference |
[ bl e e s, el s
| 35 | OSPFv3 IP Algorithm | X | RFC 9502, |
| | Prefix Reachability | | Section 6.4 |
+------- B i e +------ F-- - - - - - +
| 36 | OSPFv3 IP Flexible | X | RFC 9502, |
| | Algorithm ASBR Metric | | Section 6.5 |
+------- I i I I R +------ I +

Table 7

Thi s docunent registers the following in the "OSPFv2 Extended Inter-
Area ASBR Sub-TLVs" registry:

| Value | Description | Reference |
[ gttty e —p———————————————————————————————_ Ll p—p—p————r
| 2 | OSPF IP Flexible Algorithm ASBR Metric | RFC 9502, |
| | | Section 6.5 |
dememaas T . +

Table 8
Security Considerations
Thi s docunent inherits security considerations from[RFC9350].

Thi s docunent adds one new way to disrupt | GP networks that are using
Fl exi ble Algorithm an attacker can suppress reachability for a given
prefix whose reachability is advertised by a legitimte node for a
particular I P Flex-A gorithm X by advertising the sane prefix in

Fl ex- Al gorithmY from anot her malicious node. (To see why this is,
consider, for exanple, the rule given in the second-to-Ilast paragraph
of Section 6.1).

This attack can be addressed by the existing security extensions, as
described in [ RFC5304] and [ RFC5310] for 1S 1S, in [ RFC2328] and
[ RFC7474] for OSPFv2, and in [ RFC4552] and [ RFC5340] for OSPFv3.

If a node that is authenticated is taken over by an attacker, such a
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rogue node can performthe attack described above. Such an attack is
not preventabl e through authentication, and it is not different from
advertising any other incorrect information through IS-1S or OSPF.
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