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1. I nt roduction

The wi despread use of public key cryptosystens on the Internet has
led to a proliferation of publicly known but not necessarily

acknow edged keys that are used for testing purposes or that ship
preconfigured in applications. These keys provide no security, but
since there’s no record of them relying parties are often unaware
that they provide no security. 1In order to address this issue, this
docunent provides a set of standard public test keys that nmay be used
wherever a preconfigured or sanple key is required and, by extension,
al so in situations where such keys nmay be used, such as when testing
digitally signed data. Their purpose corresponds roughly to that of
the European Institute for Conputer Antivirus Research (El CAR) test
file, a non-virus used as a test file for antivirus products, and the
Generic Test for Unsolicited Bulk Email (GTUBE) file, a simlar file
used with spam detection products.

The keys provided cover three major algorithmfanilies:
*  RSA

* algorithns based on the Discrete Logarithm Problem (DLP), such as
DSA, Diffie-Hellman (DH), and El ganal

* algorithns based on the Elliptic Curve Discrete Logarithm Problem
(ECDLP), such as ECDSA and Elliptic Curve D ffie-Hellman (ECDH)

Al t hough sone of the algorithns and key sizes are no | onger
recomrended, keys corresponding to those algorithns and key sizes are
provided in order to acconodate the large installed base of existing
i npl ement ati ons that use them

Thi s docunent does not try to cover every possible algorithmfamly
and type since there are far too nany of these and new ones are
constantly appearing and, in some cases, disappearing. |If simlar
docunents are created for further algorithmfanilies, they should
update this docunment, and for ease of inplenentation and use, they
should maintain conpatibility with the format and nami ng conventions
used here.

2. Publicly Known Test Keys

This section provides the test keys for the algorithmgroups in
various sizes in a Clike notation that may be directly used in
crypto code witten in Clike | anguages such as C, C++, Java,
JavaScript, Go, Swift, and Rust, covering the majority of |anguages
likely to be used to inplenment crypto code.

Al ongsi de the source code format, they are al so provided in encoded
form specifically the QpenSSL private key format, which many
appl i cations can process directly.

Each el enent of the key is given in a formconsisting of a count in
bits (the value fromwhich the nom nal key size is taken) foll owed by



2

1.

a byte string containing that key elenent in big-endian form For
exanple, the following is a sanple key conponent for the RSA p val ue,
where OxCF is the nost significant byte of the RSA p val ue and 0x03
is the least significant byte of the val ue:

[* p */

512,

{ OxCF, OxDA, O0xF9, 0x99, O0x6F, 0x05, 0x95, 0x84,
0x09, 0x90, 0xB3, O0xAB, 0x39, 0xB7, 0xDD, 0x1D
[...]

OxEl, 0x2C, 0x0D, O0xF7, 0x30, OxE2, 0xB8, 0x09,
0x73, 0x50, 0x28, OxF6, 0x55, 0x85, 0x57, 0x03 },

In addition to the key data, each key is given a recommended name for
use in source code as a neans of providing a standard reference for
each one.

RSA Keys
The followi ng publicly known test keys nmay be used for RSA
RSA- 1024 key "t est RSA1024"

[* n */

1024,

{ 0xBO, 0OxD1l, 0x83, 0x52, OxA8, O0x8F, 0x53, 0xD5,
0x51, Ox6F, 0x46, 0xC2, OxOE, Ox7A, 0x36, 0x7D
O0x7D, OxE8, Ox8A, OxCF, 0x54, OxA0, 0x19, OxF6,
OxDE, OxF5, Ox7A, 0xB9, 0xB4, 0x4C, OxED, 0xDB
0x22, 0x42, 0xB1l, O0xBC, O0xAO0, OxFB, 0x1B, 0x5C,
0xB8, 0x2B, 0x30, 0x36, 0x17, Ox6A, 0x63, 0x90,
0x35, 0x64, OxDE, 0xC6, OxEB, 0x41, 0xDB, O0x2F
Ox8F, O0xC7, 0x87, OxF4, OxE5, Ox2E, 0x11, 0x49,
OxE3, 0x33, 0x47, 0x57, 0x29, 0x73, O0xF6, 0x60,
0xC3, 0xC7, 0x7C, O0OxA9, OxEO, 0x82, 0x1C, 0x2B
0x69, O0x5B, OxE7, OxAE, 0x9D, 0x7D, 0x30, OxF4,
0x07, 0x91, 0x10, OxF4, O0x8A, OxAE, O0x6F, 0x8B,
0x70, 0x2D, 0x47, 0x4B, 0x29, 0x00, 0x81, Ox7F
0x28, 0x66, 0x24, 0x9B, OxEC, 0x12, O0xA2, O0xBl
0x9B, 0x82, 0x78, 0x41, 0x68, 0x08, O0xF8, Ox1A,
OxEl, OxFC, OxF9, 0xB7, 0x77, Ox8A, 0x62, Ox3F },

[* e */

17,

{ 0x01, 0x00, 0xO01 },

[* d */

1023,

{ 0x48, Ox2E, O0x9F, O0x8F, O0xA4, OxE4, 0x2D, OxF3,
0x0D, 0x75, 0x81, O0xCB, 0x42, O0xAl, 0xBD, 0x90,
OxE9, Ox4F, Ox7F, 0x2B, 0x38, Ox7E, O0xCB, O0x5A,
OxAE, 0x96, 0x43, OxED, O0x7F, Ox9F, 0x50, 0x12
Ox7F, Ox1F, OxFE, OxF2, OxE4, 0x3C, OxDE, 0x64,
0xB1, 0x82, 0x60, 0x02, 0x14, O0xF9, 0x07, 0x80,
0x1D, 0x6B, OxFA, 0x4D, OxF6, 0x48, 0x42, 0x34,
Ox5E, 0x5B, 0xB4, 0x32, 0xD3, 0x44, 0x45, 0x25,
0xD8, 0x30, 0x16, 0x54, 0xC5, 0x44, 0x2B, O0xO0A,
Ox5E, 0x11, 0xB9, 0xC7, OxE2, 0x01, OxFA, 0x32,
OxF4, Ox1A, OxBA, OxF4, OxFO, OxA6, OxEO, O0x3C,
OxFO, OxEO, OxCB, 0x82, 0x66, 0xC6, O0x2A, O0xDi,
0x1D, 0x95, 0x6D, 0x53, 0xC9, 0x46, Ox6E, 0x48,
0x99, Ox5F, OxEA, 0x26, 0x0C, 0x85, 0x36, O0xFO,
0x41, O0xCB, 0x35, 0x62, OxFA, OxAC, 0x51, 0x1C,
0x4D, 0x66, OxA8, OxFE, 0xDl1l, 0x11, 0xB2, 0x91 },

[* p */

512,

{ OxE9, O0xD8, Ox6E, 0x4D, O0xC3, O0x4A, 0x98, O0x5A,
Ox7E, OxC7, Ox5A, Ox6F, 0x54, O0xA7, O0x5C, OxE4,



0x51,
0x71,
OxA1,
0x46,
OXEE,
0x30,

[* q */

512,

{ oxC1,
0x7C,
OXE6,
0xDC
Ox5F,
OxE4,
0xD2,
0x67,

[* u */

512,

{ 0xB9,
Ox1F,
0x8C
0x01,
Ox9F,
OxF®6,
0x9B,
0x4C,

0x39,
0x1D,
0x3B,
0x68,
0x15,
0x1C,

0x91,
0xBO,
0x1C,
OXES5,
0x06,
0x66,
OxEB,
0x32,

0x9D,
OxBA,
0x42,
0x84,
0x69,
0x3C
0oxD2,
Ox 1A,

/* exponent 1

512,

{ OxE7,
0x29,
0x75,
0Ox11,
0x71,
OXEE,
OxBA,
Ox A8,

Ox3A,
OxAE,
OxA2,
OxEB,
0x28,
0OxA8,
0xB4,
0x78,

[ * exponent 2

511,

{ 0x41,
OxO0A,
Ox9E,
0x5D,
0x54,
0x53,
OXEA,
0xC8,

RSA- 1024 key in

0x99,
0xB7,
0x5C,
0x1B,
Ox4F,
0x85,
0x72,
0x20,

OxE4,
0xB7,
OxAF,
0x07,
Ox8E,
0x0D,

OXFA,
0x72,
0x65,
0xC9,
0x01,
0x26,
OxAB,
OxOF,

Ox7F,
0x46,
0x8C,
0xC8,
OxAD,
0x42,
0x32,
0x91,
*/

OxEOQ,
OxAE,
0x2D,
0x34,
0x37,
0xC7,
0x0D,
0xD4
*/

0x79,
0xB9,
0x4D,
Ox3A,
0xB2,
0x12,
0x17,
0x3D,

0x52,
0x91,
0x21,
0x56,
0x25,
0x41,

0x 3B,
0x83,
Ox4F,
0x62,
0x54,
Ox3E,
0x39,
OxES8,

Ox8F,
0x2D,
Ox1E,
OxA7,
OxAF,
0x53,
0x64,
0x7D,

0x37,
OxBA,
0x27,
OxAD,
0x50,
0x39,
0OxCE
0x92,

0x16,
Ox77,
0x31,
OXAE,
OXAF,
0xBD,
OxAA
0x27,

encoded form

BEG N RSA PRI VATE KEY-----

0x40,
0xBC,
0x8C,
0xCB
0x21,
0x49,

0x55,
0x76,
0xO0B,
OxA1l,
0x65,
OXEB,
0x31,
0xB2,

0x4D,
0x99,
OxBE,
0x65,
0x54,
oxD1,
0x34,
OxEQ,

0x7C,
OxOF,
0x38,
OxA3,
0x90,
0x07,
OxA1l,
0x8D,

0x16,
0x37,
0x06,
0x84,
0xA9,
0x0C
OxEO,
OxFD,

0xB3,
0xD9,
0x24,
0x50,
0x44,
0x11,

0x0B,
0x27,
OxEF,
0x0B,
OxES5,
OxCA,
0x3E,
0xDC,

0x4D,
0x0A,
OxEO,
0x83,
0x75,
0xBB,
0x00,
0x8B,

0xB8,
0x97,
0x5B,
0x73,
OxE7,
OXEA,
Ox4A,
oxD1,

0x72,
0xD9,
0xB8,
0x29,
0x80,
0x27,
0x37,
0x45,

0x86,
0x87,
0x49,
OxA6,
0x99,
0x18,

0x39,
0x72,
Ox2F,
0Ox7D,
0x50,
OXED,
0x8B,
0x62,

0x45,
0x2E,
0x1D,
OxAD,
0x54,
0x78,
0x80,
OX6E,

0xB2,
Ox3E,
0x4C,
OXES5,
0x00,
0x44,
0xD7,
0x9D,

0x21,
0x92,
Ox5E,
0x62,
0x97,
OxCF,
0x74,
0x96,

OxAB,
0x18,
0x36,
0xCB
0x12,
0x45 1},

Ox1A,
0x95,
0x58,
oxD7,
0x76,
0x20,
0xC5,
0xB3 },

Ox5F,
0x84,
0xC0,
0x37,
0x30,
0xCC,
0xB8,
0xDB },

0x56,
OxBF,
OxFB,
OXxAB6,
0x8D,
0x44,
OxA1l,
0x91 },

0x3E,
0x89,
0Ox71,
0xD2,
Ox4E,
0x48,
0x22,
OxE5 }

M | CXQ BAAKBgQOWOYNSql 9T1VFVRsI Cej Z9f ei Kz1SgG&f be9Xqg5t Ezt 2yJCshyg
+xt cuCswhNhdqY5A1ZN7G0HbL4/ Hh/ TI LhFJ4zNHVY| z9nDDx 3y p4l | cK21 b566d
f TDOBSEI qub4t wUdLKQCBf yhmlJvsEqKxnmtJ4QAgl +Br h/ Pm8d4pi Pw DAQAB
AOGASCHf j 6TKkLF MNdYHLQq@kA Pf ys4f st ar pZD7X+f UBJ/ H 7y5DzeZL GCYAI U
+QAHW/ 6T ZI § ReW QyO00RFJIdgwHl TFRCsKXhGox+| B+j LOG r 08KbgPPDgy4Jm
xi r RHzZVt U8l Gbki ZX+onDl U28EHLNW.61 FEc TWA0/ t ERs pECQQDP2GENWOqYWh 7H
WrOUplzkUTnkUkCzhqgt x HbeRvNmMHGKE7r y GMIEk2RngHVst QpsvuFY4l | USZEj Ac
DUFJ ERhFAK EAWZHE O1L UL ORp8sHKDdi dyl eYcZUBL7y9Y30OXJ YqELf ddf BgFUZeVQ
duRmJj 7r yuOgOuur OTE+i 8VnMy/ ost xi swIBACc64Dd8uLJWKa6uug+XPr 910i On
OFt M+xHr NK2j ¢c+Wht Sg3UJ DnAl 3ugMe5B+pERLQODc6hSt ehgH Uko3RnZECQEGZ
eRYWi E+Cr e5dzf ZkomeXEOxBr hecVObOg6 EKW.SVE+yr 6mAl 05ThRK9ODCf PSOpy
F6r gN3Q yCA9J/ 1FI uUCQRCENX+PTULFXXx+6Ri 22C 6E] EKMHr 7gHcABhM nZYQt
N59pr a9UdVQMIj xCU9G7eMyb0j JkNACAUEWak X3gi 27b

----- END RSA PRI VATE KEY-----

RSA- 2048 key "test RSA2048":



[* n */

2048,

{ 0xBo,
0x92,
0x74,
OXEA,
0x51,
0xB1,
0x4C,
Ox6F,
OxE9,
0x6F,
0x79,
0x76,
0x52,
Ox5A,
Ox4E,
0x78,
OxOF,
0x4D,
OxA3,
OxDF,
0x42,
0xBF,
0x63,
0x3E,
OxAF,
OxA9,
0xA9,
0x4B,
0xD3,
0x7C,
OxFB,
0x6B,

[* e */

17,

{ 0x01,

[* d */

2047,

{ 0x41,
OxCF,
0x39,
0xCE
0x3B,
0x2D,
OxFF,
0x19,
0x50,
0OxF6,
0xA3,
Ox DA,
OxF6,
0x97,
0x2C,
0xB4,
0x51,
0x46,
0xC6,
OxFF,
0x49,
0xC1,
0x43,
0xBC,
0x53,
0x3F,

OxF9,
OxAA,
Ox4F,
0xA2,
0x92,
0x18,
0x6C,
0x009,
0x7C,
0x42,
0x86,
0x50,
0x00,
0oxC2,
0xBC,
0x92,
0xBC,
OXAF,
Ox1F,
0x61,
0xB8,
0x89,
0x05,
OxF4,
Ox4,
0x3D,
0x14,
OX6E,
0xDC,
0OxCE
Ox8F,
0x46,

0x00,

0x18,
Ox1F,
0x06,
0x80,
OXEF,
OxEC,
0x59,
OxEC,
0x69,
0xBC,
OxA7,
OXES5,
OxFF,
0xBE,
0xD5,
0Xx7B,
OxEO,
0OxC1,
0xB6,
0x90,
0xBF,
OxEO,
Ox4F,
0x5D,
0xB6,
0x2A,

OxE8, 0x19,
OxDE, 0x17,
OxXED, Ox2F,
0x7B, Ox7D,
OxAB, 0x28,
0xCC, 0xD1,
OxA9, 0x89,
OxFB, 0x93,
0x6F, OxFO,
0xDD, OxA5,
OxF1, 0x44,
0x17, OXx5E,
0x3B, 0xQCO0,
0xB1, Ox9F,
0x98, OxEC,
0x15, 0xO0D,
0xD3, 0x54,
0x94, 0x18,
0x9D, Ox5A,
0x9E, OxFD,
0xDD, 0x8B,
OxCA, 0xBS8,
OxDF, 0x6C
0x1C, 0x59
0x91, 0x23,
0x39, 0x05,
0x84, O0xA2,
0xD9, 0x92,
OxXFE, Ox7D,
0x8D, O0xA0,
Ox9E, 0x46
0x01, Ox65

0x01 },

0x8B, 0x20,
OxFE, 0x75
0x35, Ox2E
0x59, OX7F,
0x00, OxFA,
OxFB, 0x59
0x70, OxBA,
0xC8, 0x16,
OxAF, 0x1B
0xD7, Ox9E
0xD9, 0x13,
OxF6, 0xD2,
0x92, OxFA,
0xC9, OxO6A,
OxFE, 0x41
0xB7, 0x36,
OxE2, 0x07,
0xCB, 0xDB
0x60, Ox4A,
0x76, 0x04,
0x44, 0x88,
0x9C, 0x01,
Ox1A, OxOF,
0x53, OxOE
0x03, O0x75,
OxF1, 0x21,

0x43,
OxCA,
0x81,
0x00,
0xB5,
0x31,
0xB5,
0xA0,
0x99,
0x8A,
OxF3,
0x68,
0x68,
0x7B,
0x94,
0xDC
0x97,
0x84,
0x6B,
Ox4E,
0xC9,
Ox5E,
0x07,
0x5D,
OXEF,
OxE4,
0x75,
0xFO,
0xDD
0x35,
OxF7,
0xC0,

OxCF,
0x2D,
0x26,
OxCF,
0x06,
Ox6F,
OxFO,
0xB2,
0x06,
Ox4E,
0x0D,
0x88,
OxEOQ,
OxE9,
OxF7,
0xD3,
0x32,
0x26,
OXED,
0x65,
0x95,
Ox4E,
0x3B,
OX6A,
OxFC,
0x55,

OxA7,
0x7C,
0x48,
0x15,
0x6C,
OXES5,
0x6C,
0x34,
0x8C,
0xCD
0xD1,
0x54,
0x87,
Ox2F,
0x55,
OX6A,
0xCE
0x4B,
0x95,
0x88,
0x87,
OxE2,
0xA8,
0xCC,
0x4D,
0x02,
0x96,
0x77,
0x55,
OxCF,
0x32,
Ox8F,

0xDB
0xCB
0x15,
OxO0A,
0x51,
0x4B,
OX7A,
0xF4,
0xBF,
0x81,
0xC3,
OxF9,
OxF8,
OxFA,
0x05,
OXFE,
0xA9,
0xDv7,
0x46,
0x57,
oxC2,
OxA7,
OxE2,
0x10,
0x84,
0x84,

OxAE,
0x40,
OxE6,
0x48,
0x50,
0x94,
0x27,
OxDF,
OxFD,
Ox1F,
0x54,
0xB3,
0xB8,
0x76,
0x71,
0x74,
0x81,
0x13,
0x57,
OxX7F,
OXEA,
Ox1E,
0x83,
OxE4,
Ox8A,
0x8D,
OxEOQ,
0xB5,
0x49,
0xA0,
0xB2,
0x53,

0xDB
OxAA
0xD4,
0x05,
0x82,
0x0C,
0x89,
OxFF,
OXxEF,
0xC8,
OxCF,
OxAE,
Ox 1A,
0xB9,
0xBE,
0x6C,
0x7B,
0x48,
0x37,
OxCA,
0x04,
0x56,
0x94,
0x21,
OxA7,
OxF5,

0x98,
OxF8,
0xC8,
0xFB,
0x60,
0x87,
0x29,
0x32,
0x8E,
0xA9,
0xDe6,
0xA9,
0x45,
0x50,
0xBO,
OxCA,
0x53,
OXAE,
0x BB,
0x2D,
OxE1,
0x35,
0Ox8E,
0x3D,
0x BB,
0x7B,
0x7B,
0x24,
0xBE,
0xB3,
0OxA8,
0x13 },

0oxC2,
0x72,
0x9D,
0x40,
OxF7,
OxES8,
OxAS5,
0xAC,
0x7B,
0xC5,
OxBA,
OxE3,
OxF5,
0x40,
0xBD,
Ox5A,
Ox5E,
0x54,
0x35,
0xF9,
0x32,
0x60,
OxBA,
0Ox3F,
0x57,
0xB4,



0xBD, O0xA6, 0xD4, OxE8, O0xF9, OxEl, Ox7A, 0x78,
0xD9, Ox7E, 0x77, 0xB8, 0x6D, O0xA4, O0xAl, 0x84,
0x64, 0x75, 0x31, Ox8A, O0x7A, 0x10, OxA5, 0x61,
0x01, Ox4E, OxFF, O0xA2, Ox3A, 0x81, OxEC, 0x56,
OxE9, OxE4, 0x10, 0x9D, OxEF, 0x8C, 0xB3, 0xF7,
0x97, 0x22, Ox3F, 0x7D, 0x8D, 0x0D, 0x43, 0x51 },

[* p */

1024,

{ OxDD, 0x10, 0x57, 0x02, 0x38, Ox2F, 0x23, 0x2B,
0x36, 0x81, OxF5, 0x37, 0x91, OxE2, 0x26, 0x17,
0xC7, OxBF, O0x4E, 0x9A, 0xCB, 0x81, OxED, 0x48,
OxDA, OxF6, 0xD6, 0x99, 0x5D, 0xA3, OxEA, 0xB6,
0x42, 0x83, O0x9A, OxFF, 0x01, 0x2D, O0x2E, O0xA6,
0x28, 0xB9, O0x0A, O0xF2, 0x79, OxFD, Ox3E, Ox6F,
0x7C, 0x93, 0OxCD, 0x80, OxFO0, 0x72, OxFO, OxL1F,
OxF2, 0x44, 0x3B, Ox3E, OxE8, OxF2, Ox4E, O0xD4,
0x69, OxA7, 0x96, 0x13, O0xA4, 0x1B, 0xD2, 0x40,
0x20, OxF9, Ox2F, 0xD1, 0x10, 0x59, 0xBD, 0x1D,
Ox0F, 0x30, 0x1B, 0x5B, 0xA7, O0xA9, 0xD3, 0x63,
0Ox7C, OxA8, 0xD6, 0x5C, Ox1A, 0x98, 0x15, 0x41,
0x7D, Ox8E, OxAB, 0x73, 0x4B, 0x0B, O0x4F, Ox3A,
0x2C, 0x66, O0x1D, Ox9A, Ox1A, 0x82, O0xF3, O0xAC,
0x73, 0x4C, 0x40, 0x53, 0x06, 0x69, O0xAB, O0x8E,
0x47, 0x30, 0x45, O0xA5, Ox8E, 0x65, 0x53, 0x9D },

[* q */

1024,

{ OxCC, OxF1, OxE5, 0xBB, 0x90, 0xC8, OxE9, 0x78,
Ox1E, OxA7, O0x5B, OxEB, OxF1, 0x0B, 0xC2, 0x52,
OxEl, Ox1E, 0xB0, 0x23, O0xAO0, 0x26, O0xOF, 0x18,
0x87, 0x55, O0x2A, 0x56, 0x86, O0x3F, 0x4A, 0x64,
0x21, OxE8, 0xC6, 0x00, OxBF, 0x52, 0x3D, 0x6C,
0xB1, 0xBO, OxAD, 0xBD, 0xD6, 0x5B, OxFE, OxE4,
OxA8, O0x8A, 0x03, Ox7E, 0x3D, O0x1A, 0x41, Ox5E,
0x5B, 0xB9, 0x56, 0x48, OxDA, Ox5A, 0x0C, O0xA2,
0x6B, 0x54, OxF4, O0xA6, 0x39, 0x48, 0x52, 0x2C,
0x3D, Ox5F, 0x89, 0xB9, 0x4A, 0x72, OxEF, OxFF,
0x95, 0x13, 0x4D, 0x59, 0x40, OxCE, 0x45, 0x75,
Ox8F, 0x30, 0x89, 0x80, 0x90, 0x89, 0x56, 0x58,
Ox8E, OxEF, 0x57, 0x5B, Ox3E, 0x4B, 0xC4, 0xC3,
0x68, OxCF, OxE8, 0x13, OxEE, O0x9C, 0x25, 0x2C,
0x2B, 0x02, OxEO, OxDF, 0x91, OxF1, OxAA, 0x01,
0x93, 0x8D, 0x38, 0x68, 0x5D, 0x60, O0xBA, Ox6F },

[* u */

1020,

{ Ox0A, 0x81, 0xD8, O0xA6, 0x18, 0x31, O0x4A, 0x80,
0x3A, OxF6, 0x1C, 0x06, 0x71, Ox1lF, 0x2C, 0x39,
0xB2, 0x66, OxFF, 0x41, 0x4D, 0x53, 0x47, 0x6D,
0Ox1D, OxA5, 0x2A, 0x43, 0x18, O0xAA, OxFE, 0x4B,
0x96, OxFO, OxDA, 0x07, 0x15, Ox5F, Ox8A, 0x51,
0x34, OxDA, 0xB8, O0x8E, OxE2, O0x9E, 0x81, 0x68,
0x07, Ox6F, OxCD, 0x78, OxCA, 0x79, Ox1lA, 0xCs,
0x34, 0x42, O0xA8, O0x1C, 0xDO, 0x69, 0x39, 0x27,
0xD8, 0x08, OxE3, 0x35, OxE8, 0xD8, 0xCB, 0xF2,
0x12, 0x19, 0x07, 0x50, O0x9A, 0x57, 0x75, 0x9B,
Ox4F, O0x9A, 0x18, OxFA, O0x3A, 0x7B, 0x33, 0x37,
0x79, OxED, OxDE, Ox7A, 0x45, 0x93, 0x84, O0xFS8,
0x44, O0x4A, OxDA, OxEC, OxFF, OxEC, 0x95, OxFD,
0x55, 0x2B, 0x0C, OxFC, 0xB6, 0xC7, OxF6, 0x92,
0x62, 0x6D, OxDE, Ox1E, OxF2, 0x68, 0xA4, 0xO0D,
Ox2F, 0x67, OxB5, 0xC8, OxAA, 0x38, O0x7F, OxF7 },

[ * exponentl */

1020,

{ 0x09, OxED, 0x54, OxEA, OxED, 0x98, OxF8, 0x4C,
0x55, O0x7B, O0x4A, 0x86, OxBF, Ox4F, 0x57, 0x84,
0x93, O0xDC, O0xBC, 0x6B, OxE9, 0x1D, OxAl, 0x89,
0x37, 0x04, 0x04, O0xA9, 0x08, 0x72, 0x76, OxF4,



OxCE, 0x51, 0xD8, 0xAl, 0x00, OxED, 0x85, 0x7D,
0xC2, 0xBO, 0x64, 0x94, 0x74, OxF3, OxF1, 0x5C,
0xD2, 0x4C, 0x54, O0xDB, 0x28, 0x71, 0x10, OxES5,
Ox6E, O0x5C, 0xBO, 0x08, 0x68, Ox2F, 0x91, 0x68,
OxAA, 0x81, OxF3, 0x14, 0x58, 0xB7, 0x43, OxL1E,
OxCC, O0x1C, 0x44, 0x90, Ox6F, OxDA, 0x87, OxCA,
0x89, 0x47, 0x10, O0xC3, 0x71, OxE9, 0x07, 0x6C,
0x1D, 0x49, OxFB, OxAE, 0x51, 0x27, 0x69, 0x34,
OxF2, OxAD, 0x78, O0x77, 0x89, OxF4, 0x2D, OxOF,
OxAO0, 0OxB4, 0xC9, 0x39, 0x85, 0x5D, 0x42, 0x12,
0x09, Ox6F, 0x70, 0x28, O0x0A, O0x4E, OxAE, 0x7C,
0x8A, 0x27, 0xD9, 0xC8, 0xD0, 0x77, Ox2E, O0x65 },

[ * exponent2 */

1024,

{ 0x8C, 0xB6, 0x85, O0x7A, 0x7B, O0xD5, 0x46, Ox5F,
0x80, 0x04, Ox7E, 0x9B, 0x87, 0xBC, 0x00, 0x27,
0x31, 0x84, 0x05, 0x81, OxEO, 0x62, 0x61, 0x39,
0x01, Ox2A, 0x5B, 0x50, Ox5F, O0xO0A, 0x33, 0x84,
Ox7E, 0xB7, 0xB8, 0xC3, 0x28, 0x99, 0x49, OxAD,
0x48, O0x6F, 0x3B, 0x4B, 0x3D, 0x53, 0x9A, 0xB5,
OxDA, 0x76, 0x30, 0x21, O0xCB, 0xC8, 0x2C, 0x1B,
OxA2, 0x34, OxA5, 0x66, 0x8D, OxED, 0x08, 0x01,
0xB8, 0x59, O0xF3, 0x43, O0xF1, OxCE, 0x93, 0x04,
OxE6, OxFA, 0xA2, 0xB0, 0x02, OxCA, 0xD9, 0xB7,
0x8C, OxDE, 0x5C, 0xDC, 0x2C, Ox1lF, 0xB4, 0x17,
0x1C, 0x42, 0x42, 0x16, 0x70, OxA6, O0xAB, O0xOF,
0x50, OxCC, O0x4A, 0x19, Ox4E, 0xB3, 0x6D, 0x1C,
0x91, OxE9, 0x35, OxBA, 0x01, 0xB9, 0x59, 0xD8,
0x72, 0x8B, O0x9E, 0x64, 0x42, 0x6B, 0x3F, 0xC3,
OxA7, 0x50, 0x6D, OxEB, 0x52, 0x39, O0xA8, OxA7 }

RSA- 2048 key in encoded form

————— BEG N RSA PRI VATE KEY-----

M | Eow BAAKCAQEAsSPnoGUONr pi Sqt 4Xy nx A+HRP7S+BSOhl 6qJ 7f QAVSPt Rkgso
t WKQYLEYzNEX5ZSHTGypi bVsJyl vCf uToDTf Mul 8b/ CZj P2CbOLdpYr NH6I 5hvFE
89FULNZQF150VLOpUgA7WG HUEVaw Gf ey 92UE68 Dy UVXGaeJ| VDdx qd Mo Pv NNU
| 86BUO2vI Bi ESxQuox+dWruW7vf YZ79Toh/ LUK43YvJh+r hv4nKuF7i H Vj Bd9s
B6i Dj j 70HFI dzO@r 8SRI +9Ni r upPTKkF5AKNe6k UhKJ 1l uB7S272ZkvB3t STT3P59
3WJvnzQ aAlz6Cz+4+eRvcysqghr RgFl Wi 9TEwW DAQABAoI BAEEYi yDP29vCzx/ +
dS3Lgnl 5Bj UuJhXUnc6 AWK/ PCgVAO+8A+gZRgvct 7Pt ZbOsM6P9ZcLr weom Gezl

Fr LO/ 6xQaa8bBr/ ve/ a81550gcj Fo6f ZEW3Dz 7r a5f bSi Prru4/ b/ kvr g+Br 11 77J
aun6uUAs1f 5BOWMVbR7t zbT/ nkaUeDi BzKpel5GacvbJt dl VMa2YErt Rj c1/ 5B2
BGVXyvl JvOSI | cl EMsHgnAFOp1ZgQ08aDbzvi | Lg8XVMlahAhP1O2A3X8hKdXPyr x
| VAESQbS9pt To+eF6eNl +d7ht pKGEZHUXxi noQoWVEBTV+i CoHsVunkEJ3vj LP3l yI /

f YONQLECgYEA3RBXA] gvl ys2gf U3kel nF8e/ Tpr Lgell 2vbWn\v/2j 6r ZCg5r / ASOu
pi i 5CvJ5/ T5vf JIPNgPBy8B/ yRDs+6PJOLGmMI hOkGIJAl PkvORBZvROPMBt bp6nT
Y3yoll wanBVBf Y6r cOsLTzosZh2aGoLzr HNMFMzaauORz BFpY5! USOCgYEAz PH

u5DI 6Xgeplvr 8QvCUUEesCOgJg8YhliUqVoY/ Smh6MYAv 1l 9bLGM b3WN 7kqgl oD
fj 0aQvsbuVzl 21 oMont UOKY5SFI sPV+JuUpy 7/ +VEO1ZQVBFAY8w YCQ VZYj u9X
W2 5LxMNoz+gT7pwW LCsCAN+R8aoBk404aF1gunBCgYAJ7VTq7Zj 4TFV7Soal TleE
k9y8a+kdoYk3BASpCHI29MbR2KEA7 YVOwWr Bkl HTz8Vz STFTbKHEQGWscsAhoL5Fo
goHz FFi 3Qx7VMHESQb9qHy ol HEM\Nx6QdsHUNn7r | EnaTTyr Xh3i f @ D60y TnFXUI S
CVWOWKAPOr nyKJ9nl OHcuZQKBgQCM 0V6e9VGEX4AEf puHv AANMYQFgeBi YTkBKI t Q
XwozhH63uMvbmnt SG87Sz 1TnT Xadj Ahy8gs G5l OpVAN7 QgBuFnz Q@ HOkwTm+qKw
Asr Zt 4zeXNws H7 QXHEJCFnCrrgwOQz EoZTr Nt HIHpNboBuVnYcoueZEJr P8OnUG3r
U nopwKBgAqB2KYYMUQAOV YcBnEf LDmy Zv9BTVNHOR21 KkMyYgv5LI vDaBxVf i | EO
2ri 4p6BaAdvzXj KeRr GNEKoOHNBpOSf YCOML6N] L8hI ZB1CaV3WhT50Y+j p7Mzd5
7d56 RZCE+ERK2uz/ 7JX9VSsM LbHOpJi bd4e8mi kDS9nt ci qOH/ 3

----- END RSA PRI VATE KEY-----

RSA- 4096 key "t est RSA4096":
[* n */

4096,
{ 0xB3, 0x8B, 0x49, 0x60, OxE6, 0x3B, OxE6, OxA8,



0xDB
0x32,
0x16,
0xD9,
Ox11,
0x2F,
0x80,
OXAF,
0x42,
OxEOQ,
0xBE,
0x36,
0x77,
Ox1A,
0x3E,
0xBC,
Ox9A,
0x3B,
OxE1,
OxCA,
0xA0,
0x34,
OxE4,
0x98,
0x17,
0x21,
OxES8,
OxE4,
OxE4,
0x3F,
OxE3,
0x97,
0x11,
0x28,
0xD9,
0x11,
0x3C,
0x29,
Ox9A,
0x15,
0x71,
OxFA,
0xF2,
0x0D,
Ox9A,
0xCD,
OxCA,
0x87,
0x62,
0xC1,
0OxOE,
0x96,
OxA7,
0x17,
0x45,
0x5B,
0x81,
0x97,
OxE1,
0x03,
0xA3,
0x4B,
0x47,

[* e */

17,

{ 0x01,

0xA8,
0x44,
0OxD5,
0x36,
0OxC1,
0x26,
0xCo,
0x85,
0xA8,
0xO0B,
0x83,
OX7E,
OxFC,
OxF8,
0x7C,
0x66,
0x98,
0x9A,
OxFF,
0xBF,
0x97,
0OxA8,
OxFF,
0x47,
0x2A,
0x55,
0xCB
0x75,
OxE1,
OXEE,
0x8F,
0x93,
OXEE,
0x49,
0x72,
0xA2,
Ox5A,
0xDO,
0xA2,
0xO0B,
0Ox3E,
0x60,
0x5B,
Ox1A,
0x12,
0x22,
0x83,
0xF2,
0x6C,
0x23,
0x71,
0x03,
OxDE
0x31,
0xFB,
0x58,
0x70,
0x12,
0x47,
0xC1,
0x53,
0OxBF,
0x57,

0x00,

0x9A, 0x82
OxE5, 0x57,
OxCA, 0x57,
0xC3, 0x38,
0x49, Ox7E
0x11, OxE®6,
0xB0O, OxF4,
OxFE, 0x8C,
OxAD, O0xA0,
0xA0, OxF7,
Ox3E, OxA7,
OxEB, 0xDe6,
0x7D, OXxEB,
OxXEE, 0xD1,
0x73, OxF7,
0x45, Ox8F
OxAl, 0x18,
0xD3, Ox3A,
0x43, Ox2A,
0xAB, 0x60,
OxE8, 0x7B
0x7D, 0x60,
OxF1, OxF4,
0x5D, 0xBS5,
0x57, 0x41
0xC8, 0xB9,
0x28, OxF4,
0x8A, Ox1A,
0x55, 0x28,
0xC6, OxAD
0xF5, 0x50,
0x37, 0x30,
OxE8, OxFE
0xA9, 0x83,
0x20, 0x76,
0x61, 0x9D,
0x2C, OxED,
OxE8, 0x37,
0x44, 0x87,
0xB7, 0xBO,
0x58, 0x95,
0x39, 0x58,
0x1D, 0x80,
0x50, OxA1l,
0x2B, 0xBO,
0x6C, O0xB1,
Ox0A, 0x60,
0x49, OxES5,
0x57, 0x12,
0x84, 0xB6,
0x23, OxAE
0x74, Ox75,
0x66, 0x46,
0x8F, Ox8A,
0xA2, 0x83,
0x12, OxAC,
0x19, OxES5,
0xB7, 0xBS8,
0xF9, O0xC2,
0xD9, 0x46,
0xF4, OxEO,
0x21, OxCE
0xD7, OxDE

0x01 },

0x97,
0X7D,
0x59,
OxXAA,
0x5B,
0x89,
0xC3,
0x8A,
Ox5F,
0x56,
0oxD1,
0x0B,
0x94,
0xCo,
OxF3,
OxF7,
0x07,
0x57,
OxES5,
0x2F,
0xC7,
Ox8A,
0xB8,
Ox1A,
0x77,
0x06,
0xC0,
0xC3,
0x98,
0x4C,
OxF5,
0xC8,
0x38,
0x99,
0x97,
0x55,
0xCo,
0x20,
0x21,
OX7E,
OxBA,
0xC5,
0xA2,
OxE4,
OxXAA
0x16,
0x6C,
OxEOQ,
0x80,
oxD4,
OXEF,
0x54,
Ox5E,
0x49,
0x77,
0xCE
0x48,
OxF3,
OxF3,
0x73,
0xCB
0x9E,
0x02,

0x8E,
0x8C,
0xD4,
0x3C
0x51,
OxF7,
0x65,
0xD7,
0xD7,
0xC3,
0x00,
0xDB
0x24,
0x58,
0x58,
0x BB,
OxEOQ,
0x3A,
0x58,
0x32,
0xA6,
0x43,
OxE7,
Ox6E,
0x49,
OxEO,
OxO0A,
0x64,
0x54,
0x53,
OxFA,
0x08,
0x6D,
0x43,
0xB8,
OxCA,
0xF2,
0Xx7B,
0x26,
0x73,
OxAF,
0x67,
0x77,
0x69,
OX7A,
0x5C,
0xC0,
0xC7,
0x81,
0x48,
0x74,
0x83,
0x22,
0x05,
0x2B,
OxE3,
0x07,
0x03,
0x43,
0x43,
0xBE,
0xB5,
OX7F,

OxF1,
OxF5,
0x9C,
0xB9,
OxAF,
0x67,
Ox4F,
0x34,
0x65,
0x44,
0xD4,
0x64,
0x4D,
0x12,
OxE9,
0x97,
0x2C,
OxE1,
0x0C,
0x5B,
0xD7,
OXFE,
0x68,
0xBD,
0x24,
0xD5,
0xDC,
OxAB,
0x44,
0x48,
0x58,
0x81,
0x5B,
OxAB,
OxEC,
0x04,
0x86,
0x76,
0x8D,
0x31,
Ox3A,
0xF8,
0x56,
0Ox8E,
0x60,
OxFC,
OxFB,
0x1C,
0OxDE
0xB6,
0xA8,
OxF2,
0x7B,
0x2B,
oxC2,
0xAB,
OxF2,
OxBA,
Ox4A,
0x82,
0xA2,
OxE7,
0x20,

0xF6,
0x86,
0xC8,
0xB1,
0x69,
0x54,
0x43,
OxEO,
0x08,
0x3B,
OxFB,
0x86,
0xAD,
0xCo,
0x41,
OxA4,
Ox 1A,
0x80,
0xCo9,
0xCD
Ox4E,
0xB2,
OX6A,
0x08,
0x8B,
0x40,
Ox9F,
0x39,
0x15,
0xB2,
0x33,
0xBF,
0x51,
OxF3,
0x24,
0x23,
0xD8,
0x52,
0xC0,
Ox3A,
OxDF,
0x5C,
0xA3,
Ox DA,
OxF7,
OxF9,
0x14,
0x88,
0x76,
OX7F,
0x85,
0x90,
0x2B,
0x01,
0x9A,
0x62,
0x88,
Ox5F,
0xB7,
0xA0,
OX6A,
0x9D,
OXE5 1},



[* d */

4095,

{ Ox6A,
Ox4F,
0xD7,
0x16,
0x15,
0x46,
0xA3,
0x7B,
0x78,
0x98,
OxA7,
OxF5,
0x1B,
0xBC,
0x01,
0x8F,
0x84,
0x4D,
Ox9A,
0x57,
OxFO,
0x85,
0x35,
0xB4,
0x18,
0x68,
Ox8F,
OxDF,
0xAC,
0x09,
0x95,
OXEF,
0x50,
0x9A,
0x42,
0xDD
0xBD,
0x98,
0x41,
0x94,
0xD3,
0x95,
0x52,
OxBF,
0x05,
0x2E,
0xD4,
0x42,
OxE4,
OxES8,
OxXFA,
0x50,
0x73,
Ox4E,
0x6D,
0xC3,
Ox5A,
0x2E,
0x85,
0x99,
0xA6,
OX7A,
0xB2,
0x5C,

0xD1,
OxF6,
0x86,
0x4B,
0xB9,
OxAA,
0xB1,
0x33,
OxFF,
0x4B,
Ox DA,
0x50,
0xA9,
OxES8,
OXFE,
OxFD,
0xF2,
0x43,
0xB9,
0x38,
OxDE
OXx6E,
0x55,
0xBE,
Ox4F,
Ox11,
OxAE,
0x76,
OxAS5,
OXAE,
OxA4,
0Ox3E,
0x21,
0x90,
0x4cC,
0Xx7B,
0x03,
Ox6E,
0OxA3,
0x63,
OxEB,
0xB8,
Ox6F,
0x04,
0x2D,
0xC9,
OX7A,
0x74,
0x50,
Ox4E,
0x37,
Ox1F,
0x68,
0x63,
0xBB,
0x29,
0x07,
0xD8,
0x28,
0xC5,
OxCA,
0x66,
0x58,
0x09,

0xBO,
0x94,
0x93,
OxES5,
0x76,
OxF7,
0x83,
OxA9,
0x40,
0x20,
0x63,
oxC2,
0x11,
0x34,
Ox1E,
0x9D,
0x57,
0x07,
0xB7,
OxF6,
Ox6E,
0x3B,
0x15,
OXED,
0x45,
OxE1,
0OxA8,
0x97,
0x9D,
0x62,
OXxEB,
0xC3,
OxBA,
0x40,
0x72,
OxFF,
OxA5,
0x49,
0xCC,
0x30,
0xD3,
0x16,
0x16,
0xBO,
0xC5,
0x70,
0x65,
0x91,
OXFE,
0xBD,
0x14,
0x22,
OxOF,
Ox1F,
Ox9A,
0x0D,
0x1B,
OxAE,
0xA8,
0x89,
Ox1E,
0xDC,
0x28,
OxAA

0xBB,
OxCE
OxES8,
0xD1,
0x16,
0x9D,
OXAE,
0x54,
0x7D,
0xD9,
Ox4F,
0x63,
0x88,
0xC6,
0xA0,
0x45,
OXEA,
0x7C,
0x78,
Ox6E,
0x08,
0x7C,
Ox1A,
OXE6,
Ox5A,
0xCD,
OxF8,
0x8C,
0x9F,
OX6A,
0x01,
0xD6,
0x1B,
0x55,
0x86,
0x1B,
0x11,
0xBD,
0OxA8,
0xB1,
0x7D,
0x8A,
0xD1,
0xB8,
0x38,
0x10,
0xCC,
0x9B,
0x58,
0x92,
OxOE,
0x61,
OxE6,
0xFO,
OxFB,
0x7B,
OxE9,
0x67,
Ox5E,
OxF4,
OxF9,
0x75,
0xC3,
0oxD4,

0x7C,
0OxA3,
0x24,
0x68,
0x6D,
0xBC,
OxE4,
0x46,
0xBF,
OxAC
0x24,
0x37,
0xCC,
0x86,
0x21,
0x64,
0x9A,
OxF3,
0x1B,
0x3B,
0x90,
0x01,
OxED,
0x0A,
0x2D,
OXEA,
0x24,
Ox5E,
OxE4,
OxFF,
0x49,
0x02,
0x35,
0x03,
0x23,
0OxF7,
0x2D,
0x30,
0x07,
OxFD,
0x9A,
0x08,
0x56,
0x3D,
0xB6,
OX7A,
Ox A5,
OxE7,
0x58,
0x07,
0x89,
0x97,
0x1C,
0x6D,
OXFD,
OxDE
Ox4A,
0x9A,
0x31,
0x A8,
OxF1,
0xO0B,
OXEA,
0xA9,

OxDF,
0x7B,
0OxA3,
0x79,
OX7A,
0x98,
0x60,
0x38,
0x50,
0x8B,
0x88,
OX7E,
0x8F,
OxE1,
OxEOQ,
0xBB,
0x9A,
0x9A,
0x53,
OxFA,
OxAB,
0x41,
0xC8,
0x68,
Ox3A,
0x39,
0x36,
0x01,
0xA6,
0Ox8E,
OxCA,
0x32,
0xB8,
OxF5,
OxFC,
0x8C,
OxEB,
0x07,
0x6C,
0x1C,
0x4D,
0x89,
0x37,
0xD8,
OxCA,
0x2F,
0xB9,
0xD1,
0xDC,
0xD8,
0xDO,
0x18,
0x23,
0xBD,
0xA3,
OxF5,
OxE1,
OxBA,
OX7F,
0xAD,
0x4D,
0x69,
OxFO,
0x54,

0x20,
0x01,
0x4B,
0x8D,
0x29,
OxF1,
0x94,
0x2D,
OxEOQ,
OxCA,
0x92,
0xCo,
Ox1F,
0xBE,
Ox5E,
OX7E,
0x3A,
0x94,
0xC5,
0oxD1,
OXE6,
0xAB,
0x1C,
0x6B,
0xBB,
0x53,
0x79,
0x58,
0x2D,
OxO0A,
0xB7,
Ox8A,
0x58,
OxFA,
0x81,
0Ox8E,
0x65,
Ox 1A,
OxCF,
0x21,
0xO0A,
0x32,
OXFA,
0xB5,
OxE9,
Ox1E,
0x59,
OXEC,
0x2E,
OXEA,
0x10,
0x04,
0x5C,
OXEE,
0xB9,
0xC5,
Ox8A,
0xA6,
0x87,
0x42,
0x8D,
0xB1,
0x42,
OxEB8,

0x91,
0x4B,
OxA4,
0x3A,
0x84,
oxC2,
0x52,
0x1B,
0x7D,
OxE9,
0x3C,
0x38,
0xD4,
0Ox71,
Ox6F,
0x33,
0x53,
oxC2,
0xBC,
0xC8,
0x60,
0x11,
0x6D,
0x00,
0x2E,
0xO0B,
0xC9,
0x57,
0x15,
OxDF,
0x12,
0x6C,
0x3D,
OxOF,
0xD3,
0x2E,
0x89,
0xD8,
0xC7,
0x2A,
0x96,
0X7D,
0x9D,
Ox4,
0xC9,
OxE4,
OXx6E,
0x90,
0x01,
0x20,
0xD6,
OxDE
0x8F,
0x66,
0x71,
0x78,
0xO0B,
0x10,
0xA8,
0x90,
OxO0A,
0x9C,
0x21,
0x55 1},



[* p */

2048,

{ OxEQ,
OxF5,
Ox5F,
0x6D,
0x01,
0x74,
0x3E,
0x29,
OxE9,
OxES®6,
0x4C,
oxC2,
OxEE,
0x70,
OXEA,
0x12,
0x8F,
0x96,
0OxCE
OxE9,
0Ox71,
0x84,
0xF6,
0x63,
0x76,
OxBF,
Ox DA,
OxCA,
0x2B,
0x86,
0x00,
0xC7,

[* q */

2048,

{ 0xCC
0x38,
0x B8,
0x10,
0x03,
Ox6E,
Ox6E,
0x41,
0oxC2,
0x27,
Ox2A,
0x0B,
0x70,
0x75,
0x3C
0x03,
0OxA3,
0x24,
0xDB
Ox7F,
0xB3,
OXES5,
0xBE,
0oxD1,
0x76,
Ox1E,
0x3C
0x65,
0xC8,
0x20,

0x41,
OxES8,
0x29,
0xCB,
0x8D,
Ox5E,
OXED,
0xCC,
OxEF,
OxE7,
0x08,
OXAE,
Ox8A,
OxCF,
0x07,
0xA9,
0x8A,
OxE8,
0xD3,
0x7C,
0x37,
0x8F,
0x46,
0xCo,
0x35,
0xD9,
0x DB,
0x44,
Ox4A,
0x33,
0xCB,
0Ox71,

OxF5,
OxA7,
0x13,
0x18,
OxAB,
0x99,
0x35,
0xD8,
0x24,
0xBB,
0oxC2,
0x48,
0xC1,
OxE7,
0x88,
0x59,
0x36,
0x59,
OxE6,
0x74,
0x61,
0x14,
OxO0A,
0x80,
0xD2,
0x78,
OxE9,
0x51,
OX7E,
OxDE

0xBD,
0x02,
0x21,
0x59,
0xD7,
OxF3,
0x4cC,
Ox3F,
0x34,
0x07,
0x64,
OXEF,
0xB4,
OxBA,
0xC7,
0x58,
0x03,
0xB2,
0x03,
0x46,
0x55,
0xD3,
0x2C,
0x12,
OX6A,
0xD6,
Ox DF,
0xD9,
0xD5,
Ox5E,
Ox1A,
0x76,

0x51,
0x6C,
OXFE,
0x47,
Ox2F,
0x08,
0x28,
OXEE,
OX7E,
OxF5,
0x43,
0x76,
OxDF,
0x09,
OX6A,
0x7B,
Ox6E,
Ox6F,
0x2A,
0x3B,
0x27,
OXED,
0x82,
0x3D,
OxCA,
0xBE,
0x8D,
0xC5,
0x03,
0x12,

OxF1,
0x2D,
0x41,
0x47,
OxAl,
0xCo,
0xB1,
OxES8,
0x56,
OxAA
0x71,
0x87,
0OxDE
0x89,
0x4B,
0x9F,
0xD1,
OxOF,
0x59,
OXEE,
Ox4A,
0x04,
0xOE,
oxD4,
OxXAA
Ox5E,
0x69,
0x61,
Ox DA,
0xCD
0xB3,
0x21,

0x29,
0xD3,
0x3B,
0xD3,
0oxC2,
0x88,
0x37,
0xC1,
0x82,
0x70,
OxES5,
0x73,
0x47,
0x54,
0x31,
0x04,
0x07,
0x5D,
0xB2,
0x64,
0x16,
0x4D,
OxF1,
0xAD,
OxE1,
0x3C,
0x12,
0x70,
0x8B,
0x25,

0xC9,
0x21,
OxAS5,
0x6B,
OxE1,
0x6C,
0x68,
OX7A,
0x62,
OX4E,
OxA5,
Ox71,
0OxC4,
OxES5,
0OxD4,
0xB3,
0x91,
OX1E,
OxF7,
0x59,
0xD7,
0x1C,
0x66,
OxA3,
OxE7,
Ox DF,
0x06,
Ox DA,
OxAC
OX7E,
0x72,
0xDB,

0xD3,
0x69,
0x39,
0x1D,
0x39,
0x3D,
0xD4,
Ox4A,
0xA3,
0OxA8,
OxFB,
0xA2,
0xA3,
0x73,
0x6D,
OxCA,
0x64,
0xF6,
0xF8,
0x12,
OXEC,
0x78,
0x44,
0xC9,
0xA0,
0x0B,
0x3A,
0x07,
Ox9A,
0x81,

0xB5,
0x1B,
0x89,
0x1C,
0x08,
OxF7,
0x1D,
OxF7,
0xC9,
0x99,
0x5B,
OXEF,
0oxC2,
OxEB,
0x16,
OxED,
0xC5,
0xDE
Ox5F,
0xC9,
0x05,
0xDe6,
OxE1,
0x57,
0xC6,
0x4B,
0x20,
0x05,
0xB9,
0x1D,
0x69,
OxBE,

0xB9,
oxD4,
OxBA,
0x09,
0x43,
OxEB8,
OxEB,
0x66,
0x94,
0x65,
0x87,
0x77,
0x2D,
0x22,
0x2C,
Ox9E,
0x88,
OxEB8,
0xCC,
0x6D,
OxA7,
OxA3,
0x14,
0x83,
0xA9,
OxCA,
0xA6,
OXFE,
0x94,
0x05,

0x69,
0x87,
OxFD,
0x1D,
0x39,
OxFF,
OXEF,
OxAD,
OxC4,
0x49,
0x67,
0x21,
0x04,
Ox2F,
0x67,
0x70,
Ox8A,
0x91,
0x48,
0x27,
0x56,
0x30,
0x83,
0xFb5,
Ox4A,
Ox2F,
0xC8,
0xB1,
0xOF,
OX7A,
0x5B,
0x93,

0x24,
OX6E,
OxF1,
0x13,
0x1C,
0xA0,
0x95,
0xCD,
0x39,
Ox5E,
Ox6F,
0x2D,
OXEA,
0x9C,
OXEC,
OxCA
0x05,
0x56,
0x71,
0x01,
0x69,
0x22,
0x99,
0xDD,
0x03,
OxF5,
0xC8,
0x47,
OxAC,
0x34,

OxAC,
0x1B,
OxOF,
0xA4,
0x32,
0x31,
0x9D,
0x19,
OxF4,
0x63,
0x46,
0xA2,
0x3C,
0x62,
0x69,
0x28,
0x88,
0x80,
OXAF,
Ox1E,
0x17,
0x47,
0x9F,
OXES5,
0xC0,
0x34,
0x95,
0x36,
OxF5,
0x16,
OX6E,
0x57 },

0xC8,
0x9C,
OXEB,
0x50,
Ox DA,
0x54,
0xCB
0x38,
0x29,
OxOF,
0xD2,
0xA9,
0x8A,
0x69,
OxBF,
0xBD,
0x9B,
0x97,
0xAC,
0OxF2,
0x75,
0x90,
0x2B,
0xF2,
0xF9,
0x8F,
Ox5F,
OX7A,
0xC6,
Ox4A,



0x0C,
0xC8,

[* u */

2048,

{ OxD1,
0x4D,
oxD4,
0x37,
0x07,
0x65,
0x02,
Ox1F,
0x12,
0x9D,
Ox5A,
0x3C
0x46,
0xB2,
0x89,
0x3E,
0x0C,
OxF8,
0x58,
0xB4,
0x6C,
OXEB,
0x39,
0Ox7D,
OxF6,
0x6C,
0x30,
0x0D,
OX6E,
OxFF,
0xCC,
OxFD,

OxFB,
OX6A,

0x0C
OxFF,
0x39,
0xAC,
0x84,
0x0C
0x07,
0x4D,
0x8D,
0x94,
0x38,
OxEOQ,
OXE6,
0x1D,
OxE7,
OxF9,
0xAD,
0x30,
0x58,
0xAD,
0xA2,
OxE7,
0x47,
OxBF,
0x9B,
OxE1,
OxA7,
0x14,
OxF7,
0x4cC,
0x39,
OxEB,

[ * exponent 1

2046,

{ Ox2F,
0x8D,
0OxC1,
0x61,
OXED,
OxA3,
0x30,
0x4B,
0x6D,
0x04,
0x86,
0x93,
0oxD4,
0x96,
0x96,
0xBO,
0x94,
0x64,
0x12,
0x42,
Ox2A,
OxA4,
0x70,
0xDO,
0Ox11,
0xC8,
0x57,
OxFF,

0x7C,
0Ox3E,
Ox9E,
0x01,
0xA9,
0x04,
0x4cC,
0x4C,
0x85,
0xC5,
0x8A,
0x08,
OxCF,
0x DO,
OxXAA,
0xBO,
0xDO,
0x8F,
OXFE,
0x04,
OxES5,
OxDE
0xD5,
0x49,
0x25,
0x69,
0x6C,
0x64,

0x37,
0xCo,

0x91,
0x3B,
0x02,
0x60,
0x94,
0x93,
OxXAE,
0x63,
0x56,
0xD5,
0xB8,
0x25,
OxA1l,
0xA2,
0xDD
0x6B,
0x05,
0OxA8,
0oxC2,
0x83,
Ox1E,
0x6B,
0x3B,
OxE2,
0xBO,
0x9E,
0x1D,
0x13,
OXFE,
0x96,
OxFB,
0x8A,
*/

0x1C,
0x4cC,
Ox9E,
0x3E,
0x50,
0x7C,
OXES5,
0Ox71,
0x76,
0x84,
OxFC,
OxA1,
0xDO0,
0x95,
0x80,
OxE5,
0x3F,
OxEF,
0x41,
0x4B,
OxF1,
0x23,
0x58,
Ox9F,
OxAC,
OxE2,
0x59,
0x66,

0x65,
0x86,

0x8D,
0x09,
0x6D,
0xBB,
0xBD,
Ox4,
0x99,
0x9D,
0x3C,
0xDE
0x19,
0x21,
0xBD,
0xCo,
0x66,
0xAD,
Ox5A,
0x08,
0x66,
0xB5,
0x50,
0x69,
OX6E,
0xC7,
OxEOQ,
0x1D,
OxC4,
0x31,
0xD9,
0x23,
0x16,
OxBA,

0x31,
Ox3F,
OxE9,
OXED,
0x30,
OxOF,
0x01,
Ox77,
OxO0A,
OxAC
0x61,
0xB5,
0xO0E,
Ox8A,
OxFB,
0x10,
0x90,
0x2C,
0x66,
OxAC,
0x8C
0x6B,
OxFC,
0xB1,
0x69,
OxE7,
0x39,
0xB7,

0x50,
OxF6,

OxA9,
0x24,
OxES®6,
0oxDzv,
0x73,
Ox2E,
0x6B,
0x61,
0x1C,
Ox5E,
OxE4,
OxE2,
0x51,
0Ox11,
0xAO,
Ox 1A,
OxDF,
0x3C
0x03,
0xCC,
0x29,
0x44,
0xD9,
0x28,
0x54,
0x23,
0x A7,
0x66,
0x5C
0x2B,
OxAD,
OxF4,

0x37,
OxAC,
0x1C,
0x4D,
0x79,
0xD7,
0x67,
0xD3,
0x98,
OxFE,
0xC8,
0x87,
Ox9F,
Ox1F,
0xC0,
0x23,
0xBF,
Ox1E,
OXB6A,
OxXAA,
0x80,
OX6A,
OxCF,
0x20,
0x75,
0x81,
OxOE,
0x3E,

Ox5E,
0x55,

OxF2,
0x3C
0x2B,
0xA9,
OX7E,
0xD7,
0x3C
0xDD,
0x16,
0x93,
0x69,
OxAD,
0x27,
OxE3,
0x66,
0xD3,
0x5C
OxA6,
OxO0A,
0x92,
0x54,
OxE1,
OxAD,
OxE2,
OxF1,
0x6B,
0x4A,
OxA1,
0OxC4,
0OxD5,
OxF2,
0x91,

0x69,
0x13,
0x99,
0x73,
OxCA,
0x01,
OXAF,
0x99,
OxAE,
0x29,
0x06,
0x5D,
0x91,
0x82,
0x73,
0xF4,
0x92,
0x78,
0x67,
0x9C,
0x4D,
0x83,
0xB2,
0xCo9,
0xDC,
0xD6,
0xDO,
0x88,

Ox8E,
0x64,

0x6D,
0x8C,
0x9E,
0x52,
0xCC,
OxF6,
0xD1,
0xD1,
0xC8,
OX7F,
OxF8,
OxA9,
0xC7,
Ox5F,
0xCB
0x99,
0x58,
0xD6,
0x33,
0x9F,
0x2B,
0x86,
0x92,
0x3C
Ox9F,
0x65,
OxE2,
0x8A,
0x64,
0x64,
0x24,
0x31,

OxCF,
OxFD,
0x44,
0xCD
0xD8,
0x08,
0x77,
OxEOQ,
OX6A,
0x9D,
0xBB,
0x80,
0x09,
0x16,
OxE1,
0x31,
0x19,
0x38,
OxE5,
Ox5A,
0x23,
0xBC,
0xO0E,
0x3E,
0x59,
0x94,
0x20,
0x18,

OX7E,
0x23 },

OxA9,
0xC3,
0x9F,
0xCB
0Ox3A,
0x49,
OxFF,
OxE7,
0xB3,
OXE6,
0x8C,
OxE3,
0xBD,
0x6C,
0x23,
0x94,
0x79,
0xC0,
OxBF,
0x2F,
0x8A,
0x3E,
OX6A,
0x74,
0x14,
0x34,
0xOE,
OxDF,
0x35,
0x03,
0xB4,
OxBF },

Ox6F,
Ox1E,
0x59,
0x9E,
0xF9,
0x2B,
0OxOE,
0x30,
0OxA3,
0x0D,
OxAE,
0x3C,
OX7E,
0x2D,
OxFF,
0xDC,
0x8C,
0x4D,
OxA7,
0x49,
OxF6,
0x03,
0xC1,
0x4B,
OxF5,
OxAF,
0x48,
0x07,



0x05, 0x51, OxBA, 0x48, OxAC, 0x6C, Ox1F, 0x41,
OxF8, OxEl, O0xA5, O0xC0O, 0x53, 0x65, 0x00, O0x75,
OXEA, 0x43, 0x17, 0x6B, 0x49, O0xDD, Ox9F, O0x3B,
OXAC, 0xC5, 0x8C, 0xA3, 0x0C, 0xB9, 0xA4, OxCF },

/* exponent2 */

2047,

{ 0x57, Ox5A, 0x87, 0x09, 0x28, OxAF, 0xD4, 0x39,
0x71, OxCC, 0x09, OxD9, OxEl, 0x55, 0x24, OxFF,
OXAE, 0x84, OxF6, OxEA, OxOF, 0x24, OxDA, Ox4E,
OxB1, 0x41, 0x67, OxFB, 0x56, 0x78, 0xB3, OxBE,
Ox7A, 0x91, OxCF, 0x7D, O0x1C, 0x22, 0xBA, 0x7D,
Ox6E, O0x7D, 0xD2, OxEl, Ox1lE, O0x61, 0xB3, 0x53,
0xC8, 0xD4, OxE7, 0x1B, 0x44, OxA8, 0x53, OxE3,
0x99, 0x60, OxF8, 0x01, O0x71, 0xDO, 0x76, OxCF,
0x26, OxOF, Ox9F, OxCB, 0xD6, 0x24, O0x2A, 0x68,
0x9C, 0x02, 0OxC4, O0x0OD, 0x0B, OxF8, 0x88, O0x2A,
0x36, 0xB3, 0x2D, 0x75, 0x2B, 0xCB, 0x01, OxA1,
0xA8, 0x25, Ox6E, 0x36, 0xC2, 0x9B, 0xC0, OxDE,
0x62, OxAC, Ox7E, 0x99, 0x6D, 0xB6, OxF8, 0x2B,
0xA3, 0x2C, OxAl, O0x11, 0x59, 0x30, OxFB, 0x30,
OXEF, 0x17, O0xC5, OxO0A, OxE3, 0xD9, 0x2D, OxDE,
0x0B, 0x73, 0x6B, 0xB7, 0x13, 0x14, 0xB2, 0x9C,
0x38, O0x9F, OxCE, 0x2D, 0x60, O0x6F, 0x88, 0xD4,
0x22, 0x9D, OxEB, 0x95, 0x44, 0xD2, O0xA9, O0x75,
0x77, OxC7, 0x95, 0x93, 0x49, OxEE, O0xF8, 0xD3,
OxE8, Ox4E, 0x85, 0xBl, 0x95, 0x18, 0xD8, O0xA7,
0xB4, 0x44, 0x48, 0x00, OxCl, O0x44, 0x68, OxF2,
0x52, Ox7C, OxA4, O0xD7, 0x4B, OxFF, 0x5B, 0x90,
0x0D, O0x2F, 0x35, 0xB7, 0xD6, 0xA8, 0x60, 0xDO,
0x08, Ox2E, 0x7C, 0x1B, 0x41, 0xB3, OxEE, 0x38,
0x94, OxE4, O0x2A, 0x8C, 0x17, 0x89, 0x71, OxA4,
OxOF, 0x94, OxAE, Ox9F, 0xB0, OxF7, 0x03, 0xC9,
OxD4, 0xDO, 0x45, O0xCB, OxEB, 0x2B, 0x82, 0x63,
0x06, Ox2F, OxDF, O0xD2, 0x6B, 0OxD5, 0xB8, 0x69,
0x60, 0x62, 0x34, OxE8, O0x9F, 0x2D, 0x96, O0xA5,
OxAB, 0x04, Ox7A, OxFF, 0x79, 0x09, O0xDA, O0xCB,
0x64, 0xD4, OxFD, 0x3B, 0x35, 0x11, 0xDr7, OxF1,
0xB9, 0x41, 0xA6, 0x64, OxDF, 0x40, 0x6D, 0xB9 }

RSA- 4096 key in encoded form

----- BEG N RSA PRI VATE KEY--- - -

M | JKAI BAAKCAgEAs4t JYOY75qj bgJdqd 47x9j JE5VA9j PWGFt XKV1nUnM ZNs M4
gj y5sRHBSX5bUa9pLy YR50n3Z1SAWLDOW2VPQ6+F/ oyK1zTgQui t oF/ XZQ gC6D3
VsNEO76DPqf RANT7Nn7r 1gvbZl Z3/ H3r | CRNr Rr 47t HGWBLAPNnxz9/ NY6UGBZk WP
97uXpJqYoRgHACOWaCbr TA ¢64YDh/ OMy5VgMycq/ g2AvM vNoJf oe8eml040qHLg
i kP+suT/ 8f S452hqnEddt RpuvQ XKl dBdOkki yFVyLkGANVA6MVE09MAK3J/ kdYoa
W2Sr CeThVSi YVEQVP+7G UXTSLLj j / VQOf pYMbeTNzDI Cl G Ee70/ j ht WEoSanD
mJOr 891 y1 HaXuOnwk EaJhnVXKBCVBW zt xvKG2CnQ6Dcge3ZSngJEhyEnj cAVC7ew
f NMKONE+WIVGT zr f +mMASWWN+FzyWk2 AondWowOaUKHkaY7amhl r sKp6YPf NI myx
Fl z8+cgDCnmBswPsUh/ JJ5eDHHI hi bFcSgl HedsEj hLbUSLZ/ DnEj r u90qgl WA3R1
VI PykKf ezkZel nsr FzGPi kkFKwFF+6KDdyvCm t YEqz 046t i gXAZ5UgHB0i XEr e4
8WOEX+FH+cLzQOq3A8HZRNNDgqC U/ Tgy76i aku/ | c6et eedR1f X3gJ/ | QUCAWEA
AQKCAgBgObC7f N8gkU/ 21 Mbj ewFL14aT6CSj S6QNE+XRaHMNOhWsdhZt ei nERqr 3
nbyY8cKj s YOu5GCUUnszqVRGOCObePOAf b9QAH2YSy DZr | vK6af aY0O8ki JI 89VDC
Yzd+xj gbgRA zI 8f 1LzoNVaGAb5XAf 4e0CHgXmt+P/ Z1FZLt +MATyV+qanj pTTUVH
f PCal MKaubd4GLPFvFc49mi7+t Hl 8N5uCJICr 5nCFbj t BAUGr ETVVFRr t yBxt t L7t
5gpoawAYTOVaLTq7LngR4c3qOVM.j 660+CQRecnf dpeMXgFYV6yIl nZ/ kpi OVCabi
av+0Ct +VpGCsBScq3Eu8+woYCMVbps UCGE Gz WAWWD2ak EBVA/ X6 DOJMe oY) / | HT3Xv/
G eM i 69A6URLet | i ZhuSbOwBxr YQaPMjAdsz8eUYz Cx/ RwhKt Pr 032aTQqW bgWwW
i gi JIM11SbxbRV] f 6nb8EsLg92L XEBS3FOLbK6ckuyXAQei 8e5NR6Zcyl uMl unSR
mt+f R7J Dk UP5 YWAWuAehOv ZI H20og+j cUDonQENZQHy Jhl xgE3nNoD+Ycl 1y PTmv
8Q@&297n¥t usr 7/ aGbccMpDXve9cVAWch6Ur hi gsu2Ksnnr qrEl UoqF4xf 4eontcW
9Ki t QCnyh758U2NCnpnBHULabGe sl gow+r w@ Fc Car UqVToVQKCAQEA4EE8cnil
aaz16Alt | RuHGL8pl Ud i f OPbct ZR2scHa(Bj deh4Qy5MRe882s9/ 8xPulMsWyd
750pzDf oevet GenvNFZi ycTO5ucHgk6ZSWNMCGRX pVt nRsKu74dx7yG 70gq03sTC



2.

2.

BDxwz 7gJ5esvYuoHxOvUFndpEql Yn7Pt cCi Pi gPRkcVKi Jbosg8e3pGAzt MDW df
SK/ pf EbuMEknHNE3VUr XBVYXh! / TBBz WVEf 2Ri wOZuGDn2PGEt S V/ XI dj Vgquf G
SsC/ 2dZe30svNNr b32kA M VWkTZYdoFsTYr St Xar LkP9YYz Xs1+HXoWAMsas3Jp
W27Hc XYh276 TVWWKCAQEAZ PVRKAO6IMy4p2zTadRunLgT/ j s5uvHr EBhHOXO0JELAD
gqy/ COUME2n62ZCl g96KBUbj UoN9Tr | ct B2O7BSnbNOM kf oKj | DkpJ7v1cKhl Xg8q
wkPl +4dvOgt | dnG dy2pcMH R6M 6opl5wW UcyKcaTyl aj Ft LOy/ All 7BMgeyr 2j
NHZI gFnyRZb1326FaxX2+Yqsvj Mcax/ dDt KEmDOB8r NhJxbsp2l 15RTt TXi j | pC+
CoLxRBSZK9GAPa3Jg93ydt LK4aCpA/ keelL48C8r 1j zzpj Rl 6pshf ZVHFc Af +R3r

f gOLnpSsxi DeEi WBBTRKDPs3ZVBej n71 asC&I VK1 wKCAQAVT BwxN2nPb40+TD+s
E/ 0OewzZ6e6RyZRFI hAT7t TXPNnu2pUDB5yt j 50WR8D9¢cBCCswTOUBZ693Dkt M Xf T
meAwb YV2Cpi uagMEXYSs/ i mdDYaK/ GHI Br uukwi ht YddgDz Uz 9AONS5EJf pbQ Yof
ghYt | qqA+8Bz4f +wsOUQ / Qx3JTQP5C khmvZl / vLB54CEQS/ kFmanf | pOl ES6yq
nFpJKuXxj | BNI / ak3i Nr aoBA3DVWPz Psg7B0ENnf sSDIPksRJaxpddxZ9chp4ueB
1pSvV2xZ0OQ7Q Ej / ZGa3PogYBWWRuki shBIB+0d wFNI AHXqQxdr Sd2f 06z Fj KMV
uaTPAol BAFdahwkor 9@bccwl2eFVIP+uhPbgDy TaTr FBZ/ t WeLO+epHPf Rwi unlu
f dLhHnGz UBj USxt EqFPj] mADAAXHQAs8nD5/ L1i QuaJwCxAOL+I ggNr M dSvLAaGo
JWA2wpv A3nKsT pl t t vgr oyyhEVkw+z DvF8UK49kt 3gt za7c TFLKcOJ/ CLVBvi NQ
neuVRNKpdXf H ZNJ7vj T6E6FsZUY2KeOREgAWUR08I J8pNdL/ 1uQDS81t 9aoYNAI
LnwbQoPuQJ TkKowXi XGkD5Sun7D3A8nUOEXL6YuCYWYv39Jr 1bhpYG 06J8t | gW
BHr / eQray2TU Ts1Edf xuUGTZNOAbbk CggEBANEMK Y2p8n2pTf 87 CS(Bj MPUOQIt
5i uenzesYLvXqVLLB4SUv XN+zDpl DIJPELt f 2SQ Hr pl r PNH HO1j nWHdOecSj VY8
HBbl s52U1d5ek3/ mW i 4GeRp+l w84CUh4g2p40bnmpb1RI8e9sh2i xhH X2yJ591m
0GbLI1 z75a60a05mIDKOFW 9c WHN4MKgl PKbVWwM-hYwmYDCj O t K2Dt cy Sny9soh5Q
KVQri uvna2l EAYY+OUc7bt mt knmp9v+LHKO 8dPabs OBU8Z8UbOGeHSNr ZTQampx 3E
pOr i DgOUEzFnoYr f bvf +2VzZEZDX/ TJY] KOVkA8wS+xat 8i SO/ euKuv SRvb8=
————— END RSA PRI VATE KEY-----

DLP Keys

The followi ng publicly known test keys may be used for DLP-based
al gorithms such as DSA, DH, and El ganal.

DLP-1024 key "testDLP1024":

[* p */

1018,

{ 0x03, O0x0C, OxDF, O0xC3, Ox8F, O0xC3, OxE4, 0x21,
0x27, 0x90, O0xB0O, O0xA4, Ox1lE, 0x45, 0xB4, OxE4,
OxE8, 0x80, OxDE, Ox8A, OxBF, 0xD3, OxAE, OxCA,
0x0B, 0x23, O0x8F, 0xB6, O0xCD, 0x73, 0x0C, O0xC3,
0x18, 0x76, 0x93, 0x36, 0xD5, 0xB1l, 0x80, 0xB2,
0x80, O0x2A, 0x01, OxBE, 0x4B, 0xCl, OxAB, 0x84,
OxFC, OxE2, OxFF, 0x48, 0x9B, 0x50, 0xC2, 0xD2,
0x9D, OxE9, Ox1E, 0xCO0, OxE6, 0x5B, 0x60, 0x64,
OxFD, O0xO0OD, OxE5, 0x37, OxEA, OxBA, 0x1C, 0x6C,
0xDD, 0x27, O0xDC, 0x30, 0x30, 0x48, Ox1lE, 0x8B,
0xB9, 0x60, OxAA, 0x8B, 0x8A, OxEF, 0x93, 0x35,
0x30, OxE6, 0xB1l, OxCC, 0x51, 0x60, 0xBB, OxFA,
OxAF, 0x85, OxOF, OxF6, 0x57, 0x81, 0x12, 0x33,
0x7D, 0x53, 0x03, O0x4E, 0x41, 0x63, 0xDC, 0x65,
0x03, O0xBD, OxF8, 0x89, 0x25, 0x81, 0x14, Ox1F,
OxAB, 0x82, 0x55, 0xB6, 0xD9, 0x72, 0x7B, 0xB3 },

[* q */

160,

{ OxEC, 0x41, 0xB9, 0xC0, 0x62, O0x1D, 0x5B, 0xDC,
OxAF, 0x11, OxD5, 0x19, O0x8F, 0x72, 0x08, 0x88,
Ox2E, 0x65, 0xBB, OxDF },

[* g */

1017,

{ 0x01, O0Ox64, 0x87, OxAC, OxCF, O0xCD, 0x95, 0x50,
0x51, OxEO, Ox6E, 0x1C, 0x5B, OxEF, 0x45, 0x2C,
0x12, 0x63, 0xC7, 0x5D, 0x2B, 0x36, 0x50, Ox4F,
0xB4, 0x27, 0x57, 0x35, O0xC2, 0x83, 0x32, O0xO0B,
0x63, OxAC, 0x91, O0xC6, OxF4, 0x02, 0x09, 0x32,
0x53, O0x1C, OxAB, 0x04, 0xBl, O0xCD, 0x72, OxFD,
OxF2, 0x9D, OxE2, Ox4E, 0x27, 0x17, 0x97, OxA7,



0xDD, 0x21, 0x97, 0x67, 0x69, 0x31, OxF9, 0x33,
0x1D, Ox1F, 0x59, OxEE, OxE5, OxBA, 0x2C, 0x7D,
0x54, OxAE, 0x13, O0x5C, Ox7F, 0x79, 0x41, 0x37,
OxD8, 0xD8, OxOE, O0xB6, 0x29, 0x28, O0x8E, 0x26,
0Ox8A, 0x3B, OxEB, 0xD2, Ox1lF, 0x16, O0xA4, 0x03,
OxF1, OxD5, OxDA, 0xD8, 0x3C, 0x1C, 0x47, 0x80,
0x17, OxA3, OxCD, 0x26, Ox6F, 0x1B, O0xA4, O0x9B,
0x89, 0xO0D, 0xCO, 0x89, 0x21, Ox2E, 0x72, 0x26,
0x1D, OxA3, 0x67, OxAF, 0x80, 0x3B, 0x02, 0x50 },

[* x */

157,

{ Ox11, OxED, 0x99, 0x78, Ox5A, 0x81, O0x3A, O0x1B,
OxOE, 0x96, OxEC, 0xD3, 0x8D, Ox7F, 0x9B, O0xCE,
Ox9E, OxBF, 0xD6, OxFA },

[*y */

1018,

{ 0x02, 0x20, 0xB9, 0x42, 0xC2, Ox5C, 0x44, OxDA,
0x52, 0xBO, 0xDl1l, 0x76, 0x82, OxEA, O0xC4, 0x36,
OxXEA, Ox7E, 0x81, OxEC, Ox9F, 0x76, OxEl, 0xO05,
0x75, 0x32, OxAA, 0x67, OxEA, 0xDD, 0x04, OxAD,
0xB8, OxFD, 0x61, 0x81, OxBA, 0x0B, 0x25, OxF2,
0x84, OxDA, OxAA, OxAA, O0x05, OxF3, 0xC8, 0x40,
0x34, 0xD4, 0x17, 0xD3, 0x7B, Ox6E, O0x0A, 0x63,
0x31, Ox8A, O0xO0A, 0x79, Ox1lF, O0x1D, 0x0D, O0xD4,
OxF6, Ox8A, OxFA, OxE3, 0x35, OxAA, O0x5D, OxBE,
0xA3, OxF2, OxF6, O0xD6, OxDD, 0x73, 0x09, 0x26,
0x24, Ox7F, OxDC, 0x4D, 0x1B, 0x82, OxDF, 0x8C,
0x2D, 0x87, OxAE, 0x8D, 0x36, OxAD, 0xB9, O0xDD,
0x25, 0x13, 0x57, Ox8E, 0x8B, 0x99, O0xAA, O0x6A,
OxOE, OxDF, 0x67, Ox5F, OxFC, O0x2F, OxDE, O0xB6,
0x4B, 0x26, OxE5, OxBE, 0xD8, 0x53, 0x2D, OxFD,
0x98, 0x11, OxOF, OxCF, 0xC9, OxED, OxF9, 0x38 }

DLP- 1024 key in encoded form

M | BuQ BAAKBgAMVBBOPw+ChJ50wpB5Ft OTogN6KvOQuygsj j 7bNcwz DGHaTNt Wk
gLKAKgG+S8G hPzi / 0i bUMLSnekewOzZbYGT9DeU36r ocbNONn3DAWSB6LUWCYi 4r v
kzUwbr HMMWC7 +g+FDf ZXgRI zf VVMDTkFj 3GUDvf i JJYEUH6UCVbbZcnuz AhUA7EGS
wad dVWyvEdUZj 3111 C51 u98CgYABZI esz82VUFHgbhxb70Us EnPHXSs2UE+0J1c1
woMyC20skcb0AgkyUxyr BLHNcv3yneJd QIxeXp90hl 2dpM kzHROZ7uWSLH1Ur hNc
f 31 BN9j YDr YpKI 4mi j vr Oh8WhAPx1dr YPBxHgBej zSzZvG6Shi (BAI SEuci Ydo2ev
gDs CUAKBgAI guULCXETaUr DRdoLgxDbgf oHsn3bhBXUygnf q3QSt uP1hgbolLJf KE
2qqqgBf Pl QDTUF9N7bgpj MYoKeR8dDdT2i vr j NapdvqPy9t bdcwkmlH c TRuC34wt
h66NNg253SUTV46LnmapqDt 9nX/ w3r ZLJuW2FM / ZgRD8/ J7f kK4AhQR7ZI 4AWHE6
GN6WW7 NONF 5vOnr / Whg==

----- END DSA PRI VATE KEY-----

DLP- 2048 key "testDLP2048":

[* p */

2042,

{ 0x03, Ox2D, 0xD5, 0x53, 0x7D, 0x33, Ox7A, 0x91,
0x34, 0x37, 0xD3, Ox5E, OxA3, 0x43, 0x3D, O0xBO,
OxE7, 0xB7, 0x21, 0x29, Ox8F, OxBA, 0x87, 0x27,
OxF2, OxF9, OxBE, 0x85, 0x6D, Ox6A, 0x14, O0x6B,
0x92, 0x98, 0x8D, 0x50, 0x82, OxF2, 0xCh5, 0x72,
OxB7, 0x70, 0x37, 0x63, OxE8, 0x24, 0x54, O0xA7,
OxA4, O0xA2, 0x25, 0x9B, 0x29, O0xAC, O0xE9, 0xBO,
0xBC, 0x9B, 0x4B, 0x4D, 0x98, 0x5D, O0x6A, 0x9C,
0x8C, 0xB6, 0x30, OxE4, OxEO, Ox9F, 0x48, 0xO07,
0x9F, 0x1B, OxE8, 0x07, 0x69, 0x71, OxDE, 0x92,
0x68, 0x56, 0x70, 0xB9, 0x4C, O0xC9, 0x68, O0x7D,
OxDC, 0x23, 0x3B, 0x30, OxAF, 0x22, 0x94, 0xBO,
0x30, OxA6, 0xB4, 0x97, O0xF6, 0x46, O0xF9, O0x4E,
0x1C, 0x17, OxE8, Ox3A, 0x90, 0x4C, 0x2C, O0x1B,



0x68,
0x64,
OX7F,
0x69,
Ox4A,
OxFB,
0x17,
0x12,
0x44,
0x37,
0x34,
OxFD,
0x40,
0x36,
0x19,
Ox4,
0xDC,
0x2B,

[* q */

225,

{ 0x01,
0x82,
0x9D,
0x66,

[* g */

2040,

{ OXAC
0x87,
0xDC,
OxF7,
0x3B,
0xCo,
0OxAB,
0x62,
0x54,
0x7D,
0x67,
0x95,
OxAD,
OxD4,
0x6C,
OxE2,
0x46,
0x93,
0x50,
0x46,
0x99,
OX6A,
0x03,
0oxD1,
0x3C
0OxA8,
0x17,
0xB4,
0x59,
0x51,
0xB8,
0x57,

[* x */

223,

{ 0x64,
0x02,
oxC2,
0xDC,

[*y *

2042,

0x44,
0x05,
0x8B,
0xCC,
0x8B,
0x2A,
0x50,
0x86,
0x63,
0x22,
Ox9E,
0x89,
0x18,
OxA7,
0x72,
OxBE,
0x45,
0x62,

0x95,
0x73,
0xB8,
OxA5,

0x5D,
0x88,
OxAD,
OxAD,
0x64,
0x64,
0x14,
0x94,
0Ox11,
0x51,
OxAC
0x60,
0x58,
OxES5,
0oxC2,
0x9E,
0x55,
0x2E,
0x9D,
0xB2,
0x98,
0x0C
OxE®6,
0x9A,
0x49,
OxAC,
OxFB,
0xB3,
0x9B,
0xFb5,
0xDO0,
0xD1,

0x05,
0x23,
Ox8A,
0xB4,

0x10, OxCE, 0x04, Ox8F,
OxAl, Ox4A, O0xA6, 0x8C,
0xD0O, Ox6E, Ox9F, 0x64,
OxBF, 0xBC, 0x80, 0x56,
Ox2E, 0x35, 0xDe6, 0x20,
0x24, OxA3, 0x79, 0xBS,
0x95, OxFF, 0x57, OxFF,
0x86, 0xD9, 0x9B, Ox8E,
0x12, 0x71, OxFO, 0x9C
0x45, Ox2F, OxE9, 0x26,
0Ox6F, 0x33, 0x07, O0xA6,
0xD4, 0x43, 0x27, 0x38,
0xAO0, O0x2A, OxEA, Ox6E,
0x69, OxE7, OxCE, O0xB7,
0x49, O0xA8, 0x41, OxAS3,
Ox8E, 0OxCB, 0x10, Ox7F
0x83, O0xF8, O0xEO0, 0x12,
0x13, 0x67, 0xBD, 0x0C

0x09, 0xB2, OxED, OxAS8,
0x1B, Ox3F, OxE8, 0x9C
0xD8, 0x36, 0x12, 0x34,
0x83, 0xB9, O0x11 },

0x12, OxOE, 0x46, 0xD2,
0x47, OxCC, OxE8, 0x70,
0xC8, 0x6C, 0x85, 0x9C
OxE4, Ox1E, 0xD9, 0x36,
0x54, OxFB, 0x60, OXxEA,
0x2A, O0x6F, O0xDD, 0x32
0x75, 0x81, 0xB2, 0x1B
OxE3, 0x82, 0x0B, 0xCs5,
0xB3, 0x1C, 0x37, 0x3B
Ox8A, 0x54, 0x77, 0x13,
OxEF, 0x18, O0xBC, 0x6B,
0x0C, 0xB5, 0xBD, 0xAS8,
OxE5, 0x49, 0x1D, 0x26,
0x35, OxAD, 0xB2, Ox2E
OxB4, 0xC8, 0x9D, O0xA2,
OxDA, 0x06, OxFO0, 0x13,
0x89, 0x32, O0xE9, OxF2,
0x6B, 0x84, 0xB4, 0x07,
0x06, OxF7, 0x94, 0x30,
OxD0O, 0x26, 0x14, 0x28,
0x86, O0xA6, 0x71, 0x45,
OxA8, 0xC0, 0x44, 0x41,
0xBB, OxE7, 0x45, 0x61,
OxE5, Ox7A, 0x82, 0x67,
0x30, 0x83, 0xBB, 0x16,
0x99, 0x81, OxFB, 0x70,
0x64, 0x9C, OxA4, 0x61
Ox5E, Ox3E, 0x98, 0x64,
0xC0, Ox1lE, Ox6F, OxE9,
0x79, 0xB0O, 0x84, 0x01,
OxAl, 0x02, Ox3F, OxAE,
OxCE, 0x56, 0x25, 0x1C

0xBC, OxDE, O0xB4, OxF7,
OxCE, 0x5D, 0xB5, Ox2A,
0xDC, 0x78, 0x02, OxD9,
0x34, OxE5 },

0xD9, 0xCD
0x2B, Ox8F,
0xC4, 0xBB
OxXAE, 0x41
0x5C, OxDE
OxAl, 0x16,
0x61, 0x55
Ox1F, 0x24,
0x33, Ox4F
Ox3F, 0xGC3,
0x75, Ox4F
0x7D, OxFD,
OxF4, 0xCo,
0x37, 0x19,
0x0B, OxEO,
0x38, 0x02,
0x94, O0xDs5,
0x19, 0x53 },

0x3B, 0x08,
Ox2E, OxF6,
0x5D, Ox1A,

OxBA, 0xD6,
0xA6, Ox9E
0x49, OxBA,
Ox8E, 0xC2,
0xDA, OxAC,
0x2B, 0x99
OxEB, OXxEO,
0x56, OXxFA,
0x39, OxA6,
0x41, O0x5C,
0xA9, 0x4C,
0x3C, 0x84,
0x26, Ox1E
0x35, 0xBO,
0xDC, 0x63,
0x80, 0x72,
0xDC, 0x8B,
OxF5, Ox71,
OxE9, O0x5D,
0x84, 0x17,
OxED, 0x74,
0x03, OxF5,
0xC3, OxAC,
0xAl, O0xBC,
0xC5, 0x97,
0x45, 0x87,
OxD4, 0x70,
OxFA, Ox1A,
0x93, OxO0A,
0x74, 0x25,
0xDD, 0xDC,
OxDA },

0x68, 0x29,
0x8A, 0x30,
0x68, Ox1E



{ 0x02, 0x30, 0x37, 0xB2, 0xD9, 0xC9, Ox9E, O0x75,
Ox3F, 0xD2, 0x79, OxBF, OxFC, OxDE, OxE9, 0x92,
0x9C, 0x9B, OxAl, OxDE, OxAA, 0x97, 0x0B, 0x03,
0x72, OxAF, 0x73, 0x35, OxE5, 0x50, 0x21, 0x37,
0x42, 0x99, OxF3, 0x61, 0x02, 0x7C, 0x8D, 0x65,
0xD5, Ox7A, OxFB, 0x4D, 0x3C, OxCD, 0x2B, 0x47,
0x24, 0xB5, O0x3F, 0x09, OxEB, OxE2, 0x8C, O0xBF,
0x49, Ox9F, 0x6B, O0x4F, 0x86, 0x33, 0x49, 0x19,
0x8B, 0x24, 0xB2, O0xAB, 0x0D, 0x4C, OxEC, 0xB6,
OxC4, OxFD, Ox7E, 0x67, 0x2D, 0x4B, O0x2A, OxCA,
0x9D, 0x39, OxE3, OxAE, 0x20, O0xF8, OxEC, 0xDz7,
OxFD, 0x77, 0x10, O0x7C, OxE5, O0x4A, 0x66, O0xDD,
OxXEE, 0x97, 0x44, OxE4, 0x8C, OxF8, 0xDD, O0x6B,
0xA9, OxA5, 0x28, 0xC7, 0x51, OxFO, 0x08, 0xCs,
Ox6F, 0x19, O0x2A, 0x20, Ox4E, O0xC7, OxF9, 0x38,
0x76, 0x91, 0x01, O0x79, O0xB1l, 0x31, 0x1D, 0x97,
0x5B, 0x49, 0x25, 0xCh, 0x69, 0x90, 0x29, OxFB,
0xD1, 0x14, OxA5, OxE7, 0x90, 0x19, Ox0A, 0x4D,
0x38, 0x9B, 0x94, Ox8F, Ox8F, 0x57, Ox6A, O0x8E,
0x45, OxA5, 0x6B, OxEO0, O0xD4, OxFD, 0x6C, OxEA,
0x63, O0x1C, Ox5F, 0x53, Ox7E, OxF9, 0x18, 0x59,
Ox8E, 0x30, 0x52, Ox2F, 0x93, 0x64, 0x50, 0x66,
0x18, 0xCO, 0x45, 0x84, O0xCA, O0x6F, 0xDO, 0x75,
0x12, 0x12, 0x21, O0xA4, O0x60, OxF9, 0x80, 0xC5,
0x4F, 0x80, 0x1D, 0x7D, 0x6D, 0x21, 0x9D, OxF2,
OxAl, OxDB, OxEA, 0x3C, Ox8A, 0x03, O0xA0, Ox9F,
0x6B, OxE9, 0x1B, 0xB6, 0x29, 0x6D, 0x79, Ox1A,
Ox2A, 0x83, 0x80, OxE8, 0x9D, 0x0C, O0xDD, 0x26,
OxF7, 0x66, Ox3E, 0x06, O0x9A, 0x83, 0x31, 0x49,
OxAD, 0x44, 0x2B, 0x2C, 0x13, 0x98, 0x87, O0x71,
OxF6, 0x54, 0xB8, Ox1F, 0x50, OxEO, 0xD7, 0x26,
0x42, 0x47, 0xD6, 0x78, OxXEA, OxEB, 0xB0O, OxF9 }

DLP- 2048 key in encoded form

M | DTAI BAAKCAQADLAVTf TN6kT@B016j Qz2w5s7chKY+6hyf y+b6FbWUa5KY] VCC
8sVWyt 3A3Y+gkVKekoi WKazpsLybS02YXWjcj LYWsOCf SAef GrgHaXHekmhWeLI M
yWh93CMZ MK8i | LAWpr SX9kb5ThwX6DgQTCwhaEQQzgSP2c 1k BaFKpowr j 3+L0G6f
ZNMST7acy/ vl BW kFKi y411i Bc3vsqJKNSuKEWFLCV/ 1f / YVUShobzZmi4f JER) EnHw
NDNPNy JFL+knP8MINnBzB6Z1T/ 2J 1IEMOH39(Bi gKupu9MY2p2nnzr c3GR ySahB
ow gxL60OyxB/ OALcRYP44BKU1St i E2e9DBI TAhOBI Qry7ag7Cl JzGz/ onC72nbj Y
Nh1 OXRpmp YO5 EQKCAQAAr FOSDkbSut aHi Ef MBHCmt yt yGyFnEn6963kHt k2j sl 7
ZFT7YOr ar MZkKm dM uZgxR1lgbl b6+Bi | OOCC8VWH QRs xw3 Oz nmf VGKVHC TQVXn
r BYvG@upTJIVgDLVOgDyEr Vj | SROMIh7USTW si 41sGzCt M dot xj 4p7aBvATgHIG
VYky6f Lci 5Mi1a4S0B/ VxUJ0@P5Q06V1Gst An-Ci EF5nivhgZxRe10agy owERBA/ UD
5r vnRWHDr NGa5XqCzZ6 GBPEkwg 7sVWZeor JnB+3BFhxf 7ZJyk YdRwt LNePphk+hpZz
nmBAeb+mTICl HLebCEAXQ uNChAj +u3dxX0c5W RzaAol BAAI WN7LZyZ51P9J5v/ ze
6ZKcmbHeqpcLA3Kvcz Xl UCE3Qnz YQI8) WKVevt NPMDr Ry S1Pwnr 4oy/ SZ9r T4Yz
SRNLJLKr DUzst sTOf ntt Syr KnTnj ri D47Nf 9dxB85UpnBe6XROSM+-NLr qaUox 1Hw
CMZV GSog Tsf 50HaRAXMK MR2 XV K | x WKF v RFKXnkBKKTTi bl | +PV2qORaVr 4NT9
bQpj HFITF vk YWY4wUi +TZFBmGVBFhMovOHUSEI Gk YPmAX U+AHX1t | Z3yodvgPl oD
0J9r 6RU2KWL5G qDgQO dDNOmB2Y+BpgDMJnt RCssESi Hef ZUuB9QANC ik f WeOr r
sPk CHGQFvN6092gpAi POXbUgi j DG t x4At | oHt yONOU=

————— END DSA PRI VATE KEY-----

DLP- 4096 key "testDLP4096":

[* p */

4086,

{ 0x31, O0xD2, 0x55, Ox5F, 0xB2, OxE8, 0x89, OxF3,
0x20, 0x83, 0x78, 0x79, Ox5A, OxF4, 0x88, 0x5B,
0x62, O0xDO, 0x13, 0x58, O0xBD, OxF1, 0x17, 0xCO,
0xB8, OxAD, 0x4D, 0x22, OxBE, 0x62, 0OxCC, 0x93,
0x34, 0x5B, Ox6E, O0xA8, OxFC, 0x54, 0x0B, 0x56,
Ox8F, 0x50, 0x95, 0xBB, 0xA0, 0x90, Ox3E, 0xC5,



OXEE,
OxE4,
OxF5,
Ox1E,
0x52,
0x81,
0x12,
Ox5E,
0oxC2,
OxE7,
0x3D,
0xBC,
0x46,
0xCE
0OxD5,
OxA4,
Ox2E,
0x00,
0xAB,
0xC7,
0xD7,
0x80,
OXE6,
0x53,
OXAE,
0x27,
0xD4,
0xB9,
0x4C,
0x08,
0x48,
OxE8,
0xB8,
Ox6E,
0x90,
0x42,
0x73,
0x8C,
0xB9,
0x7C,
0x77,
0xA9,
OxE4,
0x00,
Ox9A,
0x2D,
0x61,
Ox1E,
0x0C,
0xD2,
Ox1E,
OxA4,
OX7E,
0x32,
0x36,
OXFD,
0xC5,
0x37,

[* q */

305,

{ 0x01,
0xBE,
OxCF,
0x98,
0xCC,

[* g */

0xD8,
0x99,
OX6A,
0x07,
0x99,
OxEF,
OxAE,
0xDE
0x80,
0x13,
0x87,
0x42,
0x13,
0x67,
0x0D,
0xCD,
0x41,
0x8C,
0x5D,
0xB7,
OXFE,
OXEF,
0x59,
0x57,
OxCA,
0x95,
0xDC,
0x75,
0xDB
0x47,
0xB8,
0x30,
0xA3,
0x92,
0xC9,
OxE2,
0x94,
0x26,
0x4cC,
OxCA
0xA0,
OxE6,
0x9A,
0x4cC,
0x07,
OxF9,
0x14,
0xD2,
0xBF,
OxAS5,
0xC5,
0x25,
OxAA,
0x12,
0x28,
OXAF,
Ox1E,
0OxDE

OxFF,
0x41,
0xB9,
Ox2F,
0x52,

0xCo,
0x79,
0x93,
0x57,
0x31,
Ox5F,
0xAB,
0x04,
0x59,
0xD8,
OxDE
0x17,
0x80,
0x23,
OX6E,
0x56,
0xB8,
0x2E,
0x7D,
0x74,
0x2B,
0x51,
OxE7,
0x3E,
0x30,
0x03,
0x71,
0OxC1,
0x58,
0x83,
OxFA,
0x54,
0xB1,
0x87,
0x34,
0xBE,
0x07,
0x1D,
Ox4E,
OxF5,
0x78,
OxFD,
0x56,
0x06,
Ox4A,
0xD3,
0x07,
0x85,
OxAl,
OXE6,
0x07,
0xD9,
0x40,
0x76,
0x4B,
0x77,
0xB1,
0x49,

0x30,
0x12,
0x67,
OxAF,
0x48,

OxAE,
0xFO,
0x29,
0x95,
Ox5F,
0x05,
0x82,
0x60,
0x56,
Ox2E,
0x26,
0x77,
0x79,
OxE3,
OxAB,
0x24,
OxFF,
OxEF,
0x80,
0xB5,
0x3D,
0OxD5,
Ox9E,
0xC5,
0x9D,
OXEF,
0OxAB,
0x06,
Ox2A,
Ox6E,
0x8A,
0xDe6,
0x68,
Ox 1A,
0x33,
0x65,
0x0C,
0x2D,
0x99,
OxA1l,
0x33,
0x7B,
0x07,
0xBD,
0x02,
0x33,
OxF7,
0xA4,
0x6B,
0x36,
0x58,
0x36,
0x79,
0x4D,
0x96,
0xB6,
0x18,
Ox DA,

0x36,
0xF9,
0x82,
0x24,
0xDB

0x52,
0Ox8E,
0x09,
Ox3F,
0x42,
0x4D,
0x4B,
0x30,
0x85,
0x4D,
0x95,
0x39,
OXED,
0x51,
0xB4,
Ox8A,
0x28,
0x4B,
0x3C,
OxOF,
0x84,
0x6B,
0xO0B,
0x0D,
0x39,
0x94,
OxF3,
0x24,
Ox3A,
0x80,
0x8C,
0x48,
0x91,
OxF5,
OxAS5,
0x15,
0x26,
0x50,
OXFA,
0x92,
0x45,
0x83,
Ox5F,
0x36,
OxE1,
0xCB
OxF7,
0x75,
0xD2,
0x04,
0xB8,
0xB4,
0OxA3,
0x00,
0xDe6,
0x45,
Ox8A,
0x48,

0x06,
0x60,
OX7E,
0x06,
0x2B,

0x5D,
0x6C,
0xA0,
0x90,
0x48,
0x8D,
0x2C,
0xDC
OxCA,
0x1B,
0x4B,
0xB2,
OxES5,
OxE4,
0x5D,
OXEA,
0xBD,
OxE1,
0x9A,
0xA8,
0x85,
0x41,
OxFF,
0x9D,
OxE4,
0x98,
OxA7,
0xCB
0x48,
0x8B,
0x55,
0xB2,
OxAD,
0x99,
Ox4A,
0xC8,
OxCA,
0x21,
0x78,
0xC9,
Ox1F,
0x92,
Ox1A,
OX7F,
0x65,
0x91,
OxA4,
0x95,
0xFB,
0x47,
0x56,
Ox9E,
0x15,
0x06,
0x8B,
0x78,
0x91,
Ox 1A,

0x89,
0x18,
0x49,
0xD2,
0xCB

0x9A, OxA7,
Ox4E, 0xDB
0x6B, 0x6D,
0x5B, 0x55,
OxF5, 0x4B,
0x82, Ox4E
0x2F, 0x4cC,
0x3B, 0x16,
0x38, 0xC6,
OxFC, 0xD3,
0xA0, 0x05,
0xO0F, Ox1E
0x91, 0x64,
0xB2, OxFC,
0xA8, O0x8F,
0x44, OxAA,
0x37, 0x88,
0x90, OxAO0,
0xBE, 0xD7,
0x38, 0xO0D,
0xA3, 0xD8,
Ox1F, Ox73,
0x32, 0x14,
0xD4, 0xDO,
0x38, 0x86,
0x51, OxES3,
0x88, 0x63,
0x51, 0x73,
0xC6, 0xD7,
OxO0E, 0x22
0xA3, 0x57,
0xCC, OxA5,
0x52, 0x35,
0xA5, Ox6E
0x52, OxFD,
OxCE, O0xC3,
0xC5, OxCA,
0x88, 0x6B
0xD2, 0x53,
0xC2, OxAF,
0x12, 0x2D,
0x12, Ox9E,
0x37, 0x05,
O0xBF, 0xCB,
0x25, 0x27,
0x9B, 0x5B
0xD9, OxE1,
OXEA, 0x74,
0xB8, O0xO0A,
0x80, 0x8B
0xF6, 0xDC,
OxXEA, O0x5B,
0x3D, OxED,
0xF0, 0x09,
0xC9, O0x74,
0x36, 0x38,
0x72, OxAO0,
0x9B 1},

0x3F, 0x53,
0xF9, 0x9C
0x40, 0x36,
0x5D, 0x8B
0x13 },



4085,

{ 0x19,
0x66,
0x64,
OxAD,
OxCA,
0x63,
0x5D,
0xBD,
0xD1,
0x63,
0x14,
0x55,
Ox2A,
OxF3,
OxAF,
OxBF,
0x1C,
0xAB,
OxA5,
0x53,
0x58,
0x1C,
0x35,
OxES5,
0OxF4,
0xB5,
Ox8F,
OxES8,
0xB8,
0x01,
0x2D,
0xC8,
0x54,
0x83,
OxFF,
0x51,
0x9A,
0x3C,
0x15,
OxOF,
0xB3,
OxE1,
0x97,
0x3E,
OxAF,
0xD9,
0x67,
0xCB
0xD8,
OxE8,
0x3B,
0xC7,
0xCD
0xCE
OxFC,
0x35,
Ox4E,
0x78,
0xD5,
OxEC,
0x5C,
OXE6,
0x48,
0x40,

[* x */

0x89,
0x5C,
Ox9E,
0x5D,
0x38,
0xCo,
0x09,
0x33,
oxC2,
OxFB,
0x1D,
0x4D,
Ox5F,
0x2C,
0x97,
OxAS5,
0x66,
0xB6,
0xDC
0x3C,
0OxC1,
0x79,
0xA6,
0xCo,
Ox1F,
0x6C,
0x70,
OxBE,
0x8C,
OxE3,
0xCo,
0xB3,
0xCD,
0x39,
0x9A,
0x15,
0x9E,
0xD5,
0OxA8,
0x3C,
0xA8,
0xB9,
0x53,
Ox9F,
Ox4E,
0x59,
OxFF,
OxDF,
0x8D,
OxF5,
0xB4,
0x48,
0x9A,
0x48,
0xCB
0OxOE,
0x30,
0x79,
OxF5,
0x33,
OxAA,
0xB2,
0x01,
0x2B,

0x03,
Ox9F,
OxEC,
0x54,
0x67,
0xF6,
0x58,
0x97,
Ox6E,
0x9C,
0x2E,
0x9C,
OxO0A,
0x78,
0x62,
OxFF,
0x2E,
0x28,
0x34,
0x65,
0x39,
0xB5,
OxBA,
0xC8,
0x07,
0x53,
0xO0B,
Ox2F,
0x24,
0x87,
0xD7,
0OxAB,
0x15,
Ox8E,
0xF4,
0x2F,
OX7F,
0x1D,
OxF3,
0x53,
0x0D,
OxDF,
0x83,
0xB1,
0x04,
0x4D,
OxCA,
OXED,
0x29,
OXEE,
0x6D,
0x72,
0x90,
0x2A,
OX6E,
oxC2,
0x96,
0x0D,
0x46,
Ox DA,
OxF8,
OxCF,
Ox8A,
0x4B,

0x1B,
0x42,
0x4cC,
0x8C,
OxAA
0x6B,
0x8C,
0x6B,
Ox4F,
OxAS5,
0x7D,
OxE6,
0xDE
0x67,
OxFC,
0x72,
0xD3,
0x65,
OxOF,
0x64,
0Ox71,
0x88,
0x2B,
0xBE,
0xD5,
0x4B,
Ox9A,
0x70,
0x3F,
0x84,
0xD9,
0x09,
0x35,
0xO0B,
oxC2,
0xBD,
0x41,
OxF6,
OXED,
0x87,
0x4B,
OxE2,
0x9B,
0x3D,
0x62,
0x33,
OxDE
0x45,
0Ox8E,
0x6D,
0xBC,
0x8D,
0x29,
0x39,
OxF7,
OxOF,
0xC5,
0x81,
OxF5,
0x45,
0x87,
0x0D,
0x87,
0x29,

0x12,
0x31,
0x2C,
OxEO,
OxE6,
0x56,
OxA4,
OxBA,
0x48,
0x16,
0x77,
0xA3,
0x00,
0x8C,
0xC0,
0x4B,
0xD8,
oxC2,
0x24,
0xCD,
OxEC,
OX7E,
0xDO,
0x7B,
0xBD,
0x70,
0OxD5,
0x39,
0x82,
Ox4E,
OX6E,
0x64,
OxA4,
OXE6,
0xCD
0x4C,
OxAS5,
0xB1,
0x99,
0x55,
OX6A,
0x38,
0x18,
0x11,
0Ox7D,
0x26,
0xC3,
0x0B,
0xDD
0x46,
0x04,
OxE7,
Ox4E,
0xBO,
0xD1,
0xB5,
0x90,
Ox9E,
OxE3,
0x52,
0xB5,
0x56,
0x7B,
OxF3,

0xB8,
0x05,
Ox4A,
OxFA,
0x18,
OxEB8,
0x25,
0xC9,
0x27,
0x5C,
0xA6,
0x25,
OX7E,
Ox5F,
0xD6,
0x59,
0x14,
0xF2,
OxOF,
Ox9E,
Ox DA,
OxA2,
0x20,
0xFB,
0xC9,
0x36,
Ox EF,
0x50,
0xA2,
0x77,
0xBE,
0xAC,
0x06,
OxAC,
0xA9,
oxC2,
OX6E,
0x08,
Ox9F,
0x27,
0x84,
0x96,
OxA7,
0x58,
OxEB,
Ox1A,
0xBS5,
0x53,
0x27,
Ox1F,
0xB6,
Ox8F,
OXEA,
0x62,
0x35,
0x02,
OxXAA,
0oxC2,
OxE4,
0x14,
OxE8,
0x43,
Ox5A,
0x5C,

0x83, 0x5D,
0x24, OxAO0,
OxBA, OxAC,
0xF5, O0x3E,
0x7D, Ox5F,
0x00, OxAD,
0xBC, OxE®6,
0x68, 0x63,
0x67, 0xO05,
0x3C, Ox9F,
0x11, 0x95,
0xB9, 0x34,
OxXED, 0x69
0x30, 0x2C,
0x22, 0xD2,
0x49, 0x21,
Ox1E, OxAF,
0xA6, 0x44,
0x73, 0x61,
0x33, 0xB6,
0x66, Ox2E
0x46, Ox1E
0x80, OxF8,
0xB9, 0x6C,
0x65, 0x00,
0x99, 0x56,
OxFC, Ox1E
OxAC, 0xD3,
OxE9, OxF5,
OxAA, 0x90,
Ox4E, 0x4B
0x28, O0xB1,
0x55, 0x40,
0x9B, 0x26
0x55, 0x17,
0xD7, OxF1,
0xBB, OXEF,
0x48, 0x06,
OXEC, Ox7F,
0x70, 0x74,
0x71, 0x26
0xF5, O0xB1,
OxE6, 0x69,
0xA3, OxAB,
0x96, 0x12,
OxE5, 0x93,
OxAF, OxFF,
0x8B, 0xCs8,
0xB3, 0x36,
0x57, 0x40,
0xD9, 0x00,
0x68, Ox8F
0x95, OxE7,
OxE8, 0x04,
0x94, 0xB9,
0xA8, 0x4C,
0x29, 0x63,
0xC5, 0x0D,
0xD9, 0x69,
0xD7, OxAO,
0x9B, 0x09
0xC3, 0x85,
0x17, 0x72,
0x8B },



305,

{ 0x01,
0x27,
0x14,
0x0D,
OxE6,

[*y */

4086,

{ Ox2A,
Ox8A,
Ox9A,
OxE6,
0x69,
0x8C,
0xC8,
0x8C,
0x95,
0x76,
0x97,
0x22,
0xD3,
OxAF,
0x61,
0xFB,
0x3B,
0x8D,
0x0D,
0x88,
0Ox11,
OxEC,
0x4B,
0xA6,
0x68,
0x93,
0Ox11,
OxC4,
OxE7,
0xB1,
0x3E,
0xD7,
0x23,
OxAF,
OxCF,
0xDO,
0x7B,
Ox5F,
0OxCE
OxCF,
Ox DA,
OXAE,
OxAS5,
OxF8,
0xDB
0x3A,
OxE3,
0x47,
Ox9E,
OxF9,
Ox9F,
0x17,
0x1C,
0Ox8E,
0x05,
0x80,
0x17,
OxFF,

OxA7,
0x29,
0x9C,
0xC9,
0x14,

0x49,
0x6C,
0xB7,
0xB1,
0x4C,
0x2A,
0x61,
0x43,
OxE2,
0x5B,
OxEF,
0Ox11,
0xBB,
0x17,
0xD7,
0x2A,
0x89,
0x3B,
OxFb5,
Ox77,
Ox9A,
OxC4,
0x77,
0xCo,
Ox5F,
0x91,
0x3D,
OxBA,
0x15,
OxE5,
0xB4,
0x31,
0x78,
0x47,
0x79,
0x60,
0xCB
OxF7,
0x39,
0x62,
OxFE,
0x39,
0x60,
Ox8A,
0xC7,
0x20,
0xA9,
Ox4F,
Ox4A,
OxAB,
0x87,
OxCF,
0x57,
0x02,
0xD8,
0x93,
0x78,
0x4A,

ox77,
0x01,
0x8C
0x98,
OxF2,

0x11,
Ox6F,
0x10,
0x85,
0x01,
0x33,
0x82,
OxXAA,
OxA2,
0x8A,
0x4C,
0x30,
OxF2,
0x9C,
OxO0A,
0x15,
0x86,
0x78,
Ox5E,
Ox8E,
0x74,
0x6B,
0xB9,
0x81,
OxES8,
Ox8A,
OxE2,
0x28,
0x01,
0xCo,
0xC0,
0x21,
OxE9,
Ox4F,
0x8B,
OXEF,
Ox2F,
0x85,
0x07,
0x47,
0x90,
0x01,
0xC9,
OXFE,
0xBF,
OxEB8,
0xCB
0xCB
0x9C,
Ox5E,
0x60,
0x27,
0xBE,
OxFC,
0xDC,
0x65,
0x96,
OxF5,

0x11,
OxBA,
0x05,
0x97,
0x55,

0x73,
Ox8E,
0xBB,
0x87,
0x9A,
0x55,
0x2E,
0x61,
0x74,
Ox1E,
0x31,
0xC5,
0x9C,
OxBA,
0xB6,
0x33,
OXx6E,
0x87,
OX6E,
OxAF,
0x98,
OxFA,
Ox4E,
0x59,
0x5B,
OxF5,
OxF9,
0x2A,
0x2E,
0OxF2,
OxEC,
0x57,
OxFF,
0x2C,
0x90,
0x23,
OxF1,
0x87,
0xBB,
0x2C,
0x7C,
0x07,
OxA4,
0xB9,
0x02,
0x1B,
0x7C,
0x64,
0x04,
0x89,
0x21,
0x8D,
Ox5E,
0x05,
0xDC,
0x74,
OxF1,
0x7C,

0xB8,
0x09,
0xBO,
0Ox11,
Ox7F,

0x18,
0x40,
0x45,
0xD2,
0x09,
OxA5,
0x19,
0xC3,
0x55,
OxF7,
0x3F,
OXEE,
0xC4,
0x8B,
0xBD,
0x14,
0x68,
0xFO,
0x51,
Ox8E,
0x80,
0x10,
0xBO,
0xD1,
0x41,
0x29,
0x74,
0x65,
0x0C,
0x2B,
OxF4,
0xDB
0x46,
0x4C,
0x3F,
OXED,
0x39,
0xCC,
Ox DA,
0xA2,
0x4B,
0x3A,
0xD6,
0x99,
0x22,
0x40,
0x92,
Ox DA,
0x76,
OxAE,
OxXFA,
0x3A,
0x17,
OXFE,
0x9D,
0x94,
0x29,
0x64,

0x9D,
Ox5A,
Ox2F,
0x5B,
0x9C,

0x65,
0Ox7D,
OxCA,
0x8F,
0xB2,
0x67,
0xCs,
OxBF,
Ox2F,
0x8D,
OxES8,
0x91,
0x7B,
OxD4,
OX7A,
OxFC,
0x2C,
0oxDz7,
0x5D,
OxF1,
0x66,
OxBA,
OxE9,
OxF4,
0x A8,
Ox9A,
0x27,
0x5D,
0x75,
0xC8,
0x80,
0xB7,
OXEE,
0x55,
0x49,
0x7D,
OxAB,
OXE6,
Ox5A,
0Ox11,
OXEA,
0xB6,
0x33,
OxA6,
OxA9,
0x30,
0x62,
OxE1,
0x47,
0x4D,
0xO0B,
OxE9,
0xDC,
OxDF,
0x4B,
0x01,
OxXFD,
0oxD1,

0x45,
OX7F,
0x DD,
0OxCE

0x53,
OxFC,
0x04,
0xC3,

0x0C },

0x11,
0x55,
OxBA,
0x9C,
0x6F,
0xB1,
OXFA,
0x39,
OxES8,
0x1B,
0x DB,
OxF9,
0x1B,
0x5B,
0xA0,
0x3B,
OX7A,
0xD8,
Ox1F,
OxES8,
0x7C,
oxC4
0x2A,
0x06,
0xD8,
0x1C,
0xCD,
OX6A,
0x0C,
Ox2A,
0xAC,
OxEOQ,
OxEF,
OxDF,
OXEA,
0x63,
0x0D,
OxF1,
0x67,
0x85,
0x88,
0xCC
OXx1E,
Ox4A,
0xD4,
OxF3,
0x04,
0xBB,
Ox5E,
Ox5A,
0xB2,
OXED,
0x0D,
0x74,
0x9C,
Ox5E,
OxFF,
0x51,

0x4B,
0xC3,
0x94,
0x6C,
0x44,
0xA0,
0OxDE
0xB6,
0x5C,
0x42,
0xF2,
OxE3,
OxAB,
OxA9,
0x75,
0x2C,
0x95,
OxF4,
0xBB,
OxF3,
OxA8,
0x67,
0x76,
0xB6,
0x04,
Ox6A,
0x87,
Ox4E,
0xC3,
0xD2,
0xB7,
OxES5,
0x04,
OxFF,
0x43,
0x89,
0x80,
OxF2,
0x39,
0x18,
0xDC
0x60,
0x29,
OxE4,
0x19,
0x28,
0x98,
0xD7,
OxFO,
OxAE,
0x82,
0xDC
0x94,
0x07,
OXE6,
0x05,
0xB5,
OxEC,



OXEC, Ox8E, 0x74, 0x7B, 0x72, 0x67, OxFA, 0x2D,
0x8C, OxF5, 0x97, Ox5E, 0x84, 0xC2, OxEF, OxAC,
0x18, OxDF, 0x16, OxF2, 0xD8, 0x98, 0x0C, OxE4,
0x09, 0xC0, Ox3A, O0x1B, 0xC2, 0xB9, 0x5B, 0x34,
0x34, 0x18, 0x98, 0xC6, 0xA5, 0xC6, 0x28, 0x54,
0xB8, 0x53, 0x33, OxEl, O0x4A, O0xA8, OxE9 }

DLP- 4096 key in encoded form

M | GXgl BAAKCAf 8x0l Vf sui J8yCDeH a9l hbYt ATW.3xF8CAr U0i vimLMkzRbbgj 8
VAt W 1CVu6CQPs Xu2MauUl 2ap+SZef CObE7b9W) TKQrga20eBleVP5BbVVKZMWIC
SPVLge9f BU2Ngk4Sr quCSyw TF7eBGAW3 Ds Vino BZVo XKOVbNE9guTRv80z 2H3i aV
S6AFVEI Xdznmy Dx5GE4B57eWRZMVBN! +NR5LL81QLug7Rdgl +kzVYki upEqi 5BuP80
vTel Al wu70vhkKCr XX2APJq+18e3dLUPqDgNL/ 4r PYSF09i A71HVaOEf c+ZZ554L
[z UULc+x@Qd1NCuyj CdCe@hi eVA++UnFHj 1Nxxq/ Oni GObdc EGIM Rc0zbWCo6
SMbXCEeDboCLDi JI uPgKj FW V+gwWWNZI ssyl uKOxaJ@& Uj Vukoca9Zni bpDINDO
Sl LOQUK+ZRXI zsNzl AcMIsr FyowrHS1Q Yhr uUxOnrf p40l N8yvWhksnCr 3ege DNF
Hx1 t geb9e4CSEp7km YHXx03BQBMBr 02f 7/ LmgdKAuFI JSct +dMzy5GoVREUB/ f 3
pNnhHt KFpHW6nQW 6Fr Ovu4Ct Kl 5] YER4ACLHs UHWLhWBt ykJdk2t J7gWB6gQHN]
FT3t MiJ2TQAGAK2KEUWLoVJIdP2vd7ZFeDY4xR6xGE qRcqA33knaSBgbAi cB/ zA2
Bok/ U75BEv] gGPntz 7] ngn5JQDaYL68KBt Jdi 8XxSSNsr yxMCggH GYkDGxK4glim
XJ9CMUk0oGSe7EWs Sr gsr VLU CD69T7KOCGeg5hh9X2PA9m WBACE XQ Yj KQ vCa9
Mbdr usl 0Y9HCbk9Il J2cFY/ ucpRZcPJ8UHS59d6 YR VWNnQaj JbkOKI 8K3gB+7Whz
LHhnj F8WLK+XYvzAli LSv6X/ ckt ZSSEcZi 7T2BQer 6u2KGXC8qZEpdwODy QPc2FT
PGVkzZ4zt | j BOXHs2mYuHHmLi H6i Rh41pr or 0CCA+OXGyL57+71 s9B8H1b3JZQC1
bFNLcDazVo9wCsr V7/ webL4ve Dl Qr NO4j CQ ggLp9QH h4ROd6gQLc DX2Ws+Tkv
$6sJZKwos VTNFTVWBI VAgznOC+asmnyb/ nvTCzal VF1IEVL7 1Mt f xnmp5/ QaVuu+88
1R32shl BhWo8+2Zn+x/ DzxTh1lUncHSzgAlLaoRxJuG53+I 41 vkl 1CDnki n5mk+
Nn7E9EVI | g690BGI965YS2VI NMyYa5ZNn/ 8r ew7 W/ 8vf 7UULWAVI 21 Opj t Onszbo
9e5t RhIXQuObbwEt t kAxOhyj eePal / NmpApTuqV5851 Kj mwYugE/ M u99E1l Lkl
Ds| Pt QKOTE4W sWQqi | j eHkNgZ7Cx@VOUb14+TZaewz 2k VSFNegXKr 4h7Xomwnm
ss8NVKkPDhUgBi od7Whdy QCt LKf Nci WKCAf 8qSRFz GAURS4psb45Af VXDnr ¢ QUOXK
upTrms YWHOo+cb@ MAZoJsnBEj CozVaVnsaDl YYI uGch63oxDgnHDvzn2l eKi dFUv
6Fx2Wloe940bQpf vTDE/ 6Nvyl hEwxe6R+ePTu/ KcxHsbg68XnLgL1FupYdcKtr 16
oHX7KhUz FPw7LDuJhnboLHqVj Tt 4h/ DX2PQN9V5uUVOf u4h3j g+08ej zEZpOm Bm
f Kj sxGv6ELr EZOt 3uUbweSp2ps CBWIHOBr ZoX+hbQaj YBJOR vUpmhxgET3i +XQ@n
zYf Eui gqZVvV1qTucVASAMIQz DseXA8i vI Kt | +t MDs9l Cst 9cx| Vf bt +Di | 3j p/ Obu
7TWSVRO8sTFXf / 8951 5A/ SepDOGDvI +19Y4l 7yy/ xCasNgF/ 3hYf MbvHyzj kHu9pa
ZznPYkcsohGFG\r +kHxL60j crj kBBzq2z GO YMrk1j MeKf i K/ r nZpkr k28e/ Ai Kp
1Bk 61 OgbQDDz KOOpy 3y SYgSYRO/ LZNr hu9eeSpwEdkde8Pnr XonuTVqun4dgl f oL
sol XzyeNQunt 3BxXvl 4X3A2Uj gL8Bf 7f dAcF2NzcnhUuc50CTZXSUAVAFF3i VBSn9
| 7XI SvW8ZNFR7Oy OdHt yZ/ ot ] PWKXoTC76wWY3xby2JgMbAnAChY CuVsONBI YXgXG
KFS4UzPhSqj pAi cBp3cRuJ1FUycpAboJWh/ 8FJy MBbAv3QQNy Zi XEVv Ow+YUSI V/
nAwW=

————— END DSA PRI VATE KEY-----

2.3. ECDLP Keys

The followi ng publicly known test keys may be used for ECDLP-based
al gorithms such as ECDSA and ECDH.

P256 key "test ECCP256":

[* gx */

256,

{ 0x42, 0x25, 0x48, O0xF8, O0x8F, 0xB7, 0x82, OxFF,
0xB5, OxEC, OxA3, 0x74, 0x44, 0x52, 0xC7, Ox2A,
Ox1E, 0Ox55, Ox8F, 0xBD, O0x6F, 0x73, OxBE, Ox5E,
0x48, OxE9, 0x32, 0x32, O0xCC, 0x45, 0xC5, O0xB1 1},

[* qy */

256,

{ 0x6C, 0x4C, 0xDl1l, 0x0C, 0x4C, 0xB8, 0xD5, 0xB8,
OxAl, Ox71, 0x39, OxE9, 0x48, 0x82, 0xC8, 0x99,
0x25, O0x72, 0x99, 0x34, 0x25, OxF4, 0x14, 0x19,
OxAB, Ox7E, 0x90, OxA4, Ox2A, 0x49, 0x42, 0x72 },



[* d */

256,

{ OxE6, OxCB, 0x5B, 0xDD, 0x80, OxAA, 0x45, OXxAE,
0x9C, 0x95, OxE8, O0xCl, 0x54, 0x76, 0x67, Ox9F,
OxFE, 0xC9, 0x53, O0xCl, 0x68, 0x51, OxE7, 0x11,
OxE7, 0x43, 0x93, 0x95, 0x89, 0xC6, 0x4F, OxCl }

P256 key in encoded form

MHc CAQEEI ObLVO2AgkWInJI XowWR225/ +yVPBaFHnEedDk5WI xk/ BoAo GCCqGSMA9
AWEHOUQDQUAEQ VI +I +3gv+17KNORFLHKh5V] 71vc75eSCky Msx FxbFs TNEMTLj V
uKFxQCel | gsi ZIXKZNCXOFBnr f pCkKkl Ccg==

————— END EC PRI VATE KEY-----

P384 key "test ECCP384":

[* gx */

384,

{ 0x5B, 0x09, 0x01, 0xB8, 0x85, 0x23, 0x29, Ox6E,
0xB9, 0x19, 0xD5, O0xO0F, OxFA, Ox1A, 0x9C, 0xB3,
0x74, OxBC, 0x4D, 0x40, 0x95, 0x86, 0x28, 0x2B,
OxFE, OxCA, O0x11, 0xB1, 0xD9, O0x5A, 0xDB, 0xB5,
0x47, 0x34, OxAF, 0x57, 0x0B, O0xF8, 0x2B, 0x72,
0x28, OxCF, 0x22, 0x6B, OxCF, 0x4C, 0x25, 0xDD },

[* qy */

384,

{ OxBC, OxFE, O0x3B, O0x1A, O0x3A, 0xD3, 0x94, 0x30,
OxEF, OxF7, 0x63, OxEl, 0xD6, 0x8D, 0x2E, 0x15,
0x1D, 0x91, 0x72, 0x0B, 0x77, 0x95, 0xB5, 0x8D,
OxA6, 0xB3, 0x46, 0x39, 0x61, O0x3A, O0x8F, 0xB9,
0xB5, O0xA8, OxDA, 0x48, 0xC6, 0x74, 0x71, 0x17,
OxF9, 0x91, Ox9E, 0x84, 0x24, OxF3, Ox7E, 0xC8 },

[* d */

384,

{ OxE2, 0x56, 0x33, 0x28, OxDF, OxAB, OxF6, 0x81,
0x88, 0x60, 0x6B, 0x91, 0x32, 0x42, 0x81, 0xCi,
OxD5, Ox8A, 0x44, 0x56, 0x43, 0x1B, 0x09, 0xDs5,
0x10, O0xB3, Ox5F, OxEC, 0xC9, O0xF3, 0x07, OxCA,
0x18, 0x22, 0x84, Ox6F, O0xA2, 0x67, 0x13, O0x71,
OxA9, OxA8, 0x1B, OxAC, OxO0E, 0x35, 0x74, 0x9D }

P384 key in encoded form

————— BEG N EC PRI VATE KEY-----

M GKAgEBBDDI Vj Mb36v2gYhga5Ey QoHBLYpEVKMOCAUQs 1/ syf MHyhgi hGHi ZxNx
gagbr A41dJ2gBWYFKAEEACKhZAN AARbCQGAhSMpbr kZ1Q 6 GoyzdLx NQIWEKCv +
yhGx2Vr bt UcOr 1cL+Ct yKMBi a89MId28/ | saCt QUMY 3Y+HW SAVHZFy C3eVt Y2m
sO0Y5YTqPubW2kj GAHEX+ZGehCTzf sg=

————— END EC PRI VATE KEY-----

P521 key "test ECCP521":

[* gx */

521,

{ 0x01, OxDO, OxFD, 0x72, 0x57, OxA8, 0x4C, 0x74,
Ox7F, 0x56, 0x25, 0x75, O0xCO, 0x73, 0x85, O0xDB,
OxEB, OxF2, OxF5, 0x2B, OxEA, 0x58, 0x08, 0x3D,
0xB8, 0x2F, 0xDD, 0x15, 0x31, 0xD8, O0xAA, OxE3,
OxCC, 0x87, Ox5F, OxFO0, O0x2F, OxF7, OxFA, 0x2D,
0OxA2, 0x60, 0xD8, OxEB, 0x62, 0xD6, 0xD2, OxFb5,
0xD6, 0x49, 0x27, Ox8E, 0x32, 0x17, 0x36, O0xAO,
0x62, 0x8C, 0xBB, 0xB3, 0x03, 0x08, 0xB6, OxE6,
0x18, OxDB },

[* qy */

521,



{ OxF6, Ox2A, 0xD2, 0x04, 0xC6, 0x46, 0x03, 0x59,
OxBC, 0x81, O0x8A, 0xB8, 0x96, 0x1B, O0xFO0, O0xFO,
OxFC, OxOE, O0xC5, OxAA, OxE8, OxA4, 0x28, 0x17,
0x3C, OxEb5, Ox6F, 0x00, OxDE, 0x9B, 0x15, O0x7C,
Ox1E, Ox5C, 0x82, 0xC6, 0x4F, 0x56, O0x2F, OxCA,
OxDE, OxFC, O0x4A, 0x4C, 0x28, O0xF6, 0xD3, 0x42,
OxCF, Ox3E, OxF6, 0x16, OxFC, 0x82, 0xD3, 0x3B,
0x72, 0x85, 0xC9, 0x21, O0xF2, O0xBF, 0x36, OxFD,
0xD8 1},

[* d */

521,

{ 0x01, OxD9, 0x24, OxDC, OxCA, Ox0A, 0x88, Ox7F,
0x8D, 0x99, 0x76, Ox7A, 0x37, 0xD8, 0x74, OxE®6,
0x37, OxAl, 0x2C, 0xCB, 0x47, 0x7D, Ox6E, 0x08,
0x66, 0x53, 0x56, 0x69, 0x4D, 0x68, 0xB7, 0x65,
Ox5E, 0x50, 0x69, 0x63, Ox8F, OxDE, 0x7B, 0x45,
0xC8, 0x54, 0x01, 0x3D, 0xC7, O0x7A, 0x35, 0xBi1,
0x86, 0x55, 0xB8, 0x4C, 0x96, O0x6A, 0x60, 0x22,
0x0D, 0x40, OxF9, Ox1E, 0xD9, OxF5, 0x14, 0x58,
0x02, OxEA }

P521 key in encoded form

----- BEG N EC PRI VATE KEY---- -

M Hc AgEBBEI B2STcygql f 42Zdno32HTmNG6Esy0d9bghmU1ZpTW 3ZV5QaWoP3nt F
yF@BPcd6NbGGVbhM npgl g1A+R7Z9RRYAuqgBwWYFK4EEACOhg Yk Dg YYABAHQ XJ X
gqExOf 1Yl dcBzhdvr 8vUr 61 gl Pbgv3RUx2Kr | zI df 8C/ 3+i 2i YN r Yt bS9dZJJ44y
FzagYoy7swM t uYY2wD2Kt | Exk YDWyBi ri W& Dw A7Fqui kKBc85WBA3psVf B5¢
gsZPVi / K3vxKTC) 200LPPvYW | LTO3KFy SHyvzb92A==

----- END EC PRI VATE KEY-----

3. | ANA Consi derations
Thi s docunent has no | ANA acti ons.
4. Security Considerations

The intent of publishing known keys in this formis that they may be
easily recogni sed as being test keys when encountered. It should go
wi t hout saying that these keys shoul d never be used or relied upon in
production environnents.

The authors await the inevitable Conmon Vul nerabilities and Exposures
(CVES).
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