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This meno specifies two prine-order groups, ristretto255 and
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usi ng Curve25519, allowi ng existing Curve25519 inplenentations to be
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decaf 448 group can be inpl enented usi ng edwar ds448.
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I ntroduction

Decaf [Decaf] is a technique for constructing prinme-order groups with
nonmel | eabl e encodi ngs from non-prine-order elliptic curves.
Ristretto extends this technique to support cofactor-8 curves such as
Curve25519 [RFC7748]. |In particular, this allows an existing
Curve25519 library to provide a prine-order group with only a thin
abstraction |ayer.

Many group-based cryptographic protocols require the nunber of

el ements in the group (the group order) to be prime. Prime-order
groups are useful because every non-identity elenent of the group is
a generator of the entire group. This neans the group has a cof actor
of 1, and all elenents are equivalent fromthe perspective of

har dness of the discrete |ogarithm problem

Edwar ds curves provide a nunmber of inplementation benefits for
cryptography. These benefits include fornmulas for curve operations
that are anong the fastest currently known, and for which the
addition fornmulas are conplete with no exceptional points. However,

the group of points on the curve is not of prime order, i.e., it has
a cofactor larger than 1. This abstraction msmatch is usually
handled, if it is handled at all, by neans of ad hoc protocol tweaks

such as multiplying by the cofactor in an appropriate pl ace.

Even for sinple protocols such as signatures, these tweaks can cause
subtl e issues. For instance, Ed25519 inpl ementati ons nay have
different validation behavi or between batched and singl eton



verification, and at |east as specified in [RFC8032], the set of
valid signatures is not defined precisely [Ed25519ValidCrit].

For nore conpl ex protocols, careful analysis is required as the
original security proofs nmay no | onger apply, and the tweaks for one
protocol may have disastrous effects when applied to another (for

i nstance, the octupl e-spend vulnerability described in [MneroVuln]).

Decaf and Ristretto fix this abstraction msmatch in one place for
all protocols, providing an abstraction to protocol inplenmentors that
mat ches the abstraction comonly assumed in protocol specifications
while still allow ng the use of high-performance curve

impl ementations internally. The abstraction |ayer inposes m nor
overhead but only in the encodi ng and decodi ng phases.

Wiile Ristretto is a general nethod and can be used in conjunction
with any Edwards curve with cofactor 4 or 8, this docunment specifies
the ristretto255 group, which can be inplenented using Curve25519,
and t he decaf 448 group, which can be inpl enmented using edwar ds448.

There are other elliptic curves that can be used internally to

i npl ement ristretto255 or decaf448; those inplenentations would be
i nteroperable with one based on Curve25519 or edwards448, but those
constructions are out of scope for this docunent.

The Ristretto construction is described and justified in detail at
[RistrettoG oup].

Thi s docunent represents the consensus of the Crypto Forum Research
G oup (CFRG. This docunment is not an | ETF product and is not a
st andar d.

Not ati on and Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

Readers are cautioned that the term "Curve25519" has varying
interpretations in the literature and that the canoni cal neani ng of
the termhas shifted over time. Oiginally, it referred to a
specific Diffie-Hell man key exchange nechanism Use shifted over
time, and "Curve25519" has been used to refer to the abstract
underlying curve, its concrete representation in Montgonery form or
the specific Diffie-Hellman mechanism This docunent uses the term
"Curve25519" to refer to the abstract underlying curve, as
recomrended in [Nam ng]. The abstract Edwards form of the curve we
refer to here as "Curve25519" is referred to in [RFC7748] as

"edwar ds25519", and the Montgonery formthat is isogenous to the
Edwards formis referred to in [ RFC7748] as "curve25519"

Elliptic curve points in this docunent are represented in extended
Edwards coordinates in the (x, y, z, t) format [ Twi sted], also called
ext ended honpgeneous coordi nates in Section 5.1.4 of [RFC8032].

Field elenents are val ues nodul o p, the Curve25519 prine 27255 - 19
or the edwards448 prinme 27448 - 27224 - 1, as specified in Sections
4.1 and 4.2 of [RFC7748], respectively. Al fornulas specify field
operations unless otherwi se noted. The synbol ”~ denotes
exponenti ati on.

The | synbol represents a constant-tinme |ogical OR

The notation array[A:B] nmeans the elenments of array fromA to B-1.
That is, it is exclusive of B. Arrays are indexed starting fromO.
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A byte is an 8-bit entity (also known as "octet"), and a byte string
is an ordered sequence of bytes. An N-byte string is a byte string
of N bytes in Iength.

El ement encodi ngs are presented as hex-encoded byte strings with
whi t espace added for readability.

Negative Field El enents

As in [RFC8032], given a field element e, define IS NEGATI VE(e) as
TRUE if the | east nonnegative integer representing e is odd and FALSE
if it is even. This SHOULD be inplenented in constant timne.

Const ant - Ti me Operations

We assune that the field el ement inplenmentation supports the
foll owi ng operations, which SHOULD be inplenmented in constant timne:

* CT_EQu, v): return TRUE if u = v, FALSE otherw se.

* CT_SELECT(v IF cond ELSE u): return v if cond is TRUE, else return
u

* CT_ABS(u): return -u if | S_NEGATIVE(uU), else return u.

Note that CT_ABS MAY be inpl enmented as:
CT_SELECT(-u | F | S_NEGATI VE(u) ELSE u)
The Group Abstraction

Ristretto and Decaf inplenment an abstract prime-order group interface
that exposes only the behavior that is useful to higher-Ieve
protocols, w thout |eaking curve-related details and pitfalls.

Each abstract group exposes operations on abstract el ement and
abstract scalar types. The operations defined on these types

i ncl ude: decodi ng, encoding, equality, addition, negation,
subtraction, and (nulti-)scalar nmultiplication. Each abstract group
al so exposes a determnistic function to derive abstract el enents
fromfixed-length byte strings. A description of each of these
operations is bel ow.

Decoding is a function frombyte strings to abstract elenments with
built-in validation, so that only the canonical encodings of valid
el enents are accepted. The built-in validation avoids the need for
explicit invalid curve checks.

Encoding is a function fromabstract elements to byte strings.
Internally, an abstract el ement m ght have nore than one possible
representation; for exanple, the inplenentation m ght use projective
coordi nates. Wen encoding, all equivalent representations of the
same el ement are encoded as identical byte strings. Decoding the
out put of the encoding function al ways succeeds and returns an

el ement equi valent to the encodi ng input.

The equal ity check reports whether two representations of an abstract
el enent are equival ent.

The el ement derivation function maps deterministically frombyte
strings of a fixed length to abstract elements. It has two inportant
properties. First, if the input is a uniformy random byte string,
then the output is (within a negligible statistical distance of) a
uniformy random abstract group elenent. This nmeans the function is
suitable for selecting random group el ements.

Second, although the el enment derivation function is many-to-one and



therefore not strictly invertible, it is not pre-inage resistant. On
the contrary, given an arbitrary abstract group elenent P, there is
an efficient algorithmto randomy sanple frombyte strings that map
to P. In sonme contexts, this property would be a weakness, but it is
important in sone contexts: in particular, it neans that a

combi nation of a cryptographi c hash function and the el enent
derivation function is suitable to define encoding functions such as
hash to ristretto255 (Appendi x B of [ RFC9380]) and hash_to_decaf 448
(Appendi x C of [RFC9380]).

Addition is the group operation. The group has an identity el enent
and prime order |. Adding together | copies of the same el enent
gives the identity. Adding the identity element to any el enent
returns that el enment unchanged. Negation returns an el enment that,
when added to the negation input, gives the identity el enent.
Subtraction is the addition of a negated el enent, and scal ar
multiplication is the repeated addition of an el enent.

4., ristretto255

ristretto255 is an instantiation of the abstract prine-order group
interface defined in Section 3. This docunent describes how to

i mpl ement the ristretto255 prine-order group using Curve25519 points
as internal representations.

A "ristretto255 group elenent” is the abstract elenent of the prinme-
order group. An "elenent encoding" is the unique reversible encoding
of a group elenent. An "internal representation” is a point on the
curve used to inplenent ristretto255. Each group el enent can have
mul ti pl e equival ent internal representations.

Encodi ng, decoding, equality, and the el enent derivation function are
defined in Section 4.3. Elenment addition, subtraction, negation, and
scalar multiplication are inplemented by applying the correspondi ng
operations directly to the internal representation

The group order is the sane as the order of the Curve25519 pri me-
order subgroup:

| = 27252 + 27742317777372353535851937790883648493

Since ristretto255 is a prime-order group, every el ement except the
identity is a generator. However, for interoperability, a canonica
generator is selected, which can be internally represented by the
Curve25519 base point, enabling reuse of existing preconputation for
scalar multiplication. The encoding of this canonical generator, as
produced by the function specified in Section 4.3.2, is:

e2f 2aefa 6abc4e71 a884a961 c500515f 58e30b6a a582dd8d b6a65945 e08d2d76
4.1. Inplenentation Constants

Thi s docunent references the follow ng constant field el ement val ues
that are used for the inplenentation of group operations.

* D = 37095705934669439343138083508754565189542113879843219016388785
533085940283555
- This is the Edwards d paraneter for Curve25519, as specified in

Section 4.1 of [RFC7748].

*  SQRT_ML = 19681161376707505956807079304988542015446066515923890162
744021073123829784752

*  SQRT_AD M NUS_ONE = 2506306895338462347411141415870215270124453150
2492656460079210482610430750235

* I NVSQRT_A M NUS_D = 5446930700890931692099581386874514160539359729
2927456921205312896311721017578

* ONE_M NUS D SQ = 1159843021668779879193775521855586647937357759715



417654439879720876111806838
*  D_M NUS_ONE_SQ = 4044083434630853685810104246932319082624839914623
8708352240133220865137265952

4.2. Square Root of a Ratio of Field Elenents

The followi ng function is defined on field elenents and is used to
i mpl ement other ristretto255 functions. This function is only used
internally to inplenment some of the group operations.

On input field elements u and v, the function SQRT_RATIO Ml(u, V)
returns:

* (TRUE, +sqgrt(u/v)) if u and v are nonzero and u/v is square in the
field,

* (TRUE, zero) if uis zero;
(FALSE, zero) if v is zero and u is nonzero; and
(FALSE, +sqgrt(SQRT_ML*(u/v))) if u and v are nonzero and u/v is
non-square in the field (so SQRT_ML*(u/v) is square in the field),

where +sqrt(x) indicates the nonnegative square root of x in the
field.

The conputation is simlar to what is described in Section 5.1.3 of

[ RFC8032], with the difference that, if the input is non-square, the
function returns a result with a defined relationship to the inputs.
This result is used for efficient inplenentation of the derivation
function. The function can be refactored froman exi sting Ed25519

i mpl ement ati on.

SQRT_RATI O ML(u, v) is defined as follows:

r =(u*v*r3) * (u* vr7)~((p-5)/8) // Note: (p - 5) / 8 is an integer
check = v * rn2

correct _sign_sqrt
flipped_sign_sqrt
flipped sign sqgrt i

CT_EQcheck, u)
CT_EQcheck, -u)
CT_EQ(check, -u*SQRT_M)

r_prinme = SQRT_ML * r
= CT_SELECT(r_prime IF flipped_sign_sqrt | flipped_sign_sqrt_i ELSE r)

/1l Choose the nonnegative square root.
r = CT_ABS(r)

was_square = correct_sign_sqrt | flipped_sign_sqrt
return (was_square, r)
4.3. ristretto255 G oup Operations

This section describes the inplenentation of the external functions
exposed by the ristretto255 prime-order group

4. 3. 1. Decode

Al'l elenents are encoded as 32-byte strings. Decoding proceeds as

fol | ows:
1. Interpret the string as an unsigned integer s in little-endian
representation. |If the length of the string is not 32 bytes or

if the resulting value is >= p, decoding fails.

| Note: Unlike the field el ement decoding described in [ RFC7748],
| the nost significant bit is not masked, and non-canonica
| values are rejected. The test vectors in Appendi x A 2 exercise



| these edge cases.

2. |If IS NEGATIVE(s) returns TRUE, decoding fails.
3. Process s as follows:

ss = sM2
ul =1 - ss
u2 =1 + ss

u2_sqr = u2”2
v = -(D* ulnh2) - u2_sqgr

(was_square, invsqrt) = SQRT_RATIO ML(1, v * u2_sqr)

den_x = invsqgrt * u2

den_y = invsgrt * den x * v
x = CT_ABS(2 * s * den_x)

y = ul * den_y

t =x *y

4. 1f was_square is FALSE, | S NEGATIVE(t) returns TRUE, or y = O,
decoding fails. OQherwi se, return the group el enent represented
by the internal representation (x, y, 1, t) as the result of
decodi ng.

4.3.2. Encode

A group elenent with internal representation (x0, y0, zO, t0) is
encoded as foll ows:

1. Process the internal representation into a field elenent s as

fol |l ows:
ul = (z0 + y0) * (z0 - yO0)
u2 = x0 * yo

/1 lgnore was_square since this is always square.
(_, invsgrt) = SQRT_RATIO ML(1, ul * u2”2)

denl = invsgrt * ul

den2 = invsqrt * u2

z inv = denl * den2 * tO0

ix0 = x0 * SQRT_ML

iy0o = y0O * SORT_ML

enchant ed_denom nator = denl * | NVSQRT_A M NUS_D
rotate = I S_NEGATIVE(tO * z_inv)

/1 Conditionally rotate x and vy.

X = CT_SELECT(iy0 I F rotate ELSE x0)
y = CT_SELECT(ix0 IF rotate ELSE yO0)
z = z0

den_inv = CT_SELECT(enchant ed_denom nator |F rotate ELSE den2)

y = CT_SELECT(-y IF I S NEGATIVE(Xx * z_inv) ELSE vy)

s = CT_ABS(den_inv * (z - vy))

2. Return the 32-byte little-endian encoding of s. DMore
specifically, this is the encoding of the canonica

representation of s as an integer between 0 and p-1, inclusive.

Not e that decoding and then re-encoding a valid group element wll
yield an identical byte string.



4.3.3. Equals

The equality function returns TRUE when two internal representations
correspond to the same group elenent. Note that internal
representati ons MJST NOT be conpared in any way other than specified
here.

For two internal representations (x1, yl, z1, tl1l) and (x2, y2, z2,
t2), if

CT_EQ(x1 * y2, y1 * x2) | CIT_EQyl * y2, x1 * x2)
eval uates to TRUE, then return TRUE. Oherw se, return FALSE.

Note that the equality function always returns TRUE when applied to
an internal representation and to the internal representation

obt ai ned by encoding and then re-decoding it. However, the internal
representations thensel ves m ght not be identical.

I mpl enent ati ons MAY al so perform constant-tine byte conpari sons on
the encodi ngs of group el enents (produced by Section 4.3.2) for an
equi val ent, although less efficient, result.

4. 3. 4. El enent Derivation

The el ement derivation function operates on 64-byte strings. To
obtain such an input froman arbitrary-Ilength byte string,

appl i cations should use a dommi n-separated hash construction, the
choi ce of which is out of scope for this docunent.

The el ement derivation function on an input string b proceeds as
fol |l ows:

1. Compute Pl as MAP(b[O0:32]).
2. Compute P2 as MAP(b[ 32:64]).
3 Return P1 + P2.

The MAP function is defined on 32-byte strings as:

1. Mask the nmost significant bit in the final byte of the string,
and interpret the string as an unsigned integer r in little-
endi an representation. Reduce r nodulo p to obtain a field
el ement t.
* Masking the nost significant bit is equivalent to interpreting
the whole string as an unsigned integer in little-endian
representation and then reducing it nodul o 27255.

Note: Similar to the field el ement decodi ng described in

[ RFC7748], and unlike the field el enent decodi ng described in
Section 4.3.1, the nost significant bit is masked, and non-
canoni cal val ues are accept ed.

2. Process t as foll ows:

c =
I n

SQRT_ML * t~2

(r +1) * ONE_LM NUS_D_SQ
% (-2 - r*D) * (r + D

(was_square, s) = SQRT_RATIO ML(u, v)
s_prime = -CT_ABS(s*t)

s = CT_SELECT(s |F was_square ELSE s _prine)
¢ = CT_SELECT(-1 I F was_square ELSE r)
N=c* (r - 1) * DMNUS ONE SQ - v



2 * s * vy

N * SQRT_AD M NUS_ONE
1 - s72

1 + s”2

%23

3. Return the group el enent represented by the interna
representation (WO*w3, w2*wl, wl*w3, wo*w2).

4.4. Scalar Field

The scalars for the ristretto255 group are integers nodul o the order
| of the ristretto255 group. Note that this is the sane scalar field
as Curve25519, allow ng existing inplenentations to be reused.

Scal ars are encoded as 32-byte strings in little-endian order

| mpl enent ati ons SHOULD check that any scalar s falls in the range O
<= s < | when parsing them and reject non-canoni cal scal ar encodi ngs.
I mpl enent ati ons SHOULD reduce scal ars nodul o | when encodi ng them as
byte strings. Qmtting these strict range checks i s NOT RECOMVENDED
but is allowed to enable reuse of scalar arithnetic inplenentations
in existing Curve25519 libraries.

Gven a uniformy distributed 64-byte string b, inplenmentations can
obtain a uniformy distributed scalar by interpreting the 64-byte
string as a 512-bit unsigned integer in little-endi an order and
reducing the integer nodulo I, as in [RFC8032]. To obtain such an
input froman arbitrary-length byte string, applications should use a
domai n- separat ed hash construction, the choice of which is out of
scope for this docunent.

5. decaf 448

decaf448 is an instantiation of the abstract prine-order group
interface defined in Section 3. This docunment describes how to

i mpl ement the decaf 448 prime-order group using edwards448 points as
i nternal representations.

A "decaf 448 group elenent” is the abstract el enent of the prine-order
group. An "elenment encoding"” is the unique reversible encoding of a
group elenent. An "internal representation"” is a point on the curve
used to inplement decaf448. Each group el ement can have nultiple
equi val ent internal representations.

Encodi ng, decoding, equality, and the el enent derivation functions
are defined in Section 5.3. Elenent addition, subtraction, negation,
and scalar multiplication are inplenmented by applying the
correspondi ng operations directly to the internal representation

The group order is the sane as the order of the edwards448 pri me-
order subgroup:

| = 27446 -
13818066809895115352007386748515426880336692474882178609894547503885

Since decaf448 is a prine-order group, every el ement except the
identity is a generator; however, for interoperability, a canonica
generator is selected. This generator can be internally represented
by 2*B, where B is the edwards448 base point, enabling reuse of

exi sting preconputation for scalar multiplication. The encoding of
this canoni cal generator, as produced by the function specified in
Section 5.3.2, is:

66666666 66666666 66666666 66666666 66666666 66666666 66666666
33333333 33333333 33333333 33333333 33333333 33333333 33333333

This repetitive constant is equal to 1/sqrt(5) in decaf448 s field,



5.

5.

5

5

corresponding to the curve448 base point with x =5
1. Inplenentation Constants

Thi s docunent references the follow ng constant field el ement val ues
that are used for the inplenentation of group operations.

* D = 72683872429560689054932380788800453435364136068731806028149019
918061232816673077268639638369867654593008888446184363736105349801
8326358
- This is the Edwards d paraneter for edwards448, as specified in

Section 4.2 of [RFC7748], and is equal to -39081 in the field.

*  ONE_M NUS D = 39082

* ONE_M NUS_TWO D = 78163

*  SQRT_M NUS_D = 989442336477322197691770048769290191284175762955299
010740998895980437021160012578568021315638965153739277122320928458
83226922417596214

* | NVSQRT_M NUS_D = 315019913931389607337177038330951043522456072897
266928557328499619017160722351061360252776265186336876723201881398
623946864393857820716

2. Square Root of a Ratio of Field Elenents

The followi ng function is defined on field elenents and is used to
i mpl ement ot her decaf 448 functions. This function is only used
internally to inplenment sonme of the group operations.

On input field elements u and v, the function SQRT_RATIO Ml(u, V)
returns:

* (TRUE, +sqgrt(u/v)) if u and v are nonzero and u/v is square in the
field;

* (TRUE, zero) if uis zero;

* (FALSE, zero) if v is zero and u is nonzero; and

* (FALSE, +sqrt(-u/v)) if u and v are nonzero and u/v is non-square
inthe field (so -(u/v) is square in the field),

where +sqrt(x) indicates the nonnegative square root of x in the
field.

The conputation is simlar to what is described in Section 5.2.3 of

[ RFC8032], with the difference that, if the input is non-square, the
function returns a result with a defined relationship to the inputs.
This result is used for efficient inplenentation of the derivation
function. The function can be refactored froman exi sting edwards448
i mpl ement ati on.

SQRT_RATI O ML(u, v) is defined as follows:

r=u* (u* v)™(p- 3/ 4 /] Note: (p- 3) / 4 is an integer

check = v * rn2
was_square = CT_EQ check, u)

/| Choose the nonnegative square root.
r = CT_ABS(r)

return (was_square, r)
3. decaf448 G oup Operations

This section describes the inplenentation of the external functions
exposed by the decaf 448 prine-order group

3.1. Decode
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3.

3.

Al elenments are encoded as 56-byte strings. Decoding proceeds as
fol | ows:

1. Interpret the string as an unsigned integer s in little-endian
representation. |If the length of the string is not 56 bytes or
if the resulting value is >= p, decoding fails.

| Note: Unlike the field el ement decoding described in [ RFC7748],
| non-canonical values are rejected. The test vectors in
| Appendi x B.2 exercise these edge cases.

2. If I'S_NEGATIVE(s) returns TRUE, decoding fails.
3. Process s as follows:

ss = s™2
ul =1 + ss
u2 = ul”"2 - 4 * D* ss

(was_square, invsqrt) = SQRT_RATIO ML(1, u2 * ul”2)

ud3 = CT_ABS(2 * s * invsgrt * ul * SQRT_M NUS D)

X = u3 * invsqrt * u2 * I NVSQRT_M NUS_D
y = (1 - ss) * invsgrt * ul
t =x *y
4. |f was_square is FALSE, then decoding fails. Qherw se, return
the group el enent represented by the internal representation (x,
y, 1, t) as the result of decoding.
2. Encode

A group elenent with internal representation (x0, y0, zO, t0) is
encoded as foll ows:

1. Process the internal representation into a field elenment s as
fol | ows:

ul = (x0 +t0) * (x0 - tO0)

/1 1gnore was_square since this is always square
(_, invsgrt) = SQRT_RATIO ML(1, ul * ONE_LM NUS_D * x072)

ratio = CT_ABS(invsqrt * ul * SQRT_M NUS D)
u2 = INVSQRT_ MNUS D * ratio * z0 - tO
s = CT_ABS(ONE_M NUS_D * invsgrt * x0 * u2)

2. Return the 56-byte little-endian encoding of s. DMore
specifically, this is the encoding of the canonica
representation of s as an integer between 0 and p-1, inclusive.

Not e that decoding and then re-encoding a valid group element wll
yield an identical byte string.

3. Equals

The equality function returns TRUE when two internal representations
correspond to the same group elenent. Note that interna
representati ons MJST NOT be conpared in any way other than specified
here.

For two internal representations (x1, yl, z1, tl1l) and (x2, y2, z2,
t2), if

CT_EQ(x1 * y2, y1 * x2)



eval uates to TRUE, then return TRUE. Oherw se, return FALSE

Note that the equality function always returns TRUE when applied to
an internal representation and to the internal representation
obt ai ned by encoding and then re-decoding it. However, the interna
representations thensel ves m ght not be identical

I mpl enent ati ons MAY al so perform constant-tine byte conpari sons on
the encodi ngs of group el enents (produced by Section 5.3.2) for an
equi val ent, although less efficient, result.

5. 3. 4. El enent Derivation

5

4.

The el ement derivation function operates on 112-byte strings. To
obtain such an input froman arbitrary-Ilength byte string,
appl i cations should use a dommi n-separated hash construction, the
choi ce of which is out of scope for this docunent.

The el ement derivation function on an input string b proceeds as
fol |l ows:

1. Conmpute Pl as MAP(b[O0:56]).
2. Compute P2 as MAP(b[56:112]).
3 Return P1 + P2.

The MAP function is defined on 56-byte strings as:

1. Interpret the string as an unsigned integer r in little-endian
representation. Reduce r modulo p to obtain a field elenment t.

Note: Simlar to the field elenent decoding described in
| [RFC7748], and unlike the field el enent decodi ng described in
| Section 5.3.1, non-canonical values are accepted.

2. Process t as foll ows:

r =-tn2
uo =d * (r-1)
= (u0 + 1) * (u0 - r)

(was_square, v) = SQRT_RATIO MI(ONE_ M NUS_ TWO D, (r + 1) * ul)
v_prime = CT_SELECT(v IF was_square ELSE t * v)

sgn = CT_SELECT(1 | F was_square ELSE -1)

s =v_ prine * (r + 1)

2 * CT_ABS(s)

sh"2 + 1

sh"2 - 1

v prime * s * (r - 1) * ONE MNUS TWO D + sgn

3. Return the group el enent represented by the interna
representation (WO*w3, w2*wl, wl*w3, wo*w2).

Scal ar Field

The scalars for the decaf448 group are integers nodul o the order | of
the decaf 448 group. Note that this is the sane scalar field as
edwar ds448, allow ng existing inplenentations to be reused.

Scal ars are encoded as 56-byte strings in little-endian order

I mpl enent ati ons SHOULD check that any scalar s falls in the range 0O
<= s < | when parsing them and reject non-canoni cal scal ar encodi ngs.
I mpl ement ati ons SHOULD reduce scal ars nodul o | when encodi ng them as
byte strings. Qmtting these strict range checks is NOT RECOMVENDED
but is allowed to enable reuse of scalar arithnetic inplenentations



9

9

1.

in existing edwards448 |ibraries.

Gven a uniformy distributed 64-byte string b, inplenentations can
obtain a uniformy distributed scalar by interpreting the 64-byte
string as a 512-bit unsigned integer in little-endian order and
reducing the integer modulo |. To obtain such an input from an
arbitrary-length byte string, applications should use a donai n-
separ at ed hash construction, the choice of which is out of scope for
thi s docunent.

APl Consi der ati ons

ristretto255 and decaf 448 are abstractions that inplenment two prime-
order groups. Their elenents are represented by curve points, but
are not curve points, and inplenentations SHOULD reflect that fact.
That is, the type representing an el enent of the group SHOULD be
opaque to the caller, neaning they do not expose the underlying curve
point or field elements. Moreover, inplenentations SHOULD NOT expose
any internal constants or functions used in the inplenentation of the
group operati ons.

The reason for this encapsulation is that ristretto255 and decaf 448
i mpl erent ati ons can change their underlying curve w thout causing any
breaki ng change. The ristretto255 and decaf 448 constructions are
carefully designed so that this will be the case, as |long as

i npl ementations do not expose internal representations or operate on
them except as described in this docunent. |In particular,

i mpl emrent ati ons SHOULD NOT define any external ristretto255 or

decaf 448 interface as operating on arbitrary curve points, and they
SHOULD NOT construct group el enents except via decoding, the el enent
derivation function, or group operations on other valid group

el ements per Section 3. However, they are allowed to apply any
optinmization strategy to the internal representations as long as it
doesn’t change the exposed behavi or of the API.

It is RECOVWENDED t hat inplenentations not performa decodi ng and
encodi ng operation for each group operation, as it is inefficient and
unnecessary. | nplenmentations SHOULD i nstead provi de an opaque type
to hold the internal representation through nmultiple operations.

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
Security Considerations

The ristretto255 and decaf 448 groups provi de hi gher-1level protocols
with the abstraction they expect: a prinme-order group. Therefore,
it’s expected to be safer for use in any situati on where Curve25519
or edwards448 is used to inplenent a protocol requiring a prine-order
group. Note that the safety of the abstracti on can be defeated by

i npl ementations that do not follow the guidance in Section 6

There is no function to test whether an elliptic curve point is a
valid internal representation of a group elenent. The decoding
function always returns a valid internal representation or an error,
and operations exposed by the group per Section 3 return valid
internal representations when applied to valid interna
representations. 1In this way, an inplenmentation can nmaintain the
invariant that an internal representation is always valid, so that
checking is never necessary, and invalid states are unrepresentable.
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Appendi x A.  Test Vectors for ristretto255

This section contains test vectors for ristretto255. The octets are
hex encoded, and whitespace is inserted for readability.

A.1l. Miltiples of the CGenerator

The following are the encodings of the multiples 0 to 15 of the
canoni cal generator, represented as an array of elenents. That is,
the first entry is the encoding of the identity elenment, and each
successive entry is obtained by adding the generator to the previous
entry.



B
B[
Bl
B
B[
Bl
B
B[
Bl

B

B[ 10] :
B[ 11] :
B[ 12]
B[ 13]:
B[ 14] :

B[ 15] :

0]:
1]:
2] :
3]:
4] :
5] :
6] :
7]:
8]:

9]:

00000000
00000000
e2f 2aela
e08d2d76
6a493210
73a3b919
94741f 5d
2a9d0259
da808627
2daf 6a57
e882b131
160f f 44e
f 64746d3
bb1df 403
44f 53520
822al76d
903293d8
dd55601c
02622ace
a9076031
20706f d7
9e2db95f
bce83f 8b
caf dab42
e4549eel
8f f 84460
aa52e000
5948501f
46376b80
7f 10301e
e0c418f7
2e53e64e

00000000
6abc4e71
f 7499cd1
5d52755e
73358b46
016b52c1
€c92b1305
926ec81f
f2287ebe
8f 7303a3
88b2720a
abdd2f a5
6b9aa030
df 2e16f 5
f 409b29d

c8d9c4cd

Not e that because

B[ +1]

= B[i] +

B[ 1]

00000000
a884a961
7f ecb510
ce4f 23f0
6f f adf e0
d3337080
0ed8d802
bd5a3878
10e2374d
lcaf c63f
led2a5da
72864c24
99ca208c
5f b1032f
c2b5f 6f 0

d7395b93

00000000
c500515f
ae0Ocea23
44ee27d5
b3293ab3
187cf 768
36a7f 000
45beb7df
cla53e0b
8f c48f dc
d4952h01
bal810f9
67adaf ca
c33bc427
€c5259199

eal24f 3a

00000000
58e30b6a
all0e8d5
dleale2b
dof d53c5
423ef ccb
7c3b3f 96
85a96a24
c887e592
16elc8c8
f413bcf 0
522bc600
fad4c3f 3e
42dadébd
0896e571

d99021bb

00000000
ab82dd8d
b901f Bac
d196b462
ea6c9553
b517bb49
2f 5ba793
ecel8738
699f 02d0
d234b2f 0
e7564de8
4af e9587
4e5303de
5a8f cObe
6f 41477c

681df c33

00000000
b6a65945
add3095c
166b1615
58f 56832
5ab812c4
d19a601le
bdcf a6a7
77d5263c
46685282
cdc81668
7ac73241
6026e3ca
0167436¢
d30085ab

02a9d99a

these test vectors allow testing of the encoding function and the
i npl ement ati on of addition sinultaneously.

A 2.

These are exanpl es of encodings that MJST be rejected

I nval i d Encodi ngs

Section 4.3.1.

# Non- canoni ca

OOffffff fEFffffff fIFFffff FRFFFFHS

FIFfffff

FEFFFffff

fRFfff7f

F3ffffff

fEFfff7f

edf fffff

fRFfff7f

field encodings.

fEEEFFEFFf FEFFAFAF FEFEAAAA

FIFfffff FEFEFFFF FEFAFAAA

fEEEFFEFFf FEFFAFAF FEFEAAAA

# Negative field el ements.
01000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000

fIffffff FREFFFqf

fEFFFFfqff FEFFFFAA

fIffffff FREFFFqf

according to

FIFfffff

FEFFFffff

FIFfffff

fEEEFFEFFf FEFFAFAF FEFEAAAA

O1ffffff FEFFFffff FRFFFFAF FEFEFAAFF FEFFAAFAT FOFEAAAF FOFAFAAS
fEffff7f



ed57f f d8
bebe0e20

c34c4el8
9104562

c940e5a4
92a8ac78

47cf c549
bl117a24

f1c6165d
026¢3c72

87260f 7a
d93e1309

€c914f b20

26e5d403

404157cf

7c53dc8e

33367351

2f 124951

# Non-square x”"2

26948d35
8d81d371

4eac077a
47d9742f

de6a7b00
e989ad7b

bcab477b
22d67042

2a292df 7
cl4beal8

f 4a9e534
49f df f 22

8268436f
77256731

2810e5ch
c2f 4232b

cab62e643

713c57b4

deadc788

€20861e0

e32cabab

fc0d216¢

8c412619

c2cc4d4e

1471d1c3

b78e246e

b1628b10

61c91d17

b0da8f 6e

18360f 02

e26a8317

f 4397629

eb6b6c8d

le4a0e29

bd9de088

44pb218f a

6c¢f 64b3c

eceb4f 61

# Negative x * y val ue.
3eb858e7 8f5a7254 d8c97311

4579630e

a45f dcb55
15e04220

d483f e81
1c5f 396e

8a2e1d30
3769ba32

32888462
dof a097b

22714250
f35d1165

5¢37cc49
ed31e0le

44542511

€76448c0

3c6bab47

050198c6

f 8b486¢c6

1b9d4355

1da847cf

7cb8c90e

49alab33

ebbf d3ec

5a544831

8ad7dd96

ccha2904

eb9281d4

dcbc7clc

d245ce3c

88aal51c

8db051a8

fd626ffb

4511010c

c26a470f

7332e6b6

a4145982

20c0ae96

5284146a

dldlabec

0c42d996

7ddbda90

c6f 69758

74a94f 76

f17023ed

4ladcalc

23960ccc

10be5192

04bde415

07ef c4le

c0e74f 74

746f cbeb

36¢ccf Oaa

d439ela4

1c49e2bc

68174a03

450dadf 3

af eb9d08

c661f 480

c2f 20190

510150d9

9f c0440f

35a0127e

746a3786

e289%aa7a

755f d394

fb2be358

6130c2be

38aef 684

bbeaf 3b4

75b03769

15144c87

7f 2clefa

3a3679d5

febffel3

21394ec4

a94eed05

b6581212

4a413d21

e4268b65

44dd3f 96

78f a604f

817763ca

637ed2f b

e2e53c71

25f 9813d

b440b3cb

1c0ac937

le9c7aad

eee9d9bf

8elec8f5

43951acl

3cef 1f 43

6e0170b4

5630a967

1b6a516e

7d148a2b

ebccb9ec

2281b510

c71cOeld

042b43b9

Of 1f 5bbd

427d40b1

ee5b87d6

f 1a6f 4b4

al145094d

2f 706096

d9b84570

eaa21995

35c07bal

e8a61252

065c8d15

f 780e852

a8118419

8c47f8f b

99a96a22

c64f 2877



92a48a4b

# s

= -1, which causes y = 0.

ecffffff fEFfffff FEFFFFAF FEFAAAAF FOFAAAAT FOEFEAAAF FOFAFAAS
fEffff7f

A 3.

G oup Elenents fromUni formByte Strings

The following pairs are inputs to the el enment derivation function of
Section 4.3.4 and their encoded outputs.

O

O

The following el ement derivation function inputs al

5d1be09e3d0c82f ¢538112490e35701979d99e06ca3e2b5b54bf f e8b4dc772c1
4d98b696albbf b5ca32c436cc61c16563790306c79eaca7705668b47df f e5bb6
3066f 82a 1a747d45 120d1740 f 1435853 1a8f 04bb ffe6a819 f 86df e50

f 44a0a46

f 116b34b8f 17ceb56e8732a60d913dd10cced7a6d53bee9204be8b44f 6678b27
0102a56902e2488c46120e9276¢cf e54638286b9%9e4b3cdb470b542d46¢c2068d38
f 26e5b6f 7d362d2d 2a94c5d0 e7602cb4 773c95a2 e5c31a64 f133189f
a76ed61b

8422elbbdaab52938b81f d602ef f b6f 89110e1e57208ad12d9ad767e2e25510c¢
27140775f 9337088b982d83d7f cf Ob2f aledf f e51952che7365e95c86eaf 325¢
006ccd2a 9e6867e6 a2c5cea8 3d3302cc 9del28dd 2a9a57dd 8ee7b9d7
ffe02826

ac22415129b61427bf 464e17baee8db65940c233b98af ce8d17c57beeb7876¢c2
150d15af 1cb1f b824bbd14955f 2b57d08d388aabh431a391cf c33d5baf b5dbbaf
f8f 0c87c f237953c 5890aec3 99816900 5dae3eca 1f bb0454 8c635953
c817f 92a

165d697alef 3d5cf 3c38565beef cf 88c0f 282b8e7dbd28544c483432f 1cec767
5debea8ebb4e5f e7d6f 6e5db15f 15587ac4d4d4alde7191e0clca6664abcc413
ae8le7de df 20a497 el10c304a 765c1767 a42d6e06 029758d2 d7e8ef 7c
c4c41179

a836e6¢c9a9ca9f 1e8d486273ad56a78c70cf 18f OcelOabblc7172ddd605d7f d2
979854f 47aelccf 204a33102095b4200e5bef c0465accc263175485f 0Oel7eabc
e2705652 ffof 5e44 d3e841bf 1c251cf7 dddb77d1l 40870dla b2ed64f 1
a9ce8628

2cdclleaeb95daf 01189417cdddbf 95952993aa9¢ch9c640eb5058d09702¢c7462
2c9965a697a3b345ec24ee56335b556e677b30e6f 90ac77d781064f 866a3c982
80bd0726 2511cdde 4863f8a7 434cef 69 6750681c b9510eea 557088f 7
6d9e5065

encoded out put .

,

A 4.

edf fffffffffffffffffffffffffffffffffffffffffffffffefeffooooaaoaere
1200000000000000000000000000000000000000000000000000000000000000
edf fffffffffffffffffffffffffffffffffffffffeffffeeeeferfffreaeaeeeoef
TR fffffffffffffffffffffffffefffffefefefffffeffefffffefeefaffffreaee
0000000000000000000000000000000000000000000000000000000000000080
T fffffffffffffffffffffeffefffffffefefffffefefefffffeeeeefafefereeyf
0000000000000000000000000000000000000000000000000000000000000000
1200000000000000000000000000000000000000000000000000000000000080

30428279 1023b731 28d277bd cb5c7746 ef 2eac08 dde9f 298 3379ch8e
5ef 0517f

Square Root of a Ratio of Field El enents

The following are inputs and outputs of SQRT_RATIO ML(u, v) defined
in Section 4.2. The values are little-endian encodi ngs of field
el enent s.

produce the sane



Appendi x B

u:
Vi

was_squar e:

r:

u:
V:

was_squar e:

r:

u:
V:

was_squar e:

r:

u:
V:

was_squar e:

r:

u:
V:

was_squar e:

r:

u:
vV

was_squar e:

r:

This section contains test vectors for decaf 448.
encoded, and whitespace is inserted for readability.

B. 1.

The foll owi ng are the encodings of the
represented as an
the first entry is the encoding of the

canoni ca

0000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000

TRUE

0000000000000000000000000000000000000000000000000000000000000000

0000000000000000000000000000000000000000000000000000000000000000
0100000000000000000000000000000000000000000000000000000000000000

TRUE

0000000000000000000000000000000000000000000000000000000000000000

0100000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000

FALSE

0000000000000000000000000000000000000000000000000000000000000000

0200000000000000000000000000000000000000000000000000000000000000
0100000000000000000000000000000000000000000000000000000000000000

FALSE

3c5f f 1b5d8e4113b871bd052f 9e7bcd0582804c266f f b2d4f 4203eb07f db7c54

0400000000000000000000000000000000000000000000000000000000000000
0100000000000000000000000000000000000000000000000000000000000000

TRUE

0200000000000000000000000000000000000000000000000000000000000000

0100000000000000000000000000000000000000000000000000000000000000
0400000000000000000000000000000000000000000000000000000000000000

TRUE

fofffffffffffffffffffffffffffffefffffefefefffffefefefffffeeaeafeeees3f

Mul tiples of the Cenerator

gener at or,

Test Vectors for decaf 448

successive entry is obtained by adding the

entry.

B
Bl
Bl
B
Bl
Bl
B
Bl
Bl

B

B[ 10] :

0]:
1]:
2] :
3]:
4] :
5] :
6] :
7]:
8]:

9]:

00000000
00000000
66666666
33333333
c898eb4f
c816d387
a0c09bf 2
f 8596f a3
b46f 1836
96da97ee
1c5bbecf
20bd3da9
86ff 0182
779ccf 64
502bcb68
48220c50
0c9810f 1
6827da3f
20d41d85
3ce26f af
e6b4b8f 4
e22d076d

00000000
00000000
66666666
33333333
87f 97c56
78f 69ef 3
ba7208fd
08763db1l
aa287c0a
af 17150a
4741df aa
e0be8777
d40f 7f 9e
60e3c68b
42eb06f 0
f 8ca2884
e2ebd389
6b482a47
al8d5657
4elf 74f 9
08c7010d
6c44d42f

00000000
00000000
66666666
33333333
4c6f d61f
47a89f ca
aof 4bf e3
5468323b
5a5653f 0
e30bcb31
e79db72d
f 7d02033
db786251
70cl6aaa
e49032ba
3364d70c
caa78937
94eb6a39
a2964032
f 4b590c6
0601e7ed
508d67be

00000000
00000000
66666666
33333333
c7e49689
817e66de
dof 5b29a
11lcf 6e4da
ecbef 9e9
74d04bc2
f aceO0ea
d1b15884
5821bd67
280f 2d7b
e87c554c
ee92d6f e
4d780079
75b971b5
1563bbd0
9229ae57
a0c309al
462914d2

The octets are hex

multiples 0 to 15 of the
array of el enents.
identity elenent, and

That is,

each

generator to the previous

00000000
00000000
66666666
33333333
314alf 81
f dedcel?
54301230
eb8cl18fe
03f 436e2
d712c8c7
aachb02c?
232281a4
bf d6165a
3f 22d745
031d6d4d
246e6144
74ef 4d17
e1388f 52
4c2f f bdO
1f e37f a6
a42720d6
8b8edce3

00000000
00000000
66666666
33333333
8ec85eeb
8c7¢cc709
6d43831b
44678f 44
1¢1570c2
789d7cb4
060934b6
1f c7f 80e
3c44de95
b97a8990
2d7694ef
8f 9db980
227316f 4
e9lea2f 1
a37a7ba4
39b5b8eb
d06b5759
2e709430

00000000
00000000
66666666
33333333
3bd5514a
b2116e75
5adc6f e7
545a69bc
9ad9ebf 5
f dal138f 4
eaaecaba
ed04af 5e
d7df 79b8
6cfc476¢
bf 9c468d
8b3b2408
0e578b33
bcb0Of 912
3a4f 7d26
48bd9ab5
f dcdelef
5164af 17



B[ 11] :
B[ 12] :
B[ 13] :
B[ 14] :

B[ 15] :

be88bbb8
3159db64
a456f 936
al7badf a
186e452c¢c
3c¢8d10f d
4ae7f dca
be53237f
841981c3
58f 34227

6¢c59¢13d
c0el139d1
9769e8f 0
7442b621
4466aa43
7ef Ob6e4
e9453f 19
7f 3a21b9
bf eec3f 6
2e3abeb7

B.2. Invalid Encodi ngs

These are exanpl es of encodings that MJST be

Section 5.3.1.

# Non- canoni ca

8e24f 838 059ee9fe f1e20912 6def e53d
fEffffff fEFEFFEF FEFEFEAF FEFAPAAA

86fcc721 2bd4a0b9 80928666 dc28c444
fEFFEFfef FRFFFFFF FEFAFAMS
866d54bd
FIFfffff

4a380ccd
ffffffff

f22d9d4c
FIFfffff

8cdf f c68
ffffffff fFEFffff

Oelcl2ac 7b5920ef
ffffffff fEFfffff

4c4ff4la
ffffffff

ab9c8636
ffffffff

945dd44d
FIFfffff

laa99e9c

8e9d09ab
80f 3¢89b
8902124a
7434a3a0
83b4c002
1530f 91f
5a8ead5c
38d40d0e
Ocf eca75
5a055ddb

field encodings.

55d4eefd
ffffffff

4a89%e77a
ffffffff

11e0b1d3
FIFfffff

818c8ef 4
ffffffff

f bd044e8
FIFfffff

# Negative field el enents.

15141bd2
d3496b7d

455d3802
cb2bae50

810b1d8e
10f 77e98

d3af 9cc4
7cdb9d7b

9312bcab
fd2cdef d

53d1l1lbce
5b8al3ea

697claed
a7cd537b

38434ab7
le67df 34

8bf 3a9¢c0
686d400c

1beOe5de
f 4dc9c2f

09009e43
elbf 0892

9e62a29d
f 9df 749e

3cd88585
cd9bd390

121837ef 71a0016b
4c368262

# Non-square x”"2

58ad4871 5c¢9al1025
dof 0750f f42e3d7a

8ca37ee2 b15693f0
40dbc7b2 96b60191

76f 3bf 5d

40a56267
ab21f a45

23294bbf
9c86ed25

83c0c627
db8bed32

30f f 89c4
b4b5ed97

63ed82ae
2490eda9

15d4be8a
d96c4abb
69b68b88
f 1ab38c2

6e910cf 4
9a4e4069

FIFFffff

beca73cb
ffffffff

464d64f 9
FIFFffff

d3d358d9
FIFfffff

€c3808b58
FIFFffff

97¢57634
FRfFffff

d1llbe757
eea2c60c

f4f 46b7d
946068c9

d3d905a9
Oceecd9d

3bedcb93
87818460

bc1e9e00
80b91ed1l

93761bdd
d8ac27d1

c158b229
a4406da5
362a4b06
9d69b670

3c4e32f 1
f 59239ca

98105f 69
8296d0ae
0314c7a0
5ef 45be5
10d52e79
24a3ed9a
bela7b96
c9el5bild
dod8dc17
051390c5

cd74ef 9b
ffffffff

a605ef 38
ffffffff

d653c7bd
FIFfffff

157538cf
FIFFffff

59b4844d
FIFfffff

e86acdef
ffffffff

e2d05b5c
ffffffff
507221c2
4f adcecb

2eb2dd8e
f 233939b

7531709b
€0a18888

51970110
4f 1d9944

0d863ef c
398f b4a7

76e38c21
f 71150de

felB84d79
d9364072
45781f 5a
f 3125891

d5551dda
24711 693

c2d1ddi13
324419c0
6537a06e
f 10bd7b2
22dbf 977
b71f a38b
99673b52
5130b13f
f46c¢f 010
4c24cbec

rejected

6304601c
FRfFffff

e09f b569
FIFFffff

3135b383
FIFfffff

df a686ad
ffffffff

83b08c44
FIFfffff

1lab68c84
ffffffff

27f 8f a3d
FIFfffff
6542244f
9946876d

e905e51d
1d9521a9

dcOf 4239
f f ecdaOf

044a9a41
305a8df 4

3c863d3b
344c605a

e2822d6e
93668074

cb2b06e4
6285370c
19eb7e59
9c9f dbf 6

8ble48ch
f 7daa42f

4dbcd3b0
6f a87fc7
32411f 4f
ef 8eal0c
1e8b47e2
98b2f e47
c40ab279
f ed81373
6f 2422b5
bleOaceb

863658f 5
daaf 34c1
93415950
431edech
29a9b7b7
46d51d68
27464887
ab53e2b43
9aec580a
075f 6056

according to

6966099e
FRfFffff

e28d4443
FIFFffff

708ecObd
ffffffff

c0d5ece4
ffffffff

€659d79f
FIFfffff

77af 185b
FIFFffff

f 8a086al
ffffffff
23806f 3f
a497e795

7b0ae8ab
98b7chb93

Of eedd70
4ealc60d

c7b9b226
274ce301

6¢c507a40
abef da74

bee5eblc
d18dl1c3a

9210a6f 3
f a95df 80
c6a4686f
093d06¢c0

6ddd55e4
086122b1



982c0ec7 f43d9f 97 c0a74b36 dbOabd9c a6bfb981 23a90782 787242c8
a523cdc7 6df 14a91 0d544711 27e7662a 1059201f 902940cd 39d57af5

baa9ab82 d07ca282 b968a911 a6¢c3728d 74bf 2f e2 58901925 787f 03ee
4be7e3ch 6684fdlb cfe5071a 9a974ad2 49ad4aaa8 caB8l12642 16c68574

2ed9f f e2 ded67a37 2bl8lac5 24996402 c4297062 9db03f 5e 8636c¢cbhaf
6074b523 dl154a7a8 c4472c4c 353ab88c d6fec7da 7780834c c5bd5242

f063769e 4241e76d 815800e4 933a3ald 4327a30e c40758ad 3723a788
388399f 7 b3f 5d45b 6351eb8e ddefda7d 5bff4ee9 20d338a8 b89d8b63

5a0104f 1 f55d152c eb68bc1l3 81824998 91d90ee8 f09b4003 8ccclel7
ch621fd4 62f 781d0 45732a4f Obda73f0 b2acf943 55424ff0 388d4b9c

B.3. Goup Elenents fromUniformByte Strings

The following pairs are inputs to the el ement derivation function of
Section 5.3.4 and their encoded outputs.

|: cbb8c991fd2f O0b7e1913462d6463e4f d2ced4ccdd28274dc2calf 4165
d5eebcdcceab7be3416e166f dO6718a3laf 45a2f 8e987e301be59%aeb
673e963001dbbda80df 47014a21a26d6¢c7eb4ebe0312aa6f f f b8d1b2
6bc62ca40ed51f 8057a635a02¢2b8c83f 48f a6a2d70f 58a1185902¢0

O 0c709c96 07dbb0lc 94513358 745b7c¢23 953d03b3 3e39c¢723 4e268d1d
6e24f 340 14ccbc22 16b965dd 231d5327 e591dc3c 0e8844cc fd568848

|: b6d8da654b13c3101d6634a231569e6b85961c3f 4b460a08ac4a5857
069576b64428676584baad5b97701be6d0b0bal8ac28d443403b4569
9ealf bd1164f 5893d39ad8f 29e48e399aec5902508ea95e33bcle9e4
620489d684eb5c26bcladle09aba6lf abc2cdf eeOb6b6862f f c8e55a

O 76ab794e 28ff 1224 c727fal0 16bf7f1d 329260b7 218a39ae a2fdbil7d
8bd91190 17b093d6 41cedf 74 328c3271 84dc6f2a 64bd90ed dccfcdab

|: 36a69976c3e5d74e4904776993cbac27d10f 25f 5626dd45c51d15dcf
7b3e6a5446a6649ec912a56895d6baa9dc395ce9e34b868d9f b2c1f ¢
72eb6495702ea4f 446c9b7a188a4e0826b1506b0747a6709f 37988f f
laeb5e3788d5076cchbb01ad4bc6623c92f f 147ale21b29cc3f dd0eOf 4

O c8d7ac38 4143500e 50890alc 25d64334 3accceb8 4caf 2544 f9249b2b
f 4269210 82bele7f 3669bb5e c24535e6 c45621el f6dec676 edd8bh664

| : d5938acbbad432ecd5617c555a6a777734494f 176259bf f 9dab844c81
aadcf 8f 7abd1a9001d89c7008c1957272c1786a4293bb0ee7cb37cf 3
988e2513b14e1b75249a5343643d3c5e5545a0c1a2a4d3c685927¢38
bc5e5879d68745464e2589e000b31301f 1df b7471a4f 1300d6f dOf 99

O 62beffc6 bB8eellcc d79dbaac 8f0252c7 50eb052b 192f 41ee ecb12f 29
79713b56 3caf 7d22 588ecabe 80995241 ef 963e7a d7ch7962 f 343a973

| : 4dec58199a35f 531a5f 0a9f 71a53376d7b4bdd6bbd2904234a8ea65b
bacbhce2a542291378157a8f 4be7b6a092672a34d85e473b26¢ccf bd4c
dc6739783dc3f 4f 6ee3537b7aed81df 898c7ealae89a15b5559596¢2
abeeacf 8b2b362f 3db2940e3798b63203cae77c4683ebaed71533e51

O f4ccb31ld 263731ab 88bed634 304956d2 603174c6 6da38742 053f a37d
d902346¢c 3862155d 68db63be 87439e3d 68758ad7 268e239d 39c4f d3b

| df 2aal536abb4acab26ef a538ce07f d7bca921bl13el7bc5ebcba7dlb
6b733dedald04c220f 6b5ab35c61b6bcb15808251cab909a01465b8a
e3f c770850c66246d5a9eae9e2877e0826e2b8dc1bc08009590bc677
8a84e919f bd28e02a0f 9c49b48dc689eb5d5d922dc01469968ee81b5

QO 7e79b00e 8eOa76a6 7c0040f6 2713b8b8 c6d6f 05 9c6d0259 2e8a22ea
896f 5dea cc7c7df 5 ed42beae 6f edb900 0285b482 aa504e27 9f d49c32

|: e9fb440282e07145f 1f 7f 5ecf 3c273212cd3d26b836b41b02f 108431
488e5e84bd15f 2418b3d92a3380dd66a374645¢c2a995976a015632d3
6a6c2189f 202f c766e1c82f 50ad9189be190alf 0e8f 9b9e69¢c9c18cc



98f dd885608f 68bf Of dedd7b894081a63f 70016a8abf 04953af f bef a
G 20b171cb 16be977f 15e013b9 752cf86¢c 54c631c4 fc8chf7c 03c4d3ac
9h8e8640 e7b0e930 0b987fe0 ab504466 9314f 6ed 1650ae03 7db853f 1
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