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Abst r act

The Certification Authority Authorization (CAA) DNS resource record
(RR) provides a nmechanismfor domains to express the allowed set of
Certification Authorities that are authorized to issue certificates
for the domain. RFC 8659 contains the core CAA specification, where
Property Tags that restrict the issuance of certificates that certify
domai n nanes are defined. This specification defines a Property Tag
that grants authorization to Certification Authorities to issue
certificates that contain the id-kp-emailProtection key purpose in

t he ext endedKeyUsage extension and at |east one rfc822Name val ue or
ot her Name val ue of type id-on-Snt pUTF8Mi |l box that includes the
domai n nane in the subject Al tNane extension
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I nt roducti on

The Certification Authority Authorization (CAA) DNS resource record
(RR) provides a nechanismfor domains to express the all owed set of
Certification Authorities that are authorized to issue certificates
for the domain. [RFC8659] contains the core CAA specification, where
Property Tags that restrict the issuance of certificates that certify
domai n nanes are defined. [RFC8659] does not define a mechanismto
restrict the issuance of certificates that certify emnil addresses.
For the purposes of this docunment, a certificate "certifies" an enail
address if the certificate contains the id-kp-enuail Protection key
purpose in the extendedKeyUsage extension and at |east one rfc822Nane
val ue or ot herNane val ue of type id-on-SntpUTF8Mil box that includes
the domain nanme in the subjectAtNane extension

Thi s docunent defines a CAA Property Tag that restricts the all owed
set of issuers of certificates that certify emai|l addresses. |Its
syntax and processing are simlar to the "issue" Property Tag as
defined in Section 4.2 of [RFC8659].

Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Syntax of the "issuenmail" Property Tag
Thi s docunent defines the "issuenmail" Property Tag. The presence of
one or nmore "issuemail" Properties in the Rel evant Resource Record

Set (RRSet) [RFC8659] indicates that the domain is requesting that
Certification Authorities restrict the issuance of certificates that
certify enmail addresses.

The CAA "issuenmil" Property Value has the foll ow ng sub-syntax
(specified in ABNF as per [RFC5234]):

i ssuemai | -val ue = *WSP [i ssuer-domai n- nane *\WSP]
[";" *WBP [paraneters *W5P] ]

i ssuer-domai n-nanme = | abel *("." I|abel)

label = (ALPHA/ DIGT) *( *("-") (ALPHA/ DIAT))

paraneters = (paranmeter *WsP ";" *WBP paraneters) / paraneter
paraneter = tag *WsP "=" *WSP val ue

tag = (ALPHA / DIGT) *( *("-") (ALPHA/ DIAT))
val ue = *(%21-3A / %3C 7E)

The production rules for "WsP', "ALPHA", and "DIG T" are defined in
Appendi x B.1 of [RFC5234]. Readers who are familiar with the sub-

syntax of the "issue" and "issuew | d" Property Tags wll recognize

that this sub-syntax is identical

The neani ngs of each production rule within "issuemail -val ue" are as



f ol | ows:

"i ssuer-donmai n- nane":
A domai n nane of the Certification Authority conprised of one or
nmore | abel s

"l abel ":
A single donmain | abel that consists solely of ASCII letters,
digits, and the hyphen (known as an "LDH | abel ")

"parameters":
A sem col on-separated |ist of paranmeters

"parameter”:
A tag and a val ue, separated by an equals sign ("=")

n t agII :
A keyword that identifies the type of paraneter

"val ue":
The string value for a paraneter

Processing of the "issuemail" Property Tag

Prior to issuing a certificate that certifies an email address, the
Certification Authority MJST check for publication of a Rel evant
RRSet. The discovery of such a Rel evant RRSet MJST be perforned
using the algorithmspecified in Section 3 of [RFC8659]. The input
domain to the discovery algorithm SHALL be the domain "part"

[ RFC5322] of the enmnil address that is being certified. |If the
domain "part" of the email address being certified is an
Internationalized Domai n Name [ RFC5890] that contains one or nore
U Label s, then all U Labels MJUST be converted to their A-Label
representation [ RFC5891] for the purpose of discovering the Rel evant
RRSet for that enmil address.

If the Relevant RRSet is enpty or if it does not contain any
"issuemai | " Properties, then the donmain has not requested any
restrictions on the issuance of certificates for enmil addresses.
The presence of other Property Tags, such as "issue" or "issuew |d",
does not restrict the issuance of certificates that certify enail
addr esses.

For each "issuemail|l" Property in the Rel evant RRSet, the
Certification Authority SHALL conpare its issuer-donmain-nanme with the
i ssuer-domai n-nanme as expressed in the Property Value. |If there is
not any "issuemail" record whose issuer-domai n-nane (as expressed in
the Property Value) matches the Certification Authority’s issuer-
domai n-nane, then the Certification Authority MJST NOT issue the
certificate. |If the Relevant RRSet contains any "issuemail" Property
whose issuenuil -val ue does not conformto the ABNF syntax as defined
in Section 3 of this docunent, then those records SHALL be treated as
if the issuer-domain-nane in the issuenail-value is the enpty string

If the certificate certifies nore than one enmil address, then the
Certification Authority MJST performthe above procedure for each
emai | address being certified.

The assignnent of issuer-domain-nanes to Certification Authorities is
beyond the scope of this docunent.

Paraneters may be defined by a Certification Authority as a neans for
domains to further restrict the issuance of certificates. For
exanple, a Certification Authority nay define a paraneter that
contains an account identifier. |If the domain elects to add this
paraneter in an "issuemail" Property, the Certification Authority



will verify that the account that is requesting the certificate
mat ches the account specified in the Property and will refuse to
issue the certificate if they do not natch.

The processing of paraneters in the issuenmil-value is specific to
each Certification Authority and is beyond the scope of this
docunent. In particular, this docunent does not define any
paraneters and does not specify any processing rules for when
paraneters nust be acknow edged by a Certification Authority.

However, parameters that do not conformto the ABNF syntax as defined
in Section 3 will result in the issuenuil-val ue being not confornmant
with the ABNF syntax. As stated above, a Property whose issuemnail -
value is mal formed SHALL be treated as if the issuer-domain-nanme in
the issuemnil-value is the enpty string.

5. Examples of the "issuenmil" Property Tag
Several illustrative exanples of Relevant RRSets and their expected
processing semantics follow. Al exanples assunme that the issuer-
domai n-nane for the Certification Authority is "authority. exanple".
5.1. No "issuemmil" Property
The foll owi ng RRSet does not contain any "issuenail" Properties, so

there are no restrictions on the issuance of certificates that
certify emnil addresses for that domain:

mai | . client.exanple CAA 0 issue "authority. exanple"

mai | . client.exanple CAA 0 issue "ot her-authority.exanple"
5.2. Single "issuemail" Property

The foll owing RRSet contains a single "issuemail" Property where the

i ssuer-domain-nane is the enpty string, so the issuance of
certificates certifying email addresses for the domain is prohibited:

mai | . client. exanple CAA O issuemail ";"

5.3. Single "issuenmail" Property with Paraneters
The foll owing RRSet contains a single "issuemail" Property where the
i ssuer-domai n-name is "authority. exanple" and contains a single
"account" paraneter of "123456". In this case, the Certification

Authority MAY issue the certificate, or it MAY refuse to issue the
certificate, depending on its practices for processing the "account"
paraneter:

mai | . client.exanple
CAA O issuenail "authority.exanple; account=123456"

5.4. Miltiple "issuenmail" Properties

The following RRSet contains multiple "issuemail" Properties, where
one Property matches the issuer-domai n-name of the exanple
Certification Authority ("authority.exanple") and one Property does
not match. Although this exanple is contrived, it denonstrates that
since there is at |east one record whose issuer-donmai n-nanme mat ches
the Certification Authority’s issuer-donai n-nane, issuance is

permtted.

mai | . client. exanple CAA O issuemail ";"

mai | . client.exanple CAA 0 issuermmil "authority.exanple"
5.5. Ml formed "issuenail" Property

The foll owing RRSet contains a single "issuemail" Property whose sub-



syntax does not conformto the ABNF as specified in Section 3. @G ven
that "issuenmail" Properties with nmal forned syntax are treated the
sanme as "issuenail" Properties whose issuer-domain-nane is the enpty
string, issuance is prohibited.

mal f or med. cli ent. exanpl e CAA O issuemrail "9%88846
6. Security Considerations

The security considerations that are expressed in [ RFC8659] are
relevant to this specification

The processing of "issuemail" Properties as specified in this
docunent is a supplenment to the Certification Authority’s validation
process. The Certification Authority MJUST NOT treat solely the
presence of an "issuemmil" Property with its issuer-donai n-nane
specified within the Rel evant CAA RRSet as sufficient validation of
the emai|l address. The Certification Authority MJST validate the
emai | address according to the rel evant policy docunents and practice
statenents.

CAA Properties nmay have the "critical" flag asserted, which specifies
that a given Property is critical and nust be processed by conform ng
Certification Authorities. |If a Certification Authority does not
understand the Property, then it MJST NOT issue the certificate in
questi on.

If a single CAA RRSet is processed by nultiple Certification
Authorities for the issuance of nultiple certificate types, then a
Certification Authority’'s lack of support for a critical CAA Property
in the RRSet will prevent the Certification Authority fromissuing
any certificates for that domain.

For exanpl e, assume that an RRSet contains the follow ng Properties:

client.exampl e CAA 128 issue "other-authority. exanple”
client.exampl e CAA O issueruail "authority.exanple"

In this case, if the Certification Authority whose issuer-donai n- nane
mat ches "aut hority. exanpl e" does not recognize the "issue" Property
Tag, then that Certification Authority will not be able to issue
SIMME certificates that certify email addresses for

"client.exanple".

7. 1 ANA Consi derations
| ANA has registered the following entry in the "Certification

Authority Restriction Properties" subregistry of the "Public Key
Infrastructure using X 509 (PKIX) Paraneters” registry group

[ el sy ey
| Tag | Meani ng | Reference |
| issuemail | Authorization Entry by Email Address | RFC 9495

R o e e e e e e e e e e e e e e me oo R +

8. References
8. 1. Nor mat i ve Ref erences

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://www.rfc-editor.org/info/rfc2119>



[ RFC5234] Crocker, D., Ed. and P. Overell, "Augnented BNF for Syntax
Speci fications: ABNF', STD 68, RFC 5234,
DA 10. 17487/ RFC5234, January 2008,
<https://www. rfc-editor.org/info/rfc5234>.

[ RFC5322] Resnick, P., Ed., "Internet Message Format", RFC 5322,
DA 10.17487/ RFC5322, Cctober 2008,
<https://www. rfc-editor.org/info/rfc5322>.

[ RFC5891] Klensin, J., "Internationalized Domain Nanes in
Applications (IDNA): Protocol", RFC 5891,
DA 10.17487/ RFC5891, August 2010,
<https://ww.rfc-editor.org/info/rfc5891>.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

[ RFC8659] Hall am Baker, P., Stradling, R, and J. Hoffnman- Andrews,
"DNS Certification Authority Authorization (CAA) Resource
Record", RFC 8659, DA 10.17487/ RFC8659, Novenber 2019,
<https://ww.rfc-editor.org/info/rfc8659>.

8. 2. I nformati ve References

[ RFC5890] Klensin, J., "Internationalized Domain Nanes for
Applications (I DNA): Definitions and Docurment Framewor k",
RFC 5890, DO 10. 17487/ RFC5890, August 2010,
<https://ww.rfc-editor.org/info/rfc5890>.

Acknowl edgnent s

The author would like to thank the participants on the LAMPS WrKking
Goup mailing list for their insightful feedback and comments. In
particul ar, the author extends sincere appreciation to Al exey

Mel ni kov, Christer Hol nberg, ric Vyncke, John Levine, Lars Eggert,

M chael Richardson, Miurray Kucherawy, Paul Wuters, Phillip Hallam
Baker, Roman Danyliw, Russ Housley, Sean Turner, Seo Suchan, Tim
Chown, and Tim Wcinski for their official reviews and suggestions,
which greatly inproved the quality of this docunent.

Aut hor’ s Address
Cor ey Bonnel |

Di gi Cert, Inc.
Emai | : corey. bonnel | @i gi cert.com



