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1. I nt roduction

Routing protocols in general, and BGP in particular, have

hi storically been designed with a focus on "correctness", where a key
part of correctness is for each network elenent’s forwarding state to
converge to the current state of the network as quickly as possible.
For this reason, the protocol was designed to renmpve state advertised
by routers that went down (froma BGP perspective) as quickly as
possible. Over time, this has been rel axed sonewhat, notably by BGP
Graceful Restart (GR) [ RFC4724]; however, the paradi gm has renai ned
one of attenpting to rapidly renove stale state fromthe network

Over tine, two phenonena have arisen that call into question the
under | yi ng assunptions of this paradi gm

1. The wi despread adoption of tunneled forwarding infrastructures
(for exanple, MPLS). Such infrastructures elimnate the risk of
some types of forwarding |oops that can arise in hop-by-hop
forwardi ng; thus, they reduce one of the notivations for strong
consi stency between forwarding el enents.

2. The increasing use of BGP as a transport for data that is |ess
closely associated with packet forwarding than was originally the
case. Exanples include the use of BGP for auto-discovery
(Virtual Private LAN Service (VPLS) [RFCA761]) and filter
progranmm ng (Fl ow Specification (FLOANSPEC) [ RFC38955]). In these
cases, BGP data takes on a character nore akin to configuration
than to conventional routing.

The observations above notivate a desire to offer network operators
the ability to choose to retain BGP data for a | onger period than has
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hitherto been possible when the BGP control plane fails for sone
reason. Although the semantics of BG Graceful Restart [RFC4724] are
close to those desired, several gaps exist, nost notably in the

maxi mumtinme for which stale information can be retai ned: G aceful
Restart inposes a 4095-second upper bound.

In this docunment, we introduce a BGP capability called the "Long-
Lived Graceful Restart Capability". The goal of this capability is
that stale information can be retained for a |onger tinme across a
session reset. W also introduce two BGP wel | - known comunities:

* LLGR _STALE to mark such information, and

* NOLLGR to indicate that these procedures should not be applied to
the marked route.

Long-lived stale information is to be treated as | east preferred, and
its advertisement limted to BGP speakers that support the
capability. Where possible, we reference the semantics of BGP
Graceful Restart [RFC4724] rather than specifying simlar semantics
in this docunent.

The expected depl oynent nodel for this extension is that it will only
be invoked for certain address famlies. This is discussed in nore
detail in Section 5. The use of this extension nmay be conbined wth
that of conventional G aceful Restart; in such a case, it is invoked
after the conventional Graceful Restart interval has el apsed. Wen
not conbined, LLGR is invoked imediately. Apart fromthe potentia
to greatly extend the tiner, the nost obvious difference between LLGR
and conventional Graceful Restart is that in LLGR routes are
"depreferenced”; that is, they are treated as | east preferred
Contrarily, in conventional GR route preference is not affected.

The design choice to treat long-lived stale routes as | east preferred
was i nformed by the expectation that they m ght be retained for
(potentially) an al nost unbounded period of tine; whereas, in the
conventional Gaceful Restart case, stale routes are retained for
only a brief interval. 1In the case of Graceful Restart, the trade-
of f between advertising new route status (at the cost of routing
churn) and not advertising it (at the cost of suboptinmal or incorrect
route selection) is resolved in favor of not advertising. In the
case of LLGR it is resolved in favor of advertising new state, using
stale information only as a last resort.

Section 7 provides sone sinple exanples illustrating the operation of
thi s extension.

Ter mi nol ogy
Definitions

Depreference: A route is said to be depreferenced if it has its
route selection preference reduced in reaction to sonme event.

Hel per: Sometines referred to as "helper router”. During Gacefu
Restart or Long-Lived Graceful Restart, the router that detects a
session failure and applies the listed procedures. [RFC4724]
refers to this as the "receiving speaker".

Route: In this docunent, "route" neans any information encoded as
BGP Network Layer Reachability Information (NLRI) and a set of path
attributes. As discussed above, the connection between such routes
and the installation of forwarding state nmay be quite renote.

Further note that, for brevity, in this docunent when we reference
conventional Gaceful Restart, we cite its base specification,
[ RFC4724]. That specification has been updated by [ RFC8538]. The



citation to [RFC4724] is not intended to be limting.
2.2. Abbreviations

CE: Custoner Edge (See [RFC4364] for nore information on Customer
Edge routers.)

EoR: End-of-RIB (See Section 2 of [RFC4724] for nore information on
End- of - RI B markers.)

GR Gaceful Restart (See [RFC4A724] for nore information on GR)
This termis also sonetines referred to herein as "conventiona
G aceful Restart” or "conventional GR' to distinguish it fromthe
"Long-Lived G aceful Restart" or "LLGR' defined by this docunent.

LLGR Long-Lived G aceful Restart
LLST: Long-Lived Stale Tine

PE: Provider Edge (See [ RFC4364] for nore information on Provider
Edge routers.)

VRF: VPN Routing and Forwarding (See [RFC4364] for nore information
on VRF tables.)

2.3. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

3. Protocol Extensions

A BGP capability and two BGP comunities are introduced in the
subsections that follow

3.1. Long-Lived Graceful Restart Capability

The "Long-Lived Graceful Restart Capability", or "LLGR Capability",
(value: 71) is a BGP capability [RFC5492] that can be used by a BGP
speaker to indicate its ability to preserve its state according to
the procedures of this docunent. |[If the LLGR capability is
advertised, the Graceful Restart capability [RFC4724] MJST al so be
advertised; see Section 4.1.

The capability val ue consists of zero or nmore tuples <AFl, SAFI
Fl ags, LLST> as foll ows:

o m m e e e e e e e e e e e e e e e e e e e e e eeee e +
| Address Famly ldentifier (16 bits) |
o m m e e e e e e e e e e e e e e e e e e e e eeee oo +
| Subsequent Address Family ldentifier (8 bits) |
o m mm e e e e e e e e e e e e e e e e e e e e e e mm e mmaa o s +
| Flags for Address Family (8 bits) |
o m m e e e e e e e e e e e e e e e e e e e e e eeee e +
| Long-Lived Stale Time (24 bits) |
o m m e e e e e e e e e e e e e e e e e e e e eeee oo +
I I
o m mm e e e e e e e e e e e e e e e e e e e e e e mm e mmaa o s +
| Address Famly ldentifier (16 bits) |
o m m e e e e e e e e e e e e e e e e e e e e e eeee e +
| Subsequent Address Family ldentifier (8 bits) |
o m m e e e e e e e e e e e e e e e e e e e e eeee oo +

| Flags for Address Family (8 bits) |
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The neaning of the fields are as foll ows:

Address Family ldentifier (AFl), Subsequent Address Famly
Identifier (SAFI):
The AFI and SAFI, taken in conbination, indicate that the BGP
speaker has the ability to preserve its forwarding state for the
address family during a subsequent BGP restart. Routes may be
ei t her:

* explicitly associated with a particular AFl and SAFI if using
the encodi ng described in [ RFC4760], or

* inplicitly associated with <AFI =l Pv4, SAFI=Unicast> if using
the encodi ng described in [ RFC4271].

Fl ags for Address Famly:
This field contains bit flags relating to routes that were
advertised with the given AFl and SAFI

01234567
i ok ST S R TR
| F| Reser ved
R o I T N TS

The nost significant bit is used to indicate whether the state for
routes that were advertised with the given AFl and SAFI has i ndeed

been preserved during the previous BGP restart. Wen set (val ue
1), the bit indicates that the state has been preserved. This bit
is called the "F bit" since it was historically used to indicate
the preservation of forwarding state. Use of the F bit is

detailed in Section 4.2. The remaining bits are reserved and MJST

be set to zero by the sender and ignored by the receiver.

Long-Lived Stal e Tine:
This time (in seconds) specifies howlong stale information (for

this AFlI/SAFI) may be retained by the receiver (in addition to the

period specified by the "Restart Time" in the G aceful Restart
Capability). Because the potential use cases for this extension
vary widely, there is no suggested default value for the LLST.

LLGR _STALE Conmunity

The wel | -known BGP comunity LLGR STALE (val ue: OxFFFFO006) can be
used to mark stale routes retained for a |l onger period of time (see
[ RFC1997] for nore informati on on BGP communities). Such long-Ilived
stale routes are to be handl ed according to the procedures specified
in Section 4.

An i npl enentation MAY all ow users to configure policies that accept,
reject, or nodify routes based on the presence or absence of this
communi ty.

NO LLGR Conmunity

The wel | -known BGP community NO LLGR (val ue: OxFFFF0007) can be used
to mark routes that a BGP speaker does not want to be treated
according to these procedures, as detailed in Section 4.

An i npl enentation MAY all ow users to configure policies that accept,
reject, or nodify routes based on the presence or absence of this
conmuni ty.
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Theory of QOperation

If a BGP speaker is configured to support the procedures of this
docunent, it MJUST use BGP Capabilities Advertisenent [ RFC5492] to
advertise the Long-Lived G aceful Restart Capability. The setting of
the paraneters for an AFlI/SAFl depends on the properties of the BGP
speaker, network scale, and | ocal configuration

In the presence of the Long-Lived G aceful Restart Capability, the
procedures specified in [ RFCA724] continue to apply unless explicitly
revised by this docunent.

1. Use of the Gaceful Restart Capability

If the LLGR Capability is advertised, the G aceful Restart capability
MJUST al so be advertised. If it is not so advertised, the LLGR
Capability MJUST be disregarded. The purpose for nmandating this is to
enabl e the reuse of certain base nechanisns that are common to both
"flavors" notably: origination, collection, and processing of EoR as
well as the finite-state-nmachine nodifications and connection-reset

| ogi ¢ introduced by GR

We observe that, if support for conventional G aceful Restart is not
desired for the session, the conventional GR phase can be skipped by
omtting all AFIs/SAFlIs fromthe GR Capability, advertising a Restart
Time of zero, or both. Section 4.2 discusses the interaction of
conventional and LLGR

2. Session Resets

BGP Graceful Restart [RFCA4724] defines conditions under which a BGP
session can reset and have its associated routes retained. |If such a
reset occurs for a session in which the LLGR Capability has al so been
exchanged, the follow ng procedures apply:

* |f the Graceful Restart Capability that was received does not |ist
al |l AFIs/SAFls supported by the session, then the GR Restart Tine
shal | be deened zero for those AFls/SAFls that are not |isted

* Simlarly, if the received LLGR Capability does not list all AFIs/
SAFl s supported by the session, then the Long-Lived Stale Tine
shal | be deenmed zero for those AFls/SAFls that are not listed

The following text in Section 4.2 of [RFC4724] no | onger applies:

| If the session does not get re-established within the "Restart

| Tine" that the peer advertised previously, the Receiving Speaker
| MJIST delete all the stale routes fromthe peer that it is

| retaining.

and the follow ng procedures are specified instead:

After the session goes down, and before the session is re-
established, the stale routes for an AFI/SAFI MJST be retained. The
interval for which they are retained is limted by the sumof the
Restart Tinme in the received G aceful Restart Capability and the
Long-Lived Stale Tinme in the received Long-Lived G aceful Restart
Capability. The tinmers received in the Long-Lived G aceful Restart
Capability SHOULD be nodifiable by Iocal configuration, which may

i npose an upper bound, a | ower bound, or both on their respective
val ues.

If the value of the Restart Tinme or the Long-Lived Stale Tine is
zero, the duration of the correspondi ng period woul d be zero seconds.
For exanple, if the Restart Tinme is zero and the Long-Lived Stale
Time is nonzero, only the procedures particular to LLGR woul d apply.



Conversely, if the Long-Lived Stale Tine is zero and the Restart Tine

is nonzero, only the procedures of GR would apply. |If both are zero,
none of these procedures would apply, only those of the base BGP
specification [ RFC4271] (al though EoR woul d still be used as detail ed

in [RFC4724]). And finally, if both are nonzero, then the procedures
woul d be applied serially: first those of GR and then those of LLGR
During the first interval, we observe that, while the procedures of
GR are in effect, route preference would not be affected. During the
second interval, while LLGR procedures are in effect, routes would be
treated as | east preferred as specified el sewhere in this docunent.

Once the Restart Time period ends (including the case in which the
Restart Tine is zero), the LLGR period is said to have begun and the
fol |l owi ng procedures MJST be perforned:

* For each AFI/SAFI for which it has received a nonzero Long-Lived
Stale Time, the helper router MIST start a timer for that Long-
Lived Stale Time. |If the timer for the Long-Lived Stale Tinme for
a given AFI/SAFI expires before the session is re-established, the
hel per MJST delete all stale routes of that AFI/SAFI fromthe
nei ghbor that it is retaining.

* The hel per router MIUST attach the LLGR STALE conmunity to the
stale routes being retained. Note that this requirement inplies
that the routes would need to be readvertised in order to
di ssem nate the nodified comunity.

* |f any of the routes fromthe peer have been marked with the
NO LLGR conmmunity, either as sent by the peer or as the result of
a configured policy, they MUST NOT be retai ned and MJUST be renoved
as per the normal operation of [RFC4271].

* The hel per router MJUST performthe procedures listed in
Section 4. 3.

Once the session is re-established, the procedures specified in

[ RFC4724] apply for the stale routes irrespective of whether the
stale routes are retained during the Restart Tinme period or the Long-
Lived Stale Tine period. However, in the case of consecutive
restarts, the previously nmarked stale routes MJST NOT be del eted
before the tinmer for the Long-Lived Stale Tinme expires.

Simlar to [RFC4724], once the LLGR Period begins, the Hel per MJST
i medi ately renove all the stale routes fromthe peer that it is
retaining for that address famly if any of the follow ng occur

* the F bit for a specific address famly is not set in the newy
received LLCR Capability, or

* a specific address family is not included in the newy received
LLGR Capability, or

* the LLGR and acconpanying GR Capability are not received in the
re-established session at all

If a Long-Lived Stale Time timer is running for routes with a given
AFIl / SAFI received froma peer, it MJIST NOT be updated (other than by
manual operator intervention) until the peer has established and
synchroni zed a new session. The session is termed "synchroni zed" for
a gi ven AFl/SAFI once the EoR for that AFI/SAFI has been received
fromthe peer or once the Selection_Deferral _Tiner discussed in

[ RFCA724] expires.

The value of a Long-Lived Stale Tine in the capability received from
a nei ghbor MAY be reduced by | ocal configuration



Wil e the session is down, the expiration of a Long-Lived Stale Tine
timer is treated anal ogously to the expiration of the Restart Tine
timer in [RFCA724], other than applying only to the AFI/SAFI it
acconpani es. However, the timer continues to run once the session
has re-established. The timer is neither stopped nor updated unti
the EoR marker is received for the rel evant AFlI/SAFlI fromthe peer.
If the timer expires during synchronization with the peer, any stale
routes that the peer has not refreshed are renoved. |f the session
subsequently resets prior to becom ng synchroni zed, any remaining
routes (for the AFI/SAFI whose LLST tiner expired) MJUST be renoved

i mredi atel y.

4.3. Processing LLGR STALE Routes

A BGP speaker that has advertised the Long-Lived Graceful Restart
Capability to a nei ghbor MUST performthe follow ng upon receiving a
route fromthat neighbor with the LLGR STALE conmunity or upon
attaching the LLGR STALE community itself per Section 4.2:

* Treat the route as the least preferred in route selection (see
bel ow). See Section 5.2 for a discussion of potential risks
i nherent in doing this.

* The route SHOULD NOT be advertised to any nei ghbor from which the
Long-Li ved Graceful Restart Capability has not been received. The
exception is described in Section 4.6. Note that this requirenent
i mplies that such routes should be withdrawn from any such
nei ghbor.

* The LLGR_STALE comunity MJUST NOT be renoved when the route is
further adverti sed.

4.4. Route Sel ection

A least preferred route MIUST be treated as | ess preferred than any
other route that is not also |least preferred. Wen performng route
sel ecti on between two routes when both are | east preferred, nornal

ti ebreaking applies. Note that this would only be expected to happen
if the only routes available for selection were |east preferred; in
all other cases, such routes would have been elimnated from

consi derati on.

4.5, Errors

If the LLGR Capability is received without an acconpanying GR
Capability, the LLGR Capability MJST be ignored, that is, the

i mpl ement ati on MUST behave as though no LLGR Capability has been
recei ved.

4.6. Optional Partial Deploynent Procedure

Ideally, all routers in an Autononmous System (AS) woul d support this
specification before it were enabled. However, to facilitate

i ncremental deploynment, stale routes MAY be advertised to nei ghbors
that have not advertised the Long-Lived G aceful Restart Capability
under the follow ng conditions:

* The nei ghbors MJST be internal (Internal BGP (IBGP) or
Conf eder ati on) nei ghbors.

*  The NO _EXPORT community [ RFC1997] MJST be attached to the stale
routes.

* The stale routes MJUST have their LOCAL PREF set to zero. See
Section 5.2 for a discussion of potential risks inherent in doing
this.



If this strategy for partial deploynent is used, the network operator
shoul d set the LOCAL PREF to zero for all long-lived stale routes

t hr oughout the Autononous System This trades off a small reduction
in flexibility (ordering may not be preserved between conpeting | ong-
lived stale routes) for consistency between routers that do, and do
not, support this specification. Since the consistency of route

sel ection can be inportant for preventing forwardi ng | oops, the

| atter consideration dom nates.

4.7. Procedures When BGP |s the PE-CE Protocol in a VPN
4.7.1. Procedures When EBGP |s the PE-CE Protocol in a VPN

In VPN depl oynents (for exanple, [RFC4364]), External BGP (EBGP) is
often used as a PE-CE protocol. It nmay be a practical necessity in
such depl oynents to accomodate interoperation with peer routers that
cannot easily be upgraded to support specifications such as this one.
This leads to a problem the procedures defined el sewhere in this
docunent generally prevent LLGR stale routes frombeing sent across
EBGP sessions that don't support LLGR, but this could prevent the VPN
routes from being used for their intended purpose.

We observe that the principal motivation for restricting the
propagati on of "stale" routing information is the desire to prevent
it fromspreading without Iinmt once it exits the "safe" perineter.
We further observe that VPN deploynents are typically topologically
constrained, nmaking this concern noot. For this reason, an

i mpl ement ati on MAY advertise stale routes over a PE-CE session, when
explicitly configured to do so. That is, the second rule listed in
Section 4.3 MAY be disregarded in such cases. Al other rules
continue to apply. Finally, if this exception is used, the

i npl ementati on SHOULD, by default, attach the NO EXPORT comunity to
the routes in question, as an additional protection against stale
routes spreading without limt. Attachment of the NO _EXPORT
community MAY be disabled by explicit configuration in order to
acconmodat e exceptional cases.

See further discussion of using an explicitly configured policy to
mtigate this issue in Section 5.1

4.7.2. Procedures When IBGP |Is the PE-CE Protocol in a VPN

If IBGP is used as the PE-CE protocol, follow ng the procedures of
[ RFC6368], then when a PE router inports a VPN route that contains
the ATTR SET attribute into a destination VRF and subsequently
advertises that route to a CE router:

* |f the CE router supports the procedures of this docunent (in
other words, if the CE router has advertised the LLGR Capability):

In addition to including the path attributes derived fromthe
ATTR SET attribute in the advertised route as per [ RFC6368],
the PE router MJST al so include the LLGR STALE comunity if it
is present in the path attributes of the inported route, even
if it is not present in the ATTR SET attri bute.

* |f the CE router does not support the procedures of this docunent:
Then the optional procedures of Section 4.6 MAY be foll owed,
attaching the NO EXPORT community and setting the val ue of
LOCAL_PREF to zero, overriding the value found in the ATTR SET.

Simlarly, when a PE router receives a route froma CEinto its VRF
and subsequently exports that route to a VPN address famly:
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* |f the PE router supports the procedures of this docunent (in
other words, if the PE router has advertised the LLGR Capability):

In addition to including in the VPN route the ATTR_SET deri ved
fromthe path attributes as per [ RFC6368], the PE router MJST
al so include the LLGR STALE conmunity in the VPN route if it is
present in the path attributes of the route as received from
the CE.

* |f the PE router does not support the procedures of this docunent:

There exists no ideal solution. The CE could advertise a route
with LLGR STALE, with the understanding that the LLGR STALE
marking will only be honored by the provider network if
appropriate policy configuration exists on the PE (see

Section 5.1). It is at least guaranteed that LLGR STALE will
be propagated when the route is propagated beyond the provider
network, or the CE could refrain from advertising the

LLGR STALE route to the incapable PE

Depl oynent Consi derati ons

The depl oynent consi derations discussed in [ RFCA724] apply to this
docunent. In addition, network operators are cautioned to carefully
consi der the potential disadvantages of deploying these procedures
for a given AFI/SAFI. Most notably, if used for an AFI/SAFI that
conveys conventional reachability information, the use of a |ong-
lived stale route could result in a loss of connectivity for the
covered prefix. This specification takes pains to nitigate this risk
wher e possi bl e by making such routes | east preferred and by
restricting the scope of such routes to routers that support these
procedures (or, optionally, a single Autononobus System see

Section 4.6). However, if a stale route is chosen as best for a
given prefix, then according to the nornmal rules of |P forwarding,
that route will be used for matching destinations, even if a non-
stale |l ess specific matching route is also available. Networks in
whi ch the depl oynent of these procedures woul d be especially
concerning include those that do not use "tunneled" forwarding (in
ot her words, those using conventional hop-by-hop forwarding).

I mpl enent ati ons MUST NOT enabl e these procedures by default. They
MUST require affirmative configuration per AFlI/SAFI in order to
enabl e them

The procedures of this docunent do not alter the route resolvability
requi renent of Section 9.1.2.1 of [RFC4271]. Because of this, it

will commonly be the case that "stale" IBGP routes will only continue
to be used if the router depicted in the next hop remai ns resol vabl e,
even if its BGP conmponent is down. Details of 1GP fault-tolerance
strategi es are beyond the scope of this docunent. 1In addition to the
foregoing, it may be advisable to check the viability of the next hop
t hrough ot her neans, for exanple, Bidirectional Forwardi ng Detection
(BFD) [RFC5880]. This nmay be especially useful in cases where the
next hop is known directly at the network |ayer, notably EBGP

As discussed in this docunent, after a BGP session goes down and
before the session is re-established, stale routes nay be retained
for up to two consecutive periods, controlled by the Restart Tine and
the Long-Lived Stale Tinme, respectively:

* During the first period, routing churn woul d be prevented, but
with potential persistent packet |oss.

* During the second period, potential persistent packet |oss may be
reduced, but routing churn would be visible throughout the
net wor k.



The setting of the relevant paraneters for a particular application
shoul d take into account trade-offs, network dynamics, and potentia
failure scenarios. |f needed, the first period can be bypassed
either by local configuration or by setting the Restart Tinme in the
Graceful Restart Capability to zero and/or not listing the AFI/ SAFI
in that capability.

The setting of the F bit (and the Forwarding State bit of the
acconpanyi ng GR Capability) depends, in part, on depl oynent
considerations. The F bit can be understood as an indication that
the Hel per should flush associated routes (if the bit is left clear).
As discussed in Section 1, an inportant use case for LLGRis for
routes that are nore akin to configuration than to conventiona
routing. For such routes, it may nake sense to always set the F bit,
regardl ess of other considerations. Likew se, for control-plane-only
entities, such as dedicated route reflectors that do not participate
in the forwarding plane, it nakes sense to always set the F bit.
Overall, the rule of thunb is that if |oss of state on the restarting
router can reasonably be expected to cause a forwarding | oop or

persi stent packet loss, the F bit should be set scrupul ously
according to whether state has been retained. Specifics of whether
or not the F bit is set are inplenentation dependent and may al so be
controlled by configuration. Also, for every AFI/SAFI represented in
the LLGR Capability that is also represented in the GR Capability,
there will be two corresponding F bits: the LLGR F bit and the GR F
bit. If the LLGRF bit is set, the corresponding GR F bit should

al so be set, since to do otherwi se would cause the state to be
cleared on the Receiving Router per the normal rules of GR violating
the intent of the set LLGR bit.

5.1. When BGP |Is the PE-CE Protocol in a VPN

As discussed in Section 4.7, it may be necessary for a PE to
advertise stale routes to a CE in sonme VPN deploynents, even if the
CE does not support this specification. In that case, the operator
configuring their PE to advertise such routes should notify the
operator of the CE receiving the routes, and the CE should be
configured to depreference the routes.

Simlarly, it may be necessary for a CE to advertise stale routes to
a PE, even if the PE does not support this specification. In that
case, the operator configuring their CE to advertise such routes
shoul d notify the operator of the PE receiving the routes, and the PE
shoul d be configured to depreference the routes.

Typi cal BGP inplementations will be able to be configured to
depreference routes by matching on the LLGR STALE comunity and
setting the LOCAL_PREF for matching routes to zero, simlar to the
procedure described in Section 4.6.

5.2. Risks of Depreferencing Routes

Depref erencing EBGP routes is considered safe, no different fromthe
common practice of applying a routing policy to an EBGP session
However, the sane is not always true of |BGP

Consi stent route selection is a fundanental tenet of |BGP correctness
and safe operation in hop-by-hop routed networks. Wen routers
within an AS apply different criteria in selecting routes, they can
arrive at inconsistent route selections. This can lead to the
formati on of forwardi ng | oops unless sone form of tunnel ed forwarding
is used to prevent "core" routers frommaking a (potentially

i nconsi stent) forwardi ng deci sion based on the |IP header

Thi s specification uses the state of a peering session as an input to



the selection criteria, depreferencing routes that are associ ated
with a session that has gone down but that have not yet aged out.
Since different routers within an AS nmight have different notions as
to whether their respective sessions with a given peer are up or
down, they might apply different selection criteria to routes from
that peer. This could result in a forwarding | oop form ng between
such routers.

For an exanple of such a forwarding | oop, consider the follow ng
si npl e topol ogy:

A -ce Boemos Commmmmem e

AN

D

N
I I
R1 R2

Figure 1

In this exanple, A - Dare routers with a full nesh of |BGP sessions
bet ween them (the sessions are not shown). The short |inks have unit
cost, the long link has cost 5. Routers A and D are AS border
routers, each advertising some route, R, with the same LOCAL_PREF
into the AS: denoted R1 and R2 in the diagram In ordinary

operation, it can be seen that routers B and Cw |l select Rl for
forwarding and will forward toward A

Suppose that the session between A and B goes down for some reason,
and it stays down |ong enough for LLGR processing to be invoked on B.
Then, on B, route RL will be depreferenced, |leading to the selection
of R2 by B. However, Cwll continue to prefer RL. In this case, it
can be seen that a forwarding | oop for packets destined to R woul d
formbetween B and C. (W note that other forwarding | oop scenarios
can be constructed for conventional GR, but these are generally

consi dered | ess severe since CR can remain in effect for a nuch nore
limted interval.)

The potential benefits of this specification can outwei gh the risks
di scussed above, as long as care is exercised in deploynment. The
cardinal rule to be followed is that if a given set of routes is
bei ng used within an AS for hop-by-hop forwardi ng, enabling LLCR
procedures is not recomended. |f tunneled forwarding (such as MPLS)
is used within the AS, or if routes are being used for purposes other
than hop-by-hop forwarding, |ess caution is needed; however, the
operator should still carefully consider the consequences of enabling
LLGR

Security Considerations

The security inplications of the LLGR nechanismdefined in this
docunent are akin to those incurred by the naintenance of stale
routing information within a network. However, since the retention
time may be much | onger, the wi ndow during which certain attacks are
feasi ble may substantially increase. This is particularly rel evant
when consi dering the mai ntenance of routing information that is used
for service segregation, such as MPLS | abel entries.

For MPLS VPN services, the effectiveness of the traffic isolation
between VPNs relies on the correctness of the MPLS | abel s between

ingress and egress PEs. In particular, when an egress PE withdraws a
| abel L1 allocated to a VPNL route, this |abel must not be assigned
to a VPN route of a different VPN until all ingress PEs stop using

the old VPNL route using L1.

Such a corner case may happen today if the propagation of VPN routes
by BGP nessages between PEs takes nmore tine than the | abe



reall ocation delay on a PEE G ven that we can generally bound the
wor st -case BGP propagation tine to a few mnutes (for exanple, 2-5
m nutes), the security breach will not occur if PEs are designed to
not reallocate a previously used and withdrawn | abel before a few
m nut es.

The problemis made worse with BGP GR between PEs because VPN routes
can be stalled for a longer period of tine (for exanple, 20 m nutes).

This is further aggravated by the LLGR extension specified in this
docunent because VPN routes can be stalled for a nmuch | onger period
of time (for exanple, 2 hours, 1 day).

In order to exploit the vulnerability described above, an attacker
needs to engineer a specific LLGR state between two PE devices and
al so cause the label reallocation to occur such that the two
topol ogi es overlap. To avoid the potential for a VPN breach, the
operator should ensure that the | ower bound for |abel reuse is
greater than the upper bound on the LLST before enabling LLGR for a
VPN address fam|ly. Section 4.2 discusses the provision of an upper
bound on LLST. Details of features for setting a | ower bound on

| abel reuse tinme are beyond the scope of this docunent; however,
factors that m ght need to be taken into account when setting this
val ue i ncl ude:

* The | oad of the BGP route churn on a PE (in terns of the nunber of
VPN | abel s advertised and the churn rate).

* The label allocation policy on the PE, which possibly depends upon
the size of the pool of the VPN | abels (which can be restricted by
har dwar e consi derati ons or other MPLS usages), the |abel
al | ocati on schenme (for exanple, per route or per VRF/CE), and the
real |l ocation policy (for exanple, |east recently used | abel).

Note that [ RFC4781], which defines the Graceful Restart Mechani sm for
BGP with MPLS, is also applicable to LLGR

Exampl es of Operation

For illustrative purposes, we present a few exanples of how this
specification m ght be used in practice. These exanples are neither
exhaustive nor nornmative.

Consi der the follow ng scenario: A border router, ASBRL, has an | BGP
peering with a route reflector, RRL, fromwhich it learns routes. It
has an EBGP peering with an external peer, EXT, to which it
advertises those routes. The external peer has advertised the GR and
LLGR Capabilities to ASBRL. ASBR1 is configured to support GR and
LLGR on its sessions with RRL and EXT. RR1l advertises a GR Restart
Time of 1 (second) and an LLST of 3600 (seconds):

ASBR1’'s I BGP session with RRfails. ASBRl retains |
RR s routes according to the rules of GR [RFC4A724]. |

| GR Restart Tine expires. ASBRl transitions RR s |
| routes to long-lived stale routes by attaching the

| LLGR _STALE community and depreferencing them |
| However, since it has no backup routes, it |
| continues to make use of them It re-announces |
| themto EXT with the LLGR STALE community attached. |

| t+1+3600 | LLST expires. ASBRl renoves RR' s stale routes from |
| | its own RIB and sends BGP updates to withdraw them |



Table 1

Next, imagine the sanme scenario, but suppose RRl advertised a GR
Restart Tine of zero, effectively disabling GR Equally, ASBR1 coul d
have used a local configuration to override RRL's offered Restart
Time, setting it to a locally configured val ue of zero:

| Time | Event |
[ oo bbbl oo e s e s oo oo e e
| t | ASBR1's | BGP session with RR fails. ASBRL |
| | transitions RR s routes to long-lived stale routes by |
| | attaching the LLGR_STALE community and depreferencing |
| | them However, since it has no backup routes, it |
| | continues to nake use of them It re-announces them |
| | to EXT with the LLGR STALE conmunity attached. |
TS o +
| t+0+3600 | LLST expires. ASBRLl renoves RR's stale routes from |
| | its own RIB and sends BGP updates to withdraw t hem |
| | from EXT. |
Fomm oo - o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmemao o +

Table 2

Next, imagine the original scenario, but consider that the ASBRl-RRl
session comes back up and becones synchroni zed 180 seconds after the
failure was detected:

ASBR1's I BGP session with RR fails. ASBRl retains |
RR s routes according to the rules of GR [RFC4724]. |

| GR Restart Tinme expires. ASBRL transitions RR' s |
| routes to long-lived stale routes by attaching the |
| LLGR_STALE comunity and depreferencing them |
| However, since it has no backup routes, it |
| continues to nmake use of them It re-announces |
| themto EXT with the LLGR STALE community attached. |

| Session is re-established and resynchroni zed. |
| ASBR1 renoves the LLGR STALE community from RRL s |
| routes and re-announces themto EXT with the |
| LLGR _STALE conmmunity renoved. |

Table 3

Finally, imagine the original scenario, but consider that EXT has not
advertised the LLGR Capability to ASBRL:

ASBR1's I BGP session with RR fails. ASBR1 retains |
RR s routes according to the rules of GR [RFC4724]. |

| GR Restart Tinme expires. ASBRL transitions RR' s |
| routes to long-lived stale routes by attaching the |
| LLGR_STALE comunity and depreferencing them |
| However, since it has no backup routes, it continues |
| to nake use of them It wthdraws them from EXT. |



| t+1+43600 | LLST expires. ASBRl renpbves RR s stale routes from |
| | its own RIB. |

Table 4
8. | ANA Consi derati ons

Thi s docunent defines a BGP capability called the "Long-Lived
Graceful Restart Capability". |ANA has assigned a value of 71 from
the "Capability Codes" registry.

Thi s docunent introduces two BG wel | -known communi ti es:

* the first called "LLGR STALE" for marking long-lived stale routes,
and

* the second called "NO LLGR' for marking routes that should not be
retained if stale.

I ANA has assigned these well-known community val ues OxFFFFO006 and
OxFFFF0007, respectively, fromthe "BG Well-known Communities"
registry.

| ANA has established a registry called the "Long-Lived G aceful
Restart Flags for Address Family" registry under the "Border Gateway
Protocol (BGP) Paranmeters" group. The registration procedures are
St andards Action (see [RFC8126]). The registry is initially

popul ated as foll ows:

B Sl e, ey e ety
| Bit Position | Name | Short Nane | Reference |
[ oo oo st e e e
| O | Preservation of state | F | RFC 9494 |
I i I B i T R R +
| 1-7 | Unassi gned | | |
F-- - - - - - B e ] I i F-- - - - +
Table 5
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