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I ntroduction

As described in Section 1.2 of [RFC8417] ("Security Event Token
(SET)"), subjects related to security events may take a variety of
fornms, including but not limted to a JW [ RFC7519] principal, an IP
address, a URL, etc. Different types of subjects may need to be
identified in different ways (e.g., a user mght be identified by an
emai | address, a phone nunber, or an account nunber). Furthernore,
even in the case where the type of the subject is known, there may be
mul tiple ways by which a given subject may be identified. For
exanpl e, an account may be identified by an opaque identifier, an
emai | address, a phone nunber, a JW "iss" Claimand "sub" Caim
etc., depending on the nature and needs of the transmitter and
receiver. Even within the context of a given transnitter and
receiver relationship, it may be appropriate to identify different
accounts in different ways, for exanple, if sone accounts only have
emai | addresses associated with themwhile others only have phone
nunbers. Therefore, it can be necessary to indicate within a SET the
mechani sm by which a subject is being identified.

To address this problem this specification defines Subject
ldentifiers as JSON [ RFC3259] objects containing informtion
identifying a subject and defines ldentifier Formats as nanmed sets of
rul es describing howto encode different kinds of subject-identifying
information (e.g., an enmil address or an issuer and subject pair) as
a Subject ldentifier

Bel ow i s a non-normative exanple of a Subject ldentifier that

identifies a subject by email address, using the Email ldentifier
For mat .

"format": "emil",

"email": "user @xanpl e. cont

}

Figure 1. Exanple: Subject ldentifier Using the Email Identifier
For mat

Subject ldentifiers are intended to be a general - purpose nechani sm



for identifying subjects within JSON objects, and their usage need
not be limted to SETs. Below is a non-normative exanple of a JW
that uses a Subject ldentifier in the JWr "sub_id" Claim(defined in
this specification) to identify the JWI Subject.

{
"iss": "issuer.exanple.cont,
"sub_id": {
"format": "phone_nunber",
"phone_nunber": "+12065550100"
}
}

Figure 2: Exanple: JW Using a Subject Identifier with the JWI
"sub_id" Claim

Usage of Subject ldentifiers also need not be limted to identifying
JWI' Subjects. They are intended as a general - purpose neans of
expressing identifying information in an unanbi guous nmanner. Bel ow
is a non-normative exanple of a SET containing a hypothetica
security event describing the interception of a nessage, using
Subject ldentifiers to identify the sender, intended recipient, and
i nterceptor.

{
"iss": "issuer.exanple.cont,
"fat": 1508184845,
"aud": "aud. exanpl e.coni,
"events": {
"https://secevent. exanpl e. conf event s/ message-i nterception": {
"from': {
"format": "email",
"emai |l ": "alice@xanple.cont
},
"to": {
"format": "email",
"email": "bob@xanpl e. cont
"interceptor": {
"format": "email",
"emai |l ": "eve@xanpl e. cont
}
}
}
}

Figure 3: Exanple: SET with an Event Payl oad Containing Miltiple
Subj ect ldentifiers

Not at i onal Conventi ons

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

1. Definitions

This specification utilizes term nology defined in [ RFC8259] and
[ RFC8417] .

Wthin this specification, the terns "Subject" and "subject" refer
generically to anything being identified via one or nore pieces of
information. The term"JW Subject” refers specifically to the
subject of a JWI (i.e., the subject that the JW asserts clains



about) .
3. Subject ldentifiers

A Subject ldentifier is a JSON object [RFC8259] whose contents nmay be
used to identify a subject within sone context. An ldentifier Format
is a naned definition of a set of information that may be used to
identify a subject and the rules for encoding that information as a
Subj ect ldentifier; these rules define the syntax and senmantics of
Subj ect ldentifiers. A Subject Identifier MJST conformto a specific
Identifier Format and MJUST contain a "format" nmenber whose value is
the nanme of that ldentifier Format.

Every ldentifier Format MJST have a uni que nanme registered in the

| ANA "Security Event ldentifier Formats" registry established in
Section 8.1 or a Collision-Resistant Nane as defined in [ RFC7519].
Identifier Formats that are expected to be used broadly by a variety
of parties SHOULD be registered in the "Security Event ldentifier
Format s" registry.

An Identifier Format MAY describe nore nenbers than are strictly
necessary to identify a subject and MAY descri be conditions under
whi ch those nmenbers are required, optional, or prohibited. The
"format" menber is reserved for use as described in this
specification; ldentifier Formats MJST NOT decl are any rules
regarding the "format" nenber.

Every menber within a Subject ldentifier MJUST match the rules
specified for that nenber by this specification or by a Subject
Identifier’'s Identifier Format. A Subject ldentifier MJST NOT
contain any nmenbers prohibited or not described by its Identifier
Format and MJST contain all nenbers required by its Identifier
For mat .

3.1. Identifier Formats versus Principal Types

Identifier Formats define how to encode identifying information for a
subject. Unlike Principal Types, they do not define the type or
nature of the subject itself. For exanple, while the Enmil

Identifier Format declares that the value of the "enmil" menber is an
emai | address, a subject in a security event that is identified by an
Emai | Subject ldentifier could be an end user who controls that enmai
address, the mailbox itself, or anything else that the transmtter
and receiver both understand to be associated with that enail

address. Consequently, Subject Identifiers renove anbiguity around
how a subject is being identified and how to parse an identifying
structure, but they do not renove anbiguity around how to resol ve
that identifier for a subject. For exanple, consider a directory
managenment APl that allows callers to identify users and groups

t hrough both opaque unique identifiers and email addresses. Such an
APl coul d use Subject ldentifiers to di sanbi guate between whi ch of
these two types of identifiers is in use. However, the APl would
have to determ ne whether the subject is a user or group via sone

ot her neans, such as by querying a database, interpreting other
paraneters in the request, or inferring the type fromthe API
contract.

3. 2. Identifier Format Definitions

The following Identifier Formats are registered in the | ANA "Security
Event ldentifier Formats"” registry established in Section 8.1

Since the Subject ldentifier Format conveys senmantic infornmation,
appl i cations SHOULD choose the npbst specific possible format for the
identifier in question. For exanple, an enmil address can be
conveyed using a "mailto:" URI and the URI Identifier Format, but



since the value is known to be an enmail address, the application
shoul d prefer to use the Email ldentifier Format instead.

3.2.1. Account ldentifier Format

The Account ldentifier Format identifies a subject using an account
at a service provider, identified with an "acct” URl as defined in

[ RFC7565]. An account is an arrangenent or agreenent through which a
user gets access to a service and gets a unique identity with the
service provider. Subject Identifiers in this format MJST contain a
"uri" menmber whose value is the "acct” URI for the subject. The
"uri" menber is REQUI RED and MJUST NOT be null or enpty. The Account
Identifier Format is identified by a value of "account” in the
"format" nenber.

Bel ow is a non-normative exanpl e Subject ldentifier for the Account
I dentifier Format:

"format": "account",
"uri": "acct:exanpl e.user @ervice. exanpl e. cont
}
Figure 4: Exanple: Subject ldentifier for the Account Identifier
For mat
3.2.2. Email Identifier Format
The Email ldentifier Format identifies a subject using an email

address. Subject ldentifiers in this format MJST contain an "email"
menber whose value is a string containing the email address of the
subject, formatted as an "addr-spec" as defined in Section 3.4.1 of
[ RFC5322]. The "enmmil" menber is REQUI RED and MUST NOT be null or
enpty. The value of the "enmail" nmenber MUST identify a nailbox to
whi ch ermail may be delivered, in accordance with [ RFC5321]. The
Emai|l ldentifier Format is identified by the nane "email"

Bel ow i s a non-nornmative exanpl e Subject Identifier in the Enmail
I dentifier Format:

"format": "email",
"email": "user @xanpl e. cont

}
Figure 5: Exanple: Subject Identifier in the Email Identifier Format
3.2.2.1. Email Canonicalization

Many emmil providers will treat nmultiple email addresses as
equivalent. Wiile the donmain portion of an email address [ RFC5322]
is consistently treated as case-insensitive per [RFCL034], nost
providers treat the local part of the emanil address as case-
insensitive as well and consider "user @xanpl e.conf,

"User @xanpl e. com', and "USER@xanpl e. cont as the sanme email address
Sone providers also treat dots (".") as optional; for exanple,

"user. nare@xanpl e. cont', "usernane@xanpl e. cont',

"u.s.e.r.name@xanpl e.cont, and "u.s.e.r.n.a. me@xanple.con m ght
all be treated as equivalent. This has |led users to view these
strings as equivalent, driving service providers to inplenent
proprietary email canonicalization algorithns to ensure that emi
addresses entered by users resolve to the sanme canonical string.
Enmai | canoni calization is not standardi zed, and there is no way for
the event recipient to determine the nail provider’s canonicalization
met hod. Therefore, the recipient SHOULD apply its own

canoni calization algorithmto incomng events in order to reproduce



the transl ati on done by the |local email system
3.2.3. Issuer and Subject Identifier Format

The Issuer and Subject ldentifier Format identifies a subject using a
pair of "iss" and "sub" nmembers, anal ogous to how subjects are
identified using the JWI "iss" and "sub” Clainms in Openl D Connect

[ Openl D. Core] I D Tokens. These nenbers MJST follow the formats of
the "iss" menber and "sub" menber defined by [ RFC7519], respectively.
Both the "iss" nenber and the "sub" nenber are REQUI RED and MJUST NOT
be null or enpty. The Issuer and Subject ldentifier Format is
identified by the nane "iss_sub".

Bel ow i s a non-normative exanple Subject Identifier in the |Issuer and
Subj ect ldentifier Format:

{
"format": "iss_sub",
"iss": "https://issuer.exanple.com™
"sub": "145234573"

}

Fi gure 6: Example: Subject Identifier in the |Issuer and Subject
Identifier Format

3.2.4. (Opaque ldentifier Fornmat

The Opaque ldentifier Format describes a subject that is identified
with a string with no senantics asserted beyond its usage as an
identifier for the subject, such as a Universally Unique Identifier
(UUI D) or hash used as a surrogate identifier for a record in a

dat abase. Subject Identifiers in this format MJST contain an "id"
menber whose value is a JSON string containing the opaque string
identifier for the subject. The "id" nenmber is REQU RED and MJUST NOT
be null or enpty. The Opaque Identifier Format is identified by the
name "opaque".

Bel ow i s a non-normative exanple Subject Identifier in the Opaque
I dentifier Format:

"format": "opaque",
"id": "11112222333344445555"
}

Figure 7. Exanple: Subject ldentifier in the Opaque Identifier Format
3.2.5. Phone Nunber ldentifier Fornmat

The Phone Nunber Identifier Format identifies a subject using a

t el ephone nunber. Subject ldentifiers in this fornmat MJST contain a
"phone_nunmber” menber whose value is a string containing the ful

t el ephone nunber of the subject, including an international dialing
prefix, formatted according to E 164 [E164]. The "phone_nunber"
menber is REQUI RED and MJUST NOT be null or enpty. The Phone Number
Identifier Format is identified by the nane "phone_nunber".

Bel ow i s a non-nornmative exanple Subject Identifier in the Phone
Nunber Identifier Format:

"format": "phone_ nunber",
"phone_nunber": "+12065550100"
}

Figure 8: Exanple: Subject ldentifier in the Phone Number



Identifier Format
.2.6. Decentralized Identifier (D D) Fornmat

The Decentralized Identifier (DID) Format identifies a subject using
a DID URL as defined in [DID]. Subject Identifiers in this format
MJST contain a "url" nmenber whose value is a DID URL for the DID
Subj ect being identified. The value of the "url" nenber MJST be a
valid DID URL and MAY be a bare DID. The "url" nenber is REQU RED
and MUST NOT be null or enpty. The Decentralized Identifier Format
is identified by the name "did".

Bel ow are non-normati ve exanple Subject ldentifiers for the
Decentralized |dentifier Format:

{
"format": "did",
"url": "did: exanmpl e: 123456"
}
Figure 9: Exanple: Subject ldentifier for the Decentralized
Identifier Format, ldentifying a Subject with a Bare DID
{
"format": "did",
"url": "did: exanpl e: 123456/ di d/ url / pat h?ver si onl d=1"
}

Fi gure 10: Exanple: Subject Identifier for the Decentralized
Identifier Format, ldentifying a Subject with a DID URL with Non-
enpty Path and Query Components

.2.7. Uniform Resource ldentifier (URI) Fornat

The Uni form Resource ldentifier (URI) Format identifies a subject
using a URI as defined in [RFC3986]. This Identifier Format makes no
assunptions or guarantees with regard to the content, schene, or
reachability of the URI within the field. Subject Identifiers in
this format MJST contain a "uri" nenber whose value is a URl for the
subj ect being identified. The "uri" nenber is REQU RED and MJUST NOT
be null or enpty. The URI Format is identified by the nane "uri"

Bel ow are non-normative exanple Subject ldentifiers for the URI
For mat :

{
"format": "uri",
"uri": "https://user.exanple.com"
}
Figure 11: Exanple: Subject Identifier for the URl Fornmat,
Identifying a Subject with a Website UR
{ _
"format": "uri",
"uri": "urn:uuid: 4e851e98- 83c4- 4743- abda- 150ecb53042f "
}

Fi gure 12: Exanple: Subject Identifier for the UR Fornmat,
Identifying a Subject with a Random URN

.2.8. Aliases ldentifier Format
The Aliases ldentifier Format describes a subject that is identified

with a list of different Subject ldentifiers. It is intended for use
when a variety of identifiers have been shared with the party that



will be interpreting the Subject ldentifier, and it is unknown which
of those identifiers they will recognize or support. Subject
Identifiers in this format MJST contain an "identifiers" menber whose
value is a JSON array contai ning one or nore Subject ldentifiers.
Each Subject ldentifier in the array MIST identify the same entity.
The "identifiers" menmber is REQUI RED and MJUST NOT be null or enpty.

It MAY contain nmultiple instances of the same ldentifier Format

(e.g., multiple Email Subject Identifiers) but SHOULD NOT contain
exact duplicates. This format is identified by the name "aliases"

"aliases" Subject ldentifiers MJUST NOT be nested, i.e., the
"identifiers" nenmber of an "aliases" Subject Identifier MJST NOT
contain a Subject ldentifier in the Aliases ldentifier Format.

Bel ow i s a non-nornmative exanple Subject Identifier in the Aliases
Identifier Fornmat:

"format": "aliases",
"identifiers": [
{
"format": "email",
"emai |l ": "user @xanpl e. cont
b
{
"format": "phone_nunber",
"phone_nunber": "+12065550100"
H
{
"format": "email",
"emai |l ": "user+qualifier@xanple.cont
}

Figure 13: Exanple: Subject Identifier in the Aliases lIdentifier
For mat

4. Subject ldentifiers in JWs
4.1. JWI "sub_id" Cdaim

The JWI "sub" Caimis defined in Section 4.1.2 of [RFC/519] as
containing a string value; therefore, it cannot contain a Subject
Identifier (which is a JSON object) as its value. This docunent
defines the JWI "sub_id" Caim in accordance with Section 4.2 of

[ RFC7519], as a common claimthat identifies the JW Subject using a
Subj ect ldentifier. Wen present, the value of this claimMJIST be a
Subj ect ldentifier that identifies the subject of the JWI. The JW
"sub_id" Caim MY be included in a JWI, whether or not the JW "sub"
Claimis present. Wen both the JWI "sub" and "sub_id" Cains are
present in a JW, they MIST identify the sane subject, as a JW has
one and only one JW Subj ect.

When processing a JWI with both JW "sub" and "sub_id" d ains,

i npl ementations MJUST NOT rely on both clains to determ ne the JWI
Subject. An inplementation MAY attenpt to determ ne the JWI Subj ect
fromone claimand fall back to using the other if it determnes it
does not understand the format of the first claim For exanple, an

i mpl ementation nmay attenpt to use "sub_id" and fall back to using
"sub" upon finding that "sub_id" contains a Subject Identifier with a
format that is not recogni zed by the inplenentation

Bel ow are non-normati ve exanpl es of JW's containing the JW "sub id"
Claim



"iss": "issuer.exanple.cont,
"sub_id": {
"format": "email",
"email": "user @xanpl e. cont
}
}
Figure 14: Exanple: JW Containing a JWI "sub_id" C aimand No
"sub" d aim
{
"iss": "issuer.exanple.cont,
"sub": "user @xanpl e. cont',
"sub_id": {
"format": "email",
"email": "user @xanpl e. cont
}
}
Fi gure 15: Exanple: JW Were the JW "sub" and "sub_id" Cains
Identify the JWI Subject Using the Same ldentifier
{
"iss": "issuer.exanple.cont,
"sub": "liz@xanpl e.cont,
"sub_id": {
"format": "email",
"emai |l ": "elizabet h@xanpl e. cont
}
}
Figure 16: Exanple: JW Were the JWI "sub" and "sub_id" Cains
Identify the JWI Subject Using Different Values of the Same
Identifier Type
{
"iss": "issuer.exanple.cont,
"sub": "user @xanpl e. cont,
"sub_id": {
"format": "account",
"uri": "acct:exanpl e.user @ervice. exanpl e. cont
}
}

Figure 17: Exanple: JW Where the JWI "sub" and "sub_id" d ains
Identify the JWI Subject via Different Types of ldentifiers

4.2. JW "sub_id" Cdaimand "iss_sub" Subject Identifier

The JWI "sub_id" Claim MAY contain an "iss_sub" Subject Identifier
In this case, the JWI"s "iss" Claimand the Subject Identifier's
"iss" menmber MAY be different. For exanple, an Openl D Connect

[ Openl D. Core] client may construct such a JW when sendi ng JWI's back
to its Openl D Connect ldentity Provider in order to identify the JW
Subj ect using an identifier known to be understood by both parti es.
Simlarly, the JWI's "sub" Caimand the Subject Identifier’'s "sub"
menber MAY be different. For exanple, this may be used by an Openl D
Connect client to conmunicate the JWI Subject’s local identifier at
the client back to its lIdentity Provider.

Bel ow are non-normati ve exanples of a JW where the JW "iss" Claim

and "iss" nmenber within the JWI "sub_id" Claimare the sane and a JWI
where they are different.

{
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"iss": "issuer.exanple.cont,
"sub_id": {
"format": "iss_sub",
"iss": "issuer.exanple.cont,
"sub": "exanple_user"

}

Figure 18: Exanple: JWI with an "iss_sub" Subject ldentifier
Where the JWI I ssuer and JWI Subj ect |ssuer Are the Sane

"iss": "client.exanple.cont,
"sub_id": {
"format": "iss_sub",
"iss": "issuer.exanple.cont,
"sub": "exanple_user"

}

Figure 19: Exanple: JWI with an "iss_sub" Subject ldentifier
Where the JWI Issuer and JW Subject |Issuer Are Different

"iss": "client.exanple.cont,
"sub": "client_user",
"sub_id": {
"format": "iss_sub",
"iss": "issuer.exanple.cont,
"sub": "exanple_user"
}
}

Fi gure 20: Exanple: JWF with an "iss_sub" Subject ldentifier
Where the JW "iss" and "sub" Clainms Differ fromthe JWI
Subject’s "iss" and "sub" Menbers

Consi derations for Specifications that Define Identifier Formats

Identifier Format definitions MJUST NOT nake assertions or

decl arations regarding the subject being identified by the Subject
Ildentifier (e.g., an ldentifier Format cannot be defined as
specifically identifying human end users). Such statements are
outside the scope of ldentifier Formats and Subject ldentifiers.
Expandi ng that scope for sone ldentifier Formats but not others would
harm interoperability because applications that depend on this
expanded scope to di sanbi guate the subject type would be unable to
use ldentifier Formats that do not provide such rules.

Privacy Consi derations
1. ldentifier Correlation

The act of presenting two or nore identifiers for a single subject
together (e.g., within an "aliases" Subject Identifier or via the JW
"sub" and "sub_id" dains) nmay communi cate nore information about the
subj ect than was intended. For exanple, the entity to which the
identifiers are presented now knows that both identifiers relate to
the sane subject and may be able to correlate additional data based
on that. Wen transmtting Subject lIdentifiers, the transmtter
SHOULD take care that they are only transmtting nultiple identifiers
together when it is known that the recipient already knows that the
identifiers are related (e.g., because they were previously sent to
the recipient as clains in an Openl D Connect | D Token) or when
correlation is essential to the use case. |Inplenenters nust consider
such risks, and specifications that use Subject Identifiers nust
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provi de appropriate privacy considerations of their own.

The considerations described in Section 6 of [RFC8417] al so apply
when Subj ect Identifiers are used within SETs. The considerations
described in Section 12 of [RFC7519] al so apply when Subject
ldentifiers are used within JWs.

Security Considerations

Thi s specification does not define any nmechani smfor ensuring the
confidentiality or integrity of a Subject Identifier. Were such
properties are required, inplenentations MJST use mechani sns provi ded
by the containing format (e.g., integrity protecting SETs or JWs
usi ng JSON Wb Signature (JW5) [RFC7515]) or at the transport |ayer
or other layer in the application stack (e.g., using TLS [ RFC8446]).

Further considerations regarding confidentiality and integrity of
SETs can be found in Section 5.1 of [RFC8417].

I ANA Consi derations
Security Event ldentifier Formats Registry

Thi s docunment defines ldentifier Formats, for which | ANA has created
and maintains a newregistry titled "Security Event ldentifier
Formats". Initial values for the "Security Event ldentifier Formats"
registry are given in Section 3. Future assignnents are to be nade
through the Specification Required registration policy [BCP26] and
shall follow the tenplate presented in Section 8.1.1

It is suggested that nultiple designated experts be appointed who are
abl e to represent the perspectives of different applications using
this specification in order to enable broadly infornmed review of

regi strati on deci si ons.

1. Registration Tenplate

For mat Nane:
The nane of the ldentifier Format, as described in Section 3. The
nane MJST be an ASCII string consisting only of |owercase
characters ("a" - "z"), digits ("0" - "9"), underscores ("_"), and
hyphens ("-") and SHOULD NOT exceed 20 characters in |ength.

For mat Descri ption:
A brief description of the Identifier Fornmat.

Change Controller
For formats defined in documents published by the IETF or its
wor ki ng groups, list "IETF'. For all other formats, list the name
of the party responsible for the registration. Contact
i nformati on, such as nmiling address, enmmil address, or phone
nunber, mnust al so be provided.

Ref erence
A reference to the docunment or docunents that define the
Identifier Format. The reference docunent(s) MJIST specify the
nane, format, and neani ng of each nenber that nay occur within a
Subj ect ldentifier of the defined format as well as whether each
menber is optional, required, or conditional and the circunstances
under whi ch these optional or conditional fields would be used.
URIs that can be used to retrieve copies of each docunment SHOULD
be incl uded.

2. Initial Registry Contents

8.1.2.1. Account ldentifier Fornat



.1

.1

.1

.1

.1

.1

.1

.1

Format Name: account

Format Description: Subject ldentifier based on "acct" URI
Change Controller: |ETF

Ref erence: Section 3 of RFC 9493

2. 2. Email ldentifier Format

Format Name: enmil

Format Description: Subject Identifier based on an enmmil address
Change Controller: |ETF

Ref erence: Section 3 of RFC 9493

2.3. Issuer and Subject Identifier Format
Format Nane: iss_sub
Format Description: Subject ldentifier based on an issuer and

subj ect
Change Controller: |ETF
Ref erence: Section 3 of RFC 9493

2.4. Opaque ldentifier Format

Format Nanme: opaque

Format Description: Subject ldentifier based on an opaque string
Change Controller: |ETF

Reference: Section 3 of RFC 9493

2.5. Phone Nunber Identifier Format

Format Nanme: phone_nunber

Format Description: Subject ldentifier based on a phone nunber
Change Controller: |ETF

Ref erence: Section 3 of RFC 9493

2.6. Decentralized | dentifier Format

Format Name: did

Format Description: Subject ldentifier based on a decentralized
identifier (DD

Change Controller: |ETF

Ref erence: Section 3 of RFC 9493

2.7. Uniform Resource ldentifier Format

Format Nane: uri

Format Description: Subject ldentifier based on a Uniform Resource
Identifier (URI)

Change Controller: |ETF

Ref erence: Section 3 of RFC 9493

2.8. Aliases ldentifier Format

Format Name: aliases

Format Description: Subject ldentifier that groups together multiple
different Subject ldentifiers for the sane subject

Change Controller: |ETF

Ref erence: Section 3 of RFC 9493

3. CGuidance for Expert Reviewers

The Expert Reviewer is expected to review the docunentation
referenced in a registration request to verify its conpl eteness. The
Expert Revi ewer nust base their decision to accept or reject the
request on a fair and inpartial assessnent of the request. If the
Expert Reviewer has a conflict of interest, such as being an author



of a defining docunment referenced by the request, they nust recuse
thensel ves fromthe approval process for that request.

Identifier Formats need not be generally applicable and nmay be highly
specific to a particular domain; it is expected that formats may be
regi stered for niche or industry-specific use cases. The Expert

Revi ewer shoul d focus on whether the format is thoroughly docunented
and whether its registration will pronote or harminteroperability.

In nost cases, the Expert Reviewer should not approve a request if
the registration would contribute to confusion or anount to a synonym
for an existing format.

8.2. JSON Wb Token C ains Registration

Thi s docunent defines the JW "sub_ id" Caim which | ANA has
registered in the "JSON Wb Token C ains" registry [ ANA JWI. d ai ns]
establ i shed by [ RFC7519].

8.2.1. Registry Contents

Claim Nanme: sub_id

Cl ai m Description: Subject ldentifier
Change Controller: |ETF

Ref erence: Section 4.1 of RFC 9493
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