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Abstract

Label Switched Path (LSP) Ping is a widely depl oyed Operations,

Admi ni stration, and Mai ntenance (OAM nechanismin MPLS networks.

Thi s docunent describes nechanisns for detecting data plane failures
using LSP Ping in MPLS-based Ethernet VPN (EVPN) and Provider
Backbone Bri dgi ng EVPN ( PBB- EVPN) net works.
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I ntroduction

[ RFC7432] describes MPLS-based EVPN technol ogy. An EVPN conpri ses
one or nore Custoner Edge devices (CEs) connected to one or nore
Provi der Edge devices (PEs). The PEs provide Layer 2 (L2) EVPN anong
the CE(s) over the MPLS core infrastructure. |In EVPN networks, the
PEs advertise the Media Access Control (MAC) addresses |earned from
the locally connected CE(s), along with the MPLS | abel, to renpote
PE(s) in the control plane using nultiprotocol BGP [ RFC4760]. EVPN
enabl es multi hom ng of CE(s) connected to multiple PEs and | oad

bal ancing of traffic to and fromnulti homed CE(S).

[ RFC7623] describes the use of Provider Backbone Bridging EVPN. PBB-
EVPN nmai ntai ns the Customer MAC (C-MAC) learning in the data pl ane
and only adverti ses Backbone MAC (B-MAC) addresses in a control plane
usi ng BGP.

Procedures for sinple and efficient nechanisns to detect data pl ane
failures using LSP Ping in MPLS networks are well defined in

[ RFC8029] and [ RFC6425]. The basic idea for the LSP Ping nmechani sm
is to send an MPLS Echo Request packet along the sane data path as
dat a packets bel onging to the sanme Forwarding Equival ent O ass (FEC)
The Echo Request packet carries the FEC being verified in the Target
FEC Stack TLV [RFC8029]. Once the Echo Request packet reaches the
end of the MPLS path, it is sent to the control plane of the egress
PE. The Echo Request packet contains sufficient information to
verify the correctness of data plane operations and validate the data
pl ane agai nst the control plane. The egress PE sends the results of
the validation in an Echo Reply packet to the originating PE of the
Echo Request packet.

Thi s docunent defines procedures to detect data plane failures using
LSP Ping in MPLS networks depl oying EVPN and PBB-EVPN. This docunent
defines four new sub-TLVs for the Target FEC Stack TLV with the

pur pose of identifying the FEC on the egress PE

Speci fication of Requirenents
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

Ter mi nol ogy

A-D:  Auto-Di scovery



B- MAC: Backbone MAC

BUM  Broadcast, Unknown Unicast, and Multicast
CE: Custoner Edge device

C-MAC. Customer MAC

DF:  Desi gnated Forwarder

ES: Ethernet Segnent

ESI: Ethernet Segnent Identifier

EVI: EVPN Instance ldentifier that globally identifies the EVPN
I nst ance

EVPN. Ethernet Virtual Private Network
FEC. Forwarding Equival ent d ass

G ACh: Generic Associated Channel

GAL: G ACh Label

MAC-VRF: A Virtual Routing and Forwarding table for MAC addresses on
a PE

ND:  Nei ghbor Discovery
OAM  (Qperations, Adm nistration, and Mi ntenance
P2MP:  Point-to-Miltipoint
PBB- EVPN:  Provi der Backbone Bridgi ng EVPN
PE: Provider Edge device
VPWS:  Virtual Private Wre Service
4. Target FEC Stack Sub-TLVs

Thi s docunent introduces four new Target FEC Stack sub-TLVs that are
included in the MPLS Echo Request packet. The Echo Request packets
are used for connectivity checks in the data plane in EVPN and PBB-
EVPN networks. The Target FEC Stack sub-TLVs MAY be used to validate
that an identifier for a given EVPN is progranmed at the target node.

4.1. EVPN MAC/ | P Sub-TLV

The EVPN MAC/ | P sub-TLV identifies the target MAC, MAC/ I P bi ndi ng for
ARP/ ND, or |P address for an EVI under test at an egress PE. This
sub-TLV is included in the Echo Request sent by an EVPN PBB- EVPN PE
to a peer PE

The fields of the EVPN MAC/I P sub-TLV are derived fromthe MAC/ I P
Advertisenent route defined in Section 7.2 of [RFC7432] and have the
format shown in Figure 1. The fields of the EVPN MAC/ I P sub- TLV
shoul d be set according to the follow ng, which is consistent with

[ RFC7432] and [ RFC7623]:

* The Ethernet Tag ID field can be 0 or a valid VLAN ID for EVPN
VLAN- awar e bundl e service [RFC7432]. For PBB-EVPN, the val ue of
this field is always 0 as per Section 5.2 of [RFC7623].



* The Ethernet Segnent Identifier field is a 10-octet field. For
EVPN, it is set to O for a single-honed ES or to a valid ESI ID
for a nultihoned ES. For PBB-EVPN, the Ethernet Segnent
Identifier field nmust be set to either 0 (for single-homed
segnments or nulti honed segnments with per-1-SID |oad bal ancing) or
to MAX-ESI (for nultihomed segments with per-flow | oad bal anci ng)
as described in Section 5.2 of [RFC7623].

* The MAC Addr Len field specifies the MAC length in bits. Only
48-bit MAC addresses are supported as this docurment follows the
MAC address | ength supported by [ RFC7432].

*  The MAC Address field is set to the 6-octet MAC address.

* The I P Address field is optional. Wen the IP Address field is
not present, the IP Addr Len field is set to 0. Wen the IP
Address field is present, the IP Addr Len field is in bits and is
set to either 32 for |IPv4 addresses or 128 for |Pv6 addresses.

* The Must Be Zero fields are set to 0. The receiving PE should
i gnore the Must Be Zero fields.

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Rout e Di stinguisher |
| (8 octets) |
I S i o T s S S S e s s T
| Et hernet Tag ID |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
Et her net Segnment ldentifier |

(10 octets) |
R T i i e R e e e s i i
I

|

I

+

| | Must Be Zero | MAC Addr Len
I i I S R S i S i Sk M SR S
| MAC Address |
+ (6 octets) B T it o R ik sl I (I I S TR S
| | Must Be Zero | |P Addr Len |
i I i S s S e A S N S SN S
| | P Address (0, 4 or 16 octets) |
I i I T e S i I ek i SR N SRR S

Figure 1: EVPN MAC/ I P Sub-TLV For mat

The MPLS Echo Request is sent by the ingress PE using the EVPN MPLS
| abel (s) associated with the MAC/ | P Adverti senent route announced by
the egress PE and the MPLS transport |abel (s) to reach the egress PE.

In EVPN, the MAC/I P Advertisenent route has nultiple uses and is used
for the followi ng cases:

* This route with only a MAC address and MPLS Label 1 is used for
popul ati ng MAC- VRF and perforni ng MAC forwardi ng.

* This route with MAC and | P addresses and only MPLS Label 1 is used
for popul ating both MAC-VRF and ARP/ND tables (for ARP
suppression) as well as for perform ng MAC forwarding.

* This route with MAC and | P addresses and both MPLS Label 1 and
Label 2 is used for popul ating MAC-VRF and | P-VRF tables as well as
for both MAC and I P forwarding in the case of symetric Integrated
Routing and Bridging (IRB).

When an MPLS Echo Request is sent by an ingress PE, the contents of
the Echo Request and the egress PE node of operation (i.e., |RB node
or L2 node) along with EVPN MPLS | abel of the packet determ ne which



of the three cases above this Echo Request is for. Wen the egress
PE recei ves the EVPN MAC/ | P sub-TLV contai ning only the MAC address,
the egress PE validates the MAC state and forwardi ng. Wen the
egress PE receives the EVPN MAC/ | P sub-TLV contai ning both MAC and | P
addresses and if the EVPN | abel points to a MAC-VRF, then the egress
PE validates the MAC state and forwarding. |If the egress PE is not
configured in symmetric IRB node, it also validates ARP/ND state.
However, if the EVPN | abel points to an IP-VRF, then the egress PE
validates | P state and forwarding. Any other conbinations (e.g., the
egress PE receiving the EVPN MAC/ | P sub-TLV contai ning only the MAC
address but with the EVPN | abel pointing to an | P-VRF) shoul d be
considered invalid, and the egress PE should send an Echo Reply with
the appropriate Return Code to the ingress PE.

4.2. EVPN Inclusive Milticast Sub-TLV

The fields of the EVPN Inclusive Milticast sub-TLV are based on the
EVPN I nclusive Milticast Tag route defined in Section 7.3 of
[RFC7432]. This TLV is included in the Echo Request sent to the EVPN
peer PE by the originator of the request to verify the nmulticast
connectivity state on the peer PE(s) in EVPN and PBB- EVPN net works.

The EVPN Inclusive Milticast sub-TLV has the format shown in
Figure 2. The fields of this sub-TLV should be set according to the
followi ng, which is consistent with [RFC7432] and [ RFC7623]:

* The Route Distinguisher (RD) field is a 10-octet field and is set
to the RD of the MAC VRF on the peer PE

* For EVPN, the Ethernet Tag ID field can be set to 0 or a valid
VLAN I D for EVPN VLAN-aware bundl e service [RFC7432]. For PBB-
EVPN, the value of this field is set to the Service Instance
Identifier (I-SID) value as per Section 5.3 of [RFC7623].

* The I P Addr Len field specifies the length of the Oiginating
Router’s | P Addr field in bits and is set to either 32 for |Pv4
addresses or 128 for | Pv6 addresses.

* The Originating Router’s IP Addr field is set to the IPv4 or |Pv6
address of the peer PE.

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Rout e Di sti ngui sher |
| (8 octets) |
I e I S R s S i ik N RN SR S
| Et hernet Tag ID |
B i s T T i i o S o T Ji I
| I'P Addr Len | |
S |
~ Oiginating Router’s |P Addr ~
I+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-|+
Figure 2: EVPN Inclusive Milticast Sub-TLV For mat

BUMtraffic can be sent using ingress replication or P2MP P-tree in
EVPN and PBB- EVPN networks. When using ingress replication, the Echo
Request is sent using a | abel stack of [Transport |abel, Inclusive
Multicast |abel] to each egress PE participating in EVPN or PBB- EVPN.
The Inclusive Milticast |abel is the downstream assi gned | abel
announced by the egress PE to which the Echo Request is being sent.
The Inclusive Milticast |abel is the inner |abel in the MPLS | abel

st ack.



4. 3.

4. 3.

When using P2MP P-tree in EVPN or PBB-EVPN, the Echo Request is sent
using a P2MP P-tree transport |abel for the Inclusive P-tree
arrangenent or using a | abel stack of [P2MP P-tree Transport | abel,
upstream assi gned EVPN Inclusive Milticast |abel] for the Aggregate
I nclusive P2MP P-tree arrangenent as described in Section 6.

In an EVPN network, to emulate traffic comng froma multihoned site,
an additional EVPN Ethernet A-D sub-TLV in the Target FEC Stack TLV
and an ESI Split Horizon G oup MPLS | abel as the bottom | abel are

al so included in the Echo Request packet. Wen using P2MP P-tree,
the ESI Split Horizon Goup MPLS | abel is upstream assigned. Pl ease
see Section 6.2.2 for operations using P2MP P-trees.

EVPN Et hernet Auto-Di scovery (A-D) Sub-TLV

The fields in the EVPN Ethernet A-D sub-TLV are based on the EVPN
Et hernet A-D route advertisenent defined in Section 7.1 of [RFC7432].
The EVPN Et hernet A-D sub-TLV only applies to EVPN

The EVPN Et hernet A-D sub-TLV has the format shown in Figure 3. The
fields of this sub-TLV should be set according to the follow ng,
which is consistent with [ RFC7432]:

* The Route Distinguisher (RD) field is a 10-octet field and is set
to the RD of the MAC-VRF on the peer PE. Please see Section 4.3.2
for the case when a per-ES A-D route is announced with different
RDs.

* The Ethernet Tag ID field can be 0, MAX-ET, or a valid VLAN ID as
described in Section 4.3.1.

* The Ethernet Segnent Identifier field is a 10-octet field and is
set to O for a single-honmed ES or to a valid ESI ID for a
mul ti honed ES.

* The Must Be Zero field is set to 0. The receiving PE should
ignore the Must Be Zero field.

0 1 2 3

01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Rout e Di sti ngui sher |
| (8 octets) |
B T S i T s i i e e SEI S
| Et hernet Tag ID |
i e e i i i e i i o S N e S
| Et hernet Segrment ldentifier |
| (10 octets) |
+ B il s S S S S I S i
| | Must Be Zero |
e L o i e e R th o i R S

Fi gure 3: EVPN Et hernet A-D Sub-TLV For nat
1. FEthernet Tag Val ue

The EVPN Et hernet A-D sub-TLV can be sent in the context of per-ES or
per-EVI. Wen an operator perforns a connectivity check for the BUM
L2 service, an Echo Request packet is sent and MAY contain the EVPN
Et hernet A-D sub-TLV to ermulate traffic comng froma nultihomed
site. In this case, the EVPN Ethernet A-D sub-TLV is added in the
per-ES context. When an Echo Request packet is sent for the
connectivity check for EVPN Aliasing state, the context for the EVPN
Et hernet A-D sub-TLV is per-EVI.

The Ethernet Tag field value in the EVPN Et hernet A-D sub-TLV MJST be
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set according to the context:

* For the per-ES context, the Ethernet Tag field in the sub-TLV MJST
be set to the reserved MAX-ET val ue [ RFC7432].

* For the per-EVI context, the Ethernet Tag field in the sub-TLV
MUST be set to the non-reserved val ue.

2. Per-ES EVPN Auto-Di scovery Route with Different RDs

Section 8.2 of [RFC7432] specifies that a per-ES EVPN A-D route for a
given nul ti homed ES may be adverti sed nore than once with different
RD val ues because many EVIs may be associated with the sane ES and
Route Targets for all these EVIs may not fit in a single BG Update
message. In this case, the RD value used in the EVPN Ethernet A-D
sub- TLV MJUST be the RD val ue received for the EVI in the per-ES EVPN
A-D route.

3.  EVPN VPW5

LSP Ping can al so be used to detect data plane failures for the EVPN
VPW5 described in [ RFC8214]. The Echo Request packet carries the
EVPN Et hernet A-D sub-TLV with fields popul ated fromthe EVPN

Et hernet A-D per-EVI route announced by the egress PE for the EVPN
VPW5 under test. The Echo Request is sent by the ingress PE using
the EVPN MPLS | abel associated with the EVPN Ethernet A-D route
announced by the egress PE and the MPLS transport |abel (s) to reach
the egress PE.

The egress PE processes the Echo Request packet and perforns checks
for the EVPN Et hernet A-D sub-TLV present in the Target FEC Stack TLV
as described in Section 4.4 of [RFC8029] and responds according to
processing rules in [ RFC8029]. The egress PE can identify that the
Echo Request is for the EVPN VPWS5 instance as EVI (identified by the
RD) for EVPN VPW5 is different fromEVI assigned for EVPN. The
egress PE will use the information fromthe EVPN Et hernet A-D sub-TLV
in the Target FEC Stack TLV and validate the VLAN state for the EVPN
VPW5 under test. For the success case, the egress PEwill reply with
Return Code 3 ("Replying router is an egress for the FEC at stack-
depth <RSC>").

4.4. EVPN IP Prefix Sub-TLV

The EVPN I P Prefix sub-TLV identifies the IP prefix for an EVI under
test at a peer PE.

The EVPN I P Prefix sub-TLV fields are derived fromthe IP Prefix
route (RT-5) advertisenent defined in [ RFC9136]. This sub-TLV only
applies to EVPN

The EVPN I P Prefix sub-TLV has the format shown in Figure 4. The
total length (not shown) of this sub-TLV MJST be either 32 bytes (if
| Pv4 addresses are carried) or 56 bytes (if | Pv6 addresses are
carried). The IP prefix and gateway | P address MJST be fromthe same
I P address fam |y, as described in Section 3.1 of [RFC9136].

The fields of the EVPN I P Prefix sub-TLV should be set according to
the followi ng, which is consistent with [ RFC9136]:

* The Route Distinguisher (RD) field is a 10-octet field and is set
to the RD of the IP-VRF on the peer PE

* The Ethernet Tag ID field can be 0 or a valid VLAN ID for EVPN
VLAN- awar e bundl e service [ RFC7432].

* The Ethernet Segnent ldentifier field is a 10-octet field and is



6.

6.

set to avalid ESI IDif the ESI is used as an Overlay |Index as
per Section 3.1 of [RFC9136]. O herw se, the Ethernet Segnent
Identifier field is set to O.

* The IP Prefix Len field specifies the nunber of bits in the IP
Prefix field. It is set to a value between 0 and 32 for |Pv4 or
between 0 to 128 for | Pv6.

* The IP Prefix field is set to a 4-octet |IPv4 address (with
trailing O bits to nake 32 bits in all) or a 16-octet |Pv6 address
(with trailing O bits to nmake 128 bits in all). The address
famly of this field is inferred fromthe sub-TLV length field, as
di scussed above.

* The Gateway (GWN | P Address field is set to a 4-octet |Pv4 address
or a 16-octet |IPv6 address if it’'s used as an Overlay Index for
the IP prefixes. |If the GWIP Address is not being used, it nust
be set to 0 as described in Section 3.1 of [RFC9136]. The address
famly of this field is inferred fromthe sub-TLV length field, as
di scussed above.

* The Must Be Zero field is set to 0. The receiving PE should
i gnore the Must Be Zero field.

0 1 2 3
01234567890123456789012345678901
i i i T i I S i e s o o i i
| Rout e Di stinguisher |
| (8 octets) |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Et hernet Tag ID |
B T S i T s i i e e SEI S
| Et hernet Segnment ldentifier |
| (10 octets) |
+ e e s i T R S T S T

| | Must Be Zero | IP Prefix Len

B i s T T i i o S o T Ji I
~ IP Prefix (4 or 16 octets) ~
i i i T i I S i e s o o i i
~ GV I P Address (4 or 16 octets) ~
R et e s i o e s i i

Figure 4: EVPN I P Prefix Sub-TLV For mat

The MPLS Echo Request is sent by the ingress PE using the EVPN MPLS
| abel (s) associated with the IP Prefix route announced by the egress
PE and the MPLS transport |abel (s) to reach the egress PE.

Encapsul ati on of OAM Pi ng Packets

The MPLS Echo Request | P/ UDP packets MJUST be encapsul ated with the
Transport and EVPN | abel (s) followed by the GAL [ RFC5586], which is
the bottonmost |abel. The GAL is followed by a G ACh header carrying
the 1 Pv4(0x0021) or |Pv6(0x0057) Channel Type. The code points for

I Pv4 and | Pv6 channels are defined in the "Generic Associ ated Channe
(G ACh) Paraneters" | ANA registry.

Qper ati ons
1. Unicast Data Plane Connectivity Checks

Figure 5 is an exanple of a PBB-EVPN network. CEl1 is dual-honed to
PE1 and PE2. Assune that PEl announced a MAC route with RD
192.0. 2. 1: 00 and B- MAC 00- AA-00-BB-00-CC and with MPLS | abel 16001
for EVI 10. Simlarly, PE2 announced a MAC route with RD
203.0.113.2: 00 and B- MAC 00- AA- 00- BB- 00-CC and with MPLS | abel 16002



On PE3, when an operator perforns a connectivity check for the B-MAC
addr ess 00- AA- 00- BB-00-CC on PE1, the operator initiates an LSP Ping
request with the Target FEC Stack TLV containing the EVPN MAC/ | P sub-
TLV in the Echo Request packet. The Echo Request packet is sent with
the {Transport |abel (s) to reach PEl, EVPN | abel = 16001, GAL} MPLS

| abel stack and I P ACH Channel header. Once the Echo Request packet
reaches PE1, PEl will use the GAL and the | P ACH Channel header to
determine if the packet is an IPv4 or I Pv6 OAM packet. The PEL will
process the packet and perform checks for the EVPN MAC/ | P sub- TLV
present in the Target FEC Stack TLV as described in Section 4.4 of

[ RFC8029] and respond according to the processing rules in [ RFC3029].

S +
I I
I I
+----4+ AC1L +----- + +----- + +----+
| CEL|------ | | | PE3 |----- | ce2|
+- - - -\ | PE1 | | P MPLS | | +----+
\ +o---- + Net wor k +o---- +
\ I I
AC2\  +----- + |
\ | I
\| PE2 | |
+----- + |
I I
- +
<-802.1Q > <------ PBB over MPLS------ > <-802.1Q >

Fi gure 5: PBB- EVPN Net wor k

Simlarly, on PE3, when an operator perforns a connectivity check for
the B- MAC address 00- AA- 00- BB-00- CC on PE2, the operator initiates an
LSP Ping request with the Target FEC Stack TLV containing the EVPN
MAC/ | P sub-TLV in the Echo Request packet. The Echo Request packet
is sent with the {MPLS Transport |abel (s) to reach PE2, EVPN | abel =
16002, GAL} MPLS | abel stack and | P ACH Channel header.

LSP Ping operations for unicast data plane connectivity checks in
EVPN are simlar to those described above for PBB-EVPN, except that
the checks are for C MAC addresses instead of B-MAC addresses.

In EVPN networks, an operator can also performa MAC state test using
an aliasing |label for the MACto verify the MAC state on the egress
mul ti homing PE that did not |earn the MAC fromthe nultihoned CE on a
| ocal ESI but has announced Ethernet A-D per-EVI and per-ESI routes
for the ESI. This is due to the fact that MAC state on nulti hom ng
PEs that did not learn the MAC | ocally get created from EVPN MAC/ | P
route advertisenent fromthe nultihomng PE that has |learned the CE s
MAC address | ocally.

6.2. Inclusive Milticast Data Plane Connectivity Checks
6.2.1. Ingress Replication

Assume PE1l announced an Inclusive Milticast route for EVI 10, with RD
192.0.2.1:00, Ethernet Tag (1SID 10), PMSI tunnel attribute Tunnel
type set to ingress replication, and downstream assi gned | ncl usive

Mul ticast MPLS | abel 17001. Simlarly, PE2 announced an Incl usive
Multicast route for EVI 10, with RD 203.0.113. 2: 00, Ethernet Tag
(I'SID 10), PMmslI tunnel attribute Tunnel type set to ingress
replication, and downstream assi gned | nclusive Milticast MPLS | abel
17002.

G ven CEl1l is dual-honed to PE1 and PE2, assunme that PEl1 is the DF for



ISID 10 for the port corresponding to the ESI 1laa.22bb. 33cc.
44dd. 5500.

When an operator at PE3 initiates a connectivity check for the
Inclusive Multicast on PElL, the operator initiates an LSP Ping
request with the Target FEC Stack TLV containing the EVPN I ncl usive
Mul ticast sub-TLV in the Echo Request packet. The Echo Request
packet is sent with the {Transport |abel(s) to reach PEl, EVPN
Inclusive Miulticast |abel = 17001, GAL} MPLS | abel stack and | P ACH
Channel header. Once the Echo Request packet reaches PE1l, PE1 will
use the GAL and the I P ACH Channel header to determine if the packet
is an I Pv4 or | Pv6 OAM packet. The packet will have the EVPN
Inclusive Multicast label. PE1 will process the packet and perform
checks for the EVPN Inclusive Milticast sub-TLV present in the Target
FEC Stack TLV as described in Section 4.4 of [RFC8029] and respond
according to the processing rules in [RFC8029]. For the success
case, PE1 will reply with Return Code 3 ("Replying router is an
egress for the FEC at stack-depth <RSC").

Simlarly, an operator at PE3 may initiate an LSP Ping to PE2 with
the Target FEC Stack TLV containing the EVPN Inclusive Milticast sub-
TLV in the Echo Request packet. The Echo Request packet is sent with
the {Transport |abel (s) to reach PE2, EVPN |Inclusive Milticast |abe
= 17002, GAL} MPLS | abel stack and I P ACH Channel header. Once the
Echo Request packet reaches PE2, PE2 will use the GAL and the I P ACH
Channel header to determne if the packet is an IPv4 or | Pv6 OAM
packet. The processing on PE2 will be sinmlar to that on PEl as
descri bed above. For the success case, PE2 will reply with Return
Code 3 ("Replying router is an egress for the FEC at stack-depth
<RSC>") as per [RFC8029].

In an Echo Request packet for EVPN, a conbination of an EVPN Et her net
A-D sub-TLV and the associated MPLS Split Horizon | abel, imrediately
preceding the GAL in the MPLS | abel stack, may be used to enul ate
traffic coming froma multihoned site. The Split Horizon label is
used by |l eaf PE(s) attached to the same multihomed site to prevent
forwardi ng of packets back to the nultihonmed site. |[If the behavior
on a leaf PEis to not forward the packet to the nultihomed site on
the ESI identified by the EVPN Et hernet A-D sub-TLV because of Split
Horizon filtering, the PEwill reply with Return Code 37 (see
Section 8) and drop the BUM packets on the ES corresponding to the
ESI received in the EVPN Et hernet A-D sub-TLV because of the Split
Hori zon Group filtering

.2.2. Using P2MP P-Tree

Both Inclusive P-tree and Aggregate Inclusive P-tree can be used in
EVPN or PBB- EVPN net wor ks.

When using an Inclusive P-tree arrangenent, the P2MP P-tree transport
| abel itself is used to identify the L2 service associated with the
Inclusive Miulticast route. This L2 service could be a Custoner

Bri dge or a Provider Backbone Bridge.

For an Inclusive P-tree arrangenent, when an operator perforns a
connectivity check for the nulticast L2 service, the operator
initiates an LSP Ping request with the Target FEC Stack TLV

contai ning the EVPN I nclusive Milticast sub-TLV in the Echo Request
packet. The Echo Request packet is sent over P2MP LSP with the {P2MP
P-tree Transport |abel, GAL} MPLS | abel stack and I P ACH Channe
header .

When using an Aggregate Inclusive P-tree arrangenent, a PE announces
an upstream assi gned MPLS | abel along with the P-tree ID, so both the
P2MP P-tree MPLS transport |abel and the upstream MPLS | abel can be
used to identify the L2 service.



For an Aggregate Inclusive P-tree arrangenent, when an operator
performs a connectivity check for the nulticast L2 service, the
operator initiates an LSP Ping request with the Target FEC Stack TLV
contai ning the EVPN I nclusive Milticast sub-TLV in the Echo Request
packet. The Echo Request packet is sent over P2MP LSP using the |P-
ACH Control channel with the {P2MP P-tree Transport |abel, EVPN
upstream assi gned Multicast |abel, GAL} MPLS | abel stack and | P ACH
Channel header.

The | eaf PE(s) of the P2MP P-tree will process the packet and perform
checks for the EVPN Inclusive Milticast sub-TLV present in the Target
FEC Stack TLV as described in Section 4.4 of [RFC8029] and respond
according to the processing rules in [RFC8029]. For the success
case, the leaf PE will reply with Return Code 3 ("Replying router is
an egress for the FEC at stack-depth <RSC").

In an Echo Request packet for EVPN, a combination of an EVPN Et hernet
A-D sub-TLV and the associated MPLS Split Horizon | abel, inmrediately
preceding the GAL in the MPLS | abel stack, may be used to enul ate
traffic comng froma multihoned site. Wen using P2MP P-tree, the
Split Horizon |abel is upstream assigned and is received by all the

| eaf PEs of the P2MP P-tree. The Split Horizon label is used by I eaf
PE(s) attached to the same multihoned site so that packets will not
be forwarded back to the nultihomed site. |[If the behavior on a | eaf
PE is to not forward the packet to the nultihonmed site on the ESI in
the EVPN Et hernet A-D sub-TLV because of Split Horizon filtering, the
PE will reply with Return Code 37 (see Section 8) and drop the BUM
packets on the ES corresponding to the ESI received in the EVPN

Et hernet A-D sub-TLV because of the Split Horizon Goup filtering.

If the | eaf PE does not have the ESI identified in the EVPN Et hernet
A-D sub-TLV, the PE MAY reply with Return Code 38 (see Section 8),
and the BUM packets are forwarded because there is no ES
corresponding to the ESI received in the EVPN Et hernet A-D sub-TLV.

6.2.3. Controlling Echo Responses \When Usi ng P2MP P-Tree

The procedures described in [ RFC6425] for preventing congestion of
Echo Responses (Echo Jitter TLV) and Iimting the Echo Reply to a

singl e egress node (P2MP Responder ldentifier TLV with either the

| Pv4 Node Address P2MP Responder sub-TLV or the | Pv6 Node Address

P2MP Responder sub-TLV) can be applied to LSP Ping in EVPN and PBB-
EVPN when using P2MP P-trees for BUMtraffic.

6.3. EVPN Aliasing Data Pl ane Connectivity Check

Assume PEl announced an Ethernet A-D per-EVI route with the ESI set
to CE1l system | D and MPLS | abel 19001. Additionally, assune PE2
announced an Ethernet A-D per-EVI route with the ESI set to CEl
system I D and MPLS | abel 19002.

At PE3, when an operator performs a connectivity check for the

al i asi ng aspect of the EVPN Ethernet A-D route on PEl, the operator
initiates an LSP Ping request with the Target FEC Stack TLV

contai ning the EVPN Et hernet A-D sub-TLV in the Echo Request packet.
The Echo Request packet is sent with the {Transport |abel (s) to reach
PE1, EVPN Ethernet A-D | abel 19001, GAL} MPLS | abel stack and | P ACH
Channel header.

When PE1 receives the packet, it will process the packet and perform
checks for the EVPN Ethernet A-D sub-TLV present in the Target FEC
Stack TLV as described in Section 4.4 of [RFC8029] and respond
according to the processing rules in [ RFC8029].

6.4. EVPN IP Prefix (RT-5) Data Pl ane Connectivity Check
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Assume PE1l in Figure 5 announced an IP Prefix route (RT-5) with an IP
prefix reachabl e behind CEL and MPLS | abel 20001. When an operator
on PE3 perfornms a connectivity check for the IP prefix on PE1l, the
operator initiates an LSP Ping request with the Target FEC Stack TLV
containing the EVPN I P Prefix sub-TLV in the Echo Request packet.

The Echo Request packet is sent with the {Transport |abel (s) to reach
PE1, EVPN IP Prefix |abel 20001 } MPLS | abel stack

When PE1 receives the packet, it will process the packet and perform
checks for the EVPN | P Prefix sub-TLV present in the Target FEC Stack
TLV as described in Section 4.4 of [RFC8029] and respond according to
the processing rules in [ RFC8029].

Security Considerations

Thi s docunent does not introduce any new security considerations
beyond those that apply in [RFC7432], [RFC7623], and [ RFC6425].
Furthernmore, the security considerations discussed in [ RFC8029] apply
to this docunment and need to be considered. As described in

[ RFC8029], these security considerations are:

* A Denial -of-Service (DoS) attack by sending MPLS Echo Requests/
Replies to Label Switching Routers (LSRs) and thereby increasing
t hei r workl oad.

* (bfuscating the state of the MPLS data plane |iveness by spoofing,
hi j acki ng, replaying, or otherw se tanpering with MPLS Echo
Requests and Repli es.

* (Obtaining information about the network through an unauthorized
source using an LSP Ping.

There are mitigations described in [ RFC8029]. The sane nitigations
can be applied to the LSP Ping procedures described in this document;
thus, this docunment doesn't require additional security

consi derati ons beyond the ones described in [ RFC38029].

Thi s docunent does not introduce any new privacy concerns because
these TLVs contain the sane infornmation that are present in data
packets and EVPN routes.

| ANA Consi der ati ons
1. Sub-TLV Type

Thi s docunent defines four new sub-TLV types to be included in the
Target FEC Stack TLV (TLV types 1, 16, and 21) [RFC9041] in Echo
Request and Echo Reply nessages in EVPN and PBB- EVPN net wor ks.

I ANA has assigned the follow ng values fromthe "Standards Action”
(0-16383) range in the "Sub-TLVs for TLV Types 1, 16, and 21"
subregistry within the "TLVs" registry of the "Miltiprotocol Labe
Switching (MPLS) Label Switched Paths (LSPs) Ping Paraneters" name
space.

[ gt el e s sy e pe—p—
| Sub-Type | Sub-TLV Nane | Reference

| 42 | EVPN MAC/IP | RFC 9489 |
Fomm oo - o e e e e e e e e m e e N +
| 43 | EVPN Inclusive Milticast | RFC 9489 |
TS o e e e e e e e e e S +
| 44 | EVPN Et hernet Auto-Discovery | RFC 9489 |
S o e e e e e e e i e Fom e oo +
| 45 | EVPN IP Prefix | RFC 9489 |



Table 1
8.2. New Return Codes

[ RFC8029] defines values for the Return Code field of Echo Reply
messages. This docunent defines two new Return Codes that SHOULD be
included in the Echo Reply nmessage by a PE in response to an Echo
Request nessage in EVPN and PBB- EVPN net wor ks.

I ANA has assigned the follow ng values in the "Return Codes" registry
of the "Miltiprotocol Label Switching (MPLS) Label Sw tched Pat hs
(LSPs) Ping Parameters” name space.

Replying router is egress for the FEC at
the stack depth. In addition, the BUM
packets are dropped on the ES correspondi ng
to the ESI received in the EVPN Et hernet
Aut o- Di scovery sub-TLV because of the Split
Horizon Goup filtering.

| Replying router is egress for the FEC at |
| the stack depth. In addition, the BUM |
| packets are forwarded because there is no |
| ES corresponding to the ESI received in the |
| EVPN Et hernet Auto-Discovery sub-TLV. |
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