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Abstract

Thi s docunent updates RFC 5440 to clarify usage of the Loca
Protection Desired bit signaled in the Path Conputation El enent
Conmruni cati on Protocol (PCEP). This docunent al so introduces a new
flag for signaling protection enforcenent in PCEP.
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I nt roducti on

The Path Conputation El ement Conmunication Protocol (PCEP) [ RFC5440]
enabl es the communi cati on between a Path Conputation Cient (PCC) and
a PCE or between two PCEs based on the PCE architecture [ RFC4655].

PCEP [ RFC5440] utilizes flags, values, and concepts previously
defined in RSVP-TE Extensions [ RFC3209] and Fast Reroute Extensions
to RSVP-TE [ RFC4090]. One such concept in PCEP is the Loca
Protection Desired (L) flag in the LSP Attributes (LSPA) object in

[ RFC5440], which was originally defined in the Session Attribute
object in [RFC3209]. In RSVP, this flag signals to downstream
routers that they may use a |local repair nechanism The headend
router calculating the path does not know if a downstreamrouter wll
or will not protect a hop during its calculation. Therefore, the L
flag does not require the transit router to satisfy protection in
order to establish the RSVP-signaled path. This flag is signaled in
PCEP as an attribute of the Label Switched Path (LSP) via the LSPA
obj ect .

PCEP Ext ensions for Segnent Routing [ RFC8664] extends support in PCEP
for Segnent Routing paths. The path list is encoded with Segnent
Identifiers (SIDs), each of which nmight offer |ocal protection. The
PCE may di scover the protection eligibility for a SID via the Border
Gat eway Protocol - Link State (BGP-LS) [RFC9085] and take the
protection into consideration as a path constraint.

It is desirable for an operator to be able to define the enforcenent
of the protection requirenent.

Thi s docunent updates [ RFC5440] by further describing the behavi or of
the Local Protection Desired (L) flag and extends on it with the
i ntroduction of the Protection Enforcenent (E) flag.

The docunent contains descriptions in the context of Segment Routi ng;
however, the content described is aghostic in regard to path setup
type and data pl ane technol ogy.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

Ter mi nol ogy
Thi s docunent uses the follow ng term nol ogy:

PROTECTI ON MANDATCORY: The path MJST have protection eligibility on
all 1inks.

UNPROTECTED MANDATORY: The path MJUST NOT have protection eligibility
on all Iinks.

PROTECTI ON PREFERRED: The pat h shoul d have protection eligibility on
all links but mght contain |links that do not have protection
eligibility.

UNPROTECTED PREFERRED: The path shoul d not have protection
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eligibility on all links but mght contain |inks that have
protection eligibility.

PCC. Path Conputation Client. Any client application requesting a
path conputation to be performed by a Path Conputation El erment.

PCE: Path Conputation Elenent. An entity (conponent, application,
or network node) that is capable of conmputing a network path or
route based on a network graph and appl yi ng conputationa
constraints.

PCEP: Path Computation El ement Conmuni cation Protocol
LSPA: LSP Attributes object [RFC5440]

Mot i vation
1. Inplenmentation Differences

As defined in [ RFC5440], the nechanismto signal protection
enforcenment in PCEP is the previously nmentioned L flag defined in the
LSPA object. The nane of the flag uses the term"Desired", which by
definition means "strongly wi shed for or intended'. The use case for
this flag originated in RSVP. For RSVP-signal ed paths, |oca
protection is not within control of the PCE. However, [RFC5440] does
state that "[w] hen set, this nmeans that the conputed path nust
include links protected with Fast Reroute as defined in [ RFC4090]."

I mpl enent ati ons that use PCEP [ RFC5440] have interpreted the L flag
as either PROTECTI ON MANDATORY or PROTECTI ON PREFERRED, | eading to
operational differences.

2. SLA Enforcenent

The L flag is a boolean bit and thus unable to distinguish between
the different options of PROTECTI ON MANDATORY, UNPROTECTED MANDATCRY
PROTECTI ON PREFERRED, and UNPROTECTED PREFERRED. Sel ecting one of
these options is typically dependent on the Service Level Agreenent
(SLA) the operator wi shes to inpose on the LSP. A network may be
providing transit to nultiple SLA definitions against the sane base
t opol ogy networ k, whose behavi or could vary, such as wanting |oca
protection to be invoked on sone LSPs and not wanting | oca
protection on others. Wen enforcenment is used, the resulting
shortest path calculation is inpacted.

For exanpl e, PROTECTI ON MANDATORY is for use cases in which an
operator nay need the LSP to follow a path that has |ocal protection
provided along the full path, ensuring that traffic will be fast
rerouted at the point if there is a failure anywhere along the path.

As anot her exanpl e, UNPROTECTED MANDATORY is for use cases in which
an operator may intentionally prefer an LSP to not be locally
protected and thus would rather local failures cause the LSP to go
down. An exanple scenario is one where an LSP is protected via a
secondary diverse LSP. Each LSP is traffic engineered to foll ow
specific traffic-engineered criteria conputed by the PCE to satisfy
the SLA. Upon a failure, if local protection is invoked on the
active LSP traffic, the traffic may tenporarily traverse links that
violate the TE requirenments and coul d negatively inpact the resources
bei ng traversed (e.g., insufficient bandwidth). 1In addition,
dependi ng on the network topol ogical scenario, it may not be feasible
for the PCE to reroute the LSP while respecting the TE requirenents,
whi ch include path diversity; this results in the LSP being torn down
and switched to the protected path anyways. In such scenarios, it is
desirable for the LSP to be sinply torn down i nmedi ately and not
rerouted through | ocal protection, so that traffic nmay be forwarded
through an al ready-established traffic-engi neered secondary path.



Bot h t he UNPROTECTED PREFERRED and PROTECTED PREFERRED opti ons
provide a relaxation of the protection constraint. These options can
be used when an operator does not require protection enforcenent.
Regardl ess of the option selected, the protection status of a
resource does not influence whether the link nmust be pruned during a
pat h cal cul ation. Furthernore, the selection of either option
indicates a priority selection to the PCE when there is an option to
choose a protected or unprotected instruction associated with a
resource, ensuring consistent PCE behavi or across different

i mpl emrent ati ons.

When used with Segnent Routing, an adjacency may have both a
protected SID and an unprotected SID. |f the UNPROTECTED PREFERRED
option is selected, the PCE chooses the unprotected SID.
Alternatively, if the PROTECTED PREFERRED option is selected, the PCE
chooses the protected SID.

Protection Enforcenent Flag (E Fl ag)
Section 7.11 of [RFC5440] describes the encoding of the Local

Protection Desired (L) flag. The Protection Enforcenent (E) flag,
whi ch extends the L flag, is specified bel ow

B ooty oo sy ety
| Bit | Description | Reference |
F =t - ———————————————t———————————+
| 6 | Protection Enforcenent | RFC 9488 |
+----- I I I I +
| 7 | Local Protection Desired | RFC 5440 |
+----- T F--- - - - +

Table 1. Codespace of the Flag Field (LSPA
oj ect)

The foll owi ng shows the format of the LSPA object as defined in
[ RFC5440] with the addition of the E flag defined in this docunent:

0 1 2 3

01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Excl ude- any |
B i s T T i i o S o T Ji I
| I ncl ude- any |
e L i i T i s ik ik I R S S S
I ncl ude-al | |
B s o T o i R R S i ik i Sh SRR N S
Setup Prio | Holding Prio | Fl ags | E| L] Reserved |
B S S e i S S T A S S S S S S i S S
I

/ Optional TLVs /1

I
+
I
+
I
/
I
R et e s i o e s i i
Flags (8 bits):

L (Local Protection Desired): This flag is defined in [ RFC5440]
and further updated by this docunent. Wen set to 1,
protection is desired. Wen set to 0, protection is not
desired. The enforcenment of the protection is identified via
the E fl ag.

E (Protection Enforcenent): This flag controls the strictness
with which the PCE nust apply the L flag. Wen set to 1, the
value of the L flag needs to be respected during resource
sel ection by the PCE. Wen the Eflag is set to 0, an attenpt
to respect the value of the L flag is made; however, the PCE



could relax or ignore the L flag when conputing a path. The
statenents bel ow indicate preference when the E flag is set to
0 in conmbination with the L flag val ue.

When both the L flag and E flag are set to 1, then the PCE MJUST
consider the protection eligibility as a PROTECTI ON MANDATORY
constraint.

When the L flag is set to 1 and the E flag is set to 0, then the PCE
MUST consider the protection eligibility as a PROTECTI ON PREFERRED
constraint.

VWhen both the L flag and E flag are set to 0, then the PCE SHOULD
consider the protection eligibility as an UNPROTECTED PREFERRED
constraint but MAY consider the protection eligibility as an
UNPROTECTED MANDATORY constraint. An exanple of when the latter
behavi or night be chosen is if the PCE has sonme nmeans (outside the
scope of this docunment) to detect that it is interacting with a

| egacy PCC that expects the | egacy behavi or

When the L flag is set to 0 and the E flag is set to 1, then the PCE
MUST consider the protection eligibility as an UNPROTECTED MANDATORY
constraint.

If a PCEis unable to infer the protection status of a resource, the
PCE MAY use local policy to define protected status assunptions.
When conputing a Segnent Routing path, it is RECOWENDED that a PCE
assune a Node SIDis protected. It is also RECOWENDED that a PCE
assune an Adjacency SIDis protected if the backup flag advertised
with the Adjacency SIDis set.

5.1. Backwards Conpatibility

This section outlines considerations for the E flag bit in the
message passing between the PCC and the PCE that are not supported by
the entity. The requirenents for the PCE and the PCC inpl ementing
this docunment are described at the end.

For a PCC or PCE that does not yet support this docunent, the E fl ag
is ignored and set to 0 in PCRpt and/or PCUpd nessages as per

[ RFC5440] for PCC-initiated LSPs or as per [RFC8281] for PCE-
initiated LSPs. It is inportant to note that [RFC8231] and [ RFC8281]
permt the LSPA object [RFC5440] to be included in PCUpd nmessages for
PCC-initiated and PCE-initiated LSPs.

For PCC-initiated LSPs, the Eflag (and L flag) in a PCUpd nessage is
an echo fromthe previous PCRpt nessage; however, the bit value is

i gnored on the PCE fromthe previous PCRpt message, so the E flag

val ue set in the PCUpd nessage is 0. A PCE that does not support
this docunment sends PCUpd nessages with the E flag set to 0 for PCC
initiated LSPs even if set to 1 in the prior PCReq or PCRpt nessage.

A PCC that does not support this docunent sends PCRpt nessages with
the E flag set to 0 for PCE-initiated LSPs even if set to 1 in the
prior PClnitiate or PCUpd message.

For a PCC that does support this docunment, the E flag MAY be set to 1
dependi ng on local configuration. |If communicating with a PCE that
does not yet support this docunent, the PCE follows the behavior
specified in [ RFC5440] and ignores the E flag. Thus, a conputed path
m ght not respect the enforcenent constraint.

For PCC-initiated LSPs, the PCC SHOULD i gnore the E flag val ue
received fromthe PCE in a PCUpd nessage as it may be comruni cating
with a PCE that does not support this docunent.



For PCE-initiated LSPs, the PCC MAY process the E flag val ue received
fromthe PCE in a PCUpd nessage. The PCE SHOULD ignore the E fl ag
val ue received fromthe PCC in a PCRpt nessage as it may be

conmmuni cating with a PCC that does not support this docunent.

6. Security Considerations

Thi s docunent clarifies the behavior of an existing flag and
introduces a new flag to provide further control of that existing
behavior. The introduction of this new flag and the behavi or
clarification do not create any new sensitive information. No
additional security measure is required.

Securing the PCEP session using Transport Layer Security (TLS)
[ RFC8253], as per the reconmendations and best current practices in
[ RFC9325], is RECOMVENDED.

7. | ANA Consi derati ons

Thi s docunent defines a new bit value in the subregistry "LSPA Object
Flag Field" in the "Path Conputation El enent Protocol (PCEP) Nunbers"

registry. |ANA has nade the foll ow ng codepoint allocation.
[ ool oo e el
| Bit | Description | Reference |
[ ot e fumesfems e s e ey e —p—
| 6 | Protection Enforcenent | RFC 9488 |
S e IR +

Table 2: Addition to LSPA bject Flag
Field Registry
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