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I nt roduction

In situ Operations, Administration, and Mai ntenance (1 OAM records
operational and telenetry information in the packet while the packet
traverses a path between two points in the network. | QAM concepts
and associ ated nonencl ature as well as | OAM Dat a- Fi el ds are defi ned
in [RFC9197]. This docunent outlines how | OAM Dat a- Fi el ds are
encapsul ated in | Pv6 [ RFC8200] and di scusses depl oynent requirenents
for networks that use |Pv6-encapsul ated | OAM Dat a- Fi el ds.

The termnms "encapsul ation" and "decapsul ati on" are used in this
docunent in the same way as in [RFC9197]: An | OAM encapsul ati ng node
i ncorporates one or nore | OAM Opti on-Types into packets that OAMis
enabl ed for.

Conventi ons
1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

2. Abbreviations
Abbrevi ations used in this docunent:
E2E: Edge-t o- Edge

| CAM In situ Operations, Administration, and M ntenance as
defined in [ RFC9197]

OAM Operations, Administration, and Mii ntenance
POT: Proof of Transit
In situ OAM Met adata Transport in | Pv6

ICAMin IPv6 is used to enhance di aghostics of |1Pv6 networks. It
compl enent s ot her mechani snms desi gned to enhance di agnostics of |Pv6
net wor ks, such as the "I Pv6 Performance and Di agnostic Metrics (PDV)
Destination Option" described in [ RFC8250].

At the time this docunent was witten, several inplenentations of

| OAM for |1 Pv6 exist, e.g., OAMfor IPv6 in the Linux Kernel
(supported from Kernel version 5.15 onward, I1Pv6 I QAM in Li nux Kernel
(https://github. conm torval ds/Iinux/

commi t/ 7¢804e91df 523a37c29e183ea2bl0ac73c3a4f3d)) and 1 OGAM for | Pv6e
in Vector Packet Processing (VPP) (https://docs.fd.iolvpp/17.04/

i oam i pv6_doc. htm).

| OAM Dat a- Fi el ds can be encapsul ated with two types of extension
headers in |1 Pv6 packets -- either the hop-by-hop options header or
the destination options header. Miltiple options with the sane
option type MAY appear in the sane hop-by-hop options or destination
options header with distinct content.

An | Pv6 packet carrying | OAM data in an extensi on header can have



ot her extension headers, conpliant wi th [ RFC8200].

i i i T i I S i e s o o i i
| Option-Type | Opt Data Len | Reserved | | OAM Opt - Type |
i T e S R e i s i e e S N e e R it S S S T

+

o

O

A

M

Option Data . O
. P

T

I

@)

. N

R e i S R s T T TR T T S S S S S S e e ot i B L

Figure 1: | Pv6 Hop-by-Hop and Destination Option Format for
Carrying | OAM Dat a- Fi el ds

Option-Type: 8-bit option type identifier as defined in Section 6.

Opt Data Len: 8-bit unsigned integer. Length of this option, in
octets, not including the first 2 octets.

Reserved: 8-bit field MIUST be set to zero by the source.

| OAM Opti on- Type: Abbreviated to "1 OAM Opt - Type" in the di agram
above: 8-bit field as defined in Section 4.1 of [RFC9197].

Option Data: Variable-length field. The data is specific to the
Opti on-Type, as detail ed bel ow.

Pre-all ocated Trace Option: The | OAM Pre-allocated Trace Option-
Type, defined in Section 4.4 of [RFC9197], is represented as an
I Pv6 option in the hop-by-hop extension header:

Option-Type: O0x31 (8-bit identifier of the I Pv6 Option-Type
for 10CAM .

| OAM Type: | OAM Pre-allocated Trace Option- Type.
Proof of Transit Option-Type: The | OAM POT Option- Type, defined
in Section 4.5 of [RFC9197], is represented as an | Pv6 option

in the hop-by-hop extension header:

Option-Type: 0x31 (8-bit identifier of the 1 Pv6 Option-Type
for 10AM.

| OAM Type: | OAM POT Opti on- Type.

Edge-t o- Edge Option: The | OAM E2E Option, defined in Section 4.6
of [RFC9197], is represented as an | Pv6 option in destination
ext ensi on header:

Option-Type: O0x11 (8-bit identifier of the I Pv6 Option-Type
for 10AM .

| OAM Type: | OAM E2E Opti on- Type.
Direct Export (DEX) Option: The |OAM Direct Export Option-Type,

defined in Section 3.2 of [RFC9326], is represented as an | Pv6
option in the hop-by-hop extension header:



Option-Type: O0x11 (8-bit identifier of the I Pv6 Option-Type
for 10AM.

| OAM Type: | OAM Direct Export (DEX) Option-Type.

Al the IOAM I Pv6 options defined here have alignnment requirenents.
Specifically, they all require alignnent on nultiples of 4 bytes.
This ensures that fields specified in [ RFC9197] are aligned at a

mul tiple-of-4 offset fromthe start of the hop-by-hop and destination
opti ons header.

| Pv6 options can have a maxi mum | ength of 255 octets. Consequently,
the total length of 1 OAM Option-Types including all data fields is
also limted to 255 octets when encapsul ated into | Pv6.

4. | OAM Depl oyment in |1 Pv6 Networks

4.1. Considerations for | OAM Depl oyment and I nplenmentation in | Pv6
Net wor ks

| OAM depl oynments in | Pv6 networks MUST take the follow ng
consi derations and requirenments into account.

Cl: |1 OAM MUST be deployed in an | OAM Dormain.  An | QAM Domain is a
set of nodes that use IOAM  An | OAM Donmai n is bounded by its
perineter or edge. The set of nodes form ng an | OAM Donmai n may
be connected to the sane physical infrastructure (e.g., a
service provider’s network). They nay also be renotely
connected to each other (e.g., an enterprise VPN or an overl ay).
It is expected that all nodes in an | OAM Donai n are nanaged by
the sane administrative entity. Please refer to [RFC9197] for
nmore details on | CAM Donai ns.

C2: Inplenentations of | OAM MJUST ensure that the addition of | QAM
Dat a- Fi el ds does not alter the way routers forward packets or
the forwarding deci sions they make. Packets with added | GAM
informati on nust follow the sane path within the domain as an
i dentical packet without IOAMinformation would, even in the
presence of Equal -Cost Multipath (ECMP). This behavior is
i nportant for deployments where | OAM Dat a- Fi el ds are only added
"on-demand”. | nplenentations of | GAM MUST ensure that ECMP
behavi or for packets with and without | OAM Data-Fields is the
sane. In order for IOAMto work in | Pv6 networks, | QAM MJUST be
explicitly enabl ed per interface on every node within the | OAM
Domain. Unless a particular interface is explicitly enabl ed
(i.e., explicitly configured) for 10AM a router MJST ignore
| CAM Opt i ons.

C3: In order to maintain the integrity of packets in an | QAM Domai n,
the Maxi mum Transmi ssion Unit (MIU) of transit routers and
swi tches nust be configured to a value that does not |lead to an
"I CVMP Packet Too Big" error message being sent to the originator
and t he packet being dropped. The PMIU tol erance range nust be
identified, and | OAM encapsul ati on operations or data field
insertion nust not exceed this range. Control of the MU is
critical to the proper operation of 10AM The PMIU tol erance
must be identified through configuration, and | OAM operati ons
must not exceed the packet size beyond PMIU.

C4: [RFC8200] precludes insertion of IOAM data directly into the
original I1Pv6 header of in-flight packets. | QAM deploynents
that do not encapsul at e/ decapsul ate | OAM on the host but desire
to encapsul at e/ decapsul ate 1OAM on transit nodes MJST add an
addi tional |1Pv6 header to the original packet. |OAMdata is
added to this additional |1Pv6 header.
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2. | OAM Dorai ns Bounded by Hosts

For depl oynents where the | OAM Domai n i s bounded by hosts, hosts will
performthe operation of | OAM Dat a-Fi eld encapsul ati on and

decapsul ation, i.e., hosts will place the | OAM Data-Fields directly
in the | Pv6 header or renove the | OAM Data-Fields directly fromthe

| Pv6 header. |1 OAMdata is carried in | Pv6 packets as hop-by-hop or
destination options as specified in this docunent.

3. |1 OAM Domai ns Bounded by Networ k Devi ces

For depl oynents where the | OAM Domai n i s bounded by network devi ces,
net wor k devi ces such as routers formthe edge of an | QAM Donai n.

Net wor k devices will performthe operation of | OAM Data-Field
encapsul ati on and decapsul ati on. Network devices will encapsul ate

| OAM Dat a-Fields in an additional, outer, |IPv6 header that carries
the | OAM Dat a- Fi el ds.

Security Considerations

Thi s docunent describes the encapsul ation of | OAM Data-Fields in

I Pv6. For general |1 QAM security considerations, see [ RFC9197].
Security considerations of the specific | OAM Data-Fi elds for each
case (i.e., Trace, POI, and E2E) are al so described and defined in
[ RFC9197] .

As this docunent describes new options for |IPv6, the security
consi derations of [RFC8200] and [ RFC8250] apply.

From a network-protection perspective, there is an assunmed trust
nodel such that any node that adds |OAMto a packet, renoves | OAM
froma packet, or nodifies | OAM Dat a- Fi el ds of a packet is assuned to
be allowed to do so. By default, packets that include |Pv6 extension
headers with 1OAM i nformati on MJUST NOT be | eaked through the

boundari es of the | QAM Domai n.

| OAM Domai n boundary routers MJST filter any incomng traffic from
outside the | OAM Domai n that contains | Pv6 extension headers with

| OAM i nformation. | OAM Donai n boundary routers MJST also filter any
outgoing traffic | eaving the | OAM Domai n that contains | Pv6 extension
headers with | QAM i nf ormati on.

In the general case, an | OAM node only adds, renobves, or nodifies an
| Pv6 extension header with TOAM information, if the directive to do
so cones froma trusted source and the directive is validated.

Probl ems may occur if the above behaviors are not inplenented or if
the assuned trust nodel is violated (e.g., through a security
breach). 1In addition to the security considerations discussed in

[ RFC9197], the security considerations associated with | Pv6 extension
headers listed in [ RFC9098] apply.

1. Applicability of Authentication Header (AH)

The network devices in an | OAM Domain are trusted to add, update, and
renove | OAM options according to the constraints specified in

[ RFC8200]. | OAM Domai n does not rely on the AH as defined in

[ RFC4302] to secure | OAM options. The use of | OAM options with AH
and its processing are not defined in this docunment. Future
docunents may define the use of IOAMwi th AH and its processing.

| ANA Consi der ati ons

I ANA has assigned the | Pv6 Option-Types fromthe "Destination Options
and Hop-by-Hop Options" subregistry of "Internet Protocol Version 6



(I'Pv6) Paraneters” <https://wwmv. iana. org/assignments/
i pv6- par anet er s/ >.

[ el e oo s s oo e e e e e
| Hex | Binary Val ue | Description | Reference |
| Val ue +=====+4=====4=======+ | |
| | act | chg | rest | | |
[ el Sty Cjjfupguty b pojefupol oo oo g g pu g pet e poje o pjupj——j—
| Ox11 | 00 | O | 10001 | | OAM Destination | RFC 9486 |
| | | | | Option and | CAM | |
| | | | | Hop-by-Hop Option | |
N Fomm - - Fomm - - N o e e e e oo oo N +
| Ox31 | 00 | 1 | 10001 | I OAM Destination | RFC 9486 |
| | | | | Option and 10CAM | |
| | | | | Hop-by-Hop Option | |
S S S S Fom oo S +
Table 1
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