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1. I nt roducti on

Appendi x D.2 of [RFC4210] contains a set of algorithns that is
mandatory to be supported by inplenmentations conformng to [ RFC4210].
These al gorithns were appropriate at the tine CVP was rel eased, but
as cryptographic al gorithns weaken over tinme, sone of them should no
| onger be used. In general, new attacks are energing due to research
in cryptanalysis or an increase in conputing power. New algorithns
were introduced that are nore resistant to today’'s attacks.

Thi s docunent |ists current cryptographic algorithns that can be used
with CvP to offer an easier way to maintain the list of suitable
al gorithms over tine.

1.1. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

In the follow ng sections, ASN. 1 values and types are used to

i ndi cate where algorithmidentifier and output val ues are provided.
These ASN. 1 val ues and types are defined in CVMP [ RFC4210],
Certificate Request Message Format (CRMF) [RFC4211], CMP Updates

[ RFC9480], and Cryptographic Message Syntax (CvB) [ RFC5652].

2. Message Digest Al gorithns
This section provides references to object identifiers and
conventions to be enployed by CVMP inplenmentations that support SHA2
or SHAKE nessage di gest al gorithns.

Digest algorithmidentifiers are located in the:

* hashAlg field of OOBCertHash and Cert St at us,



owf field of Challenge, PBMParaneter, and DHBMPar aneter,
digestAlgorithns field of SignedData, and
* digestAlgorithmfield of Signerlnfo.

Di gest values are located in the:

*  hashVal field of OOBCertHash,
certHash field of CertStatus, and
* witness field of Challenge.

In addition, digest values are input to signature algorithns.
2.1. SHA2

The SHA2 algorithmfamly is defined in FIPS Pub 180-4
[ NI ST. FI PS. 180- 4] .

The nessage di gest algorithns SHA-224, SHA-256, SHA-384, and SHA-512
are identified by the foll owi ng A Ds:

i d-sha224 OBJECT IDENTIFIER ::={ joint-iso-itu-t(2) country(16)
us(840) organization(1l) gov(101) csor(3) nistalgorithn(4)
hashal gs(2) 4 }

i d-sha256 OBJECT IDENTIFIER ::= { joint-iso-itu-t(2) country(16)
us(840) organi zation(1l) gov(101) csor(3) nistalgorithn(4)
hashal gs(2) 1 }

i d-sha384 OBJECT IDENTIFIER ::={ joint-iso-itu-t(2) country(16)
us(840) organi zation(1l) gov(101) csor(3) nistalgorithn(4)
hashal gs(2) 2 }

i d-shab512 OBJECT IDENTIFIER ::= { joint-iso-itu-t(2) country(16)
us(840) organi zation(1l) gov(101) csor(3) nistalgorithn(4)
hashal gs(2) 3 }

Specific conventions to be considered are specified in Section 2 of
[ RFC5754] .

2.2. SHAKE

The SHA-3 fanmily of hash functions is defined in FIPS Pub 202

[ NI ST. FI PS. 202] and consists of the fixed output Iength variants
SHA3- 224, SHA3- 256, SHA3-384, and SHA3-512, as well as the

ext endabl e- out put functions (XOFs) SHAKE128 and SHAKE256. Currently,
SHAKE128 and SHAKE256 are the only nenbers of the SHA3-fam |y that
are specified for use in X 509 certificates [RFC8692] and CVS

[ RFC8702] as one-way hash functions for use with RSASSA-PSS and
ECDSA.

SHAKE i s an extendabl e-out put function, and FI PS Pub 202

[ NI ST. FI PS. 202] prohi bits using SHAKE as a general - pur pose hash
function. Wen SHAKE is used in CMP as a nessage digest algorithm
the out put | ength MJUST be 256 bits for SHAKE128 and 512 bits for
SHAKE256.

The nessage di gest al gorithns SHAKE128 and SHAKE256 are identified by
the followi ng QO Ds:

i d-shakel28 OBJECT IDENTIFIER ::= { joint-iso-itu-t(2) country(16)
us(840) organi zation(1l) gov(101) csor(3) nistAl gorithm(4)
hashal gs(2) 11 }

i d-shake256 OBJECT IDENTIFIER ::= { joint-iso-itu-t(2) country(16)
us(840) organi zation(1l) gov(101) csor(3) nistAl gorithm(4)
hashal gs(2) 12 }

Speci fic conventions to be considered are specified in Section 3.1 of
[ RFC8702] .



3.

3.

.1

Signature Al gorithns

This section provides references to object identifiers and
conventions to be enployed by CWP inplenentations that support
signature algorithms |ike RSA, ECDSA, or EdDSA.

The signature algorithmis referred to as MSG SI G ALG i n Appendi ces D
and E of [RFC4210], in the Lightweight CWP Profile [RFC9483], and in
Section 7. 2.

Signature algorithmidentifiers are |located in the:

protectionAlg field of PKIHeader,
* algorithmdentifier field of POPCSI gni ngkey, and
* signatureAlgorithmfield of Certificati onRequest,
Si gnKeyPai r Types, and Signerlnfo

Signature values are |l ocated in the:

* protection field of PKIMssage,
* signature field of POPGCSi gni ngKkey, and
* signature field of Certificati onRequest and Signerl nfo.

RSA

The RSA ( RSASSA- PSS and PKCS #1 version 1.5) signature algorithmis
defined in [ RFC8017].

The algorithmidentifier for RSASAA-PSS signatures used with SHA2
message digest algorithns is identified by the following OD:

i d- RSASSA- PSS OBJECT IDENTIFIER ::= { iso(1) menber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkecs-1(1) 10 }

Specific conventions to be considered are specified in [ RFC4056] .

The signature al gorithm RSASSA-PSS used wi th SHAKE nessage di gest
algorithms is identified by the followi ng O Ds:

i d- RSASSA- PSS- SHAKE128 OBJECT IDENTIFIER ::= { iso(1)
i dentified-organi zation(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) algorithms(6) 30 }

i d- RSASSA- PSS- SHAKE256 OBJECT IDENTIFIER ::= { iso(1)
i dentified-organi zation(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) algorithnms(6) 31 }

Specific conventions to be considered are specified in Section 3.2.1
of [RFC8702].

The signature al gorithm PKCS #1 version 1.5 used with SHA2 nessage
digest algorithns is identified by the follow ng O Ds:

sha224W t hRSAEncrypti on OBJECT IDENTIFIER ::= { iso(1)
menber - body(2) us(840) rsadsi (113549) pkcs(1) pkes-1(1) 14 }
sha256W t hRSAEncryption OBJECT IDENTIFIER ::= { iso(1)
menber - body(2) us(840) rsadsi (113549) pkcs(1) pkes-1(1) 11 }
sha384W t hRSAEncryption OBJECT IDENTIFIER ::= { iso(1)
menber - body(2) us(840) rsadsi(113549) pkcs(1l) pkes-1(1) 12}
sha512W t hRSAEncryption OBJECT IDENTIFIER ::= { iso(1)

menber - body(2) us(840) rsadsi (113549) pkcs(1) pkes-1(1) 13}

Specific conventions to be considered are specified in Section 3.2 of
[ RFC5754] .

2. ECDSA



3. 3.

The ECDSA signature algorithmis defined in FIPS Pub 186-5
[ NI ST. FI PS. 186-5] .

The signature al gorithm ECDSA used with SHA2 nessage di gest
algorithnms is identified by the foll owing O Ds:

ecdsa-wi t h- SHA224 OBJECT IDENTIFIER ::= { iso(1l) menber-body(2)
us(840) ansi-X9-62(10045) signatures(4) ecdsa-with-SHA2(3) 1 }
ecdsa-wi t h- SHA256 OBJECT I DENTIFIER ::= { iso(1l) nenber-body(2)
us(840) ansi-X9-62(10045) signatures(4) ecdsa-with-SHA2(3) 2 }
ecdsa-wi t h- SHA384 OBJECT IDENTIFIER ::= { iso(1l) menber-body(2)
us(840) ansi-X9-62(10045) signatures(4) ecdsa-w th-SHA2(3) 3}
ecdsa-wi t h- SHA512 OBJECT IDENTIFIER ::= { iso(1l) menber-body(2)

us(840) ansi-X9-62(10045) signatures(4) ecdsa-wi th-SHA2(3) 4 }

As specified in [ RFC5480], the N ST-recomrended curves are identified
by the follow ng O Ds:

secpl92r1 OBJECT IDENTIFIER ::= { iso(1l) menber-body(2)
us(840) ansi-X9-62(10045) curves(3) prine(1) 1}
secp224r1 OBJECT IDENTIFIER ::= { iso(1)
i dentified-organi zation(3) certicom 132) curve(0) 33 }
secp256r1 OBJECT IDENTIFIER ::= { iso(1l) menber-body(2)
us(840) ansi-X9-62(10045) curves(3) prime(l1l) 7}
secp384r1 OBJECT IDENTIFIER ::= { iso(1l)
i dentified-organi zation(3) certicom 132) curve(0) 34 }
secp521r1 OBJECT IDENTIFIER ::= { iso(1)

i dentified-organi zation(3) certicom 132) curve(0) 35 }

Speci fic conventions to be considered are specified in Section 3.3 of
[ RFC5754] .

The signature al gorithm ECDSA used with SHAKE nessage di gest
algorithnms is identified by the foll owing O Ds:

i d-ecdsa-wi t h-shakel128 OBJECT IDENTIFIER ::= { iso(1)
i dentified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) algorithnms(6) 32 }

i d-ecdsa-wi t h-shake256 OBJECT IDENTIFIER ::= { iso(1)
i dentified-organi zation(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) algorithms(6) 33 }

Speci fic conventions to be considered are specified in Section 3.2.2
of [RFC8702].

EdDSA

The EdDSA signature algorithmis defined in Section 3.3 of [RFC8032]
and FIPS Pub 186-5 [N ST. FI PS. 186-5] .

The signature al gorithm Ed25519 that MJUST be used with SHA-512
message digest algorithns is identified by the foll ow ng O Ds:

i d- Ed25519 OBJECT IDENTIFIER ::= { iso(1l)
i dentified-organization(3) thawte(101) 112 }

The signature al gorithm Ed448 that MJST be used wi th SHAKE256 nessage
digest algorithms is identified by the foll ow ng O Ds:

i d- Ed448 OBJECT IDENTIFIER ::= { iso(1)
i dentified-organization(3) thawte(101) 113 }

Specific conventions to be considered are specified in [ RFC8419].

Not e: The hash algorithmused to cal culate the certHash in cert Conf
messages MUST be SHA512 if the certificate to be confirmed has been



si gned using Ed25519 or SHAKE256 with d=512 if the certificate to be
confirnmed has been signed using Ed448.

4. Key Managenent Al gorithmns

CWP utilizes the followi ng general key management techni ques: key
agreenent, key transport, and passwords.

CRVF [ RFC4211] and CWP Updat es [ RFC9480] pronote the use of CMB
Envel opedDat a [ RFC5652] by deprecating the use of EncryptedVal ue.

4.1. Key Agreement Al gorithns
The key agreenent algorithmis referred to as PROT_ENC ALG i n
Appendi ces D and E of [RFC4210] and as KM KA ALG in the Lightweight
CVMP Profile [RFC9483] and Section 7.
Key agreenent algorithnms are only used in CVMP when using CMS
Envel opedDat a [ RFC5652] together with the key agreenent key
managenment techni que. Wen a key agreenment algorithmis used, a key-
encryption algorithm (Section 4.3) is needed next to the content-
encryption algorithm (Section 5).
Key agreenment algorithmidentifiers are | ocated in the:
* keyEncryptionAlgorithmfield of KeyAgreeReci pientlnfo.
Key wap algorithmidentifiers are | ocated in the:

*  KeyW apAl gorithm paraneters within keyEncrypti onAlgorithmfield of
KeyAgr eeReci pi ent | nf 0.

W apped content-encryption keys are located in the:
* encryptedKey field of RecipientEncryptedKeys.
4.1.1. Diffie-Hellnmn
The Diffie-Hell man (DH) key agreenment is defined in [ RFC2631] and
SHALL be used in the epheneral -static variants, as specified in
[ RFC3370]. Static-static variants SHALL NOT be used.
The DH key agreenent algorithmis identified by the followi ng OD:

i d-al g- ESDH OBJECT | DENTIFIER ::= { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smine(16) alg(3) 5}

Speci fic conventions to be considered are specified in Section 4.1 of
[ RFC3370] .

4.1.2. ECDH

The Elliptic Curve Diffie-Hell man (ECDH) key agreenent is defined in
[ RFC5753] and SHALL be used in the epheneral -static variant, as
specified in [RFC5753], or the 1-Pass Elliptic Curve Menezes- Qu-
Vanst one (ECMQV) variant, as specified in [ RFC5753]. Static-static
variants SHALL NOT be used.

The ECDH key agreenent al gorithm used together w th N ST-reconmended
SECP curves are identified by the follow ng O Ds:

dhSi ngl ePass- st dDH sha224kdf - schene OBJECT IDENTIFIER ::= { iso(1)
i dentified-organization(3) certicom 132) schenes(1) 11(11) 0 }
dhSi ngl ePass- st dDH sha256kdf - scheme OBJECT IDENTIFIER ::= { iso(1)

i dentified-organization(3) certicom 132) schenmes(1l) 11(11) 1}
dhSi ngl ePass- st dDH sha384kdf - schene OBJECT I DENTIFIER ::= { iso(1)



i dentified-organization(3) certicom 132) schenes(1l) 11(11) 2 }

dhSi ngl ePass- st dDH sha512kdf - schene OBJECT IDENTIFIER ::= { iso(1)
i dentified-organization(3) certicom 132) schenes(1) 11(11) 3}
dhSi ngl ePass- cof act or DH sha224kdf - schene OBJECT | DENTI FI ER :: = {
iso(l) identified-organization(3) certicon(132) schenmes(1)
14(14) 0}
dhSi ngl ePass- cof act or DH sha256kdf - scheme OBJECT | DENTI FIER :: = {
iso(l) identified-organization(3) certicon(132) schenes(1)
14(14) 1}
dhSi ngl ePass- cof act or DH sha384kdf - scheme OBJECT | DENTI FIER :: = {
iso(l) identified-organization(3) certicon(132) schenmes(1)
14(14) 2}
dhSi ngl ePass- cof act or DH sha512kdf - scheme OBJECT | DENTI FIER :: = {
iso(l) identified-organization(3) certicon(132) schenes(1)
14(14) 3}
mgvSi ngl ePass- sha224kdf - scheme OBJECT I DENTIFIER ::= { iso(1)
i dentified-organization(3) certicom 132) schenmes(1l) 15(15) 0 }
mgvSi ngl ePass- sha256kdf - schene OBJECT IDENTIFIER ::= { iso(1)
i dentified-organization(3) certicom 132) schenmes(1l) 15(15) 1 }
mgvSi ngl ePass- sha384kdf - schene OBJECT IDENTIFIER ::= { iso(1)
i dentified-organization(3) certicom 132) schenes(1l) 15(15) 2 }
mgvSi ngl ePass- sha512kdf - scheme OBJECT I DENTIFIER ::= { iso(1)

i dentified-organization(3) certicom 132) schenmes(1l) 15(15) 3}

As specified in [ RFC5480], the NI ST-reconmended SECP curves are
identified by the follow ng O Ds:

secpl92r1 OBJECT IDENTIFIER ::= { iso(1l) menber-body(2)
us(840) ansi-X9-62(10045) curves(3) prine(l) 1}
secp224r1 OBJECT IDENTIFIER ::= { iso(1l)
i dentified-organization(3) certicom 132) curve(0) 33}
secp256r1 OBJECT IDENTIFIER ::= { iso(1l) menber-body(2)
us(840) ansi-X9-62(10045) curves(3) prinme(1l) 7 }
secp384r1 OBJECT IDENTIFIER ::= { iso(1)
i dentified-organization(3) certicom 132) curve(0) 34 }
secp521r1 OBJECT IDENTIFIER ::= { iso(1l)

i dentified-organization(3) certicom 132) curve(0) 35 }
Specific conventions to be considered are specified in [ RFC5753].

The ECDH key agreenent al gorithm used together with curve25519 or
curved448 is identified by the foll owi ng O Ds:

i d- X25519 OBJECT IDENTIFIER ::= { iso(1)
i dentified-organi zation(3) thawte(101) 110 }
i d- X448 OBJECT IDENTIFIER ::= { iso(1)

i dentified-organization(3) thawte(101) 111 }

Speci fic conventions to be considered are specified in [ RFC8418].
4.2. Key Transport Al gorithns

The key transport algorithmis also referred to as PROT_ENC ALG in

Appendi ces D and E of [RFC4210] and as KM KT_ALG in the Lightweight

CWP Profile [ RFC9483] and Section 7

Key transport algorithns are only used in CVP when using CMS

[ RFC5652] Envel opedData together with the key transport key

managenment techni que.

Key transport algorithmidentifiers are | ocated in the:

* keyEncryptionAlgorithmfield of KeyTransReci pi entl nfo.

Key transport encrypted content-encryption keys are |located in the:



4. 2.

4. 3.

4. 3.

4. 4.

* encryptedKey field of KeyTransReci pi entl nfo.
1. RSA

The RSA key transport algorithmis the RSA encryption schene defined
in [ RFC8017] .

The algorithmidentifier for RSA (PKCS #1 v1.5) is:

rsaEncryption OBJECT IDENTIFIER ::= { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1) pkes-1(1) 1}

The algorithmidentifier for RSAES- QAEP i s:

i d- RSAES- OAEP OBJECT IDENTIFIER ::= { iso(1) nenber-body(2)
us(840) rsadsi(113549) pkcs(1l) pkes-1(1) 7}

Furt her conventions to be considered for PKCS #1 v1.5 are specified
in Section 4.2.1 of [RFC3370] and for RSAES- OAEP in [ RFC3560].

Synmetric Key-Encryption Al gorithns

The symretric key-encryption algorithmis also referred to as
KM KWALG in Section 7.2 and the Lightweight CVP Profile [ RFC9483].

As the symretric key-encryption key managenent technique is not used
by CMP, the symetric key-encryption algorithmis only needed when
usi ng the key agreenent or password-based key nmanagenent technique
with CVB [ RFC5652] Envel opedDat a.

Key wap algorithmidentifiers are | ocated in the:

* parameters field of the KeyEncryptionAl gorithm dentifier of
KeyAgr eeReci pi ent I nfo and Passwor dReci pi ent | nf o.

W apped content-encryption keys are located in the:

* encryptedKey field of RecipientEncryptedKeys (for key agreenent)
and Passwor dReci pientlnfo (for password-based key managenent).

1. AES Key Wap

The AES encryption algorithmis defined in FIPS Pub 197
[ NI ST. FIPS. 197], and the key wapping is defined in [ RFC3394].

AES key encryption has the algorithmidentifier:

i d-aes128-wrap OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101) csor(3)
ni stAlgorithn(4) aes(1l) 5}

i d-aes192-wrap OBJECT IDENTIFIER ::={ joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101) csor(3)
ni st Algorithm(4) aes(1) 25}

i d-aes256-wrap OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101) csor(3)
ni st Al gorithm(4) aes(1) 45 }

The underlying encryption functions for the key wap and content -
encryption algorithns (as specified in Section 5) and the key sizes
for the two algorithms MJST be the sane (e.g., AES-128 key wrap
algorithmw th AES-128 content-encryption algorithnm; see [ RFC8551].

Further conventions to be considered for AES key wap are specified
in Section 2.2 of [RFC3394] and Section 2.3.2 of [RFC3565].

Key Derivation Al gorithns



The key derivation algorithmis also referred to as KM KD ALG in
Section 7.2 and the Li ghtweight CWP Profile [ RFC9483].

Key derivation algorithms are only used in CVMP when using CMS
Envel opedDat a [ RFC5652] together with the password-based key
managenent techni que.

Key derivation algorithmidentifiers are located in the:
* keyDerivationAl gorithmfield of PasswordReci pi entl nfo.

When using the password-based key managenent technique with

Envel opedData as specified in CVMP Updates [ RFC9480] together with

PKI Prot ecti on based on the nessage authentication code (MAC), the
salt for the password-based MAC and key derivation function (KDF)
must be chosen independently to ensure usage of independent symmetric
keys.

4.4.1. PBKDF2

Passwor d- based key derivation function 2 (PBKDF2) is defined in
[ RFC8018] .

PBKDF2 has the algorithmidentifier

i d- PBKDF2 OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2) us(840)
rsadsi (113549) pkcs(1l) pkcs-5(5) 12 }

Furt her conventions to be considered for PBKDF2 are specified in
Section 4.4.1 of [RFC3370] and Section 5.2 of [RFC8018].

5. Content-Encryption Al gorithns

The content-encryption algorithmis also referred to as PROT_SYM ALG
i n Appendi ces D and E of [RFC4210], in the Lightweight CWP Profile
[ RFC9483], and in Section 7.

Content-encryption algorithnms are used in CVP when using CMS

Envel opedDat a [ RFC5652] to transport a signed private key package in
case of central key generation or key archiving, a certificate to
facilitate inplicit proof-of-possession, or a revocation passphrase
in encrypted form

Content-encryption algorithmidentifiers are located in the:
* contentEncryptionAl gorithmfield of EncryptedContentlnfo.
Encrypted content is located in the:
* encryptedContent field of EncryptedContentlnfo.

5.1. AES-CBC

The AES encryption algorithmis defined in FIPS Pub 197
[ NI ST. FI PS. 197] .

AES Ci pher Bl ock Chaini ng (AES-CBC) content encryption has the
algorithmidentifier:

i d-aes128-CBC OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101) csor(3)
nistAlgorithn(4) aes(1l) 2}

i d-aes192- CBC OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101) csor(3)
ni st Al gorithn(4) aes(1)22 }



6.

6.

6.

i d- aes256- CBC OBJECT IDENTIFIER ::={ joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101) csor(3)
ni st Al gorithn(4) aes(1)42 }

Specific conventions to be considered for AES-CBC content encryption
are specified in [ RFC3565].

Message Aut hentication Code Al gorithns

The nessage authentication code (MAC) is either used for shared
secret-based CVMP nessage protection or together with the password-
based key derivation function (PBKDF2).

The MAC algorithmis also referred to as MSG MAC ALG in Section 7,
Appendi ces D and E of [RFC4210], and the Lightweight CWP Profile
[ RFC9483] .

1. Passwor d- Based MAC

Passwor d- based nessage aut hentication code (MAC) al gorithns conbi ne
the derivation of a symretric key froma password or other shared
secret informati on and a symmetric key-based MAC function, as
specified in Section 6.2, using this derived key.
MAC algorithmidentifiers are located in the:
* protectionAl g field of PKIHeader.
Message aut henticati on code values are |located in the:
* PKlProtection field of PKIMessage.
1.1. PasswordBasedMac
The Passwor dBasedMac algorithmis defined in Section 5.1.3.1 of
[ RFC4210], Section 4.4 of [RFC4211], and "Al gorithm Requirenments
Update to the Internet X 509 Public Key Infrastructure Certificate
Request Message Format (CRMF)" [ RFC9045].
The Passwor dBasedMac al gorithmis identified by the follow ng O D:

i d- Passwor dBasedMac OBJECT I DENTIFIER ::= { iso(1l) nenber-body(2)
us(840) nt(113533) nsn(7) algorithms(66) 13 }

Further conventions to be considered for PasswordBasedMac are

specified in Section 5.1.3.1 of [RFC4210], Section 4.4 of [RFC4211],
and "Al gorithm Requi renents Update to the Internet X 509 Public Key
Infrastructure Certificate Request Message Format (CRMF)" [ RFC9045].

1.2. PBMACL
Passwor d- Based Message Aut hentication Code 1 (PBMACLl) is defined in
[ RFC8018]. PBMACL combi nes a password- based key derivation function,
i ke PBKDF2 (Section 4.4.1), with an underlying symmetric key-based
message aut hentication schene.
PBMACL has the follow ng O D:

i d- PBMAC1 OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2) us(840)
rsadsi (113549) pkcs(1l) pkcs-5(5) 14 }

Specific conventions to be considered for PBMACL are specified in
Section 7.1 and Appendi x A.5 of [RFC8018].

2. Symetric Key-Based MAC



Symmetric key-based nessage authentication code (MAC) algorithns are
used for deriving the symmetric encryption key when using PBKDF2, as
described in Section 4.4.1, as well as with password-based MAC, as
described in Section 6. 1.

MAC algorithmidentifiers are located in the:
* protectionAl g field of PKIHeader,
*  nmessageAut hSchene field of PBMACL,
* mac field of PBMParaneter, and
* prf field of PBKDF2-parans.
MAC val ues are located in the:
* PKlProtection field of PKIMssage.
6.2.1. SHA2-Based HVAC

The HVAC al gorithmis defined in [ RFC2104] and FIPS Pub 198-1
[ NI ST. FI PS. 198-1] .

The HVAC al gorithmused with SHA2 nessage digest algorithnms is
identified by the follow ng O Ds:

i d- hmacW t hSHA224 OBJECT I DENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) digestA gorithm(2) 8 }

i d- hmacW t hSHA256 OBJECT I DENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) digestAl gorithm(2) 9 }

i d- hmacW t hSHA384 OBJECT I DENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) digestAl gorithm2) 10 }

i d- hmacW t hSHAS12 OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)

us(840) rsadsi (113549) digestAl gorithm2) 11 }

Speci fic conventions to be considered for SHA2-based HVAC are
specified in Section 3.1 of [RFC4231].

6.2.2. AES-GVAC

The AES-GVAC algorithmis defined in FIPS Pub 197 [N ST. FI PS. 197] and
NI ST SP 800-38d [ NI ST. SP. 800- 38d] .

Not e: The AES- GVAC MJST NOT be used twice with the same paraneter
set, especially the sane nonce. Therefore, it MJST NOT be used
together with PBKDF2. When using it with PBMACL, it MJUST be ensured
that the AES-GVAC is only used as a nessage authentication schene and
not for the key derivation function PBKDF2.

The AES-GVAC algorithmis identified by the follow ng O Ds:

i d-aes128- GVAC OBJECT IDENTIFIER ::={ joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101) csor(3)
ni st Al gorithm4) aes(1) 9}

i d-aes192- GVAC OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101) csor(3)
ni st Al gorithm(4) aes(1) 29 }

i d- aes256- GVAC OBJECT IDENTIFIER ::={ joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101) csor(3)
ni st Algorithm4) aes(1) 49 }

Speci fic conventions to be considered for the AES-GVAC are specified
in [ RFCO044] .

6.2.3. SHAKE-Based KMAC

The KMAC al gorithmis defined in [RFC8702] and FIPS SP 800-185
[ NI ST. SP. 800-185] ] .



The SHAKE- based KMAC algorithmis identified by the follow ng O Ds:

i d- KMACW t hSHAKE128 OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101) csor(3)
ni st Al gorithn(4) hashAl gs(2) 19 }

i d- KMACW t hSHAKE256 OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101) csor(3)
ni st Al gorithnm(4) hashAl gs(2) 20 }

Speci fic conventions to be considered for KMAC with SHAKE are
specified in Section 3.4 of [RFC8702].

Al gorithm Use Profiles

This section provides profiles of algorithns and respective
conventions for different application use cases.

Recommendati ons |i ke those described in Table 2 of NIST SP 800-57
"Recommendati on for Key Managenent" [N ST. SP. 800-57pt 1r5] and
Section 4.6 of ECRYPT "Algorithns, Key Size and Protocols Report
(2018)" [ECRYPT. CSA. D5. 4] provide general information on current
crypt ographi c al gorithns.

The overall cryptographic strength of CMP inplenentations will depend
on several factors, including:

* capabilities of the end entity: Wat kind of algorithns does the
end entity support? The cryptographic strength of the system
SHOULD be at | east as strong as the algorithnms and keys used for
the certificate bei ng managed.

* algorithmprofile: The overall strength of the profile will be the
strength of the weakest algorithmit contains.

* nmessage protection: The overall strength of the CWMP nessage
protection.

- MAC-based protection: The entropy of the shared secret
i nformati on or password when MAC-based nessage protection is
used (MSG_MAC ALG).

- signature-based protection: The strength of the key pair and
signature al gorithm when signature-based protection is used
(MSG_SI G ALG).

- protection of centrally generated keys: The strength of the
al gorithms used for the key managenent technique (Section 7.1
PROT_ENC ALG or Section 7.2: KM KA ALG KMKT_ALG KMKD ALG
and the encryption of the content-encryption key and private
key (Section 7.1: SYM PENC ALG PROT_SYM ALG or Section 7.2:
KM KW ALG, PROT_SYM ALG) .

The followi ng table shows the algorithns listed in this docunent
sorted by their bits of security. |If an inplenentation intends to
enroll and manage certificates for keys of a specific security, it
SHALL inplenent and use algorithms of at |east that strength for the
respective PKI nanagenent operation. |If one row does not provide a
suitable algorithm the inplenmenter MJST choose one offering nore
bits of security.

[ et S fu g pugut b jums e pufu oo poj g ©bujes s fu e g pu g puguppey o pojpj——_—_—

| Bits of | RSA or | Elliptic | Hash Function or | Symetric

| Security| DH | Curve | XOF with | Encryption

| | | Cryptography | Specified Qutput | |
I I I I I

Length (d)



RSA2048,
DH( 2048)

RSA3072,
DH( 3072)

ECDSA/ ECDH
(secp224r1)
ECDSA/ ECDH
(secp256r1l),
Ed25519/
X25519
(curve25519)
ECDSA/ ECDH
(secp384r1l)
Ed448/ X448
(curved48)
ECDSA/ ECDH
(secp521rl)

Table 1. Cryptographic Al gorithns

Sorted by Their

SHA- 256,
SHAKE128( d=256)

SHA- 512,

Bits of Security

The foll owi ng table shows the cryptographic algorithnms sorted by
their usage in CVMP and with nore details.

[ by bbb
| Bits of | Key Types
| Security|to Be

| | Certified
I I

| |

I I

I I

[ ool Cbajems s e e
| 112 | RSA2048,

| | secp224r1
| |

I I

I I

I I

I I

I I

| |

I I

I I

I I

I I

I I

Fomm oo TS
| 128 | RSA3072,

| | secp256r1, |
| | curve25519|
I I

I I

| |

I I

I I

I I

I I

I I

| |

I I

I I

I I

I I

Fomm e - o - Fomm oo -

CMP Protection

MSG Sl G ALG
MSG_MAC_ALG

RSASSA- PSS

(2048, SHA-224

or SHAKE128
(d=256)),

RSAEncr ypti on

(2048, SHA-
224),

ECDSA
(secp224r1,
SHA- 224 or
SHAKE128
(d=256)),
PBMACL ( HVAC-
SHA- 224)

RSASSA- PSS

(3072, SHA-256

or SHAKE128
(d=256)),

RSAEncr ypti on

(3072, SHA-
256),

ECDSA
(secp256r1,
SHA- 256 or
SHAKE128
(d=256)),
Ed25519 ( SHA-
512),
PBVACL ( HVAC-
SHA- 256)

Key Managenent
Techni que
PROT_ENC ALG
or KM KA ALG
KM KT_ALG,

KM KD_ALG

DH(2048) ,
RSAES- QAEP
(2048, SHA-
224),

RSAEncr ypti on
(2048, SHA-
224),

ECDH
(secp224r1,
SHA- 224) ,
PBKDF2 ( HVAC-
SHA- 224)

DH(3072),
RSAES- CAEP
(3072, SHA-
256),

RSAEncr ypti on
(3072, SHA-
256),

ECDH
(secp256r1,
SHA- 256) ,
X25519,
PBKDF2 ( HVAC-
SHA- 256)

Key-Wap and
Synmetric
Encryption
PROT_SYM ALG
SYM PENC_ALG

| AES- 128



| 192 | secp384r1 | ECDSA | ECDH | AES- 192 |
| | | (secp384r1, | (secp384r1, | |
| | | SHA-384), | SHA-384), | |
| | | PBMACL (HVAC- | PBKDF2 (HVAG | |
| | | SHA-384) | SHA-384) | |
Fomm e - o - Fomm oo - oo o - o m e e e oo - o m e e e oo - +
| 224 | curved448 | Ed448 | X448 | |
I I | (SHAKE256) I I I
T S o a o oo Fom e o - +
| 256 | secp521r1 | ECDSA | ECDH | AES- 256 |
| | | (secp521r1, | (secp521r1, | |
| | | SHA-512 or | SHA-512), | |
| | | SHAKE256 | PBKDF2 (HMAC- | |
I I | (d=512)), | SHA-512) I I
| | | PBMACL (HVAC | | |
I I | SHA-512) I I I
R S o a o o a o R +

Table 2: Cryptographic Al gorithms Sorted by Their Bits of

Security and Usage by CWP

To avoid consum ng too many conputational resources, choosing a set
of algorithns offering roughly the sane | evel of security is
recomrended. Below are several algorithmprofiles that are bal anced,
assunmi ng the inplenmenter chooses MAC secrets and/or certificate
profiles of at |east equival ent strength.

.1. AlgorithmProfile for PKI Managenent Message Profiles in RFC 4210
The following table updates the definitions of algorithm used within
PKI Managenent Message Profiles, as defined in Appendi x D.2 of

[ RFC4210] .

The colums in the table are:

Nanme: An identifier used for nmessage profiles
Use: Description of where and for what the algorithmis used
Mandatory: Al gorithms that MJST be supported by conformn ng

i mpl emrent ati ons

Optional: Al gorithnms that are OPTIONAL to support
Deprecated: Algorithns from|[RFC4210] that SHOULD NOT be used any
nor e

[ sl el sl sl el ]
| Narmre | Use | Mandat ory| Opt i onal | Deprecated |
[ sty s sty el s fum s e pegety b pojfupoj—p—j—— o
| MSG _SI G ALG | protection of | RSA | ECDSA, EdDSA | DSA, |
| | PKI messages | | | conmbi nat i ons|
| | usi ng | | |with MD5 and|
| | si gnatures | | | SHA- 1 |
R S TS R R +
| MSG_MAC_ALG | protection of | PBMACL | Passwor dBasedMac, | X9. 9 |
| | PKI nessages | | HVAC, KMAC | |
I |using MACs | I I I
S S S Fom e S +
| SYM_PENC ALQ symmetric | AES-wrap | | 3- DES( 3- key- |
| | encryption of| | | EDE, CBC |
| | an end | | | Mode), RC5, |
| |entity’s | | | CAST- 128 |
| | private key | | |
| | where the | | |
I I I I

| symretric key



| |is | | | |
| | distributed | | | |
| | out of band | | | |
| PROT_ENC _ALQE asymmetric | DH | ECDH, RSA
| | al gorithm |
| | used for |
| | encryption of|
| | (symetric |
| | keys for |
| | encryption |
| | of ) private |
| | keys |
| |transported |
I |in I
I I

I I
I I
| |
I I
I I
I I
I I
I I
| |
| |
| PKI Messages | |

| PROT_SYM ALQ symmetri c | AES- CBC
| | encryption |
| | al gorithm |
| | used for |
| | encryption of|
| | private key |
| |bits (a key |
| | of this type |
I I
I I
I I

+

| 3- DES( 3- key- |
| EDE, CBC
| Mode), RC5,
| CAST- 128

|is encrypted
| usi ng

I
I
I
I
I
I
I
I
| PROT_ENC_ALG) |

Table 3: Algorithns Used within Appendix D.2 of RFC 4210

The followi ng are the nandatory algorithmidentifiers and
speci fications:

RSA:  sha256W t hRSAEncryption with 2048 bit, see Section 3.1

Passwor dBasedMac: i d-PasswordBasedMac, see Section 6.1 (with id-
sha256 as the owf paraneter, see Section 2.1 and id-hnmacW t hSHA256
as the mac parameter, see Section 6.2.1)

PBMACL: id-PBMACL, see Section 6.1.2 (with id-PBKDF2 as the key
derivation function, see Section 4.4.1 and id-hmacWthSHA256 as
the nessage aut hentication schene, see Section 6.2.1). It is
RECOMVENDED to prefer the usage of PBMACL instead of
Passwor dBasedMac.

DH: id-al g-ESDH, see Section 4.1.1

AES-wr ap: id-aesl128-w ap, see Section 4.3.1
AES-CBC:. id-aesl128-CBC, see Section 5.1

.2. AlgorithmProfile for Lightweight CMP Profile

The followi ng table contains definitions of algorithns that MAY be
supported by inplenentations of the Lightweight CVMP Profile
[ RFC9483] .

As the set of algorithnms to be used for inplenentations of the

Li ght wei ght CWP Profile heavily depends on the PKI managenent
operations inplenented, the certificates used for nessage protection,
and the certificates to be nmanaged, this docunent will not specify a
specific set that is mandatory to support for conformng

i mpl emrent ati ons.



The colums in the table are:
Nane: An identifier used for nessage profiles
Use: Description of where and for what the algorithmis used

Exampl es: Lists the algorithnms, as described in this document. The
list of algorithns depends on the set of PKI managenent operations
to be inpl enent ed.

Note: It is RECOVMWENDED to prefer the usage of PBMACL instead of
Passwor dBasedMac.

protection of PKI nessages

usi ng signatures and for
SignedData, e.g., a private
key transported i n PKI Messages

Passwor dBasedMac |
(see Section 9), |
PBMACL, HVAC, |
KMAC |

protection of PKI nessages
usi ng MAC ng

| asymetric key agreenent

| algorithmused for agreenent
| of a symmetric key for use

| with KM KWALG

| asymetric key-encryption

| algorithmused for transport
| of a symmetric key for

| PROT_SYM ALG

| symmetric key derivation

| algorithmused for derivation
| of a symmetric key for use

| with KM KWALG

| KM KWALG | algorithmto wap a symretric
| | key for PROT_SYM ALG

PROT_SYM ALG | symmetric content-encryption
| algorithmused for encryption
| of Envel opedData, e.g., a
| private key transported in
| PKI Messages

Table 4: Algorithms Used within the Lightweight CVP Profile
I ANA Consi derati ons
Thi s docunment has no | ANA acti ons.
Security Considerations

Thi s docunent |ists many cryptographic algorithnms usable with CVWP to
offer inmplenenters a nore up-to-date choice. Finally, the algorithns
to be supported al so heavily depend on the certificates and PKI
managenent operations utilized in the target environment. The
algorithmwith the | owest security strength and the entropy of shared
secret information defines the security of the overall solution; see
Section 7.



10.

10.

When usi ng MAC-based nessage protection, the use of PBVACL is
preferable to that of PasswordBasedMac. First, PBMACL is a well -
known scrutinized algorithm which is not true for PasswordBasedMac.
Second, the PasswordBasedMac al gorithm as specified in Section 4.4 of
[ RFC4211] is essentially PBKDF1 (as defined in Section 5.1 of

[ RFC8018]) with an HVAC step at the end. Here, we update to use the
PBKDF2- HVAC construct defined as PBMACL in [ RFC8018]. PBKDF2 is
superior to PBKDF1 in an inproved internal construct for iterated
hashing and in removing PBKDFl's linitation of only being able to
derive keys up to the size of the underlying hash function

Addi tionally, PBKDF1l is not reconmended for new applications as
stated in Section 5.1 of [RFC8018] and is no | onger an approved

al gorithm by nost standards bodies. Therefore, it presents
difficulties to inplenmenters who are submtting their CW

i npl ementations for certification, hence noving to a PBKDF2-based
mechanism This change is in alignment with [ RFCO045], which updates
[ RFC4211] to allow the use of PBMACL in CRMF

The AES- GVAC MUST NOT be used as the pseudorandom function (PRF) in
PBKDF2; the use of the AES-GVAC nore than once with the same key and
the same nonce will break the security.

In Section 7 of this docunment, there is also an update to

Appendi x D.2 of [RFC4210] and a set of algorithns that MAY be
supported when inplenmenting the Lightweight CVP Profile [ RFC9483].

It is recognized that there may be ol der CVP inplenmentations in use
that conformto the algorithmuse profile from Appendix D.2 of

[ RFC4210]. For exanple, the use of AES is now nandatory for
PROT_SYM ALG while 3-DES was mandatory in [RFC4210]. Therefore, it
is expected that many CVP systens may al ready support the reconmended
algorithms in this specification. In such systens, the weakened

al gorithms should be disabled fromfurther use. |If critical systens
cannot be immedi ately updated to conformto the recommended al gorithm
use profile, it is reconmended that a plan to mgrate the
infrastructure to conforming profiles be adopted as soon as possible.

Symmetric key-based MAC al gorithnms as described in Section 6.2 MAY be
used as MSG MAC ALG  The i npl ementer MJUST choose a suitable PRF and
ensure that the key has sufficient entropy to match the overal
security level of the algorithmprofile. These considerations are
out side the scope of the profile.
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