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I ntroduction
Wil e using CMP [ RFC4210] in industrial and Internet of Things

envi ronnments and devel opi ng the Lightweight CVP Profile [ RFC9483],
some limtations were identified in the original CMP specification.



Thi s docunent updates [ RFC4210] and [RFC6712] to overcone these
limtations.

Anong ot her updates, this docunent inmproves the crypto agility of
CWP, which allows nore flexibility for future advances in

crypt ogr aphy.

Thi s docunent al so introduces new extended key usages to identify CW
endpoints on registration and certification authorities.

The main content of [RFC4210] and [RFC6712] remains unchanged. This
docunent lists all sections that are updated, replaced, or added to
the current text of the respective RFCs.

The aut hors acknow edge that the style of the docunent is hard to
read because the original RFCs nust be read along with this docunent
to get the conplete content. The working group decided to use this
approach in order to keep the changes to [ RFC4210] and [RFC6712] to
the required mnimum This was neant to speed up the editoria
process and to nmnimze the effort spent on reviewing the full text
of the original docunents.

However, [PKIX-CWP] and [HTTP-CMP] are intended to obsolete RFCs 4210
and 6712, respectively; these docunments al so include the changes
listed in this docunent.

1.1. Convention and Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Techni cal terminology is used in conformance with [ RFC4210],
[ RFC4211], and [RFC5280]. The followi ng key words are used:

CA: Certification authority, which issues certificates.
RA: Regi stration authority, an optional system conponent to which
a CA del egates certificate nanagenent functions, such as

aut hori zati on checks.

KGA: Key generation authority, which generates key pairs on behal f
of an EE. The KGA could be colocated with an RA or a CA

EE: End entity, a user, device, or service that holds a PK
certificate. An identifier for the EE is given as its subject
of the certificate.

2. Updates to RFC 4210 - Certificate Managenent Protocol (CWP)
2.1. New Section 1.1 - Changes Since RFC 4210

The foll owi ng subsection describes feature updates to [ RFC4210].

They are always related to the base specification. Hence, references

to the original sections in [RFC4210] are used whenever possible.

Insert this section after the current Section 1 of [RFC4210]:

1.1. Changes Since RFC 4210

The foll owi ng updates are made in this docunent:

* Addi ng new extended key usages for various CVMP server types, e.g.,
registration authority and certification authority, to express the
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aut hori zation of the entity identified in the certificate
containing the respective extended key usage extension that acts
as the indicated PKI managenent entity.

* Extending the description of nultiple protection to cover
addi ti onal use cases, e.g., batch processing of nessages.

* (Offering Envel opedData as the preferred choice next to
EncryptedVal ue to better support crypto agility in CMP. Note
that, according to [ RFC4211], Section 2.1, point 9, the use of the
Encrypt edVal ue structure has been deprecated in favor of the
Envel opedData structure. [RFC4211] offers the EncryptedKey
structure a choice of EncryptedVal ue and Envel opedDat a for
m gration to Envel opedData. For reasons of conpl eteness and
consi stency, the type EncryptedVal ue has been exchanged in all
occurrences in [RFC4210]. This includes the protection of
centrally generated private keys, encryption of certificates, and
protection of revocation passphrases. To properly differentiate
the support of Envel opedData instead of EncryptedVal ue, CWP
version 3 is introduced in case a transaction is supposed to use
Envel opedDat a.

* O fering an optional hashAlg field in CertStatus that supports
confirmation of certificates signed with signature algorithms,
e.g., preparing for upcom ng post quantum al gorithms, not directly
indicating a specific hash algorithmto use to conpute the
cert Hash.

* Addi ng new general nessage types to request CA certificates, a
root CA update, a certificate request tenplate, or a Certificate
Revocation List (CRL) update.

* Extending the usage of polling to plOcr, certConf, rr, genm and
error nessages.

* Deleting the nmandatory algorithmprofile in Appendix D.2 of
[ RFC4210] and referring to Section 7 of CMP Al gorithns [ RFC9481].

New Section 4.5 - Extended Key Usage

The foll owi ng subsection introduces a new extended key usage for CWP
servers authorized to centrally generate key pairs on behal f of end
entities.

Insert this section after Section 4.4.3 of [RFC4210]:
4.5. Extended Key Usage

The extended key usage (EKU) extension indicates the purposes for
which the certified key pair may be used. Therefore, it restricts
the use of a certificate to specific applications.

A CA may want to delegate parts of its duties to other PKI managenent
entities. This section provides a nechanismto both prove this

del egati on and enabl e an aut omated neans for checking the

aut hori zation of this delegation. Such delegation may al so be
expressed by other neans, e.g., explicit configuration

To offer automatic validation for the delegation of a role by a CAto
another entity, the certificates used for CVMP nessage protection or
signed data for central key generation MJST be issued by the

del egating CA and MJUST contain the respective EKUs. This proves the
aut horization of this entity by delegating CAto act in the given
role, as described bel ow

The O Ds to be used for these EKUs are:
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3.

i d-kp-cncCA OBJECT I DENTIFIER :: = {
iso(l) identified-organization(3) dod(6) internet(1)
security(5) mechani snms(5) pkix(7) kp(3) 27 }

i d- kp-cntRA OBJECT | DENTI FIER :: = {
iso(l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) kp(3) 28 }

i d-kp- cmMKGA OBJECT | DENTIFIER :: = {
iso(l) identified-organization(3) dod(6) internet(1)
security(5) mechani snms(5) pkix(7) kp(3) 32}

Not e: Section 2.10 of [RFC6402] specifies O Ds for a Certificate
Managenent over CM5 (CMC) CA and a CMC RA.  As the functionality of a
CA and RA is not specific to any certificate managenent protoco

(such as CMC or CWP), these EKUs are reused by CWw

The neaning of the id-kp-cnKGA EKU is as foll ows:

CWP KGA: CMP key generation authorities are CAs or are identified by
the id-kp-cnKGA extended key usage. The CWMP KGA knows the
private key it generated on behalf of the end entity. This
is a very sensitive service and needs specific
aut hori zation, which by default is with the CA certificate
itself. The CA nmay delegate its authorization by placing
the id-kp-cnKGA extended key usage in the certificate used
to authenticate the origin of the generated private key.
The aut horization may al so be determ ned through | oca
configuration of the end entity.

Update Section 5.1.1 - PKI Message Header

Section 5.1.1 of [RFC4210] describes the PKI nessage header. This
docunent introduces the new version 3, indicating support of

Envel opedData as specified in Section 2.7 and hashAlg as specified in
Section 2.10.

Repl ace the ASN. 1 syntax of PKIHeader and t he subsequent description
of pvno with the follow ng text:

PKI Header ::= SEQUENCE ({
pvno | NTEGER { cnp1999(1), cnp2000(2),
cnmp2021(3) },
sender Gener al Nane,
reci pi ent Gener al Nane,
messageTi e [0] CeneralizedTinme OPTI ONAL
protectionAlg [1] Algorithmdentifier{ALGORITHM {...}}
OPTI ONAL,
sender KI D [2] Keyldentifier OPTI ONAL
reci pKl D [3] Keyldentifier OPTI ONAL
transactionlD [4] OCTET STRI NG OPTI ONAL
sender Nonce [5] OCTET STRI NG OPTI ONAL
reci pNonce [6] OCTET STRI NG OPTI ONAL
freeText [ 7] PKIFreeText OPTI ONAL
general I nfo [ 8] SEQUENCE SI ZE (1..MAX) OF
I nf oTypeAndVal ue OPTI ONAL
}
PKI FreeText ::= SEQUENCE SIZE (1..MAX) OF UTF8String

The usage of the protocol version nunber (pvno) is described in
Section 7.

4. New Section 5.1.1.3 - CertProfile



Section 5.1.1 of [RFC4210] defines the PKIHeader and id-it O Ds to be
used in the generallnfo field. This section introduces id-it-
certProfile.

Insert this section after Section 5.1.1.2 of [RFC4210]:
5.1.1.3. CertProfile

This is used by the EE to indicate specific certificate profiles,
e.g., when requesting a new certificate or a certificate request
tenpl ate; see Section 5.3.19. 16.

id-it-certProfile OBJECT IDENTIFIER ::= {id-it 21}
CertProfileValue ::= SEQUENCE SIZE (1..MAX) OF UTF8String

When used in an ir/cr/kur/genm the value MJUST NOT contain nore

el ements than the nunber of CertReqMsg or |nfoTypeAndVal ue el ements
and the certificate profile nanes refer to the elenents in the given
or der.

When used in a plOcr, the value MJUST NOT contain nmultiple certificate
profil e nanes.

2.5. Update Section 5.1.3.1 - Shared Secret Information

Section 5.1.3.1 of [RFC4210] describes the protection of a PKI Message
based on nessage authentication code (MAC) using the algorithmid-
Passwor dBasedMac.

Repl ace the first paragraph with the follow ng text:

In this case, the sender and recipient share secret information with
sufficient entropy (established via out-of-band neans or froma

previ ous PKI managenent operation). PKIProtection will contain a MAC
val ue and the protectionAl g MAY be one of the options described in
CWP Al gorithns [ RFC9481]. The PasswordBasedMac is specified as
follows (see also [ RFC4211] and [ RFC9045]):

Repl ace the | ast paragraph with the followi ng text (Note: This fixes
Errata | D 2616):

Note: It is RECOMMENDED that the fields of PBMParaneter remain
constant throughout the nessages of a single transaction (e.g.,
ir/ipl/lcertConf/pkiConf) to reduce the overhead associated with
Passwor dBasedMac conput ati on.

2.6. Replace Section 5.1.3.4 - Miltiple Protection

Section 5.1.3.4 of [RFC4210] describes the nested nessage. This
docunent al so enabl es using nested nessages for batch-delivery
transport of PKI nessages between PKI nmanagerment entities and with
m xed body types.

Repl ace the text of the section with the follow ng text:
5.1.3.4. Miltiple Protection

When receiving a protected PKI nessage, a PKI managenent entity, such
as an RA, MAY forward that nessage along with adding its own
protection (which is a MAC or a signature, depending on the
informati on and certificates shared between the RA and the CA).
Additionally, multiple PKI messages MAY be aggregated. There are
several use cases for such messages.

*  The RA confirms having validated and aut horized a nessage and
forwards the origi nal nmessage unchanged.



* The RA nodifies the nessage(s) in sone way (e.g., adds or nodifies
particular field values or adds new extensions) before forwarding
them then, it MAY create its own desired PKIBody. |f the changes
made by the RA to PKI Message break the POP of a certificate
request, the RA MJST set the popo field to RAVerified. It MAY
include the original PKIMessage fromthe EE in the generallnfo
field of PKIHeader of a nested nessage (to accommodate, for
exanpl e, cases in which the CA wi shes to check POP or other
informati on on the original EE nessage). The infoType to be used
inthis situation is {id-it 15} (see Section 5.3.19 for the val ue
of id-it), and the infoValue is PKI Messages (contents MJST be in
the sanme order as the message in PKI Body).

* A PKI nanagenent entity collects several nessages that are to be
forwarded in the same direction and forwards themin a batch
Request nessages can be transferred as batch upstream (towards the
CA); response or announce messages can be transferred as batch
downstream (towards an RA but not to the EE). For instance, this
can be used when bridging an off-1ine connection between two PK
managenment entities.

These use cases are acconplished by nesting the nessages within a new
PKI message. The structure used is as follows:

Nest edMessageCont ent :: = PKI Messages

.7. Replace Section 5.2.2 - Encrypted Val ues

Section 5.2.2 of [RFC4210] describes the use of EncryptedValue to
transport encrypted data. This docunent extends the encryption of
data to preferably use Envel opedDat a.

Repl ace the text of the section with the follow ng text:

5.2.2. Encrypted Val ues

Where encrypted data (in this specification, private keys,

certificates, or revocation passphrase) is sent in PKI nessages, the
Encrypt edKey data structure is used.

Encrypt edKey ::= CHO CE {
encr ypt edval ue Encrypt edVal ue, -- deprecated
envel opedDat a [0] Envel opedData }

See Certificate Request Message Format (CRMF) [ RFC4211] for

Encrypt edKey and EncryptedVal ue syntax and Cryptographi c Message
Syntax (CMB) [ RFC5652] for Envel opedData syntax. Using the

Encrypt edKey data structure offers the choice to either use

Encrypt edVal ue (for backward conpatibility only) or Envel opedDat a.
The use of the EncryptedVal ue structure has been deprecated in favor
of the Envel opedData structure. Therefore, it is RECOWENDED to use
Envel opedDat a.

Not e: The EncryptedKey structure defined in CRW [ RFC4211] is reused
here, which makes the update backward conpatible. Using the new
syntax with the untagged default choice EncryptedValue is bits-on-
the-wire conpatible with the old syntax.

To indicate support for Envel opedData, the pvno cnmp2021 has been
introduced. Details on the usage of the protocol version numnber
(pvno) are described in Section 7.

The EncryptedKey data structure is used in CMP to transport a private
key, certificate, or revocation passphrase in encrypted form



2. 8.

2.9.

Envel opedData is used as foll ows:

* |t contains only one Recipientlinfo structure because the content
is encrypted only for one recipient.

* It may contain a private key in the Asynmmretri cKeyPackage
structure, as defined in [RFC5958], that is wapped in a
Si gnedData structure, as specified in Section 5 of CMS [ RFC5652]
and [ RFC8933], and signed by the Key CGeneration Authority.

* It may contain a certificate or revocation passphrase directly in
the encryptedContent field.

The content of the Envel opedData structure, as specified in Section 6
of CVB [ RFC5652], MJST be encrypted using a newWy generated symetric
content-encryption key. This content-encryption key MIUST be securely
provided to the recipient using one of three key managenent

t echni ques.

The choi ce of the key nanagenent technique to be used by the sender
depends on the credential available at the recipient:

* recipient’s certificate with an algorithmidentifier and a public
key that supports key transport and where any given key usage
ext ensi on all ows keyEnci phernment: The content-encryption key will
be protected using the key transport key nanagenent techni que, as
specified in Section 6.2.1 of CM5 [ RFC5652] .

* recipient’s certificate with an algorithmidentifier and a public
key that supports key agreenment and where any given key usage
extensi on all ows keyAgreenent: The content-encryption key will be
protected using the key agreenent key managenent techni que, as
specified in Section 6.2.2 of CM5 [ RFC5652] .

* a password or shared secret: The content-encryption key will be
protected using the password-based key managenent techni que, as
specified in Section 6.2.4 of CM5 [ RFC5652] .

New Section 5.2.9 - GeneralizedTinme

The foll owi ng subsection points inplenenters to [ RFC5280] regarding
usage of GCeneralizedTi ne.

Insert this section after Section 5.2.8.4 of [RFC4210]:
5.2.9 CeneralizedTine

GeneralizedTime is a standard ASN. 1 type and SHALL be used as
specified in Section 4.1.2.5.2 of [RFC5280].

Update Section 5.3.4 - Certification Response

Section 5.3.4 of [RFC4210] describes the Certification Response.
Thi s docunent updates the syntax by using the parent structure
Encrypt edKey i nstead of EncryptedVal ue, as described in Section 2.7
above. Additionally, it clarifies the certReqld to be used in
response to a plOcr nessage.

Repl ace the ASN. 1 syntax with the following text (Note: This also
fixes Errata I D 3949 and 4078):

Cert RepMessage ::= SEQUENCE ({
caPubs [1] SEQUENCE SI ZE (1..MAX) OF CMPCertificate
OPTI ONAL,
response SEQUENCE OF Cert Response



Cert Response ::= SEQUENCE ({

certReqld | NTECER,

st at us PKI St at usl nf o,
certifiedKeyPair CertifiedKeyPair OPTI ONAL,
rsplnfo COCTET STRI NG OPTI ONAL

-- anal ogous to the id-reglnfo-utf8Pairs string defined
-- for reglnfo in CertReqMsg [ RFC4211]

}
CertifiedKeyPair ::= SEQUENCE {
cert Or EncCert Cert Or EncCert,
pri vat eKey [ 0] Encrypt edKey OPTI ONAL,
-- See [RFC4211] for comments on encodi ng.
publicationlnfo [1] PKIPublicationlnfo OPTIONAL
}
Cert Or EncCert ::= CHO CE {

certificate [0] CWPCertificate,
encrypt edCert [1] Encrypt edKey

Add the following as a new paragraph right after the ASN. 1 syntax:

A plOcr nessage contains exactly one CertificationRequestlnfo data
structure, as specified in PKCS #10 [ RFC2986], but no certReqld.
Therefore, the certReqld in the corresponding Certification Response
(cp) nmessage MUST be set to -1.

Add the foll owi ng as new paragraphs to the end of the section:
The use of EncryptedKey is described in Section 5.2.2.

Note: To indicate support for Envel opedData, the pvno cnp2021 has
been introduced. Details on the usage of different protocol version
nunbers (pvno) are described in Section 7.

2.10. Update Section 5.3.18 - Certificate Confirnmation Content

This section introduces an optional hashAl g field to the CertStatus
type used in certConf nmessages to explicitly specify the hash
algorithmfor those certificates where no hash algorithmis specified
in the signatureAl gorithmfield.

Repl ace the ASN. 1 Syntax of CertStatus with the follow ng text:

Cert Status ::= SEQUENCE {
cert Hash OCTET STRI NG
certReqld | NTECER,
statusinfo PKI Statuslnfo OPTI ONAL,
hashAl g [0] Algorithm dentifier{D GEST-ALGORITHM {...}}
OPTI ONAL

}

The hashAl g field SHOULD be used only in exceptional cases where the
signatureAl gorithmof the certificate to be confirned does not
specify a hash algorithmin the ODor in the paraneters. In such
cases, e.g., for EdDSA, the hashAl g MUST be used to specify the hash
algorithmto be used for calculating the certHash value. O herw se,
the certHash val ue SHALL be computed using the same hash al gorithm as
used to create and verify the certificate signature. |If hashAlg is
used, the CMP version indicated by the certConf nessage header nust
be cnp2021(3).

2.11. Update Section 5.3.19.2 - Signing Key Pair Types



The following section clarifies the usage of the Signing Key Pair
Types on referencing elliptic curves.

Insert this note at the end of Section 5.3.19.2 of [RFC4210]:

Note: In case several elliptic curves are supported, several id-
ecPublicKey el ements as defined in [ RFC5480] need to be given, one
per named curve

2.12. Update Section 5.3.19.3 - Encryption/Key Agreenent Key Pair Types

The following section clarifies the use of the Encryption/ Key
Agreenent Key Pair Types on referencing elliptic curves.

Insert this note at the end of Section 5.3.19.3 of [RFC4210]:
Note: In case several elliptic curves are supported, several id-

ecPublicKey el ements as defined in [ RFC5480] need to be given, one
per named curve

2.13. Replace Section 5.3.19.9 - Revocation Passphrase
Section 5.3.19.9 of [RFC4210] describes the provisioning of a
revocati on passphrase for authenticating a |later revocation request.
Thi s docunent updates the handling by using the parent structure
Encrypt edKey i nstead of EncryptedValue to transport this informtion,
as described in Section 2.7 above.
Repl ace the text of the section with the follow ng text:
5.3.19.9. Revocation Passphrase
This MAY be used by the EE to send a passphrase to a CA/RA for the
pur pose of authenticating a |ater revocation request (in the case
that the appropriate signing private key is no |longer available to
aut henticate the request). See Appendix B for further details on the
use of this nechani sm

GenMsg: {id-it 12}, EncryptedKey
GenRep: {id-it 12}, < absent >

The use of EncryptedKey is described in Section 5.2.2.
2.14. New Section 5.3.19.14 - CA Certificates
The foll owi ng subsection describes PKI general nmessages using id-it-
caCerts. The intended use is specified in Section 4.3 of the
Li ght wei ght CWP Profile [ RFC9483].
Insert this section after Section 5.3.19.13 of [RFC4210]:
5.3.19.14. CA Certificates
This MAY be used by the client to get CA certificates.
GenMsg: {id-it 17}, < absent >
GenRep: {id-it 17}, SEQUENCE SI ZE (1..MAX) OF
CWPCertificate | < absent >
2.15. New Section 5.3.19.15 - Root CA Certificate Update
The foll owi ng subsection describes PKI general nessages using id-it-
rootCaCert and id-it-rootCaKeyUpdate. The use is specified in
Section 4.3 of the Lightweight CWP Profile [ RFC9483].

Insert this section after the new Section 5.3.19. 14:



5.3.19.15. Root CA Certificate Update

This MAY be used by the client to get an update of a root CA
certificate, which is provided in the body of the request nessage.

In contrast to the ckuann nessage, this approach follows the request/
response nodel .

The EE SHOULD reference its current trust anchor in a TrustAnchor
structure in the request body, giving the root CA certificate if

avai l abl e; otherwi se, the public key value of the trust anchor is
gi ven.

GenMsg: {id-it 20}, RootCaCertValue | < absent >
GenRep: {id-it 18}, Root CaKeyUpdateContent | < absent >
Root CaCertVal ue ::= CWPCertificate
Root CaKeyUpdat eVal ue :: = Root CaKeyUpdat eCont ent
Root CaKeyUpdat eCont ent :: = SEQUENCE {

newWw t hNew CWPCertificate,

newWt hd d [0] CWPCertificate OPTI ONAL,
oldWthNew [1] CMPCertificate OPTI ONAL

}

Note: In contrast to CAKeyUpdAnnContent, this type offers omtting
newNthd d and ol dWthNew i n the GenRep nessage, depending on the
needs of the EE.

.16. New Section 5.3.19.16 - Certificate Request Tenplate

The foll owi ng subsection introduces the PKI general nessage using id-
it-certReqTenpl ate. Details are specified in Section 4.3 of the
Li ght wei ght CWP Profil e [ RFC9483].

Insert this section after the new Section 5.3.19.15:
5.3.19.16. Certificate Request Tenpl ate

This MAY be used by the client to get a tenpl ate containing
requirenents for certificate request attributes and extensions. The
controls id-regCrl-algld and id-regCrl-rsaKeyLen MAY contain
details on the types of subject public keys the CAis willing to
certify.

The id-regCtrl-algld control MAY be used to identify a cryptographic
al gorithm (see Section 4.1.2.7 of [RFC5280]) other than
rsaEncryption. The algorithmfield SHALL identify a cryptographic
algorithm The contents of the optional paraneters field will vary
according to the algorithmidentified. For exanple, when the
algorithmis set to id-ecPublicKey, the paraneters identify the
elliptic curve to be used; see [ RFC5480].

The id-regCtrl-rsaKeyLen control SHALL be used for algorithm
rsaEncryption and SHALL contain the intended nodulus bit |ength of
the RSA key.

GenMsg: {id-it 19}, < absent >

GenRep: {id-it 19}, CertReqTenplateContent | < absent >
Cert ReqTenpl at eVal ue ::= CertReqTenpl at eCont ent

Cert ReqTenpl at eCont ent ::= SEQUENCE ({

cert Tenpl ate Cert Tenpl at e,



keySpec Controls OPTI ONAL }
Controls ::= SEQUENCE S| ZE (1..MAX) OF Attri buteTypeAndVal ue

id-regCrl-algld OBJECT IDENTIFIER ::= { iso(1)
i dentified-organization(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) pkip(5) regCrl (1) 11}

AlgldCrl ::= Algorithmdentifier{ALGCORITHM {...}}

id-regCrl-rsaKeyLen OBJECT IDENTIFIER ::= { iso(1)
i dentified-organization(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) pkip(5) regCrl (1) 12}

RsaKeyLenCtrl ::= I NTEGER (1..MAX)

The Cert ReqTenpl at eVal ue contains the prefilled certTenplate to be
used for a future certificate request. The publicKey field in the
cert Tenpl ate MUST NOT be used. In case the PKI nanagenent entity

wi shes to specify supported public-key algorithnms, the keySpec field
MUST be used. One AttributeTypeAndVal ue per supported al gorithm or
RSA key | ength MJUST be used.

Note: The controls ASN. 1 type is defined in Section 6 of CRW
[ RFC4211] .

.17. New Section 5.3.19.17 - CRL Update Retri eval

The foll owi ng subsection introduces the PKI general mnessage using id-
it-crl StatusList and id-it-crls. Details are specified in

Section 4.3 of the Lightweight CVP Profile [RFC9483]. Insert this
section after the new Section 5.3.19. 16:

5.3.19.17. CRL Update Retrieval

This MAY be used by the client to get new CRLs, specifying the source
of the CRLs and the thisUpdate value of the latest CRL it already
has, if available. A CRL source is given either by a

Di stributionPoi nt Name or the General Nanes of the issuing CA The

Di stributionPoi nt Name should be treated as an internal pointer to
identify a CRL that the server already has and not as a way to ask
the server to fetch CRLs fromexternal |ocations. The server shall
only provide those CRLs that are nore recent than the ones indicated
by the client.

GenMsg: {id-it 22}, SEQUENCE SI ZE (1..MAX) OF CRLStatus
GenRep: {id-it 23}, SEQUENCE SIZE (1..MAX) OF
CertificateList | < absent >

CRLSource ::= CHO CE {

dpn [0] DistributionPointNane,

i ssuer [1] Ceneral Nanes }
CRLSt atus ::= SEQUENCE ({

sour ce CRLSour ce,

t hi sUpdat e Ti me OPTI ONAL }
.18. Update Section 5.3.21 - Error Message Content

Section 5.3.21 of [RFC4210] describes the regular use of error
messages. This docunent adds a use by a PKI managenent entity to
initiate delayed delivery in response to certConf, rr, and genm
requests and to error nessages.

Repl ace the first sentence of the first paragraph with the follow ng
one:



This data structure MAY be used by an EE, CA, or RA to convey error
informati on and by a PKI nanagenent entity to initiate del ayed
delivery of responses.

Repl ace the second paragraph with the follow ng text:
Thi s nessage MAY be generated at any tine during a PKI transaction

If the client sends this request, the server MJST respond with a
PKI Confirmresponse or another ErrorMsg if any part of the header is

not valid. In case a PKI managenent entity sends an error nessage to
the EE with the pKIStatuslinfo field containing the status "waiting",
the EE will initiate polling as described in Section 5.3.22

O herwi se, both sides MJST treat this nessage as the end of the
transaction (if a transaction is in progress).

2.19. Replace Section 5.3.22 - Polling Request and Response

Section 5.3.22 of [RFC4210] descri bes when and how pol | i ng nessages
are used for ir, cr, and kur nessages. This docunent extends the
pol I'i ng mechani sm for outstanding responses to any kind of request
message. This update also fixes the inconsistent use of the terns
"pReq’ vs. 'poll Req’ and ’'pRep’ vs. 'poll Rep’

Repl ace Section 5.3.22 of [RFC4210] with follow ng text:
This pair of nessages is intended to handle scenarios in which the

client needs to poll the server to determ ne the status of an
out st andi ng response (i.e., when the "waiting" PKIStatus has been

recei ved).
Pol | RegCont ent ::= SEQUENCE OF SEQUENCE ({
certReqld | NTECER }
Pol | RepContent ::= SEQUENCE OF SEQUENCE {
certReqld | NTECER,
checkAfter I NTEGCER, -- tinme in seconds
reason PKI FreeText OPTI ONAL }

In response to an ir, cr, plOcr, or kur request nessage, polling is
initiated with an ip, cp, or kup response message containi ng status

"waiting". For any type of request message, polling can be initiated
with an error response nessages with status "waiting". The follow ng
cl auses describe how polling nessages are used. It is assunmed that

mul tiple certConf messages can be sent during transactions. There
will be one sent in response to each ip, cp, or kup that contains a
CertStatus for an issued certificate.

1 In response to an ip, cp, or kup nessage, an EE will send a
certConf for all issued certificates and expect a PKlconf for each
certConf. An EE will send a poll Req nessage in response to each
Cert Response el enent of an ip, cp, or kup nessage with status
"waiting" and in response to an error nessage with status
"waiting". Its certReqld MJST be either the index of a
Cert Response data structure with status "waiting" or -1, referring
to the conpl ete response.

2 In response to a pollReq, a CANRA W Il return an ip, cp, or kup if
one or nmore of the still pending requested certificates are ready
or the final response to sone other type of request is avail able;
otherwise, it will return a pollRep

3 If the EE receives a pollRep, it will wait for at |east the nunber
of seconds given in the checkAfter field before sendi ng another
pol | Req.



4 |If the EE receives an ip, cp, or kup, then it will be treated in
the sane way as the initial response; if it receives any other
response, then this will be treated as the final response to the
original request.

The followi ng client-side state machi ne descri bes polling for
i ndi vi dual CertResponse el enents.

START
I
v
Send ir
| ip
%
Check status
of returned <---------------------- +
certs |
B e I >I< —————————————————— + I
I I I I
| (i ssued) % (wai ting) | |
Add to <----------- Check CertResponse ------ > Add to |
conf list for each certificate pending |i st
/ I
/ |
(conf list) / (enpty conf list) |
/ ip I
/ I +
(enpty pending list) / | pol | Rep
END <---- Send cert Conf Send poll Req---------- >Wai t
| rnoon |
I (. I
o e e e oo + oo +

(pending list)

In the foll owi ng exchange, the end entity is enrolling for two
certificates in one request.

Step End Entity PK

1 Format ir

2 ->r ->

3 Handl e ir

4 Manual intervention is

required for both certs

5

6 Process ip

7 For mat pol | Req
8 -> poll Req ->

9 Check status of cert requests

10 Certificates not ready

11 Format pol | Rep

12 <- pollRep <-

13 Wit

14 Format poll Req

15 -> poll Req ->

16 Check status of cert requests
17 One certificate is ready

18 Format ip

19 <-ip <-

20 Handle ip
21 Formmt cert Conf

22 -> certConf ->
23 Handl e cert Conf
24 Format ack

25 <- pki Conf <-



26
27
28
29
30
31
31
32
33
34
35
36

The

In the foll owi ng exchange,
nessage request,

For mat pol | Req

-> poll Req ->

Check status of certificate
Certificate is ready

Format ip

Handl e ip
Format cert Conf

-> certConf ->

Handl e cert Conf

Format ack
<- pki Conf <-

followi ng client-side state nmachine describes polling for a
conpl ete response nessage

Start

I
| Send request

R Recei ve response ---------

i p/ cp/ kup/error with
status "waiting"

Send pol | Req
Recei ve response

Handl e response

v
End

ot her
response

the end entity is sending a genera
and the response is del ayed by the server.

del ay in response is necessary
Format error nessage "waiting"
with certReqld set to -1

Check status of original request
general message response not ready

Check status of original request
general nessage response is ready

Step End Entity PKI

1 Format genm

2 -> genm ->

3 Handl e genm
4

5

6 <- error <-

7 Process error

8 For mat pol | Req

9 -> poll Req ->

10

11 Format pol | Rep
12 <- poll Rep <-

13 Wit

14 Format poll Req

15 -> poll Req ->

16

17 For mat genp
18 <- genp <-



19 Handl e genp
2.20. Update Section 7 - Version Negotiation

Section 7 of [RFC4210] describes the use of CWMP versions. This
docunent describes the handling of the additional CMP version
cnp2021, which is introduced to indicate support of Envel opedData and
hashAl g.

Repl ace the text of the second paragraph with the follow ng text:

If a client knows the protocol version(s) supported by the server
(e.g., froma previous PKI Message exchange or via some out-of - band
means), then it MJST send a PKI Message with the highest version
supported by both it and the server. |If a client does not know what
version(s) the server supports, then it MJST send a PKI Message using
the highest version it supports with the follow ng exception

Versi on cnp2021 SHOULD only be used if cnp2021 syntax is needed for
the request being sent or for the expected response.

Not e: Using cnp2000 as the default pvno is done to avoid extra
message exchanges for version negotiation and to foster conpatibility
wi th cnp2000 i npl emrentations. Version cnp2021 syntax is only needed
if a message exchange uses hashAlg (in CertStatus) or Envel opedDat a.

2.21. Update Section 7.1.1 - dients Talking to RFC 2510 Servers

Section 7.1.1 of [RFC4210] describes the behavior of a client sending
a cnp2000 nessage talking to a cnpl999 server, as specified in

[ RFC2510]. This docunent extends the section to clients with any

hi gher version than cnpl1999

Repl ace the first sentence of Section 7.1.1 of [RFC4210] with the
follow ng text:

If, after sending a message with a protocol version nunmber higher
than cnpl1999, a client receives an ErrorMsgContent with a version of
cnpl999, then it MJST abort the current transaction

2.22. Add Section 8.4 - Private Keys for Certificate Signing and CWP
Message Protection

The foll owi ng subsection addresses the risk arising fromreusing the
CA private key for CWMP nessage protection

Insert this section after Section 8.3 of [RFC4210] (Note: This fixes
Errata I D 5731):

8.4. Private Keys for Certificate Signing and CVMP Message Protection
A CA should not reuse its certificate signing key for other purposes,
such as protecting CMP responses and TLS connections. This way,
exposure to other parts of the system and the nunber of uses of this
particularly critical key are reduced to a m ni mum

2.23. Add Section 8.5 - Entropy of Random Nunbers, Key Pairs, and
Shared Secret Information

The foll owi ng subsection addresses the risk arising fromlow entropy
of random nunbers, asymmretric keys, and shared secret information

Insert this section after the new Section 8. 4:

8.5. Entropy of Random Nunbers, Key Pairs, and Shared Secret
I nformati on



I mpl enent ati ons nmust generate nonces and private keys from random
input. The use of inadequate pseudorandom nunber generators (PRNGs)
to generate cryptographic keys can result in little or no security.
An attacker may find it nuch easier to reproduce the PRNG environnent
that produced the keys and to search the resulting small set of
possibilities than brute-force searching the whol e key space. As an
exanpl e of predictable random nunbers, see [ CVE-2008-0166];
consequences of | ow entropy random nunbers are discussed in Mning
Your Ps and @ [MningPsQ]. The generation of quality random
nunbers is difficult. |1SQOIEC 20543:2019 [I SO 20543-2019], N ST SP
800-90A Rev.1 [NI ST_SP_800_90Ar1], BSI AIS 31 V2.0 [AI S31], and ot her
speci fications offer val uable guidance in this area.

If shared secret information is generated by a cryptographically
secure random nunber generator (CSRNG), it is safe to assune that the
entropy of the shared secret information equals its bit length. |If
no CSRNG i s used, the entropy of shared secret informati on depends on
the details of the generation process and cannot be neasured securely
after it has been generated. |f user-generated passwords are used as
shared secret information, their entropy cannot be neasured and are
typically insufficient for protected delivery of centrally generated
keys or trust anchors.

If the entropy of shared secret information protecting the delivery
of a centrally generated key pair is known, it should not be |ess
than the security strength of that key pair; if the shared secret
information is reused for different key pairs, the security of the
shared secret information should exceed the security strength of each
i ndi vi dual key pair.

For the case of a PKI managenent operation that delivers a new trust
anchor (e.g., a root CA certificate) using caPubs or genmthat is (a)
not concluded in a tinmely manner or (b) where the shared secret
information is reused for several key nanagenent operations, the
entropy of the shared secret information, if known, should not be

|l ess than the security strength of the trust anchor being managed by
the operation. The shared secret information should have an entropy
that at | east matches the security strength of the key naterial being
managed by the operation. Certain use cases nmay require shared
secret information that may be of a |low security strength, e.g., a
human- gener ated password. It is RECOMMENDED that such secret
information be Iimted to a single PKI managenment operation

2.24. Add Section 8.6 - Trust Anchor Provisioning Using CMP Messages

The foll owi ng subsection addresses the risk arising fromin-band
provi sioning of new trust anchors in a PKI nanagenent operation

Insert this section after the new Section 8.5:
8.6. Trust Anchor Provisioning Using CMP Messages

A provider of trust anchors, which may be an RA involved in
configuration managenment of its clients, MJST NOT include to-be-
trusted CA certificates in a CVMP nmessage unl ess the specific

depl oynent scenario can ensure that it is adequate that the receiving
EE trusts these certificates, e.g., by loading theminto its trust
store.

Whenever an EE receives in a CMP nmessage a CA certificate to be used
as a trust anchor (for exanple in the caPubs field of a certificate
response or in a general response), it MJST properly authenticate the
nmessage sender with existing trust anchor information w thout
requiring the new trust anchors included in the nessage.

Additionally, the EE MUST verify that the sender is an authorized
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2

source of trust anchors. This authorization is governed by |oca
policy and typically indicated using shared secret information or
with a signature-based nessage protection using a certificate issued
by a PKI that is explicitly authorized for this purpose.

25. Add Section 8.7 - Authorizing Requests for Certificates with
Speci fic EKUs

The foll owi ng subsection addresses the security considerations to
foll ow when aut hori zing requests for certificates containing specific
EKUs.

Insert this section after new Section 8. 6:
8.7. Authorizing Requests for Certificates with Specific EKUs

When a CA issues a certificate containing extended key usage
extensions as defined in Section 4.5, this expresses del egation of an
aut horization that originally is only with the CA certificate itself.
Such del egation is a very sensitive action in a PKI and therefore
speci al care nmust be taken when approving such certificate requests
to ensure that only legitimte entities receive a certificate
cont ai ni ng such an EKU.

26. Update Appendix B - The Use of Revocation Passphrase

Appendi x B of [RFC4210] describes the use of the revocation
passphrase. As this docunent updates [ RFC4210] to utilize the parent
structure EncryptedKey instead of EncryptedVal ue as described in
Section 2.7 above, the description is updated accordingly.

Repl ace the first bullet point of this section with the foll ow ng
text:

* The O D and value specified in Section 5.3.19.9 MAY be sent in a
GenMsg nessage at any time or MAY be sent in the generallnfo field
of the PKI Header of any PKI Message at any time. (In particular,
the EncryptedKey structure as described in Section 5.2.2 may be
sent in the header of the certConf nessage that confirns
acceptance of certificates requested in an initialization request
or certificate request nmessage.) This conveys a revocation
passphrase chosen by the entity to the rel evant CA/RA. When
Envel opedData is used, this is in the decrypted bytes of the
encryptedContent field. Wen EncryptedValue is used, this is in
the decrypted bytes of the encValue field. Furthernore, the
transfer is acconplished with appropriate confidentiality
characteristics.

Repl ace the third bullet point of this section with the foll ow ng
text:

* Either the |ocal Keyld attribute of Envel opedData as specified in
[ RFC2985] or the valueHi nt field of EncryptedVal ue MAY contain a
key identifier (chosen by the entity, along with the passphrase
itself) to assist in later retrieval of the correct passphrase
(e.g., when the revocation request is constructed by the entity
and received by the CA/RA).

27. Update Appendi x C - Request Message Behavioral Carifications
Appendi x C of [RFC4210] provides clarifications to the request
message behavior. As this docunment updates [RFC4210] to utilize the
parent structure EncryptedKey instead of EncryptedVal ue as descri bed
in Section 2.7 above, the description is updated accordingly.

Repl ace the comment within the ASN. 1 syntax com ng after the



definition of POPGCSi gningKey with the followi ng text (Note: This
fixes Errata I D 2615):

khkkkkhkkkkk*x

For the purposes of this specification, the ASN. 1 conment
given in [ RFC4211] pertains not only to certTenpl ate but
also to the altCertTenpl ate control .

kkkkkkkk*%
The signature (using "algorithmdentifier") is on the
DER- encoded val ue of poposklnput (i.e., the "value" OCTETs
of the POPGCSi gni ngKeyl nput DER). NOTE: |f CertReqMsg
certReq certTenplate (or the altCertTenplate control)
contains the subject and publicKey val ues, then poposkl nput
MUST be onmitted and the signature MUST be conputed on the
DER- encoded val ue of CertRegMsg certReq (or the DER-
encoded value of AltCertTenplate). |If
cert Tenpl ate/alt Cert Tenpl ate does not contain both the
subj ect and public key values (i.e., if it contains only
one of these or neither), then poposklnput MJST be present
and MUST be signed.

*kkkkkkkkx

L T R U T N N N N N N

Repl ace the ASN. 1 syntax of POPCOPrivKey with the follow ng text:

POPOPri vKey ::= CHO CE {
t hi sMessage [0] BIT STRI NG, -- deprecated
subsequent Message [1] Subsequent Message,
dhMAC [2] BIT STRI NG, -- deprecated
agreeMAC [3] PKMACVal ue,
encr ypt edKey [4] Envel opedData }

kkhkkkhkkkhkk*k

-- * When using CWP V2, the encrypted value MJST be transferred in
* the thisMessage field that is given as BIT STRING i n [ RFC4211],
* but it requires EncryptedVal ue. Therefore, this docunent nakes
* the behavioral clarification for CMP V2 of specifying that the
-- * contents of "thisMessage" MJST be encoded as an
* EncryptedVal ue and then wapped in a BIT STRI NG
* When using CWMP V3, the encrypted val ue MIUST be transferred
* in the encryptedKey field, as specified in Section 5.2.2.
*

*kkkkkkkk%k

2.28. Update Appendix D.1. - Ceneral Rules for Interpretation of These
Profiles

Appendi x D.1 of [RFC4210] provides general rules for interpretation
of the PKI managenent nessages profiles specified in Appendices D and
E of [ RFC4210]. This docunent updates a sentence regardi ng the new
prot ocol version cnmp2021.

Repl ace the | ast sentence of the first paragraph of the section with
the follow ng text:

Mandatory fields are not mentioned if they have an obvi ous val ue
(e.g., in this version of these profiles, pvno is always cnp2000).

2.29. Update Appendix D.2. - AlgorithmUse Profile

Appendi x D.2 of [RFC4210] provides a |list of algorithns that

i mpl ement ati ons nust support when cl ai m ng confornance with PKI
managenment nmessage profiles, as specified in Appendix D.2 of CWP

[ RFC4210]. This docunent redirects to the new algorithmprofile, as
specified in Section 7.1 of CVMP Algorithns [ RFC9481].

Repl ace the text of the section with the follow ng text:

D.2. A gorithmUse Profile



For specifications of algorithmidentifiers and respective
conventions for conform ng inplenentations, please refer to
Section 7.1 of CWMP Al gorithns [ RFC9481].

2.30. Update Appendix D.4. - Initial Registration/Certification (Basic
Aut hent i cat ed Schene)

Appendi x D. 4 of [RFC4210] provides the initial registration/
certification schene. This schenme shall continue using
Encrypt edVal ue for backward conpatibility reasons

Repl ace the line specifying protectionAl g of the Initialization
Response nessage with the following text (Note: This fixes Errata ID
5201):

protectionAlg MSG_MAC ALG

Repl ace the comment after the privateKey field of
crc[1].certifiedKeyPair in the syntax of the Initialization Response
message with the foll owi ng text:

-- see Appendi x C (Request Message Behavioral Carifications)
-- for backward conpatibility reasons, use EncryptedVal ue

3. Updates to RFC 6712 - HTTP Transfer for the Certificate Managenent
Pr ot ocol (CWP)

3.1. Update Section 1 - Introduction
To indicate and expl ain why del ayed delivery of all kinds of
PKI Messages may be handl ed at transfer |evel and/or at CVWP level, the
i ntroduction of [RFC6712] is updated.
Repl ace the third paragraph of this section with the follow ng text:
In addition to reliable transport, CMP requires connection and error
handling fromthe transfer protocol, which is all covered by HTTP
Addi tional ly, delayed delivery of CVMP response nessages nay be
handl ed at transfer level, regardl ess of the nmessage contents. Since
this docunment extends the polling nechanismspecified in the second
versi on of CMP [RFC4210] to cover all types of PKI managenent
transacti ons, del ays detected at application |evel may al so be
handl ed within CVP, using poll Req and pol | Rep nessages.

3.2. New Section 1.1 - Changes Since RFC 6712
The foll owi ng subsection describes feature updates to [ RFC6712].
They are related to the base specification. Hence, references to the
original sections in [RFC6712] are used whenever possible.
Insert this section after the current Section 1 of [RFC6712]:
1.1 Changes Since RFC 6712
The foll owi ng updates are made in this docunent:
* |Introduce the HITP path '/.well-known/cnp'.
* Extend the URI structure.

3.3. Replace Section 3.6 - HITP Request-UR

Section 3.6 of [RFC6712] specifies the used HTTP URIs. This docunent
i ntroduces the HTTP path '/.well-known/cnp’ and extends the URIs.



Repl ace the text of the section with the follow ng text:
3.6. HITP Request-UR

Each CMP server on a PKI managenent entity supporting HTTP or HTTPS
transfer MJST support the use of the path prefix '/.well-known/’ as
defined in [ RFC8615] and the registered name ’'cnp’ to ease
interworking in a nmulti-vendor environnent.

The CWP client needs to be configured with sufficient infornmation to
formthe CW° server URI. This is at least the authority portion of
the URI, e.g., 'ww. exanple.com80’', or the full operation path
segnment of the PKI managenent entity. Additionally, OPTIONAL path
segnents MAY be added after the registered application nane as part
of the full operation path to provide further distinction. The path
segnment 'p’ followed by an arbitrarylLabel <name> could, for exanple,
support the differentiation of specific CAs or certificate profiles.
Furt her path segnents, e.g., as specified in the Lightweight CW
Profile [RFC9483], could indicate PKI managenent operations using an
operati onLabel <operation> A wvalid, full CW UR can | ook like

t hi s:

http://ww. exanpl e. coni . wel | - known/ cnp

htt p: // www. exanpl e. coni . wel | - known/ cnp/ <oper ati on>

htt p: // www. exanpl e. coni . wel | - known/ cnp/ p/ <nane>

http://ww. exanpl e. coni . wel | - known/ cnp/ p/ <nane>/ <oper ati on>

4. | ANA Consi derati ons
4.1. Updates to the ASN.1 Mbdules in RFCs 4210 and 5912

Thi s docunent updates the ASN. 1 nodul es of Appendi x F of [RFC4210]
and Section 9 of [RFC5912] as shown in Appendixes A1 and A 2 of this
docunent, respectively. The O Ds 99 (id-npd-cnp2021-88) and 100 (id-
nmod- cnp2021- 02) have been registered in the "SM Security for PKIX
Modul e Identifier" registry to identify the updated ASN. 1 nodul es.

4.2. Updates to the | ANA Considerations of RFC 4210

Thi s docunent updates the | ANA Consi deration sections of [RFC4210] by
addi ng this content.

4.2.1. SM Security for PKIX Extended Key Purpose Registry

| ANA has registered the following new entry in the "SM Security for
PKI X Ext ended Key Purpose" registry (see
<https://wwv i ana. or g/ assi gnnent s/ sm - nunbers>, as defined in

[ RFC7299] :

+o——ooo-o-o4 oo+ oD —————=—=+4
| Decimal | Description | References

[ oo e oo el oo e g
| 32 | id-kp-cnKGA | RFC 9480 |
I I R +

Table 1: Addition to the SM
Security for PKI X Extended Key
Pur pose

4.2.2. SM Security for PKIX CMP I nformation Types

I ANA has registered the following new entries in the "SM Security
for PKIX CVWP Information Types" registry (see
<https://ww. i ana. or g/ assi gnnent s/ sm - nunbers>), as defined in

[ RFC7299] :



[ ettty e ———————————————————_ Ll pp—p—p—_—(—————
| Decimal | Description | References |
R ety S ey ple e —p—p——_—
| 17 | id-it-caCerts | RFC 9480 |
S IR e T +
| 18 | id-it-rootCaKeyUpdate | RFC 9480 |
S R o e e e e R +
| 19 | id-it-certRegqTenplate | RFC 9480 |
S I e S +
| 20 | id-it-rootCaCert | RFC 9480 |
S IR e T +
| 21 | id-it-certProfile | RFC 9480 |
S R o e e e e R +
| 22 | id-it-crlStatusList | RFC 9480 |
S I e S +
| 23 | id-it-crls | RFC 9480 |
S IR e T +

Table 2: Additions to the PKI X CW
I nformation Types Registry

4.2.3. SM Security for PKIX CRVW Registration Controls

I ANA has registered the following new entries in the "SM Security
for PKIX CRMF Registration Controls" registry (see

<https://ww. i ana. or g/ assi gnnent s/ sm - nunbers>), as defined in

[ RFC7299] :

[ oo oo ey oo g
| Decimal | Description | References |
B e ety ey e
| 11 | id-regCrl-algld | RFC 9480 |
L I I I I I +
| 12 | id-regCrl-rsaKeyLen | RFC 9480 |
Fo-m e - - I T I +

Table 3: Addition to the PKI X CRWF
Regi stration Controls Registry

4.3. Updates to the | ANA Consi derations of RFC 6712

Thi s docunent contains an update to the | ANA Consi derations sections
of [RFC6712] by adding this content.

4.3.1. Well-Known URISs

I ANA has registered the following new entry in the "Wll-Known URISs"
registry (see <https://ww.iana.org/assignnents/well-known-uris>), as
defined in [ RFC8615]:

URI Suffix: cnp

Change Controller: |ETF

Ref erence: [RFC9480] [ RFC9482]

Status: permanent

Rel ated Information: CMP has a registry at
<https://wwv. i ana. or g/ assi gnnent s/ cnp>

4.3.2. Certificate Managenent Protocol (CWMP) Registry

Thi s docunent defines a new protocol registry group entitled
"Certificate Managenent Protocol (CWP)" (at

<https://wwv. i ana. org/ assi gnnents/cnp>) with a new "CVP Wl | - Known
URI Path Segnments" registry containing three colums: Path Segnent,
Descri ption, and Reference. New itens can be added using the

Speci fication Required [ RFC8615] process. The initial entry of this
registry is:
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1.

Pat h Segnen
Description

t: p
: Indicates that the next path segnent specifies, e.g., a

CA or certificate profile nane

Ref er ence:

[ RFC9480] [ RFC9482]

Security Considerations

The securit
to Section
were requir

Ref er ences
Nor mat i v

[ RFC2119]

[ RFC2510]

[ RFC2985]

[ RFC2986]

[ RFC3629]

[ REC4210]

[ RFC4211]
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[ RFC5652]

y considerations of [RFC4210] are extended in Section 2.22
2.24. No security considerations updates of [RFC6712]
ed.
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Appendi x A, ASN. 1 Mddul es
A 1. Update to RFC 4210 - 1988 ASN. 1 Modul e
This section contains the updated ASN. 1 nodul e for [RFC4210]. This
modul e repl aces the nodul e in Appendix F of that docurment. Although
a 2002 ASN. 1 nodule is provided, this 1988 ASN. 1 nodul e remai ns the
normative nodul e, as per the policy of the PKIX Wrking G oup.
PKI XCMP {iso(1) identified-organization(3)
dod(6) internet(1) security(5) mechani sns(5) pkix(7)
i d-mod(0) id-nmod-cnp2021-88(99)}

DEFI NI TIONS EXPLICI T TAGS :: =



BEG N

EXPORTS ALL --

I MPORTS

Certificate, Certificatelist, Extensions, Nanme, Tine,
Al gorithm dentifier, id-kp
--, UTF8String -- -- if required; otherw se, coment out
FROM PKI X1Explicit88 {iso(1) identified-organization(3)
dod(6) internet(1) security(5) mechani sms(5) pkix(7)
i d-nod(0) id-pkixl-explicit-88(18)}
-- The inmport of Nane is added to define CertificationRequest
-- instead of inporting it from PKCS #10 [ RFC2986].

Di stributionPoi nt Name, General Names, General Narme, Keyl dentifier
FROM PKI X1l nplicit88 {iso(l) identified-organization(3)
dod(6) internet(1) security(5) mechani sms(5) pkix(7)

i d-nmod(0) id-pkixl-inplicit-88(19)}

Cert Tenpl ate, PKI Publicationlnfo, EncryptedKey, Certld,

Cert ReqMessages, Controls, AttributeTypeAndVal ue, id-regCtrl
FROM PKI XCRMF- 2005 {iso(1l) identified-organization(3)
dod(6) internet(1) security(5) mechani sms(5) pkix(7)

i d-nod(0) id-nod-crnf2005(36)}

-- The inmport of EncryptedKey is added due to the updates nade

-- in CWP Updates [RFC9480]. EncryptedVal ue does not need to

-- be inmported anynore and is therefore renoved here.

-- Also, see the behavioral clarifications to CRMF codified in
-- Appendix C of this specification

Envel opedDat a, SignedData, Attribute
FROM Crypt ogr aphi cMessageSynt ax2004 { iso(1)
menber - body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
sm me(16) nodul es(0) cns-2004(24) }

-- The inmport of Envel opedData and SignedData is added due to

-- the updates made in CVP Updates [ RFC9480].

-- The inmport of Attribute is added to define

-- CertificationRequest instead of inporting it from

-- PKCS #10 [ RFC2986] .

-- The rest of the nodule contains locally defined O Ds and

constructs:

CWPCertificate ::= CHO CE {

x509v3PKCer t Certificate

This syntax, while bits-on-the-wire conpatible with the
standard X. 509 definition of "Certificate", allows the
possibility of future certificate types (such as X 509
attribute certificates, card-verifiable

certificates, or other kinds of certificates) within this
Certificate Managenent Protocol, should a need ever arise to
support such generality. Those inplenentations that do not
foresee a need to ever support other certificate types MAY, if
they wi sh, coment out the above structure and "uncoment" the
followi ng one prior to conmpiling this ASN. 1 nodule. (Note that
interoperability with inplenmentations that don’'t do this will be
unaf fected by this change.)

CMPCertificate ::= Certificate



PKI Message ::= SEQUENCE ({
header PKI Header ,
body PKI Body,
protection [0] PKIProtection OPTI ONAL,
extraCerts [ 1] SEQUENCE SI ZE (1..MAX) OF CMPCertificate

OPTI ONAL
}
PKI Messages ::= SEQUENCE SI ZE (1..MAX) OF PKI Message
PKI Header ::= SEQUENCE {
pvno | NTEGER { cnp1999(1), cnmp2000(2),
cnp2021(3) 1},
sender Gener al Nane,
-- identifies the sender
reci pi ent Gener al Nare,
-- identifies the intended recipient
messageTi me [0] CeneralizedTime OPTI ONAL,
-- time of production of this nessage (used when the sender
-- believes that the transport will be "suitable", i.e.,
-- that the tine will still be neaningful upon receipt)
protectionAlg [1] Algorithmdentifier OPTI ONAL,
-- algorithmused for the calculation of protection bits
sender KI D [2] Keyldentifier OPTI ONAL,
reci pKl D [3] Keyldentifier OPTI ONAL,
-- to identify specific keys used for protection
transactionlD [4] OCTET STRI NG OPTI ONAL,
-- identifies the transaction, i.e., this will be the sane in
-- correspondi hg request, response, certConf, and PKI Conf
-- messages
sender Nonce [5] OCTET STRI NG OPTI ONAL,
reci pNonce [6] OCTET STRI NG OPTI ONAL,
-- nonces used to provide replay protection, senderNonce
-- is inserted by the creator of this nessage; recipNonce
-- is a nonce previously inserted in a rel ated nmessage by
-- the intended recipient of this nmessage.
freeText [ 7] PKIFreeText OPTI ONAL,
-- this may be used to indicate context-specific instructions
-- (this field is intended for human consunpti on)
general I nfo [ 8] SEQUENCE SI ZE (1..MAX) OF
I nf oTypeAndVal ue OPTI ONAL
-- this may be used to convey context-specific information
-- (this field not primarily intended for human consunpti on)
}
PKI FreeText ::= SEQUENCE S| ZE (1..MAX) OF UTF8Stri ng
-- text encoded as a UTF-8 string [ RFC3629]
PKI Body ::= CHO CE { -- message-specific body el ements
ir [0] CertRegMessages, --lnitialization Request
ip [1] Cert RepMessage, --lnitialization Response
cr [2] CertRegMessages, --Certification Request
cp [3] CertRepMessage, --Certification Response
pl0cr [4] CertificationRequest, --inmported from [ RFC2986]
popdecc [5] POPODecKeyChall Content, --pop Challenge
popdecr [6] POPODecKeyRespContent, --pop Response
kur [7] CertRegMessages, --Key Update Request
kup [8] CertRepMessage, --Key Update Response
krr [9] CertRegMessages, --Key Recovery Request
krp [ 10] KeyRecRepContent, --Key Recovery Response
rr [11] RevReqContent, --Revocati on Request
rp [12] RevRepContent, --Revocati on Response
ccr [13] Cert RegMessages, --Cross-Cert. Request
ccp [14] Cert RepMessage, --Cross-Cert. Response
ckuann [ 15] CAKeyUpdAnnCont ent , --CA Key Update Ann.

cann [16] Cert AnnContent, --Certificate Ann.



rann [17] RevAnnContent, --Revocation Ann.

crlann [ 18] CRLAnnContent, --CRL Announcenent
pki conf [19] PKI ConfirntContent, --Confirmation
nest ed [ 20] Nest edMessageCont ent, --Nested Message
genm [21] GenMsgContent, --Ceneral Message
genp [ 22] GenRepContent, --General Response
error [ 23] ErrorMsgContent, --Error Message
cert Conf [24] CertConfirnContent, --Certificate Confirm
pol | Req [25] Poll ReqContent, --Pol l'i ng Request
pol | Rep [26] Poll RepContent --Pol l'ing Response
}
PKI Protection ::= BIT STRING
Prot ectedPart ::= SEQUENCE {
header PKI Header ,
body PKI Body
}
i d- Passwor dBasedMac OBJECT I DENTIFIER ::= {1 2 840 113533 7 66 13}
PBMPar anet er ::= SEQUENCE ({
sal t CCTET STRI NG,
-- Note: Inplenentations MAY wish to linit acceptable sizes
-- of this string to values appropriate for their environment
-- in order to reduce the risk of denial-of-service attacks
owf Al gorithmdentifier,
-- Algld for a One-Way Function (OANF)
i terati onCount | NTEGER
-- nunber of times the OANF is applied
-- Note: Inplenentations MAY wish to limt acceptable sizes
-- of this integer to values appropriate for their environnent
-- in order to reduce the risk of denial-of-service attacks
mac Al gorithm dentifier
-- the MAC Algld (e.g., HVAC SHA256, AES- GVAC [ RFC9481],
} -- or HMAC [ RFC2104, RFC2202])
i d- DHBasedMac OBJECT I DENTIFIER ::= {1 2 840 113533 7 66 30}
DHBMPar anet er :: = SEQUENCE {
owf Al gorithm dentifier,
-- Algld for a One-Way Function
mac Al gorithm dentifier
-- the MAC Algld (e.g., HVAC SHA256, AES- GVAC [ RFC9481],
} -- or HVAC [ RFC2104, RFC2202])
Nest edMessageCont ent :: = PKI Messages
PKI Status ::= | NTEGER {
accepted (0),
-- you got exactly what you asked for
gr ant edW t hivbds (1),

-- you got sonething like what you asked for; the
-- requester is responsible for ascertaining the differences

rejection (2),
-- you don't get it, nore information el sewhere in the nessage
wai ting (3),

-- the request body part has not yet been processed; expect to
-- hear nore later (note: proper handling of this status

-- response MAY use the polling req/rep PKIMessages specified

-- in Section 5.3.22 of [RFC4210]; alternatively, polling in the
-- underlying transport |ayer MAY have sone utility in this

-- regard)

revocat i onVar ni ng (4),

-- this message contains a warning that a revocation is



-- i mm nent
revocationNotification (5),
-- notification that a revocati on has occurred

keyUpdat eWar ni ng (6)
-- update already done for the oldCertld specified in
-- Cert RegMsg

}

PKI Fai lurelnfo ::= BIT STRI NG {

-- since we can fail in nore than one way!

-- More codes nmay be added in the future if/when required.
badAl g (0),
-- unrecogni zed or unsupported algorithmidentifier
badMessageCheck (1),
-- integrity check failed (e.g., signature did not verify)
badRequest (2),
-- transaction not pernitted or supported
badTi me (3),

-- messageTinme was not sufficiently close to the systemti ne,
-- as defined by local policy

badCertld (4),

-- no certificate could be found matching the provided criteria
badDat aFor mat (95),

-- the data submitted has the wrong format

wr ongAut hority (6),

-- the authority indicated in the request is different fromthe
-- one creating the response token

i ncorrectData (7),

-- the requester’s data is incorrect (for notary services)

m ssi ngTi meSt anp (8),

-- when the tinestanp is nmissing but should be there

-- (by policy)

badPOP (9),

-- the proof-of-possession fail ed

cert Revoked (10),

-- the certificate has al ready been revoked
cert Confirmed (11),

-- the certificate has already been confirned
wonglntegrity (12),

-- not valid integrity, based on the password instead of the
-- signature or vice versa

badReci pi ent Nonce (13),

-- not valid recipient nonce, either mssing or wong val ue
ti meNot Avai | abl e (14),

-- the tine source of the Time Stanping Authority (TSA) is
-- not available

unaccept edPol i cy (15),

-- the requested TSA policy is not supported by the TSA
unaccept edExt ensi on (16),

-- the requested extension is not supported by the TSA

addl nf oNot Avai | abl e (17),

-- the additional information requested could not be

-- understood or is not available

badSender Nonce (18),
-- not valid sender nonce, either mssing or wong size
badCert Tenpl at e (19),

-- not valid cert. tenplate or mssing nmandatory infornation
si gner Not Tr ust ed (20),

-- signer of the nessage unknown or not trusted
transactionl dl nUse (21),

-- the transaction identifier is already in use
unsupportedVersion (22),

-- the version of the nessage is not supported

not Aut hori zed (23),

-- the sender was not authorized to nmake the preceding

-- request or performthe preceding action



syst emUnavai | (24),

-- the request cannot be handl ed due to systemunavailability
systenfail ure (25),

-- the request cannot be handl ed due to systemfailure

dupl i cat eCert Req (26)

-- the certificate cannot be issued because a duplicate

-- certificate already exists

}
PKI St atusl nfo ::= SEQUENCE {
st at us PKI St at us,
statusString PKIFreeText OPTI ONAL,
faillnfo PKI Fai | urel nfo OPTI ONAL
}
OOBCert ::= CMPCertificate
OOBCert Hash :: = SEQUENCE {
hashAl g [0] Algorithmdentifier OPTI ONAL,
certld [1] Certld OPTI ONAL,
hashVal BIT STRI NG
-- hashVal is calculated over the DER encoding of the
-- self-signed certificate with the identifier certlD.
}
POPQDecKeyChal | Content ::= SEQUENCE OF Chal | enge
-- one Challenge per encryption key certification request (in the
-- sanme order as these requests appear in CertReqMessages)
Chal | enge ::= SEQUENCE ({
owf Al gorithm dentifier OPTIONAL,
-- MJST be present in the first Challenge; MAY be omitted in
-- any subsequent Chal | enge in POPCDecKeyChal | Content (if
-- onitted, then the owf used in the inmmediately preceding
-- Challenge is to be used)
W t ness OCTET STRI NG
-- the result of applying the One-Way Function (owf) to a
-- randomy generated I NTEGER, A (Note that a different
-- I NTEGER MUST be used for each Chall enge.)
chal | enge OCTET STRI NG
-- the encryption (under the public key for which the cert.
-- request is being nmade) of Rand
}
-- Rand was added in CWVP Updates [ RFC9480]
Rand ::= SEQUENCE ({
-- Rand is encrypted under the public key to formthe chall enge
-- in POPQODecKeyChal | Cont ent
i nt | NTEGER,
-- the randomy generated | NTEGER A (above)
sender Gener al Nane
-- the sender’s nanme (as included in PKIHeader)
}
POPODecKeyRespCont ent ::= SEQUENCE OF | NTEGER
-- One | NTEGER per encryption key certification request (in the
-- sanme order as these requests appear in CertRegMessages). The
-- retrieved | NTEGER A (above) is returned to the sender of the
-- correspondi ng Chal | enge.
Cert RepMessage ::= SEQUENCE ({
caPubs [ 1] SEQUENCE SI ZE (1..MAX) OF CMPCertificate
OPTI ONAL,
response SEQUENCE OF Cert Response



CertificationRequest ::= SEQUENCE {

certificati onRequestinfo SEQUENCE {

version | NTEGER,
subj ect Nane,
subj ect Publ i cKeyl nf o SEQUENCE {
al gorithm Al gorithm dentifier,
subj ect Publ i cKey BIT STRING },
attributes [0] IMPLICIT SET OF Attribute },
si gnatureAl gorithm Al gorithm dentifier,
signature BI T STRI NG
}
Cert Response ::= SEQUENCE ({
certReqld | NTECER,
-- to match this response with the correspondi ng request (a val ue
-- of -1is to be used if certReqld is not specified in the
-- correspondi ng request, which can only be a pl0cr)
st at us PKI St at usl nf o,
certifiedKeyPair CertifiedKeyPair OPTI ONAL,
rsplnfo OCTET STRI NG OPTI ONAL
-- anal ogous to the id-reglnfo-utf8Pairs string defined
-- for reglnfo in CertReqMsg [ RFC4211]
}
CertifiedKeyPair ::= SEQUENCE {
cert OrEncCert Cert Or EncCert,
pri vat eKey [ 0] Encrypt edKey OPTI ONAL,
-- See [RFC4211] for comments on encodi ng.
-- Changed from Encrypted Val ue to EncryptedKey as a CHO CE of
-- EncryptedVal ue and Envel opedData due to the changes made in
-- CWP Updat es [ RFC9480].
-- Using the choice EncryptedValue is bit-conpatible to the
-- syntax w thout this change.
publicationlnfo [1] PKIPublicationlnfo OPTIONAL
}
Cert Or EncCert ::= CHO CE {
certificate [0] CWPCertificate,
encrypt edCert [1] Encrypt edKey
-- Changed from Encrypted Val ue to EncryptedKey as a CHO CE of
-- EncryptedVal ue and Envel opedData due to the changes made in
-- CWP Updat es [ RFC9480].
-- Using the choice EncryptedValue is bit-conpatible to the
-- syntax w thout this change.
}
KeyRecRepCont ent ::= SEQUENCE {
st at us PKI St at usl nf o,
newSi gCert [0] CWPCertificate OPTI ONAL,
caCerts [1] SEQUENCE SI ZE (1..MAX) OF
CMPCertificate OPTI ONAL,
keyPai r Hi st [2] SEQUENCE SI ZE (1..MAX) OF
CertifiedKeyPair OPTI ONAL
}
RevReqCont ent ::= SEQUENCE OF RevDetails
RevDet ai | s :: = SEQUENCE ({

certDetails Cert Tenpl at e,

-- allows the requester to specify as much as they can about
-- the cert. for which revocation is requested

-- (e.g., for cases in which serial Number is not avail abl e)
crlEntryDetails Ext ensi ons OPTI ONAL

-- requested crl EntryExtensi ons



RevRepCont ent ::= SEQUENCE {

st at us SEQUENCE SI ZE (1..MAX) OF PKI St at usl nf o,

-- in the sane order as was sent in RevReqContent

revCerts [0] SEQUENCE SIZE (1..MAX) OF Certld
OPTI ONAL,

-- IDs for which revocation was requested

-- (sane order as status)

crls [1] SEQUENCE SI ZE (1..MAX) OF CertificatelList
OPTI ONAL

-- the resulting CRLs (there may be nore than one)

}

CAKeyUpdAnnCont ent ::= SEQUENCE {
ol dWthNew CMPCertificate, -- old pub signed with new priv
newNthd d CMPCertificate, -- new pub signed with old priv
newNthNew CMPCertificate -- new pub signed with new priv
}

Cert AnnContent ::= CWMPCertificate

RevAnnCont ent ::= SEQUENCE {
st at us PKI St at us,
certld Certld,
wi | | BeRevokedAt CGener al i zedTi ne,
badSi nceDat e Cener al i zedTi ne,
criDetails Ext ensi ons OPTI ONAL
-- extra CRL details (e.g., crl nunber, reason, |ocation, etc.)

}
CRLAnnContent ::= SEQUENCE OF CertificatelLi st

Cert ConfirmContent ::= SEQUENCE OF Cert Status

Cert Status ::= SEQUENCE {
certHash OCTET STRI NG
-- the hash of the certificate, using the same hash al gorithm
-- as is used to create and verify the certificate signature
certReqld | NTECER,
-- to match this confirmation with the corresponding reqg/rep
statusinfo PKI Statuslnfo OPTI ONAL,
hashAl g [0] Algorithm dentifier OPTI ONAL
-- the hash algorithmto use for cal cul ating certHash
-- SHOULD NOT be used in all cases where the Al gorithm dentifier
-- of the certificate signature specifies a hash algorithm

}
PKI ConfirnContent ::= NULL

-- CertReqTenpl ateContent, id-regCrl-algld, id-regCrl-algld, and
-- id-regCrl-rsakKeyLen were added in CVMP Updat es [ RFC9480]

Cert ReqTenpl at eContent ::= SEQUENCE ({
cert Tenpl ate Cert Tenpl at e,
-- prefilled certTenplate structure el ements
-- The Subj ectPublicKeylnfo field in the certTenpl ate MJST NOT
-- be used.
keySpec Control s OPTI ONAL
-- MAY be used to specify supported al gorithns
-- Controls ::= SEQUENCE SIZE (1..MAX) OF AttributeTypeAndVal ue
-- as specified in CRW [ RFC4211]

id-regCrl-altCertTenpl ate OBJECT IDENTIFIER ::= { id-regCrl 7}
AltCert Tenplate ::= Attribut eTypeAndVal ue
-- specifies a tenplate for a certificate other than an X 509v3



-- public key certificate

id-regCrl-algld OBJECT IDENTIFIER ::={ id-regCrl 11 }
AlgldCrl ::= Algorithmdentifier
-- SHALL be used to specify supported al gorithns other than RSA
id-regCrl-rsaKeyLen OBJECT IDENTIFIER ::= { id-regCrl 12 }
RsaKeyLenCtrl ::= INTEGER (1..MAX)

-- SHALL be used to specify supported RSA key | engths

-- Root CaKeyUpdat eContent, CRLSource, and CRLStatus were added in
-- CMP Updat es [ RFC9480]

Root CaKeyUpdat eCont ent :: = SEQUENCE {
neww t hNew CMPCertificate,
-- newroot CA certificate
newWt hd d [0] CWPCertificate OPTI ONAL,
-- X.509 certificate containing the new public root CA key
-- signed with the old private root CA key
oldWthNew [1] CMPCertificate OPTI ONAL
-- X.509 certificate containing the old public root CA key
-- signed with the new private root CA key

}
CRLSource ::= CHO CE {
dpn [0] DistributionPointNane,
i ssuer [1] Ceneral Nanes }
CRLSt atus ::= SEQUENCE ({
source CRLSour ce,

t hi sUpdat e Ti me OPTI ONAL }

I nf oTypeAndVal ue ::= SEQUENCE {
i nf oType OBJECT | DENTI FI ER,
i nf oVal ue ANY DEFI NED BY infoType OPTI ONAL

-- Exanpl e I nfoTypeAndVval ue contents include, but are not limted
-- to, the following (uncoment in this ASN. 1 nodul e and use as
-- appropriate for a given environnent):

-- id-it-caProtEncCert OBJECT IDENTIFIER ::= {id-it 1}
-- CAPr ot EncCert Val ue 1= CWPCertificate

-- id-it-signKeyPairTypes OBJECT IDENTIFIER ::= {id-it 2}

-- Si gnKeyPai r TypesVal ue ;.= SEQUENCE Sl ZE (1..MAX) OF
-- Al gorithm dentifier
-- id-it-encKeyPairTypes OBJECT IDENTIFIER ::= {id-it 3}

-- EncKeyPai r TypesVal ue 1= SEQUENCE SI ZE (1..MAX) OF
-- Al gorithm dentifier
-- id-it-preferredSymmAl g OBJECT IDENTIFIER ::= {id-it 4}

-- Pr ef err edSymmAl gVal ue ::= Algorithm dentifier

-- id-it-caKeyUpdatelnfo OBJECT IDENTIFIER ::= {id-it 5}
-- CAKeyUpdat el nf oVal ue .1 = CAKeyUpdAnnCont ent

-- id-it-currentCRL OBJECT IDENTIFIER ::= {id-it 6}
-- Current CRLVal ue ::= CertificatelList

-- id-it-unsupportedd Ds OBJECT IDENTIFIER ::= {id-it 7}
-- Unsupport edd DsVal ue ;.= SEQUENCE SI ZE (1..MAX) OF
-- OBJECT | DENTI FI ER
-- id-it-keyPairParanReq OBJECT IDENTIFIER ::= {id-it 10}
-- KeyPai r Par amReqgVal ue 1= OBJECT | DENTI FI ER

-- id-it-keyPairParanRep OBJECT IDENTIFIER ::= {id-it 11}
-- KeyPai r Par amRepVal ue ::= Algorithmdentifier

-- id-it-revPassphrase OBJECT IDENTIFIER ::= {id-it 12}
-- RevPassphr aseVal ue .. = Encrypt edKey

-- - Changed from Encrypted Value to EncryptedKey as a CHO CE
-- - of EncryptedVal ue and Envel opedData due to the changes
-- - made in CWP Updates [ RFC9480].



-- - Using the choice EncryptedValue is bit-conpatible to the
-- - syntax without this change.

-- id-it-inplicitConfirm OBJECT IDENTIFIER ::= {id-it 13}
-- I mpli ci t Confirnval ue © o= NULL

-- id-it-confirmMitTine OBJECT IDENTIFIER ::= {id-it 14}
-- Confi r mAai t Ti meVal ue ::= CeneralizedTi me

-- id-it-origPKl Message OBJECT IDENTIFIER ::= {id-it 15}
-- O i gPKI MessageVal ue ;.= PKI Messages

-- i d-it-suppLangTags OBJECT IDENTIFIER ::= {id-it 16}
-- SuppLangTagsVal ue .= SEQUENCE OF UTF8String
-- id-it-caCerts OBJECT IDENTIFIER ::= {id-it 17}
-- CaCert sVval ue 1= SEQUENCE Sl ZE (1..MAX) OF

-- CWPCertificate
-- - id-it-caCerts added in CVWP Updates [ RFC9480]

-- i d-it-root CaKeyUpdate OBJECT IDENTIFIER ::= {id-it 18}
-- Root CaKeyUpdat eVal ue .. = Root CaKeyUpdat eCont ent

-- - id-it-root CaKeyUpdate added in CMP Updat es [ RFC9480]
-- id-it-certReqTenplate OBJECT IDENTIFIER ::= {id-it 19}
-- Cert ReqTenpl at eVal ue 1= Cert ReqTenpl at eCont ent

-- - id-it-certReqTenpl ate added in CVMP Updat es [ RFC9480]
-- id-it-rootCaCert OBJECT IDENTIFIER ::= {id-it 20}
-- Root CaCert Val ue c:= CMPCertificate

-- - id-it-rootCaCert added in CVMP Updates [ RFC9480]

-- id-it-certProfile OBJECT IDENTIFIER ::= {id-it 21}
-- Cert Profil eVal ue ;1= SEQUENCE SI ZE (1..MAX) OF
-- UTF8Stri ng
-- - id-it-certProfile added in CVP Updates [ RFC9480]

-- id-it-crl StatusLi st OBJECT IDENTIFIER ::= {id-it 22}
-- CRLSt at usLi st Val ue 1= SEQUENCE SI ZE (1..MAX) COF
-- CRLSt at us
-- - id-it-crl StatusLi st added in CMP Updat es [ RFC9480]
-- id-it-crls OBJECT IDENTIFIER ::= {id-it 23}
-- CRLsVal ue ;.= SEQUENCE SI ZE (1..MAX) OF

-- Certificatelist
-- - id-it-crls added in CMP Updat es [ RFC9480]

-- where

-- i d- pki x OBJECT IDENTIFIER ::= {

-- iso(l) identified-organization(3)

-- dod(6) internet(1) security(5) mechani snms(5) pkix(7)}
-- and

-- id-it OBJECT | DENTI FI ER :: = {id-pkix 4}

-- This construct MAY al so be used to define new PKIX Certificate
-- Managenent Protocol request and response nessages or general -
-- purpose (e.g., announcenent) nessages for future needs or for
-- specific environnents.

GenMsgCont ent ::= SEQUENCE OF | nfoTypeAndVal ue

-- May be sent by EE, RA, or CA (depending on nessage content).
-- The OPTIONAL infoVal ue paraneter of |nfoTypeAndVal ue will

-- typically be onmitted for sone of the exanpl es given above.
-- The receiver is free to ignore any contained O Ds that it

-- does not recognize. |If sent fromEE to CA the enpty set

-- indicates that the CA nay send

-- any/all information that it w shes.

GenRepContent ::= SEQUENCE OF | nfoTypeAndVval ue
-- The receiver MAY ignore any contained O Ds that it does not
-- recogni ze.

Error MsgContent ::= SEQUENCE {
pKI St at usl nf o PKI St at usl nf o,



error Code | NTEGER OPTI ONAL,
-- inplenmentation-specific error codes
errorDetails PKI Fr eeText OPTI ONAL
-- inplenmentation-specific error details

Pol | ReqCont ent ::= SEQUENCE OF SEQUENCE {
certReqld | NTEGER

Pol | RepContent ::= SEQUENCE OF SEQUENCE {
certReqld | NTECER,
checkAfter INTEGER, -- tinme in seconds
reason PKI FreeText OPTI ONAL

-- Extended key usage extension for PKI entities used in CW

-- operations, added due to the changes nade in

-- CWP Updat es [ RFC9480]

-- The EKUs for the CA and RA are reused from CMC, as defined in
-- [ RFC6402]

-- id-kp-cncCA OBJECT IDENTIFIER ::={ id-kp 27 }
-- id-kp-cncRA OBJECT IDENTIFIER ::= { id-kp 28 }
i d-kp-cnKGA OBJECT IDENTIFIER ::={ id-kp 32}

-- There is no 1988 ASN. 1 nodul e of PKCS #9 available to inport the
-- syntax of the local Keyld attribute type and value from Therefore,
-- the syntax is added here as needed for the updates made in

-- CWP Updates [ RFC9480] .

pkcs-9 OBJECT | DENTIFIER ::= {iso(1) nenber-body(2) us(840)
rsadsi (113549) pkcs(1l) 9}

pkcs-9-at -1 ocal Keyld OBJECT | DENTI FI ER :: = {pkcs-9 21}
Local Keyl dval ue ::= OCTET STRI NG
END -- of CMP nodul e

A.2. Update to RFC 5912 - 2002 ASN.1 Modul e

This section contains the updated 2002 ASN. 1 nodul e for [ RFC5912].
Thi s nodul e repl aces the nmodule in Section 9 of [RFC5912]. The
modul e contains those changes to the normative ASN. 1 nodul e from
Appendi x F of [RFC4210] that were to update to the 2002 ASN. 1
standard done in [RFC5912], as well as changes made in this docunent.

PKI XCMP- 2021
{ iso(l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sns(5) pkix(7) id-nmod(0)
i d- nod- cnp2021-02(100) }

DEFI NI TIONS EXPLICI T TAGS :: =

BEG N

| MPORTS

AttributeSet{}, SingleAttribute{}, Extensions{}, EXTENSION, ATTRI BUTE
FROM PKI X- CommonTypes- 2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nmod(0) id-nod-pki xCombn-02(57)}

Al gorithmdentifier{}, SIGNATURE-ALGORI THM ALGCORI THM
Dl GEST- ALGORI THM MAC- ALGORI THM
FROM Al gorit hm nf ormati on-2009



{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nod(0)
i d- nod- al gorithm nfornmation-02(58)}

Certificate, CertificatelList, Time, id-kp

FROM PKI X1Expl i ci t-2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nod(0) id-nod-pkixl-explicit-02(51)}

Di stributionPoi nt Name, Gener al Names, General Narme, Keyl dentifier

FROM PKI X11 npl i ci t-2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) id-nod(0) id-nod-pkix1-inplicit-02(59)}

Cert Tenpl ate, PKI Publicationlnfo, EncryptedKey, Certld,
Cert RegMessages, Controls, RegControl Set, id-regCrl

FROM PKI XCRMF- 2009
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sns(5) pkix(7) id-nmod(0)
i d- nod- cr nf 2005- 02(55) }
-- The inmport of EncryptedKey is added due to the updates nade
-- in CWP Updates [RFC9480]. EncryptedVal ue does not need to
-- be inmported anynore and is therefore renoved here.

-- See also the behavioral clarifications to CRMF codified in
-- Appendix C of this specification

Certificati onRequest

FROM PKCS- 10
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) id-nod(0) id-nod-pkcsl0-2009(69)}

-- (specified in [ RFC2986] with 1993 ASN. 1 syntax and IMPLICIT

-- tags). Alternatively, inplenenters may directly include

-- the syntax of [RFC2986] in this nodule.

| ocal Keyl d

FROM PKCS- 9
{iso(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1) pkcs-9(9)
nmodul es(0) pkcs-9(1)}
-- The inmport of local Keyld is added due to the updates nade in
-- CWP Updates [RFC9480] .

Envel opedDat a, Si gnhedDat a

FROM Cr ypt ogr aphi cMessageSynt ax- 2009
{iso(1) nenber-body(2) us(840) rsadsi (113549) pkcs(1l) pkcs-9(9)
sm me(16) nodul es(0) id-nod-cns-2004-02(41)}
-- The inport of Envel opedData and SignedData is added due to
-- the updates made in CWMP Updates [ RFC9480].

-- The rest of the nodule contains |locally defined O Ds and
-- constructs:

CWPCertificate ::= CHO CE { x509v3PKCert Certificate, ... }

-- This syntax, while bits-on-the-wire conmpatible with the

-- standard X. 509 definition of "Certificate", allows the

-- possibility of future certificate types (such as X 509

-- attribute certificates, card-verifiable

-- certificates, or other kinds of certificates) within this

-- Certificate Managenment Protocol, should a need ever arise to

-- support such generality. Those inplenentations that do not

-- foresee a need to ever support other certificate types MY, if
-- they wish, coment out the above structure and "uncoment" the
-- following one prior to conpiling this ASN.1 nodule. (Note that
-- interoperability with inplenentations that don't do this will be
-- unaffected by this change.)



-- CMPCertificate ::= Certificate

PKI Message ::= SEQUENCE ({
header PKI Header ,
body PKI Body,

protection [0] PKIProtection OPTI ONAL,
extraCerts [1] SEQUENCE SI ZE (1..MAX) OF CMPCertificate

OPTI ONAL }
PKI Messages ::= SEQUENCE SI ZE (1..MAX) OF PKI Message
PKI Header ::= SEQUENCE {
pvno | NTEGER { cnp1999(1), cnp2000(2),
cnmp2012(3) },
sender Gener al Nane,
-- identifies the sender
reci pi ent Gener al Nare,
-- identifies the intended recipient
messageTi e [0] CeneralizedTine OPTI ONAL,
-- time of production of this nessage (used when the sender
-- believes that the transport will be "suitable", i.e.,
-- that the tine will still be meaningful upon receipt)
protectionAlg [1] Algorithmdentifier{ ALGORITHM {...}}
OPTI ONAL,
-- algorithmused for the calculation of protection bhits
sender KI D [2] Keyldentifier OPTI ONAL,
reci pKI D [3] Keyldentifier OPTI ONAL,
-- to identify specific keys used for protection
transactionlD [4] OCTET STRI NG OPTI ONAL,
-- identifies the transaction, i.e., this will be the sane in
-- correspondi ng request, response, certConf, and PKI Conf
-- messages
sender Nonce [5] OCTET STRI NG OPTI ONAL,
reci pNonce [6] OCTET STRI NG OPTI ONAL,

-- nonces used to provide replay protection, senderNonce
-- is inserted by the creator of this nessage; recipNonce
-- is a nonce previously inserted in a rel ated nessage by
-- the intended recipient of this nmessage.
freeText [ 7] PKIFreeText OPTI ONAL,
-- this may be used to indicate context-specific instructions
-- (this field is intended for human consunpti on)
general I nfo [8] SEQUENCE Sl ZE (1..MAX) OF

I nf oTypeAndVal ue OPTI ONAL
-- this may be used to convey context-specific information
-- (this field not primarily intended for human consunpti on)

}

PKI FreeText ::= SEQUENCE S| ZE (1..MAX) OF UTF8Stri ng
-- text encoded as a UTF-8 string [ RFC3629]

PKI Body ::= CHO CE { -- nmessage-specific body el enments
ir [0] CertRegMessages, --Initialization Request
ip [1] Cert RepMessage, --lnitialization Response
cr [2] CertRegMessages, --Certification Request
cp [3] CertRepMessage, --Certification Response
pl0cr [4] CertificationRequest, --inmported from [ RFC2986]
popdecc [5] POPODecKeyChall Content, --pop Challenge
popdecr [6] POPODecKeyRespContent, --pop Response
kur [7] CertRegMessages, --Key Update Request
kup [8] CertRepMessage, --Key Update Response
krr [9] CertRegMessages, --Key Recovery Request
krp [ 10] KeyRecRepContent, --Key Recovery Response
rr [11] RevRegCont ent, --Revocati on Request
rp [12] RevRepContent, --Revocati on Response

ccr [13] Cert RegMessages, --Cross-Cert. Request



ccp [ 14] Cert RepMessage, --Cross-Cert. Response

ckuann [ 15] CAKeyUpdAnnCont ent, --CA Key Update Ann
cann [16] Cert AnnContent, --Certificate Ann
rann [17] RevAnnContent, --Revocation Ann
crlann [ 18] CRLAnnContent, --CRL Announcenent
pki conf [19] PKI ConfirntContent, --Confirmation
nest ed [ 20] Nest edMessageCont ent, --Nested Message
genm [21] GenMsgContent, --General Message
genp [ 22] GenRepContent, --General Response
error [23] ErrorMsgContent, --Error Message
cert Conf [24] CertConfirmContent, --Certificate Confirm
pol Il Req [25] Poll ReqContent, --Pol l'i ng Request
pol Il Rep [26] Poll RepCont ent --Pol l'i ng Response

}

PKI Protection ::= BIT STRING

Prot ectedPart ::= SEQUENCE {
header PKI Header ,
body PKI Body }

i d- Passwor dBasedMac OBJECT | DENTIFIER ::= { iso(1l) nenber-body(2)
usa(840) nt(113533) nsn(7) algorithms(66) 13 }

PBMPar anet er :: = SEQUENCE ({
sal t OCTET STRI NG
-- Note: Inplenentations MAY wish to limt acceptable sizes
-- of this string to values appropriate for their environnent
-- in order to reduce the risk of denial-of-service attacks
owf Al gorithm dentifier{D GEST-ALGORITHM {...}},
-- Algld for a One-Way Function
i terationCount | NTECER,
-- nunber of times the ONF is applied
-- Note: Inplenentations MAY wish to linmt acceptable sizes
-- of this integer to values appropriate for their environnent
-- in order to reduce the risk of denial-of-service attacks
mac Al gorithm dentifier{ MACALGORITHM {...}}
-- the MAC Algld (e.g., HVAC SHA256, AES- GVAC [ RFC9481],
-- or HVAC [ RFC2104, RFC2202])

}

i d- DHBasedMac OBJECT I DENTIFIER ::= { iso(1) menber-body(2)
usa(840) nt(113533) nsn(7) algorithms(66) 30 }

DHBMPar anet er :: = SEQUENCE {
owf Al gorithm dentifier{D GEST-ALGORITHM {...}},
-- Algld for a One-Way Function
mac Al gorithm dentifier{MAC-ALGORITHM {...}}
-- the MAC Algld (e.g., HVAC SHA256, AES- GVAC [ RFC9481],
-- or HVAC [ RFC2104, RFC2202])

}

PKI St atus ::= | NTEGER {
accepted (0),
-- you got exactly what you asked for
gr ant edW t hivbds (1),

-- you got sonething like what you asked for; the
-- requester is responsible for ascertaining the differences

rejection (2),
-- you don't get it, nore information el sewhere in the nessage
wai ti ng (3),

-- the request body part has not yet been processed; expect to
-- hear nore later (note: proper handling of this status

-- response MAY use the polling req/rep PKI Messages specified

-- in Section 5.3.22 of [RFC4210]; alternatively, polling in the
-- underlying transport |ayer MAY have sonme utility in this

-- regard)

revocati on\War ni ng (4),



-- this nmessage contains a warning that a revocation is
-- i nmi nent

revocationNotification (5),

-- notification that a revocation has occurred

keyUpdat eWar ni ng (6)
-- update already done for the oldCertld specified in
-- Cert RegMsg

}

PKIFailurelnfo ::= BIT STRI NG {

-- since we can fail in nore than one way!

-- Mre codes may be added in the future if/when required.
badAl g (0),
-- unrecogni zed or unsupported algorithmidentifier
badMessageCheck (1),
-- integrity check failed (e.g., signature did not verify)
badRequest (2),
-- transaction not pernmitted or supported
badTi me (3),

-- nmessageTinme was not sufficiently close to the systemtineg,
-- as defined by local policy

badCertld (4),

-- no certificate could be found matching the provided criteria
badDat aFor mat (95),

-- the data submtted has the wrong fornmat

wr ongAut hority (6),

-- the authority indicated in the request is different fromthe
-- one creating the response token

i ncorrectData (7),

-- the requester’s data is incorrect (for notary services)

m ssi ngTi meSt anp (8),

-- when the tinestanp is missing but should be there

-- (by policy)

badPOP (9),

-- the proof-of-possession fail ed

cert Revoked (10),

-- the certificate has already been revoked
cert Confirmed (11),

-- the certificate has already been confirned
wonglntegrity (12),

-- not valid integrity, based on the password instead of the
-- sighature or vice versa

badReci pi ent Nonce (13),

-- not valid recipient nonce, either missing or wong val ue
ti meNot Avai | abl e (14),

-- the TSA's time source is not avail able

unaccept edPol i cy (15),

-- the requested TSA policy is not supported by the TSA
unaccept edExt ensi on (16),

-- the requested extension is not supported by the TSA

addl nf oNot Avai | abl e (17),

-- the additional information requested could not be

-- understood or is not available

badSender Nonce (18),
-- not valid sender nonce, either mssing or wong size
badCert Tenpl at e (19),

-- not valid cert. tenplate or mssing nmandatory infornation
si gner Not Tr ust ed (20),

-- signer of the nessage unknown or not trusted
transactionl dl nUse (21),

-- the transaction identifier is already in use
unsupportedVersion (22),

-- the version of the nessage is not supported

not Aut hori zed (23),

-- the sender was not authorized to nmake the preceding

-- request or performthe preceding action



syst emUnavai | (24),

-- the request cannot be handl ed due to systemunavailability
systenfail ure (25),

-- the request cannot be handl ed due to systemfailure

dupl i cat eCert Req (26)

-- the certificate cannot be issued because a duplicate

-- certificate already exists

}
PKI St atusl nfo ::= SEQUENCE {
st at us PKI St at us,
statusString PKIFreeText OPTI ONAL,
faillnfo PKI Fai l urel nfo OPTI ONAL }
OOBCert ::= CMPCertificate
OOBCert Hash :: = SEQUENCE {
hashAl g [0] Algorithmdentifier{D GEST-ALGORITHM {...}}
OPTI ONAL,
certld [1] Certld OPTI ONAL,
hashVal BIT STRI NG
-- hashVal is calculated over the DER encoding of the
-- self-signed certificate with the identifier certlD.
}
POPQDecKeyChal | Content ::= SEQUENCE OF Chal | enge
-- One Challenge per encryption key certification request (in the
-- sanme order as these requests appear in CertReqMessages)
Chal | enge ::= SEQUENCE ({
owf Al gorithm dentifier{Dl GEST-ALGORI THM {...}}
OPTI ONAL,
-- MJST be present in the first Challenge; MAY be omitted in
-- any subsequent Chal |l enge in POPCDecKeyChal | Content (if
-- onmitted, then the owf used in the inmediately preceding
-- Challenge is to be used)
Wi t ness OCTET STRI NG
-- the result of applying the One-Way Function (owf) to a
-- randomy generated | NTEGCER, A (Note that a different
-- I NTEGER MUST be used for each Challenge.)
chal | enge OCTET STRI NG
-- the encryption (under the public key for which the cert.
-- request is being nmade) of Rand
}
-- Rand was added in CWP Updates [ RFC9480]
Rand ::= SEQUENCE ({
-- Rand is encrypted under the public key to formthe chall enge
-- in POPCDecKeyChal | Cont ent
i nt | NTEGER,
-- the randomy generated | NTEGER A (above)
sender Gener al Nane
-- the sender’s nane (as included in PKIHeader)
}
POPODecKeyRespCont ent ::= SEQUENCE OF | NTEGER
-- One | NTEGER per encryption key certification request (in the
-- sanme order as these requests appear in CertRegMessages). The
-- retrieved | NTEGER A (above) is returned to the sender of the
-- correspondi ng Chal | enge.
Cert RepMessage :: = SEQUENCE ({
caPubs [1] SEQUENCE SI ZE (1..MAX) OF CMPCertificate
OPTI ONAL,

response SEQUENCE OF Cert Response }



Cert Response ::= SEQUENCE ({
certReqld | NTECER,
-- to match this response with the correspondi ng request (a val ue
-- of -1is to be used if certReqld is not specified in the
-- correspondi ng request, which can only be a pl0cr)

st at us PKI St at usl nf o,
certifiedKeyPair CertifiedKeyPair OPTI ONAL,
rsplnfo OCTET STRI NG OPTI ONAL

-- anal ogous to the id-reglnfo-utf8Pairs string defined
-- for reginfo in CertRegMsg [ RFC4211]

}
CertifiedKeyPair ::= SEQUENCE {
cert OrEncCert Cert Or EncCert,
pri vat eKey [ 0] Encrypt edKey OPTI ONAL,
-- See [RFC4211] for comments on encodi ng.
-- Changed from Encrypted Val ue to EncryptedKey as a CHO CE of
-- EncryptedVal ue and Envel opedData due to the changes made in
-- CWP Updat es [ RFC9480].
-- Using the choice EncryptedValue is bit-conpatible to the
-- syntax without this change.
publicationlnfo [1] PKIPublicationlnfo OPTIONAL }
Cert Or EncCert ::= CHO CE {
certificate [0] CWPCertificate,
encrypt edCert [1] Encrypt edKey
-- Changed from Encrypted Val ue to EncryptedKey as a CHO CE of
-- EncryptedVal ue and Envel opedData due to the changes made in
-- CMP Updat es [ RFC9480].
-- Using the choice EncryptedValue is bit-conpatible to the
-- syntax w thout this change.
}
KeyRecRepCont ent ::= SEQUENCE {
st at us PKI St at usl nf o,
newSi gCert [0] CWPCertificate OPTI ONAL,
caCerts [ 1] SEQUENCE SI ZE (1..MAX) OF
CMPCertificate OPTI ONAL,
keyPai r Hi st [2] SEQUENCE Sl ZE (1..MAX) COF
CertifiedKeyPair OPTI ONAL }
RevReqContent ::= SEQUENCE OF RevDetails
RevDetai |l s ::= SEQUENCE ({
certDetails Cert Tenpl at e,
-- allows the requester to specify as much as they can about
-- the cert. for which revocation is requested
-- (e.g., for cases in which serial Nunmber is not avail abl e)
crlEntryDetails Extensions{{...}} OPTI ONAL
-- requested crl EntryExt ensi ons
}
RevRepCont ent ::= SEQUENCE {
status SEQUENCE SI ZE (1..MAX) OF PKI Statuslnfo,
-- in the sanme order as was sent in RevReqContent
revCerts [0] SEQUENCE SIZE (1..MAX) OF Certld OPTI ONAL,
-- IDs for which revocation was requested
-- (sane order as status)
crls [ 1] SEQUENCE SI ZE (1..MAX) OF Certificatelist OPTI ONAL
-- the resulting CRLs (there may be nore than one)
}
CAKeyUpdAnnCont ent ::= SEQUENCE {

ol dWthNew CWPCertificate, -- old pub signed with new priv
newWt hd d CWPCertificate, -- new pub signed with old priv



newWthNew CMPCertificate -- new pub signed with new priv
}

Cert AnnContent ::= CMPCertificate

RevAnnCont ent ::= SEQUENCE {
stat us PKI St at us,
certld Certld,
wi | | BeRevokedAt General i zedTi ne,
badSi nceDat e General i zedTi ne,
crlDetails Extensions{{...}} OPTI ONAL
-- extra CRL details (e.g., crl nunber, reason, |ocation, etc.)

}

CRLAnnContent ::= SEQUENCE OF CertificatelList
PKI ConfirnContent ::= NULL

Nest edMessageCont ent :: = PKI Messages

-- CertReqTenpl ateContent, AttributeTypeAndVal ue,

-- ExpandedRegControl Set, id-regCrl-altCertTenpl ate,

-- AltCertTenplate, regCrl-algld, id-regCrl-algld, AgldCrl,
-- regCrl-rsaKeylLen, id-regCrl-rsakKeyLen, and RsaKeylLenCirl
-- were added in CMP Updat es [ RFC9480]

Cert ReqTenpl at eContent ::= SEQUENCE ({
cert Tenpl ate Cert Tenpl at e,
-- prefilled certTenplate structure el enments
-- The SubjectPublicKeylnfo field in the certTenpl ate MJUST NOT
-- be used.
keySpec Control s OPTI ONAL
-- MAY be used to specify supported al gorithns
-- Controls ::= SEQUENCE SIZE (1..MAX) OF AttributeTypeAndVal ue
-- as specified in CRW [RFC4211]

AttributeTypeAndVal ue ::= SingleAttribute{{ ... }}

ExpandedRegControl Set ATTRI BUTE ::= { RegControl Set |
regCtrl-altCertTenplate | regCrl-algld | regCrl-rsaKeylLen,

regCrl-altCertTenpl ate ATTRI BUTE :: =
{ TYPE AltCertTenplate |IDENTIFIED BY id-regCrl-altCertTenplate }

id-regCrl-altCertTenplate OBJECT IDENTIFIER ::= { id-regCrl 7 }
AltCert Tenplate ::= Attribut eTypeAndVal ue
-- specifies a tenplate for a certificate other than an X 509v3

-- public key certificate

regCrl-algld ATTRI BUTE :: =
{ TYPE AlgldCrl |DENTIFIED BY id-regCrl-algld}

id-regCrl-algld OBJECT IDENTIFIER ::= { id-regCrl 11 }

AlgldCrl ::= Algorithmdentifier{ALGORITHM {...}}
-- SHALL be used to specify supported al gorithns other than RSA

regCrl-rsakKeyLen ATTRI BUTE :: =
{ TYPE RsaKeyLenCtrl| |DENTIFIED BY id-regCtrl-rsaKeyLen }

id-regCtrl-rsaKeyLen OBJECT IDENTIFIER ::={ id-regCrl 12 }

RsaKeyLenCtrl ::= I NTEGER (1..MAX)
-- SHALL be used to specify supported RSA key | engths



-- Root CaKeyUpdat eCont ent, CRLSource, and CRLStatus were added in
-- CWP Updat es [ RFC9480]

Root CaKeyUpdat eCont ent :: = SEQUENCE {
newW t hNew CMPCertificate,
-- new root CA certificate
newWt hd d [0] CWPCertificate OPTI ONAL,
-- X. 509 certificate containing the new public root CA key
-- signed with the old private root CA key
oldWthNew [1] CMPCertificate OPTI ONAL
-- X. 509 certificate containing the old public root CA key
-- signed with the new private root CA key

}
CRLSource ::= CHO CE {
dpn [0] DistributionPointNane,
i ssuer [1] Ceneral Nanes }
CRLSt atus ::= SEQUENCE ({
sour ce CRLSour ce,

t hi sUpdat e Ti me OPTI ONAL }
I NFO- TYPE- AND- VALUE : : = TYPE- | DENTI FI ER

I nf oTypeAndVal ue ::= SEQUENCE {
i nf oType I NFO- TYPE- AND- VAL UE.
& d({Supportedl nfoSet}),
i nfoVal ue I NFO- TYPE- AND- VAL UE.
&Type({Supportedl nfoSet}{@nfoType}) }

Support edl nf oSet | NFO- TYPE- AND- VALUE ::= { ... }

-- Exanpl e I nfoTypeAndVal ue contents include, but are not linmted
-- to, the following (uncoment in this ASN.1 nodul e and use as
-- appropriate for a given environnment):

-- id-it-caProtEncCert OBJECT IDENTIFIER ::= {id-it 1}

-- CAPr ot EncCert Val ue ::= CMPCertificate

-- id-it-signKeyPairTypes OBJECT IDENTIFIER ::= {id-it 2}

-- Si gnKeyPai r TypesVal ue ;1= SEQUENCE Sl ZE (1..MAX) OF

-- Algorithmdentifier{{...}}
-- id-it-encKeyPairTypes OBJECT IDENTIFIER ::= {id-it 3}

-- EncKeyPai r TypesVal ue 1= SEQUENCE Sl ZE (1..MAX) OF

-- Algorithmdentifier{{...}}
-- id-it-preferredSymmAl g OBJECT IDENTIFIER ::= {id-it 4}

-- Pr ef er r edSymmAl gVal ue c:= Algorithmdentifier{{...}}

-- id-it-cakKeyUpdatelnfo OBJECT IDENTIFIER ::= {id-it 5}

-- CAKeyUpdat el nf oVal ue 11 = CAKeyUpdAnnCont ent

-- id-it-currentCRL OBJECT IDENTIFIER ::= {id-it 6}

-- Current CRLVal ue ;1= CertificatelList

-- id-it-unsupportedd Ds OBJECT IDENTIFIER ::= {id-it 7}

-- Unsupport edd DsVal ue .= SEQUENCE Sl ZE (1..MAX) OF

-- OBJECT | DENTI FI ER

-- id-it-keyPairParanReq OBJECT IDENTIFIER ::= {id-it 10}

-- KeyPai r Par amReqgVal ue 1= OBJECT | DENTI FI ER

-- id-it-keyPairParanRep OBJECT IDENTIFIER ::= {id-it 11}

-- KeyPai r Par anRepVal ue c:= Algorithmdentifier{{...}}

-- id-it-revPassphrase OBJECT IDENTIFIER ::= {id-it 12}

-- RevPassphr aseVal ue 1= Encrypt edKey

-- - Changed from Encrypted Value to EncryptedKey as a CHO CE
-- - of EncryptedVal ue and Envel opedData due to the changes
-- - made in CVP Updates [ RFC9480]

-- - Using the choice EncryptedValue is bit-conpatible to

-- - the syntax wi thout this change

-- id-it-inplicitConfirm OBJECT IDENTIFIER ::= {id-it 13}

-- I mplicit Confirnval ue ©:= NULL



-- id-it-confirmMitTinme OBJECT IDENTIFIER ::= {id-it 14}

-- Confi rmai t Ti neVal ue ;1= GeneralizedTine

-- id-it-origPKI Message OBJECT IDENTIFIER ::= {id-it 15}
-- Oi gPKI MessageVal ue 1= PKI Messages

-- i d-it-suppLangTags OBJECT IDENTIFIER ::= {id-it 16}
-- SuppLangTagsVal ue 1= SEQUENCE OF UTF8Stri ng

-- id-it-caCerts OBJECT IDENTIFIER ::= {id-it 17}
-- CaCertsVal ue ;= SEQUENCE SI ZE (1..MAX) OF

-- CMPCertificate
-- - id-it-caCerts added in CVP Updates [ RFC9480]

-- i d-it-root CaKeyUpdate OBJECT IDENTIFIER ::= {id-it 18}
-- Root CaKeyUpdat eVal ue 1. = Root CaKeyUpdat eCont ent

-- - id-it-root CaKeyUpdate added in CMP Updates [ RFC9480]
-- id-it-certReqTenplate OBJECT IDENTIFIER ::= {id-it 19}
-- Cert ReqTenpl at eVal ue ;.= Cert ReqTenpl at eCont ent

-- - id-it-certReqTenpl ate added in CVMP Updat es [ RFC9480]
-- id-it-rootCaCert OBJECT IDENTIFIER ::= {id-it 20}
-- Root CaCert Val ue 1= CWPCertificate

-- - id-it-rootCaCert added in CMP Updates [ RFC9480]

-- id-it-certProfile OBJECT IDENTIFIER ::= {id-it 21}
-- CertProfil eVal ue ;.= SEQUENCE SI ZE (1..MAX) OF
. UTF8Stri ng
-- - id-it-certProfile added in CWVP Updates [ RFC9480]

-- id-it-crl StatusList OBJECT IDENTIFIER ::= {id-it 22}
-- CRLSt at usLi st Val ue ;1= SEQUENCE SI ZE (1..MAX) OF
-- CRLSt at us
-- - id-it-crl StatusLi st added in CMP Updat es [ RFC9480]
-- id-it-crls OBJECT IDENTIFIER ::= {id-it 23}
-- CRLsVal ue ;1= SEQUENCE SI ZE (1..MAX) OF

-- Certificatelist
-- - id-it-crls added in CMP Updates [ RFC9480]

-- where

-- i d-pkix OBJECT IDENTIFIER ::= {

-- iso(l) identified-organization(3)

-- dod(6) internet(1) security(5) mechanisns(5) pkix(7)}
-- and

-- id-it OBJECT | DENTI FI ER :: = {id-pkix 4}

-- This construct MAY al so be used to define new PKIX Certificate
-- Managenent Protocol request and response nessages or general -
-- purpose (e.g., announcenent) nessages for future needs or for
-- specific environnents.

GenMsgCont ent ::= SEQUENCE OF | nfoTypeAndVal ue

-- May be sent by EE, RA, or CA (depending on nmessage content).
-- The OPTIONAL i nfoVal ue paraneter of |nfoTypeAndVval ue will
-- typically be onitted for sone of the exanpl es given above.
-- The receiver is free to ignore any contained O Ds that it

-- does not recognize. |If sent fromEE to CA the enpty set
-- indicates that the CA may send
-- any/all information that it w shes.
GenRepCont ent ::= SEQUENCE OF | nfoTypeAndVal ue
-- The receiver MAY ignore any contained O Ds that it does not
-- recogni ze.
Error MsgContent ::= SEQUENCE ({
pKI St at usl nfo PKI St at usl nf o,
error Code | NTEGER OPTI ONAL,
-- inplenmentation-specific error codes
errorDetails PKI Fr eeText OPTIl ONAL

-- inplementation-specific error details



}
Cert ConfirmContent ::= SEQUENCE OF Cert Status

Cert Status ::= SEQUENCE {
certHash OCTET STRI NG
-- the hash of the certificate, using the same hash al gorithm
-- as is used to create and verify the certificate signature
certReqld | NTECER,
-- to match this confirmation with the corresponding reqg/rep
statusinfo PKI Statuslnfo OPTI ONAL,
hashAl g [0] Algorithmdentifier{D GEST-ALGORI THM {...}} OPTI ONAL
-- the hash algorithmto use for cal cul ating certHash
-- SHOULD NOT be used in all cases where the Al gorithm dentifier
-- of the certificate signature specifies a hash algorithm

}
Pol | ReqCont ent ::= SEQUENCE OF SEQUENCE ({
certReqld | NTECER }
Pol | RepCont ent ::= SEQUENCE OF SEQUENCE {
certReqld | NTEGER,
checkAfter I NTEGER, -- time in seconds
reason PKI FreeText OPTI ONAL }

-- Extended key usage extension for PKI entities used in CW

-- operations, added due to the changes nade in

-- CMP Updat es [ RFC9480]

-- The EKUs for the CA and RA are reused from CMC, as defined in

-- [ RFC6402]

-- id-kp-cntCA OBJECT IDENTIFIER ::= { id-kp 27 }
-- id-kp-cntRA OBJECT IDENTIFIER ::= { id-kp 28 }
i d- kp-cnKGA OBJECT IDENTIFIER ::= { id-kp 32 }

END
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