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Thi s docunent describes a nethod that allows a Message Originator to
specify a Conpl ai nt Feedback Loop (CFBL) address as a nessage header
field. It also defines the rules for processing and forwardi ng such
a conplaint. The notivation for this arises out of the absence of a
st andardi zed and automated way to provide Mil box Providers with an
address for a CFBL. Currently, providing and maintai ning such an
address is a manual and tinme-consum ng process for Message
Oiginators and Mil box Providers.

The nechani sm specified in this document is being published as an
experinment to gather feedback and gauge the interest of inplenenters
and depl oyers. This docunent is produced through the |Independent RFC
Stream and was not subject to the |ETF s approval process.

Status of This Meno
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publ i shed for exam nation, experinental inplenentation, and
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Thi s docunent defines an Experinmental Protocol for the Internet
community. This is a contribution to the RFC Series, independently
of any other RFC stream The RFC Editor has chosen to publish this
docunent at its discretion and makes no statenment about its value for
i npl ementation or depl oynent. Docunents approved for publication by
the RFC Editor are not candidates for any |evel of Internet Standard;
see Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
https://ww. rfc-editor.org/info/rfc9477
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I ntroducti on and Modtivati on

This meno extends the CFBL recommendati ons described in [ RFC6449]
with an automated way to provide the necessary information by the
Message Originator to Mail box Providers. The reader should be
famliar with the term nol ogy and concepts in that docunent. Terns
beginning with capital letters used in this nenpo are described in
that docunent.

As described in [ RFC6449], the registration for such a CFBL needs to
be done manual ly by a human at any Mil box Provider that provides a
CFBL. The key underpi nning of [RFC6449] is that access to the CFBL
is a privilege and Mil box Providers are not prepared to send

f eedback to anyone they cannot reasonably believe are legitimte.
However, manual registration and managenent can be quite time-
consumng if there are new feedback | oops rising up or if the Message
Oiginator wants to add new | P addresses, Donmai nKeys ldentified Mai
(DKI'M donmins, or change their conplaint address. |In addition, a
manual process is not well suited or feasible for smaller Mil box
Provi ders.

Here, we propose that Message Originators add a header field wthout
the need to nmanual ly register with each Feedback Provider and willing
Mai | box Providers can use it to send the Feedback Messages to the
specified conplaint address. This sinplification or extension of a
manual registration and verification process woul d be anot her

advant age for the Mail box Providers.

A new nessage header field, rather than a new DNS record, was chosen
to easily distinguish between multiple Message Originators w thout
requiring user or admnistrator intervention. For exanple, if a
company uses multiple systens, each system can set this header field



on its own without requiring users or adm nistrators to nake any
changes to their DNS. No additional DNS | ookup is required of the
Mai | box Provider side to obtain the conpl ai nt address.

The proposed nmechani smis capable of being operated in conpliance
with data privacy laws, e.g., the EUs General Data Protection

Regul ation (GDPR) or the California Consumer Privacy Act (CCPA). As
described in Section 6.4, a Feedback Message may contai n personal
data. This docunent describes a way to omt this personal data when
sendi ng the Feedback Message and only send back a header field.

Nevert hel ess, the described nechani sm bel ow potentially permits a

ki nd of person-in-the-mddle attack between the domain owner and the
recipient. A bad actor can generate forged reports to be "front a
domai n nane the bad actor is attacking and send these reports to the
CFBL address. These fake nmessages can result in a nunber of actions,
such as bl ocking accounts or deactivating recipient addresses. This
potential harm and others are described with potenti al

count ermeasures in Section 6.

In summary, this docunent has the followi ng objectives:

* Allow Message Originators to signal that a conpl aint address
exi sts without requiring manual registration with all providers.

* Allow Mailbox Providers to obtain a conpl aint address wi t hout
devel opi ng their own manual registration process.

* Have the ability to provide a conplaint address to snaller Mil box
Provi ders who do not have a feedback | oop in place

* Provide a data privacy safe option for a CFBL.
Scope of this Experiment

The CFBL- Address header field and the CFBL-Feedback-1D header field
conmprise an experinment. Participation in this experinent consists of
addi ng the CFBL-Address header field on the Message Origi nator side
or by using the CFBL-Address header field to send Feedback Messages
to the provided address on the Ml box Provider side. Feedback on
the results of this experinment can be emailed to the author, raised
as an issue at <https://github.conijpbede/rfc-cfbl-address-header/ >,
or can be emailed to the IETF cfbl mailing list (cfbl@etf.org).

The goal of this experinment is to answer the follow ng questions
based on real -worl d depl oynments:

* |s there interest anmong Message Originators and Mil box Providers?

* |f the Mail box Provider adds this capability, will it be used by
the Message Originators?

* |f the Message Originator adds this capability, will it be used by
the Mail box Providers?

* Does the presence of the CFBL-Address and CFBL- Feedback-1D header
fields introduce additional security issues?

* \What additional security measures/checks need to be perforned at
the Mail box Provider before a Feedback Message is sent?

* \What additional security mnmeasures/checks need to be perforned at
the Message Originator after a Feedback Message is received?

This experiment will be considered successful if the CFBL-Address
header field is used by a | eading Mil box Provider and by at |east
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two Message Originators within the next two years. It will also be
considered a success if these parties successfully use the address
specified in the header field to exchange Feedback Messages.

If this experinent is successful and these header fields prove to be
val uabl e and popul ar, the header fields may be taken to the | ETF for
further discussion and revision

2. How CFBL Differs from One-d i ck-Unsubscri be

For good reasons, the One-dick-Unsubscri be [ RFC8058] signaling

al ready exists and may have several interests in conmn with this
docunent. However, this header field requires the List-Unsubscribe
header field. The purpose of this header field is to provide the
link to unsubscribe froma list. For this reason, this header field
is only used by operators of broadcast nmarketing lists or mailing
lists and not in normal email traffic.

Conventions Used in This Docunent

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

In this docurment, "CFBL" is the abbreviation for "Conplaint Feedback
Loop" and will hereafter be used.

Synt ax descriptions use ABNF [ RFC5234] [ RFC7405].
Requi renent s
1. Received Message
This section describes the requirenments that nust be net for the
followi ng: a received message, the message that is sent fromthe

Message Originator to the Mail box Provider, and a report that is to
be sent later.

1.1. Strict
If the domain in the RFC5322. From and the domain in the CFBL-Address
header fields are identical, this domain MJST be matched by a valid
[DKIM signhature. 1In this case, the DKIM"d=" paraneter and the
RFC5322. From fi el d have identical domains. This signhature MJST neet
the requirenents described in Section 3.1.4.
The foll owi ng exanpl e neets this case:
Ret urn- Pat h: <sender @mi | er. exanpl e. con®
From Awesonme Newsletter <newsletter@xanple.conp
To: receiver @xanpl e.org
Subj ect: Super awesone deals for you
CFBL- Addr ess: fbl @xanpl e. com report =arf
Message- | D <a37e51bf - 3050- 2aab- 1234- 543a0828d14a@mi | er . exanpl e. cone
Content - Type: text/plain; charset=utf-8
DKI M Si gnature: v=1; a=rsa-sha256; d=exanple.cony s=news;

h=Subj ect : Fr om To: Message- | D: CFBL- Feedback- | D: CFBL- Addr ess;
This is a super awesonme newsl etter.
1.2. Rel axed

If the domain in CFBL-Address header field is a child domain of
RFC5322. From the RFC5322. From domai n MJST be matched by a valid



[DKIM signature. 1In this case, the DKIM"d=" paraneter and the
RFC5322. From domai n have an identical (Exanple 1) or parent (Exanple
2) domain. This signature MJST neet the requirenents described in
Section 3.1.4.

Exampl e 1:

Ret urn- Pat h: <sender @mi | er. exanpl e. con®
From Awesonme Newsl etter <newsletter @mil er.exanpl e. conp
To: receiver @xanple.org
Subj ect: Super awesone deals for you
CFBL- Address: fbl @mil er. exanpl e. com report=arf
Message- |1 D <a37e51bf - 3050- 2aab- 1234- 543a0828d14a@ai | er . exanpl e. cone
Content - Type: text/plain; charset=utf-8
DKI M Si gnhature: v=1; a=rsa-sha256; d=exanple.com
h=Cont ent - Type: Subj ect: From To: Message- | D
CFBL- Feedback- | D: CFBL- Addr ess;

This is a super awesonme newsl etter.
Exampl e 2:

Ret ur n- Pat h: <sender @i | er. exanpl e. con
From Awesone Newsl etter <newsletter @xanpl e.conp
To: receiver @xanpl e.org
Subj ect: Super awesone deals for you
CFBL- Addr ess: fbl @mil er. exanpl e. com report=arf
Message- | D. <a37e51bf - 3050- 2aab- 1234- 543a0828d14a@rai | er . exanpl e. cone
Content - Type: text/plain; charset=utf-8
DKI M Si gnature: v=1; a=rsa-sha256; d=exanple.com
h=Cont ent - Type: Subj ect : Fr om To: Message- | D
CFBL- Feedback- | D: CFBL- Addr ess;

This is a super awesonme newsl etter.
.1.3. Third Party Address

If the domain in RFC5322. Fromdiffers fromthe domain in the CFBL-
Address header field, an additional valid [DKIM signature MJST be
added that matches the donmain in the CFBL-Address header field. The
other existing valid [DKIM signature MJUST natch the domain in the
RFC5322. From header field. This double DKIM signature ensures that
both the domai n owner of the RFC5322. From domain and the donmai n owner
of the CFBL- Address donain agree on who should receive the Feedback
Messages. Both signatures MJUST neet the requirenents described in
Section 3.1.4.

The foll owi ng exanpl e neets this case:

Ret urn- Pat h: <sender @aas- nai | er. exanpl e>
From Awesonme Newsl etter <newsletter @xanpl e. conr
To: receiver @xanple.org
Subj ect: Super awesone deals for you
CFBL- Addr ess: fbl @aas-nmail er. exanpl e; report=arf
Message- |1 D <a37e51bf - 3050- 2aab- 1234- 543a0828d14a@xanpl e. conw
Content - Type: text/plain; charset=utf-8
DKI M Si gnature: v=1; a=rsa-sha256; d=saas-nmil er.exanple; s=system
h=Subj ect : From To: Message- | D: CFBL- Feedback- | D: CFBL- Addr ess;
DKI M Si gnhature: v=1; a=rsa-sha256; d=exanpl e.cony s=news;
h=Subj ect : Fr om To: Message- | D: CFBL- Feedback- | D: CFBL- Addr ess;

This is a super awesonme newsl etter.
An Emmil Service Provider may accept pre-signed nessages fromits

Message Authors, making it inpossible for it to apply the double
si gnature described above; in this case, the double signature MJST be



omtted and the Email Service Provider MJST sign with its domain.
Therefore, the pre-signed nessage MJUST NOT i ncl ude " CFBL-Address" and
"CFBL- Feedback-1D" in its "h=" tag.

This way, the Emmil Service Provider has the possibility to accept
the pre-signed messages and can inject their own CFBL-Address.

The foll owi ng exanpl e neets this case:

Ret ur n- Pat h: <newsl ett er @xanpl e. conp

From Awesonme Newsletter <newsletter @xanple.conp

To: receiver @xanpl e.org

Subj ect: Super awesone deals for you

CFBL- Addr ess: fbl @aas-nuail er. exanpl e; report=arf

Message- | D <a37e51bf - 3050- 2aab- 1234- 543a0828d14a@xanpl e. conr

Content - Type: text/plain; charset=utf-8

DKI M Si gnhature: v=1; a=rsa-sha256; d=exanpl e.cony s=news;
h=Subj ect : Fr om To: Message- | D;

DKI M Si gnature: v=1; a=rsa-sha256; d=saas-mail er.exanple; s=system
h=Subj ect : Fr om To: Message- | D. CFBL- Feedback- | D: CFBL- Addr ess;

This is a super awesonme newsl etter.
3.1.4. DKIM Signature

When present, CFBL-Address and CFBL- Feedback-1D header fields MJST be
included in the "h=" tag of the aforenentioned valid DKIM signature.

If the domain is not matched by a valid DKIM signature or the header
field is not covered by the "h=" tag, the Mil box Provider SHALL NOT
send a report nessage.

3.2. Miltiple CFBL-Address Header Fields

A Message can contain multiple CFBL-Address header fields. These
mul tiple header fields MJUST be treated as a |ist of addresses, each
of which should receive a report.

3.3. CFBL- Feedback-1D Header Field

The Message Origi nator MAY include a CFBL-Feedback-1D header field in
its nessages for various reasons, e.g., their feedback | oop
processing systemcan't do anything with the Message-1D header field.

It is RECOVWENDED that the header field include a hard-to-forge
protection conmponent, such as an [ HVAC] using a secret key, instead
of a plaintext string.

3.4. Receiving Report Address

The receiving report address provided in the CFBL-Address header
field MUST accept [ARF] reports.

It is OPTIONAL for the Message Originator to request a [ XARF] report,
as described in Section 3.5.1.

3.5. Feedback Message

The Feedback Message (sent by Mil box Provider to the address
provided in the CFBL-Address header field) MJST have a valid [DKIM
signature. This signature MJUST match the RFC5322. From domai n of the
Feedback Message.

If the nmessage does not have the required valid [DKIM signature, the
Message Originator SHALL NOT process this Feedback Message.
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The Feedback Message MJUST be an [ ARF] or [ XARF] report. |If the
Message Originator requests it (described in Section 3.5.1) and it is
technically possible for the Mailbox Provider to do so, the Feedback
Message MUST be a [ XARF] report. Qherw se, the Feedback Message
MJUST be an [ARF] report.

The third M ME part of the [ARF] or the "Sanpl es” section of the

[ XARF] report MJST contain the Message-|1D [ RFC5322] of the received
message. |If present, the CFBL-Feedback-|D header field of the

recei ved nessage MUST be added to the third M Me part of the [ ARF] or
to the "Sanpl es" section of the [ XARF] report.

The Mail box Provider MAY omt or redact all further header fields

and/ or body to conply with any data regulation |laws as described in
[ RFC6590] .

5.1. XARF Report

A Message Originator wishing to receive a [ XARF] report MJST append
"report=xarf" to the CFBL-Address header field (Section 5.1). The
report paraneter is separated fromthe report address by a ";".

The resulting header field would appear as shown bel ow.
CFBL- Addr ess: f bl @xanpl e. conm report =xarf
| mpl enent ati on
1. Message Originator
A Message Originator who wi shes to use this new nechanismto receive

Feedback Messages MUST include a CFBL- Address header field in their
nessages.

It i s RECOVWENDED t hat these Feedback Messages be processed
automatically. Each Message Originator nust decide for thensel ves
what action to take after receiving a Feedback Message.

The Message Originator MJST take action to address the described
requirenents in Section 3.

2. Mai | box Provi der

A Mai | box Provider who wants to collect user actions that indicate
the nessage was not wanted and to send a Feedback Message to the
Message Origi nator MAY query the CFBL-Address header field and
forward the report to the provided CFBL address.

The Mui |l box Provider MJIST validate the DKIM requirenments of the
recei ved nessage described in Section 3.1 and MJUST take action to
address the requirenents described in Section 3.5 when sending
Feedback Messages.

Header Field Syntax
1. CFBL-Address

The following ABNF inports the rules for fields, CFWS, CRLF, and
addr-spec from [RFC5322]. Inplenentations of the CFBL-Address header
field MUST conply with [ RFC6532].

fields =/ cfbl-address

cf bl -address = "CFBL- Address:" CFWS addr-spec
[";" CFW5 report-format] CRLF



report-format = %"report=" (%"arf" / 9%"xarf")
5.2. CFBL- Feedback-ID

The following ABNF inports the rules for fields, WP, CRLF, and atext
from[ RFC5322] .

fields =/ cfbl-feedback-id
cfbl -feedback-id = "CFBL- Feedback-1D:" CFW5 fid CRLF
fid = 1*(atext / ":" | CFW5)

Enpty space is ignored in the fid value and MUST be ignored when
reassenbling the original feedback-id.

In particular, the Message Originator can safely insert CFWs in the
fid value in arbitrary places to conformto line length linmts when
addi ng the header field.

6. Security Considerations

Thi s section discusses possible security issues of a CFBL-Address
header field and their sol utions.

6.1. Attacks on the Feedback Loop Address

Li ke any other emmil address, a CFBL address can be an attack vector
for malicious nessages. For exanple, CFBL addresses can be fl ooded
with spam This is an existing problemw th any existing emsil
address and is not created by this docunent.

6.2. Automatic Suspension of an Account

Recei vi ng a Feedback Message regardi ng a Message Author can cause the
Message Author to be unreachable if an automatic account suspension
occurs too quickly. For example, someone sends an invitation to
their friends, and soneone el se marks this message as spam for sone
reason.

If automatic account suspension is too fast, the Message Author’s
account will be blocked and the Message Author will not be able to
access their emails or send further nmessages, depending on the
account suspension the Message Oigi nator has chosen

Message Originators nust take appropriate neasures to prevent account
suspensi ons that happen too fast. Therefore, Message Oiginators
have -- nostly proprietary -- ways to assess the trustworthiness of
an account. For example, Message Originators may take into account
the age of the account and/or any previous account suspension before
suspendi ng an account.

6.3. Enuneration Attacks / Provoking Unsubscription

A malicious person may send a series of spoofed Abuse Reporting
Format (ARF) nessages to known CFBL addresses and attenpt to guess a
Message- 1 D / CFBL- Feedback-1D or any other identifiers. The
mal i ci ous person nay attenpt to mass unsubscribe/suspend if such an
automated systemis in place. This is also an existing problemwth
the current feedback |oop inplenentation and/or One-dick
Unsubscri pti on [ RFC8058].

The Message Originator nust take appropriate neasures. For exanpl e,
t he CFBL- Feedback-1D header field (if used) can use a hard-to-forge
conmponent, such as an [HVAC] with a secret key, instead of a

pl aintext string, to make an enuneration attack inpossible.
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4. Data Privacy

The provision of such a header field itself does not pose a data

privacy issue. The resulting ARF/ XARF report sent by the Mail box
Provider to the Message Originator may violate a data privacy |aw
because it may contain personal data.

Thi s docunent al ready addresses sone parts of this problem and
describes a way to send a Feedback Message that keeps data privacy
safe. As described in Section 3.5, the Miilbox Provider can omt the
entire body and/or header field and send only the required fields.

As recommended in [ RFC6590], the Mail box Provider can al so redact the
data in question. Neverthel ess, each Mil box Provider nust consider
for itself whether this inplenentation is acceptable and conplies
with existing data privacy laws in their country.

As described in Sections 3.5 and 3.3, it is also strongly RECOMVENDED
that the Message-1D and CFBL- Feedback-1D (if used) contain a
component that is difficult to forge, such as an [HVAC] that uses a
secret key, rather than a plaintext string. See Section 8.3 for an
exanpl e.

5. Abusing for Validity and Existence Queries

Thi s mechani sm coul d be abused to determine the validity and

exi stence of an enmil address, exhibiting another potential data
privacy issue. |f the Milbox Provider has an autonmatic process to
generate a Feedback Message for a received nessage, it may not be

doi ng the nmail box owner any favors. As the Mil box Provider
generates an automati c Feedback Message for the received nessage, the
Mai | box Provider proves to the Message Originator that this mail box
exists for sure because it is based on a manual action of the mail box
owner .

The receiving Mil box Provider nmust take appropriate neasures. One
possi bl e count ermeasure coul d be pre-existing reputation data
(usually proprietary data), for exanple. Using this data, the

Mai | box Provider can assess the trustworthiness of a Message
Originator and deci de whether to send a Feedback Message based on
this information.

I ANA Consi derati ons
1. CFBL-Address

| ANA has registered a new header field, per [ RFC3864], in the
"Provisional Message Header Field Names" registry:

Header Field Name: CFBL-Address
Protocol: mail
St at us:
Aut hor/ Change controller: Jan-Philipp Benecke <jpb@l everreach. conr
Reference: RFC 9477
2. CFBL- Feedback-I1D

| ANA has registered a new header field, per [RFC3864], in the
"Provisional Message Header Field Nanmes" registry:

Header Field Name: CFBL-Feedback-I1D

Protocol: mail



St at us:
Aut hor/ Change controller: Jan-Philipp Benecke <jpb@l everreach. conr
Ref erence: RFC 9477

8. Exanples

For sinplicity, the DKIM header field has been shortened, and sone
tags have been onitted.

8.1. Sinple
Enmai | about the report will be generated:

Ret ur n- Pat h: <sender @i | er. exanpl e. con
From Awesonme Newsl etter <newsletter @xanpl e.conp
To: nme@xanpl e. net
Subj ect: Super awesone deals for you
CFBL- Addr ess: f bl @xanpl e.com report =arf
CFBL- Feedback- | D: 111:222: 333: 4444
Message- | D. <a37e51bf - 3050- 2aab- 1234- 543a0828d14a@ri | er . exanpl e. con
Cont ent - Type: text/plain; charset=utf-8
DKI M Si gnature: v=1; a=rsa-sha256; d=exanple.con s=news;
h=Subj ect : Fr om To: Message- | D. CFBL- Feedback- | D: CFBL- Addr ess;

This is a super awesonme newsl etter.
Resul ting ARF report:

—————— = Part_240060962_1083385345. 1592993161900
Cont ent - Type: nessage/ f eedback-report
Cont ent - Transf er- Encodi ng: 7bi t

Feedback- Type: abuse

User-Agent: FBL/O0.1

Version: 0.1

Oiginal -Miil-From sender @mil er. exanpl e. com
Arrival -Date: Tue, 23 Jun 2020 06: 31:38 GV
Report ed- Domai n: exanpl e. com

Source-1P: 192.0.2.1

—————— = Part_240060962_1083385345. 1592993161900
Content - Type: text/rfc822; charset=UTF-8
Cont ent - Transf er- Encodi ng: 7bi t

Ret ur n- Pat h: <sender @mi | er . exanpl e. con
From Awesonme Newsl etter <newsletter @xanple.conp
To: ne@xanpl e. net
Subj ect: Super awesone deals for you
CFBL- Addr ess: fbl @xanpl e.com report=arf
CFBL- Feedback- I D: 111:222: 333: 4444
Message- |1 D <a37e51bf - 3050- 2aab- 1234- 543a0828d14a@rai | er . exanpl e. cone
Cont ent - Type: text/plain; charset=utf-8
DKI M Si gnature: v=1; a=rsa-sha256; d=exanple.con s=news;
h=Subj ect : Fr om To: Message- | D: CFBL- Feedback- | D: CFBL- Addr ess;

This is a super awesome newsl etter.
------ = Part_240060962_1083385345. 1592993161900- -

8.2. Data Privacy Safe Report
Emai | about the report will be generated:

Ret ur n- Pat h: <sender @mi | er . exanpl e. con



From Awesonme Newsl etter <newsletter @xanple.conp
To: ne@xanpl e. net
Subj ect: Super awesone deals for you
CFBL- Addr ess: fbl @xanpl e.com report=arf
CFBL- Feedback- | D: 111:222: 333: 4444
Message- |1 D <a37e51bf - 3050- 2aab- 1234- 543a0828d14a@rai | er . exanpl e. cone
Cont ent - Type: text/plain; charset=utf-8
DKI M Si gnature: v=1; a=rsa-sha256; d=exanple.con s=news;
h=Subj ect : Fr om To: Message- | D: CFBL- Feedback- | D: CFBL- Addr ess;

This is a super awesome newsl etter.
Resulting ARF report that only contains the CFBL-Feedback-1D:

—————— = Part_240060962_1083385345. 1592993161900
Cont ent - Type: nessage/ f eedback-report
Cont ent - Transf er- Encodi ng: 7bi t

Feedback- Type: abuse

User-Agent: FBL/O0.1

Version: 0.1

Oiginal-Mil-From sender@mil er.exanple.com
Arrival -Date: Tue, 23 Jun 2020 06:31:38 GMI
Report ed- Domai n: exanpl e. com

Source-1P: 2001: DBS8: : 25

—————— = Part_240060962_1083385345. 1592993161900
Cont ent - Type: text/rfc822-headers; charset=UTF-8
Cont ent - Transf er- Encodi ng: 7bi t

CFBL- Feedback- I D: 111:222: 333: 4444
—————— = Part_240060962_1083385345. 1592993161900- -

Data Privacy Safe Report with HVAC
Emai | about the report will be generated:

Ret urn- Pat h: <sender @mi | er. exanpl e. con®

From Awesone Newsl etter <newsletter @xanpl e. conr

To: ne@xanpl e. net

Subj ect: Super awesone deals for you

CFBL- Addr ess: f bl @xanpl e. con report =arf

CFBL- Feedback- | D: 3789elael938aa2f 0df df a48b20d8f 8bc6c21ac34f c5023d
63f 9e64a43df edcO

Message- | D <a37e51bf - 3050- 2aab- 1234- 543a0828d14a@mi | er . exanpl e. conp

Content - Type: text/plain; charset=utf-8

DKI M Si gnature: v=1; a=rsa-sha256; d=exanpl e.cony s=news;
h=Subj ect : Fr om To: Message- | D: CFBL- Feedback- | D: CFBL- Addr ess;

This is a super awesonme newsl etter.
Resulting ARF report that only contains the CFBL-Feedback-1D:

------ = Part_240060962_1083385345. 1592993161900
Cont ent - Type: nessage/ f eedback-report
Cont ent - Transf er-Encodi ng: 7bit

Feedback- Type: abuse

User-Agent: FBL/O0.1

Version: 0.1

Oiginal -Mil-From sender @mil er. exanpl e. com
Arrival -Date: Tue, 23 Jun 2020 06:31:38 GMI
Report ed- Domai n: exanpl e. com

Source-1P: 2001: DBS: : 25

------ = Part_240060962_1083385345. 1592993161900



Cont ent - Type: text/rfc822-headers; charset=UTF-8
Cont ent - Transf er-Encodi ng: 7bit

CFBL- Feedback-| D. 3789elael938aa2f 0df df a48b20d8f 8bc6c21ac34f c5023d
63f 9e64a43df edcO
------ = Part_ 240060962 1083385345. 1592993161900- -
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